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CHAPTERL

INTRODUCTION
Overview

Propalms VPN is an applicatibased solution providing secure remote access to your applications and private
network resources through a secure SSL connection. Propalms VPN allows you to access applications securely over
the Internet without reengineerirg. Propalms VPN is a highly secure, clientless and client based SSL VPN
application providing access to a wide variety of applications. Propalms VPN provides secure registration and
enroliment for all network resources.

This Administrator Guide providessiructions for configuring, deploying and managing the Propalms VPN Server.
This document is intended for network and security administrators who are familiar with Ethernet and IP
configuration.

What is SSL?

The Secure Socket Layer protocol was creaietletscape to ensure secure transactions between web servers and
browsers. The protocol uses a third party, a Certificate Authority (CA). SSL uses a cryptographic system that uses
g2 1S8ea (G2 SYyONRBLII RIFGF b | Lldzeecrat €y knéwh orilyyohe yecipiet S @S NE
of the message. SSL technology is embedded in all popular browsers and engages automatically when the user
connects to a web server that is S8labled. When your browser connects to an SSL server, it automaticedly as

the server for a digital Certificate of Authority (CA). This digital certificate positively authenticates the server's
identity to ensure you will not be sending sensitive data to a hacker or imposter site. The browser also makes sure

the domain name mi@hes the name on the CA, and that the CA has been generated by a trusted authority and

bears a valid digital signature. Once the handshake is completed, your browser will automatically encrypt all
information that you send to the site, before it leavesly@omputer.

Propalms VPN

Propalms VPN providedlexible and secure way to extend networking resources to virtually any remote user with
access to the Internet and a Web browser. Remote access based on SSL VPN delivers secure access to network
resources by establishing an encrypted tunnel across the Internet using a broadband or ISP dialup connection. SSL
VPN does not require a client for accessing corporate LAN from remotely. The connectivity in between user and
corporate network will happen through B8innel. SSL VPN admingstir can limit access of a user by usaugess

controls in SSWPN. SSL VPN acts as an application gateway in between user and Corporate LAN. That is when a
user accesses an application, request will go to SSL VPN Server ardvgirroute connectivity of user and
requested Application.



Product Features

Access

w

Finegrained access control

() Clientless (Agent based) access & Client based Access
W Seamless Application access from end user environment
Security

(%) SSL 128it public key, 12&it private key encryption

() Timebased access restriction

(%) Group based access privileges

W Security zone based access privileges

() Lost laptop protection

W Hardened security application

Broad Application Support

g eeegeegee

Legacy applications

Web applications

Portals, Intranet applications
Clientserver applications

Thin web clients

Propalms TSE & Terminal Services

Broad Authentication Support

(%) LDAP, RADIUS, Active Directory

w Native Users and groups

() Serverside digital certificates, Username/password, Cliesitle digital certificates,
authentication (Thumb impression)

Management

() Console centralizes and eases dayday management of security policies

w Facilitates auteconfiguration of standard applications

User management

€ e e eeeEeeE

Notification of password expiration and password change
Configurable Session timeout

User Force Log out option

Flexible User and application grouping

Flexible Endpoint Security Policy and Zone management

User and applicatio group access control, Time based access filtering
Single login enforcement

Endpoint Security

w
w
w

IP addresses are hidden from enders, or fake addresses are shown.
Granular access of applications
Granular check against latest Antivirdgitispyware and Firewall

Biometric



CHAPTER 2

PROPALMSVPN COMPONENTS

Propalms OS

Propalms OS is a Linux 2.6 kernel based hardened platform which hosts the required services for running Propalms
VPN. Propalms OS is a customized Fedora 9 distribution eradnitained by Propalms Support Team.

When installed, Propalms OS has a small menu driven interface to manage host configuration like network settings
modifications or reinstallation of firmware.

Propalms OS comes on an integrated installer CD or boots®eddive. The integrated installer is a single click OS
installer which also installs the VPN software.

NB:Installing the Propalms Q8ll erase all existing data byour system without asking about details of partition.

Propalms VPN Srvice

Propalms ¥N service is a highly scalable service that provides secure access to corporate applaatioosming
users. The VPN service is responsible for:

Encryption/Decryption of all VPN traffic
Session Management

Application Proxy

Policy Management

Audit lagging

aprwbdpRE

The Propalms VPN service is highly scalable in terms of number of users it can handle. It can go from 10 to
thousands of users utilizing minimum amosaof hardware resources.

The VPN service uses locally installed Apache service to delivepages and a My SQL database to store
configuration settings.

Propalms VPN Management Console

The VPN has a web based management console for easy and centralized user management, session management,
policymanagement and server configuration control. The console pravigigort generation and downloading of
reports of user activity.

The management console has built in granular administrative roles. There are two types of administrators namely
Security offters and Administrators. Both security officers and administrators must login using certificates
generated at the time of bootstrapping the Propalms VPN.



Propalms management console can be accessed from Propalms VPN home page. Currently Internet Explorer 7
and Firefox 3.0 are tested browsers.

Propalms VPN Homepage

When the IP address or hostname of the VPN gateway is browsed, it gives the Prdfiitheme page. This
provides access to VPN client installer, link to management console, and the VPN Client

The home page can be access on bifl://vpngateway ip_address/

Propalms VPN Jient

There are two ways to login from client computer to Propalms VPN.
1. Clientless Access (Via ActiveX) called Uniform Applic&imnecter (UAC)

For Clientless access, you can use Internet explorer browser and automatically download Propalms
ActiveX control to your local machine and provide connectivity without using any installable application.

2. Client Access (Via Propalms VPHENMBIL You need to install Propalms VPN client in local machine.

Propalms VPN Client is a small footprint self upgrading VPN client that is required to login into Propalms
VPN server.The VPN client can be installed from Propalms VPN Home page.

PropalmsVPN is currently supptad on Windows 98, 2000, XP SP2, Vastd Windows 2003 platforms.


http://vpngateway_ip_address/

CHAPTER 3

INSTALLATION

Propalms VPN is available as a software appliance as well as a hardware appliance

Propalms VPN Hardware Appliance

Propalms VR is available on a hardware appliance that has Propalms OS and Propalms VPN software and services
already installed. Please refer to VPN hardware install guide for more details on setting up Propalms VPN hardware
appliance

Please contact Propalms Salearn at sales@propalms.com for more information on hardware appliances.

Propalms VPN Virtual Appliance

Propalms VPN is available as a Virtual Appliance that can nndilware Player, VMware WorkStation, VMware
Server and VMware EAZX Servers. An evaluation version of Virtual Appliance will soon be downloadable from
Propalms Website (www.propalms.com).

All the functionalities are similar to VPN hardware appliance.

Propalm s VPN as Software VPN

Propalms VPN is also availablesafiware VPN. It is available as a single click integrated installer CD which installs
both Propalms OS and Propalms VPN on any custom hardware. The VPN CD installer can be downloaded from
PropalmsWebsite (www.propalms.com).

Propalms OS is Linux 2.6.xx kernel based platform, hence any hardware that supports Linux is supported by
Propalms OS. Currently Propalms OS supports only x86 based hardware platform.

The functionalities of the VPN platform asame irrespective of the underlying platform.

Steps for Installation of Propalms OS

1. al 18 &2dzNJ a28aisSyQa FTANBRG o0220l0fS RSHAOS ! { 2NJ /5
2. Insert Propalms VPN OS installer CD / USB

3. The installer screen will appear. If you are installing through tygie usb

4, Installation procedure starts. Next few steps will ask about OS language and keyboard layout

5. Installation will start automatically and will take up to-16 minutes to complete.

10



6. After completion of Installation, remove CD and restéue thachine

Configuration of Propalms OS

After completion of successfuistallation and restart you will get a blue setup screen with following options:

Propalms UFN 3.4.83

Hostname: propalmsvpn

IP Address Information
ethd [STATIC]1 19Z2.168.1.1688
ethl [DHCF1 18.18.1.38

Pleaze chooze one of options below

| IlChange Hostname
2

Change IP fAddress

Modify Hosts File

Modify DNS Cowfiguration
Restart fAppliance
Shutdown Appliance
Reinstall Firmware

Go to shell

{Cancel>

1. Change Hosthame - Set Propalms VPN Server hostname

2. Change IP Address - Change IRAddress and net mask of your VPN Server.

This will show available Ethernet cards in the system. We set default IP address 192.168.1.100. For changing
this select the menu Item (ud¢Pand DOWNarrow keys) and predsnter.

| Select A Device |

ethB (ethB) - Advanced Micro Devices [AMD] 79c978 [PCnet32 LANCE]
<New Device>

{Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen

11
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Enter new static IP, networkask address and gateway of the network.

Navigate using arrow keys, seld®K and pressEnter. This will redirect you to previous menu (Network
device). Seledquit button andEnter. VPN netwrk service will restart.

Network Configuration

Name
Device
Use DHCP
Static IP

{Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
Modify Hosts File - Modify VPN Server local hoseffbr name resolution in case a DNS
server is not available

This menu will be useful sometimes for accessing VPN application through application name.
For modifying VPN device host file entry, select option 3 Modify host file and Brntss

Navigate using arrow keys then sel&@sthen OK

Current Hosts File is:

127.8.8.1 localhost.localdomain localhost
192.168.9.201
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Make sure you enter the hosts
conf iguration in following format.

IPAddress Hostname.Domainnae Hostname

Edit host file and presSK

You are modifying setcr/hosts file.

127.8.8.1 localhost.localdomain localhost
| Wi192.168.9.281

< 0K > <Cancel>

A confirmation window appears



Hosts file is modified.

4. Modify DNS Configuration - Selectthe DNS Servers your Propalms VPN will use

Select Menu item and pre&nter
SelectYesbutton and pres€nter. Information about DNS entry details will appear

Current DNS setting configuration is:

Do you wish to modify the DNS configuration?
<No >

ClickOKto edit

14
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Make sure you put the DNS server IP
address in following format

Nameserver <IPADDRESS>

Add your DNS Server details and clidk

Hlease enter the nameservers IP address in following format.

nameserver 4.4.4.2

< 0K > <Cancel>

A confirmation screewill appear
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Restart Appliance

Shutdown Appliance

Reinstall Firmware

Go toShell

DNS configuration is modified.

Choose this option to restart yolrropalms VPIdppliance

Choose this option to shutdown tHeropalms VPN

Allows to reinstall the VPN software on the appliance

Go to Linux shell for advanced administration



CHAPTER 4

CONFIGURATION

VPN Service States

The VPN service has three states:

1. Boot strap
2. Configuration
3. Run

Boot strap State

On a freshly installed VPN installation, the VPN service is indiaqt state. During this stage, admin configures
the system settings, including network, license and certificate settings.

During this stagéhe first security office account is created.

Configuration State

In this state, the VPN service is in configuration mode. VPN service will not accept corsfeatioany user other
than Security Officers and Administrators.

Once bootstrap state is complete, the VPN service automatically movesrtfiguration state.

Administrators can bring the VPN service from run state to configuration state from administrator console for
doing system wide changes.

Run State

In this state, the VPN service is fully functional. No critical system wide changes gerformed on VPN system
during run state.

VPN service does not move automatically from configuration state to run state after a fresh configuration. For VPN
service to go from Configuration state to Run statey should go to Server Configurationp®e State and switch
to Run State.

17



New VPN Installation

After a fresh installation of VPN OS and VPN service, the VPN service is running in boot strap mode. Follow these
steps to complete bootstrap stage.

1. Launch the web browser and go to URtp://vpn_gateway ip_address/

2. | £ AO1 Adnfinistrakoit | d&y RSNJ 4SO0GA 2y alyl 38ySyid Oz2yazts

3. hy (KS ySEdiclithheleS ©2 A Sbot @affe tdidNBetwork settings and license settings.
a. This willopen the SYSTEM CONFIGURATION screen.

[ Network Configuration - Microsoft Internet Explorer

File Edit View Favorites Tools Help

eaack - ‘\J |ﬂ @ &h /‘DSearch S:\\'(Favorites 8 QB' ‘; @ - L_)Jl \a vgﬂ ﬂ

rddress @ http:{{dema.propalmsvpn.com/fes-binfpreboot. cgi

@ propalms VPN

Access Made Easy

VPN Management

Propalms ¥PN: System Configuration

Host Configuration

Host name demo.propalrmsvpn.com
Default Gateway NONE
Primary DNS
Secondary DNS NONE
Interface Configuration
Interface Name IP Address Subnet Mask Gateway
etho 192.168.9.201 255.255.254.0 INONE
Date and Time setting
P Day ¥ vear ¥
Time ’ Hour v
Time Zone Select TimeZone e
Server License
Leense ey i

Company Name

|

4. In the Host Configuration section, enter the following information to configure the host settings.
a. Type theserver namein the Host Name field.
b. Type thedefault gatewayin the Default Gateway field.
c. Type theprimary DNS addresi the Primary DNS field.
d. Type thesecondary DNS address the Secondary DNS field.

18
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5. Inthe Interface Configuration section, enter the following information to configure the interface settings.

a. The interface name will be displayed Hgfault in the Interface Name field, based on the number of
network cards in the system. For example, if there is only one network card in the system, the interface
YIEYS gAff 6S RAaALI @SR a aSGKnézI AF EedisH@dasNE (g2
GSGKmMéE |YyR a2 2y o
Type thelP addressn the IP Address field.

. Type thesubnet maskin the Subnet Mask field
d. Type thegatewayin the Gateway field

NB: |If the IP address and gateway is set at the time of installation of Linux in the defem the VPN
installation, these values will be displayed in the Host name, Default Gateway, Primary DNS, Secondary DNS, IP
Address, Subnet Mask and Gateway fields by default. You can edit the values if required.

6. Inthe Date and Time setting secti@nter the following information to configure the date and time settings.
a. To set the date, click on the dragpwn arrows and select th®ate, Month, and Yearfrom the list,

corresponding to the Date field.
b. To set the time, click on the dregiown arrows andselect the Hours and Minutesfrom the list,

corresponding to the Time field.
c. Click on the droglown arrow corresponding to the Time Zone field and select the appli¢abée zone

from the list.

7. Inthe Server License section, enter the following informmafiar license verification.
a. Type thePropalms VPN license kégeceived with the server box) in the License Key field.
b. Type yourrcompany hamen the Company Name field.

8. ClickSubmitto save the configuration details or click reset to clear the fields

9. Onclicking the Submit button, the following confirmation screen appears, displaying the entered.values

A Network Configuration - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Back A ) Btj L‘:"j ;‘: /7‘Search "\;\:’(Favorites {{7 - A‘g [ ~ 7‘3'33 ‘:“

Address -é:] http:{{dema.propalmsvpn.com/fes-binfpreboot.cqi

System Configuration

Host Configuration

Host name demo.propalmsypn.com
Default Gateway 192.168.9.201

Primary DNS 44.4.2

Secondary DNS NONE

Interface Configuration

Interface Name 1P Address Subnet Mask Gateway
etho 192.168.9.201 255.255.254.0 192.168.9.201
Server License
License issued to company propalms
Number of valid concurrent users 10
Commit Cancel

10. ClickCommitto save the details or click Cancel to change the System Configuration values.
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Bootstrap Sate

On completion of System ConfiguratioPN moves into Bootstrap State, and is ready for atone registration

process. In Bootstrap State, first Security Officer Registration, SMTP Server configuration, Database User

configuration, and several others tasks are completed, including:

= =4 =4 =4 4 -4 -4 - -4

The tasks such as creating CA certificate, Signer Certificate, Verifier Certificate, and many others take place

Registerifst Security Officer

Create Root Certificate Authority (CA) Certificate

Register SSL Certificate for VPN

Create Signer Certificate

Create Verifier Certificate

Create VPN database and database tables

Register VPN Ports and Apache Ports (port 80/4d314and 4002)

Create Configuration files

Enter Configuration State (this change occurs automatically after the Bootstrap process is complete)

internally when you register the necessary details with VPN during server Bootstrap.

After the details have been saved, a redirection screen will appear which redirects you to the Enterprise Server

screen.

Propalms Administration Page - Microsoft Internet Explorer

fle  Edt  View Favorites Tools Help
B~ © [ @ 6 P e @3- 2 3 -LRIEO B

ddress | @ ; B . -bi .cgi
I-@j http:{{demo.propalmsvpn.com/fes-binfbootstrap.cai

@ propalms VPN

Access Made Easy

VPN Managerment Console
Enterprise Server

Server Version: 3.4

CA Mode

() Propalms Internal CA with external CA Certificate
(3) External CA

® Default Propalms Internal CA

In the CA Mode section, the Default Internal f@4d is chosen by default. This enables the VPN internal Certificate
Authority and the VPN server becomes the Certificate Authority.

Click theSubmitbutton to save the changes made and click Reset to cancel the changes made to the page.

On clicking thesubmit button, the Bootstrap page appears as shown below.
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ClickSubmitto register the data, or click Reset to clear all data from this screen.

After clicking the Submit button, the following screen confirming the registration will appear.

First Zecurity Officer sol registered successfully

NB: If the message given in the above screen does not appear, please check your Bootstrap registration data

carefully.
+tb {SNBSNI SYFIAf& w220 / SNIAFAOFGS 060 ORaEBEJINESND | yR |

Important: The fist Security Officer must download the Root Certificate and import it to the browser in the list of
Trusted Root Certification Authorities.
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