
9 Things That  
Keep Cloud Architects 
Awake at Night
And What to Do About Them
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No matter where you learned your cloud chops – as a software engineer, in 

IT management or as a line-of-business owner – becoming a Cloud 

Architect requires honing your problem solving skills with two-thirds of your 

implementation challenges being business versus technology-related.

Nature of Cloud 
Architects
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Challenge No. 1: 
Architecting for 
SLAs 

To retain relevance, IT must think and act like a service provider. 
This requires offering Service Level Agreements to end customers.

If SLAs — or OLAs Operational Level Agreements — become an afterthought, 
that increases the probability that IT will fail to meet customer needs.

Action item: Define the service offerings and associated SLAs, then architect 
the cloud infrastructure solution. If the cloud infrastructure already exists, what 
are the architectural gaps that need to be closed to meet the SLAs?
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Challenge No. 2: 
Automating Cloud 
Operations

The traditional, ticket-based IT approach (human middleware) cannot support 
the dynamic nature of cloud nor the levels of agility increasingly demanded 
by IT’s end customers.

Automation is key to IT’s success in delivering cloud-based services. 

Automate these two things first:

1. Make the provisioning process
self-service.
• Frees up time for innovation
• Directly impacts customer

 “time to value” 

2. Make workloads burst automatically.
• The initial automation implementation

cost is more than offset by the 
expense of doing it manually



5

Challenge No. 3: 
Workload 
Placement 

How do you place and execute workloads to 

meet your customers’ changing and increasingly 

demanding requirements?

Cost per VM  (virtual machine) is usually the bottom line.

Quality of Service, need to understand the levels of service 

beyond just availability and performance. 

And finally, risk considerations such as data privacy laws, 

regulatory compliance and integration with backend systems 

must also influence workload placement.
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Challenge No. 4: 
Shifting to OpEx

Using an external cloud provider might provide lower cost per workload but it 
also allows you to move the cost from CapEx to OpEx.

Unfortunately, internal accounting changes, not to mention mindset changes,  
can be difficult and will take time. The solution? Meet with your CFO and finance 
team to prepare your organization to shift from CapEx to OpEx. 

Converting from a CapEx to an OpEx basis using a private cloud can prove to  
be challenging because lines-of-business use project-based CapEx accounting. 

Fortunately there is cloud business software available to help enable the shift for 
IT by providing, acting on, and contextualizing the service-based costing approach 
critical to adopting an OpEx basis.

CapEx OpEx



Challenge No. 5:  
Smart Capacity 
Planning 
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Do your end users expect endlessly available resources? 
Here are 4 ideas to consider:

• Establish a process to improve demand forecasting and its integration into
capacity planning

• Deal with unplanned capacity requirements with a hybrid or external cloud provider
who can satisfy unplanned capacity spikes, consider SLAs, regulatory compliance,
data protections and build this into the architecture

• Adopt continuous-capacity usage auditing. Are the workloads sized properly, based
on usage? Audit the workload’s resource utilization to uncover resizing opportunities

• Make use of new tools that provide predictive analytics-based dynamic thresholds, and
smart alerts to intelligently and proactively manage capacity utilization and availability
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Challenge No. 6: 
Interoperability 
Meets 
Integration

Moving workloads to an external cloud can introduce risks related to 
performance and latency. How can you architect your inclusive cloud 
environment to mitigate these risks? 

For hybrid or public cloud workloads, make sure you have a network 
connection of sufficient bandwidth, to support accessing data or other 
systems in your private cloud.

Has the external cloud provider exposed APIs that allow you to 
interoperate with the external cloud? Integration is usually the key 
to a complete solution. 
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Challenge No. 7: 
Monitoring and 
Troubleshooting 

Cloud architects know that a “single pane of glass” monitor, powered by 
predictive analytics and enabling intelligent troubleshooting is essential  
to successfully manage a cloud.

For a private cloud initiative:
• Decide whether to deploy a ‘purpose-built’ monitoring and cloud management

solution or to integrate disparate point solutions for the same purpose

For a public cloud initiative:
• Extend your monitoring and management tools to encompass peformance

workloads and infrastructure. Establish an SLA with the provider covering
incident response and resolution



Challenge No. 8:  
Virtualized Stack 
vs. Physical 
Components
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Cloud Architects know that abstracting away from hardware provides the  
enterprise with greater flexibility because it is easier to make dynamic changes 
in software rather than hardware. 

But how do you achieve optimal flexibility in your cloud environment?

• Create a fully virtualized stack – a Software Defined Data Center
– provides excellent flexibility; a key enabler for IT as a Service

• Establish a policy-based approach to manage workload flexibility; then
compute, memory, network, security, and storage are tied to the workload,
not the underlying hardware configurations

• Standardize your underlying infrastructure on less expensive hardware
by utilizing a fully virtualized stack



Challenge No. 9:  
“SaaSifying”
Applications
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Along with automation, one of the key goals shared by Cloud Architects 
is a desire to make their applications cloud ‘aware’. 

For example, consider a three-tiered application with a Web front end, 
middleware and a database back end. You shouldn’t do anything in the cloud 
app that prevents you from dynamically adding or removing the number of 
Web front ends that exist – or any tier for that matter.

Take a blueprint-based approach by automating application provisioning 
to support application configuration automation. Something as simple 
as consistent use of meaningful error codes enables your team to take 
advantage of more sophisticated log analysis tools.



To learn more about Cloud Automation and 

Cloud Operations solutions, go to:

VMware Professional Services

VMware vRealize Automation

VMware vRealize Operations

5 Ways Cloud Automation Drives 
Greater Cost and Operational  
Transparency Webinar

Where to Go for More Ideas

Free upcoming Webinars -- Register Here

http://www.vmware.com/consulting
http://www.vmware.com/products/vrealize-automation/
http://www.vmware.com/products/vrealize-operations/
https://www.brighttalk.com/webcast/10977/104737
https://www.brighttalk.com/webcast/10977/104737
https://www.brighttalk.com/webcast/10977/104737
https://insights.vmware.com/surveys/N3UY44/
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