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KEY CHALLENGES:
• Deliver a secure virtual 

workspace to end users—cost 
effectively.

• Address concerns about users 
enrolling their own devices 
through “opt-in” initiative and 
clear communication. 

• Enable work productivity by 
delivering a secure way to 
share content.

BUSINESS BENEFITS
• Provide a mobile experience 

that makes accessing internal 
resources even simpler than 
from a desktop.

• Deliver an application 
deployment platform for 
VMware organizations to 
deliver mobile apps securely.

• Help employees stay informed, 
safe and productive through 
mobile apps like parking 
escort and vehicle service. 

• Enable collaboration through 
secure content lockers.

VMware IT Delivers AirWatch 
best-in-class enterprise mobile 
device management

Meet end user demand for mobile freedom and IT’s need to 
deliver secure, policy-compliant mobile services at low cost 
and high scale by delivering AirWatch® by VMware for mobile 
device management. 

Challenge 
End users want freedom. They need to be able to work productively from anywhere, 
on any device, but in a “bring your own device” era, where more companies like 
VMware are choosing to have users own their own devices, users sometimes have 
concern about bringing their personal property into the enterprise fold. 

“Users need to know they can work securely and easily from their mobile devices, 
but they also want assurance that doing so won’t affect their personal applications or 
data,” said Richard Capatosto, system administrator for the AirWatch program. “At the 
same time, IT needs to know that security and policy are enforced, and that users are 
able to share their work over mobile devices so they can truly be productive.”

VMware acquired AirWatch in January 2014, adding mobile device management to its 
end user portfolio as part of its vision to deliver a secure, virtual workspace. 

Mobile is more than a technology; it’s social behavior. VMware IT has watched users – 
and the end user universe here includes some pretty technically sophisticated users, 
such as engineers – gradually come to trust and accept new technologies that enable 
them to communicate, collaborate and share data, even on devices they own. 

“We knew we wanted our enterprise mobile program to be optional – people opt in 
and know they can opt out if they want to,” said Capatosto. “But what users find is that 
AirWatch delivers them a simplified way to use their mobile phones to work effectively, 
such as instant connection to the VMware intranet with no need to launch a separate 
‘VPN’ connection.” 

VMware rolled out a “BYOM”–Bring Your Own Mobile–program in 2011 in selected 
countries – US, India, China and the United Arab Emirates (Dubai), officially getting IT 
out of the business of provisioning mobile devices to employees. Initially there was 
some resistance, but mobile devices have so quickly become a matter of personal 
taste and consumer choice, it’s a no-brainer today. 
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In enterprise mobility, “adoption” means not just end users who enroll in the program, 
but internal organizations that recognize the importance of reaching people on their 
mobile phones. VMware’s Real Estate Worldwide (REW) organization, which manages 
facilities, has been quick to deploy numerous “apps” to better serve people on its 
campuses. Users can contact security, request an escort to their vehicle, or order a 
new badge all from their mobile devices. Other popular “apps” are the Conference 
Room Locater and the Lost and Found. 

As with all end user initiatives, IT provided guidelines for the service desk. Initially 
users must visit the app store for their device and use their RSA credentials to enroll. 
After that, using the AirWatch agent on their device, they can access the VMware 
enterprise, without logging in, from anywhere they can get cell or Wi-Fi service. 

There are 4 levels of support (0 – 3) that VMware handles before escalation hits the 
highest level, that of SaaS support. 

Solution
Making users comfortable with enrolling their personal devices has been a matter of 
clearly communicating what AirWatch does – and doesn’t do, noted Capatosto. 

AirWatch will inventory devices to gather basic information such as serial number 
and OS, but it will not modify anything on the device or “wipe” the device. Applications 
can be “pushed” to enrollees, but users decide whether or not to accept them. VMware 
may offer applications that employees could find useful—such as a Conference Room 
Locator—but users control whether it installs. With 3,500 users and more than 3,000 
devices enrolled in just a few months, it seems IT has taken the right approach.

“AirWatch supports iOS, Android, Windows 7 and 8 and OSX, so we have all the most 
popular devices covered,” said Capatosto. 

AirWatch does more than enable mobile connection with the enterprise; it simplifies 
it by allowing users who’ve initiated once to get behind the firewall without signing in 
through the security token normally used to gain virtual private network access. 

“Once you install the AirWatch agent on your phone, you can get anywhere in the 
VMware enterprise without using an RSA token,” said Capatosto. 

AirWatch by VMware is available today in North America, expanding globally 
during 2015. 

Secure Content Lockers Enable Sharing

AirWatch provides the ability to share data and collaborate with other users from 
their mobile devices just like any other platform through secure content lockers. 

Sharing files securely and easily is a key criteria for an enterprise mobile device 
program. Users can store files and other data in secure “content lockers” and – this is 
key – those lockers can be accessed by anyone the user gives permission to, whether 
they have AirWatch or not. So, team members who want to access your locker from 
their desktop and have not enrolled in the program can do so as easily as AirWatch 
users. Users can also send a URL to people outside VMware to provide access to a 
locker, such as contractors, agencies and other service providers. 

This makes AirWatch as easy to use as Dropbox , Google Drive and even SharePoint. 

“Users need to know they can 
work securely and easily from 
their mobile devices, but they 
also want assurance that doing 
so won’t affect their personal 
applications or data”

– Richard Capatosto,  
VMware system for AirWatch.
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Engineers Embrace AirWatch

The engineering teams have embraced AirWatch, made especially relevant as it 
provides mobile access to Wiki pages and Bugzilla, their debugging platform. 

“Installing and using AirWatch is a positive user experience,” said Capatosto. “It can 
usually be installed in under 2 minutes, it’s easy to use and delivers the functionality 
users want. IT’s job is to take care of the ‘back end,’ and oversee the delivery of more 
applications to this platform.”

“Once the device is enrolled in AirWatch the device will use a security certificate to 
connect to internal VMware resources,” said Capatosto. 

Low IT Overhead

Like most IT organizations, VMware knew it needed to deliver a secure way to use mobile 
devices for business, but needed the IT overhead to manage it kept to a minimum. 

A simple dashboard makes it easy for IT to see total deployments and the 
composition of the user base (“mostly iPhone” according to Capatosto). He and one 
other FTE administer the program, keeping overhead low and highly scalable. From 
an IT standpoint, administering AirWatch is simple and addresses the need to keep 
overhead low. AirWatch allows centralized device management, remote configuration 
and application deployment, Capatosto noted. 

A Growing Platform

AirWatch will grow as an application deployment platform as more internal organizations 
see the value of connecting with employees via their ubiquitous mobile phones. That 
means IT must develop a review process to ensure new apps comply with policies 
and/or meet the guidelines to be developed by IT. The scope of the secure lockers will 
also grow to include SharePoint, OneDevice, and other platforms so that eventually, 
working on your mobile is exactly like working at your desktop, only smaller. 

VMWARE ON VMWARE
As the leading proponent of  
our own products, VMware  
is committed to passing on  
the lessons learned by our 
internal IT group in applying 
virtualization and cloud 
management technology  
to solve business challenges.  


