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INDEPENDENT PRACTITIONER’S TRUST SERVICES REPORT 
 
 
To the Management of VMware, Inc.: 
 
We have examined management’s assertion that during the period January 1, 2014, to December 31, 2014, 
VMware, Inc. (“VMware”) maintained effective controls over the vCloud Air® system (the “system”) for the security 
and availability principles set forth in TSP section 100, Trust Services Principles, Criteria, and Illustrations for 
Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Technical Practice Aids) 
(applicable trust services criteria), to provide reasonable assurance that 

 the system was protected against unauthorized access, use, or modification; and 

 the system was available for operation and use as committed or agreed. 
 
VMware’s management is responsible for this assertion.  Our responsibility is to express an opinion based on our 
examination.  Management’s description of the vCloud Air® system covered by its assertion is attached.  We did 
not examine this description, and accordingly, we do not express an opinion on it. 
 
Our examination was conducted in accordance with attestation standards established by the American Institute of 
Certified Public Accountants and, accordingly, included (1) obtaining an understanding of VMware’s relevant 
controls over the security and availability of the vCloud Air® system; (2) testing and evaluating the operating 
effectiveness of the controls; and (3) performing such other procedures as we considered necessary in the 
circumstances.  We believe that our examination provides a reasonable basis for our opinion. 
 
Because of the nature and inherent limitations of controls, VMware’s ability to meet the aforementioned criteria 
may be affected.  For example, controls may not prevent or detect and correct error or fraud, unauthorized access 
to systems and information, or failure to comply with internal and external policies or requirements.  Also, the 
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter 
the validity of such conclusions. 
 
In our opinion, management’s assertion referred to above is fairly stated, in all material respects, based on the 
AICPA and CICA applicable trust services criteria. 
 
 
 
 
Tampa, Florida 
February 13, 2015 
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SYSTEM DESCRIPTION OF THE VCLOUD AIR SYSTEM 
 
Company Background 
 
VMware (NYSE:VMW) was founded January 1, 1998.  VMware currently has more than 13,000 employees 
worldwide.  Utilizing its virtualization and infrastructure management products and services, VMware enables 
enterprises to adopt a cloud computing delivery model that addresses their unique business challenges.  With 
more than 500,000 customers and 55,000 partners, VMware provides infrastructure and services and cloud 
solutions to organizations of all sizes.  VMware is headquartered in Palo Alto, California, and has strategic 
business offices in Austin, Texas; Coppell, Texas; and Farmers Branch, Texas. 
 
 
Description of Services Provided 
 
VMware’s vCloud Air (vCloud) is a secure, hybrid cloud service operated by VMware, built on the foundation of its 
vSphere infrastructure.   
 
vCloud Air ‘s global presence includes the following locations: 

 Las Vegas, Nevada 

 Santa Clara, California 

 Sterling, Virginia 

 Newark, New Jersey 

 Dallas, Texas 

 Slough, England 

 Kita-Kyushu, Japan 
 
Service Options 

vCloud is an Infrastructure-as-a-Service offering operated and managed by VMware, with four class-of-service 
alternatives: 

 Dedicated Cloud class of service provides a single-tenant private cloud with dedicated computing 
servers, layer-2 network isolation for workload traffic, dedicated storage volumes, and a dedicated 
cloud management instance.  Infrastructure capacity may be allocated to a single virtual datacenter or 
multiple datacenters at your option. 

 Virtual Private Cloud class of service provides a multi-tenant virtual private cloud with logically-
isolated resources on shared physical infrastructure, configured as a single virtual datacenter with 
networking resources. 

 Disaster Recovery class of service provides a reserved multi-tenant virtual private cloud, configured as 
a disaster recovery virtual datacenter (Disaster Recovery-VDC) for replication, failover, and recovery of 
remote virtual machines. Similar to Virtual Private Cloud, this class of service leverages logically-
isolated resources on shared physical infrastructure.  

 Virtual Private Cloud OnDemand class of service provides a multi-tenant virtual private cloud with 
logically-isolated resources on shared physical infrastructure, allocated to a single virtual datacenter or 
multiple virtual datacenters at your option. 

 
Service Objects 

Each class of service includes the capability to access these objects and manage them to align with different 
consumption and administration models: 

 Virtual Datacenters (VDCs) in all classes of service will be set up with an internal VDC network and 
edge gateway with optional NAT-routed network. 
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 Virtual Machines (VMs) are first-class objects in vCloud interactions; they may be created and 
managed individually. VMware vSphere® vApps™ will be visible along with their virtual machine 
associations on the vCloud Air Console (see below), but can be created or managed only through 
VMware® vCloud Director®. 

 Networks may be managed through the vCloud Air Console for edge gateway configuration and 
common use cases such as NAT mappings, firewall rules and virtual machine to network assignment. 
Advanced settings configuration and management such as VPN setup, load balancing and network 
creation can be done through vCloud Director. 

 
VMware utilizes the data center hosting / colocation services provided by multiple data centers to support the 
vCloud services.  These data centers (referred to as “the Data Center Providers”) include the following: 

 Switch, Ltd. in Las Vegas, Nevada 

 Savvis Communications Corporation dba CenturyLink TS in Santa Clara, California; Sterling, Virginia; and 
Newark, New Jersey 

 Digital Realty Inc. in Dallas, Texas 

 IDC Frontier, Inc. in Kita-Kyushu, Japan 

 Equinix, Inc. in Berkshire, United Kingdom 
 
The Data Center Providers provide facilities and infrastructure to protect VMware’s systems from physical and 
environmental security threats.  Colocation services consist of physical and environmental protection services 
including, but not limited to, the following: 

 Physical security 

 Heating ventilation and air conditioning (HVAC) 

 Fire detection and suppression  

 Power 

 Network connectivity 
 
VMware receives and reviews the Data Center Providers’ SOC 1 examination reports or relevant certifications, if 
applicable, on an annual basis.  Additionally, VMware monitors the services provided by the Data Center 
Providers on an ongoing basis as a component of standard business operations.  A formal checklist is utilized to 
perform an annual assessment of each Data Center Provider.  The checklist includes validation of the following 
elements:  

 Security guards and/or personnel are in place to monitor the data center ingress points  

 Assigned badge access devices are in working order 

 Assigned biometric devices are in working order 

 Data center temperature is at an acceptable level 

 Systems are powered appropriately 
 
Additionally, badge access logs for the contracted secured spaces are requested from the Data Center Providers 
and retained by VMware for at least ninety days. 
 
Infrastructure and Software 
 
vCloud is delivered through either the dedicated cloud or virtual private cloud model that is built on the VMware 
vSphere virtualization platform.  Infrastructure components include the vSphere Hypervisor appliances and ESX 
servers.  At the network perimeter, NSX Devices are in place to provide firewall system protection, traffic analysis, 
and network perimeter services to protect the vCenter Server virtual infrastructure, and are managed using the 
vShield Manager software.  VMware utilizes vSphere Data Protection appliances for data protections, such as 
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routine backups, for the vCloud Hybrid Service infrastructure, including top-layer management and user-
management interfaces owned and operated by VMware. 
 
VMware vCloud requires the following three applications, developed specifically for the vCloud: 

 vCloud Console is the primary interface for access, consumption, and management of cloud resources 
purchased from VMware, including virtual datacenter management, configuration of network services, 
and VM instance lifecycle management.  For more advanced management tasks, the console provides 
direct access to vCloud Director under the same sign-on. 

 vCloud Director is the vCloud application programming interface for programmatic resource 
management or workload migration of the customer’s vCenter Server virtual infrastructure. 

 vCenter is the server virtualization and management software utilized by vCloud to manage the 
infrastructure 

 
The in-scope infrastructure consists of multiple applications, operating system platforms and databases, as shown 
in the table below: 
 

Primary Infrastructure 

Production 
Application 

Business Function Description 
Operating System 

Platform 
Physical 
Location 

Active Directory 
Domain 

Network domain supporting vCloud Microsoft Data Center 
Providers 

Application, 
Web and 
Database 
Servers 

Production operating systems supporting the vCloud Microsoft Windows 
and Linux servers  

Data Center 
Providers 

Firewall 
Systems 

Firewall systems are in place to filter unauthorized 
inbound network traffic from the Internet. 

NSX Edge Data Center 
Providers 

vCloud 
Console 

Primary vCloud interface Microsoft Windows 
and Linux Servers 

Data Center 
Providers 

vCloud Director Application programming interface Microsoft Windows 
and Linux Servers 

Data Center 
Providers 

vCenter Server virtualization and management software Microsoft Windows 
and Linux Servers 

Data Center 
Providers 

 
All equipment is maintained within the Data Center Providers locations noted above.  The Data Center Providers’ 
physical security services are supported by an electronic badge access system and a surveillance camera 
system.  The environmental security services provided by the Data Center Providers are supported by climate 
control equipment, fire detection and suppression equipment, power supply systems and backup power supply 
systems (e.g. uninterruptible power supply (UPS) systems and generators), and an environmental monitoring 
system / building management system (BMS) configured to monitor the equipment deployed. 
 
 
People 
 
The following personnel are involved in the operation and maintenance of vCloud: 

 Research and Development (R&D): The R&D team is responsible for proof of concept, standard, 
specifications and installation requirements.  This team maintains read-only access into the vCloud production 
environment. 

 System Engineering: The system engineering team is responsible for automation, install documents, system 
test plans and risk analysis.  This team does not maintain access to the vCloud production environment. 
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 Operations: The operations team is responsible for setup and installation of hardware, performing 
configuration changes, customer installation, new software releases and troubleshooting incidents.  The 
operations team maintains administration access to the production environment. 

 
The personnel supporting the Data Center Providers’ data center services system include, but are not limited to, 
the following: 

 Security personnel – responsible for managing, monitoring and controlling access to the data centers, 
and for monitoring and responding to alerts generated by the security systems.  

 Facilities personnel – responsible for maintaining, monitoring, and inspecting equipment supporting the 
data centers, including the climate control equipment, fire detection and suppression equipment, power 
supply systems and backup power supply systems, and for monitoring and responding to alerts or 
notifications generated by the BMS. 

 
 
Procedures 
 
Customer Onboarding 

Customer onboarding includes a defined process within the vCloud team.  The onboarding process includes 
several required steps prior to having a customer gain access to the vCloud environment. 
 
To initiate the customer onboarding process, a customer must access the public vCloud website and either create 
an account or log in to an existing VMware account.  Once the user is authenticated, the customer then has the 
ability to purchase a virtual cloud with the options noted above through the vCloud Console.  Applicable to both 
dedicated and virtual options, a standard user access assignment paradigm can be utilized to assign user 
accounts to the customer virtual cloud.  The customer is responsible for assigning and maintaining user access to 
their virtual cloud.   
 
Customer Support and Maintenance 

vCloud support services are integrated with the VMware support center and provide 24x7x365 coverage 
worldwide.  Support requests may be initiated through the vCloud Console.  Once a service request has been 
initiated, it is recorded in the internal ticketing system and monitored until resolution.  vCloud service level 
objectives are in place to cover the vCloud services provided as well as support requests.  The objectives help 
ensure a response time and resolution.   
 
Change Management 

Changes to systems and infrastructure follow a standardized change management methodology.  Changes are 
categorized according to internal and external priorities.  
 
Authorization 

Changes are required to be authorized by internal or external personnel.  Changes, once authorized, are tracked 
in an internal ticketing system, which contains information that includes but not limited to the following: 

 Type of change 

 Change requestor 

 Change details 

 Evidence of testing, if applicable 

 Change approval 
 
Patch and / or upgrade notifications for system software changes are received from the system software vendors 
or internal parties and evaluated and prioritized based on the type of patch (e.g. security related patches are 
applied more frequently).  Approval to implement system or infrastructure changes is communicated to the 
security team and tracked within the ticketing system.  Changes are migrated to production only after all 
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necessary documentation, evidence of testing (if applicable), and approval is received and tracked within the 
ticketing system. 
 
Logical Access 

Policies and Procedures 

Information security policies and procedures have been implemented regarding the protection of information 
assets.  The policies and procedures act as a guide for all vCloud personnel.  These policies and procedures 
define guidelines for the vCloud security program, which includes implementing and managing logical access 
security and controls, including the following: 

 Information security policy 

 Data classification and handling policy 

 Acceptable use policy 

 Password policy 
 
These policies are reviewed and approved by management on at least an annual basis. 
 
User Access Administration 

When a user requires access to information systems or resources, the user's manager initiates a formal access 
request by submitting a user request form.  Access requests must originate from an employee at a manager level 
or above.  If the request comes from a manager level employee or above, the request is considered to have been 
authorized.  Upon submission of the form, the request is routed to the information technology for processing. 
 
The process described above is applicable for new hires needing access for the first time or for changes in 
access levels for existing employees in the event of a transfer or other changes in job responsibilities.  As noted 
above, security administration is managed as a separate function within the information technology department to 
provide segregation of duties between the approval of access by the business and the actual provisioning of 
access. 
 
User Access Removal 

Notification of a user's termination is communicated to operations personnel for processing, at which point the 
personnel disable the user's network account.  
 
Periodic Reviews of Access 

VMware performs a periodic review of user access privileges to help ensure that access is maintained according 
to job responsibilities and management directives.  The access review is documented and maintained as an 
auditable record.  Any discrepancies identified during the user access review are communicated to the 
management team and handled accordingly. 
 
Policy and Procedure Maintenance and Security Awareness 

VMware security policies are documented and available to employees on an internal web site.  Employees 
receive security awareness training for information security as part of the onboarding process.  This training is 
reinforced by security awareness articles and bulletins on current issues, which are distributed periodically.  
Additionally, employees are also required to participate in annual security awareness training. 
 
VMware utilizes a standard operating procedure repository to store an extensive set of documented procedures.  
Detailed procedures are defined for the following categories of functions: information security, physical security, 
network availability, human resources (HR), communications, risk/issues, and service level customer service. 
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Data Center Operations 

The Data Center Providers’ security and facilities personnel use the following procedures to manage/operate 
systems relevant to the data center hosting services: 

 Physical access provisioning and revocation activities to manage access to the data centers 

 Review of alerts generated by the badge access system 

 Verification of identity and authorization of visitors to the data center facilities 

 Review of data center activity via the surveillance camera systems 

 Review of alerts generated by the BMS 

 Maintenance and inspections for the environmental security equipment to help ensure proper functioning 
 
 
Data 
 
The following data is used and supported by the vCloud system: 

 Transaction Streams: vCloud has a series of selects, updates from the user interface to its database 
tables.  Inserting of new data is done when a new customer is created; the provisioning process includes 
both manual and automated steps, which interact with the customer maintenance database process.  
Deletion, decommission or archiving of data is done by a manual process as needed after the proper 
approval has been provided. 

 Files: Database files are maintained on a root drive that is mounted to a storage area network (SAN).  
They are backed up daily after hours and kept in a snapshot of the VM. 

 Databases: vCloud consists of multiple databases spread amongst several servers and designed to fit 
the needs of each individual piece of the infrastructure.   

 Tables: The tables are designed with best practice and performance in mind.  Tables are keyed and 
indexed according to the activity for each table. 

 
VMware utilizes EMC Watch4Net in order to prepare and distribute reports with information pertaining to vCloud.  
Employees can view reports using a unique user account assigned to each vCloud employee/internal user.  
Reports are drafted, developed and published for viewing inside of the Watch4Net portal by the vCloud operations 
team. 
 
The Data Center Providers’ data center services produce data via the badge access system, surveillance camera 
system, and BMS.  The resulting reports and metrics are used to help ensure physical and environmental security 
of the data center facilities. 
 
 
Significant Changes During the Review Period  
 
No significant changes to the vCloud system occurred during the review period. 
 
 
System Boundaries 
 
As outlined in TSP section 100, Trust Services Principles, Criteria, and Illustrations for Security, Availability, 
Processing Integrity, Confidentiality, and Privacy, a system is designed, implemented, and operated to achieve 
specific business objectives (for example, delivery of services, production of goods) in accordance with 
management-specified requirements.  The purpose of the system description is to delineate the boundaries of the 
system, which includes the services outlined above and the five components described above: infrastructure, 
software, people, procedures and data. 
 




