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vCloud Air Security Framework
To provide focus for VMware’s security responsibilities as a cloud service provider, 
we have established a security framework. This framework helps abstract the 
levels of detail typically found in security implementations, categorize the control 
elements, and frame the elements in a meaningful order.

Shared Responsibility
vCloud Air uses a shared responsibility model for security. Trusted security in 
the cloud is achieved through the partnership of shared responsibilities between 
customers and VMware. This model ensures a higher security model and 
eliminates single points of failure.

Both VMware, delivering the service, and tenants, consuming the service, share 
responsibility within the overall security landscape for services run on vCloud Air. 
VMware is responsible for security of the underlying infrastructure of the data 
center locations with tenancy isolation, timely catalog and operating system 
patches, user access controls, and documented certifications and audits. 
Customers continue to own and operate the security and compliance of the 
actual workloads by extending their successful policies and controls to public 
cloud locations.

The following diagram illustrates the high-level architecture for vCloud Air and the 
associated security responsibilities for both VMware and cloud tenants.

OVERVIEW

This document provides a  
general overview of the security 
controls implemented in the VMware 
vCloud® Air™service offering. The 
intent is to provide readers with 
an understanding of how VMware 
approaches security for vCloud Air, 
the key mechanisms and processes 
VMware uses to manage information 
security, and insight into the shared 
responsibility (between the service 
provider and the customer) for 
providing security in a modern  
cloud computing environment.



S O LU T I O N OV E R V I E W |  2

VMWARE vCLOUD AIR SECURITY

The remainder of this document details each element of the framework, 
describing key controls VMware has implemented in vCloud Air.

Virtualization / Hypervisor Layer Security
The VMware vSphere® hypervisor is a key component of vCloud Air. It provides 
the core functionalities of virtualization and isolation that vCloud Air uses for the 
service, as well as several other key security features. Hypervisor layer security 
focuses on three primary areas: the hypervisor, operating systems, and the 
virtualization management layer.

Hypervisor Hardening
vCloud Air leverages the ability to provide remote attestation of the hypervisor 
image based on hardware root of trust. This provides the ability to detect signs 
of change and confirm that the hardware meets security requirements.

Memory hardening 
The VMware ESXi™ kernel, user-mode applications, and executable components 
such as drivers and libraries are located at random, non-predictable memory 
addresses. Combined with the non-executable memory protections made 
available by microprocessors, this provides protection that makes it difficult for 
malicious code to use memory exploits to take advantage of vulnerabilities.

Digital signing for integrity and authenticity 
Digital signing ensures the integrity and authenticity of modules, drivers and 
applications as they are loaded by the VMkernel. Module signing allows ESXi to 
identify the providers of modules, drivers, or applications and whether they are 
VMware certified. VMware software and certain third-party drivers are signed 
by VMware.

DRIVING PRINCIPLES

Information Security requires a 
balancing act, negotiating the 
desires of the business with a focus 
on customer satisfaction, product 
efficiency, product deadlines, revenue, 
and shareholder expectations; 
against the need for security. VMware 
balances these needs with a set of 
controls and management processes 
designed to both mitigate risk and 
enhance the product.

The controls and processes were 
created using a set of driving 
principles, which provide the 
underlying general rules and 
guidelines for security in vCloud Air.

• Risk – manage risk by understanding 
the threat landscape, building a solid 
platform, and leveraging all decision 
makers when calculating risk.

• Controls – establish a balance of 
effectiveness and efficiency by 
implementing the appropriate 
controls for the associated risk.

• Security – provide Guard Rails and 
Guideposts – not handcuffs – when 
establishing security controls.
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Intel Trusted Platform Module/Trusted Execution Technology (TPM/TXT) 
vCloud Air is deployed with TPM and TXT enabled in the hypervisor. This 
causes ESXi to measure the entire hypervisor stack when the system boots and 
stores these measurements in the Platform Configuration Registers (PCR) of 
the TPM. The measurements include the VMkernel, kernel modules, drivers, 
native management applications that run on ESXi, and any boot-time 
configuration options. All VMware Installation Bundles (VIBs) installed on the 
system are measured.

Common Criteria 
The development of vSphere includes secure coding practices and is regularly 
reviewed for Common Criteria Certification. The Evaluation Assurance Levels 
(EAL) in Common Criteria provide confidence that security features in a product 
are reliably implemented. Information on the Common Criteria certifications for 
VMware products are available at http://www.vmware.com/security/certifications/
common-criteria.html

OS Hardening and Base Controls
In addition to the security mechanisms inherent in VMware vSphere, vCloud Air 
hardens operating system configurations and installs additional security software 
as part of all deployments. This software includes, but is not limited to, file 
integrity monitoring, anti-virus software, and central logging.

Ongoing monitoring of the environment is used to detect attacks against the 
management infrastructure. Further detail of the controls implemented are 
available under NDA.

Management Layer
The management layer provides the layer of controls for operating the cloud 
service infrastructure used to deliver vCloud Air.

VMware uses dedicated secure networks when accessing the management 
software used to operate the infrastructure. Only authorized personnel involved 
in the operation and maintenance of vCloud Air have access to this management 
network. The teams are as follows:

• Architecture: The architecture team is responsible for proofs of concept, 
standards, specifications and technical requirements. This team has read-only 
access into the portions of vCloud Air that do not include tenant data.

• System Engineering: The system engineering team is responsible for automation, 
installation documentation, system test plans and risk analysis. This team has 
access to internal development and test environments, but does not have access 
to the vCloud Air production environment.

• Operations: The operations team is responsible for setup and installation of 
hardware, performing configuration changes, customer installation, new 
software releases and incident troubleshooting and resolution. The operations 
team maintains administration access to the production environment, but is 
unable to view the contents of tenant workloads or storage objects.

Access by these teams is managed with multiple levels of access controls, including 
multiple RSA two-factor authentication before accessing vCloud Air infrastructure.

http://www.vmware.com/security/certifications/common-criteria.html
http://www.vmware.com/security/certifications/common-criteria.html
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Data Security
To ensure data handling security, VMware has implemented several key security 
controls in vCloud Air.

Internal Standards and Policies
Internally, VMware has a Data Handling and Protection Standard in place to guide 
employees on appropriate labeling and handling for each classification level. 
Handling procedures include the classification, processing, storage, transmission, 
and destruction of data.

As part of the Risk Management process, controls are implemented to mitigate 
and contain data security risks. This includes the use of separation of duties, 
role-based access control, and least-privilege access for all personnel in the 
supply chain. vCloud Air’s Risk Management process also includes an accounting 
of supply-chain partner data quality errors, associated risks, and appropriate 
corrective action policies.

Production and Non-Production Environments
VMware’s infrastructure is partitioned into production and non-production 
environments. Development of the vCloud Air service is performed in non-
production environments with documented procedures for testing and validation 
of updates prior to production release. The vCloud Air production environment 
contains the underlying infrastructure management software, tenant data, and 
tenant virtual machines. VMware teams are unable to access the contents of 
tenant workloads or storage objects.

From the tenants’ perspective, the VMware vCloud Air production environment 
can serve both production and non-production needs. vCloud Air can provide 
multiple environments to a tenant. The environments can be isolated, with 
unique networking and users for each environment, based on the customer’s 
requirements. No communication occurs between these environments unless 
the customer explicitly establishes networking connectivity between them via 
VPN. This provides the ability for tenants to create their own production and 
non-production environments.

Data Segmentation
All storage is logically isolated between tenants. This is done using VMware 
VMware vCloud Director® and storage profiles with block storage allocated and 
assigned to individual tenants. Consequently, each tenant can only access their 
own storage blocks.

Data Location
Customers choose the physical data center where they want their workloads 
deployed. Data is not moved from that physical data center unless data migration 
is performed by the customer or the customer purchases an Offline Data Transfer 
offering. Customers cannot control data routing over their public Internet 
connection but can control the data path if they are connected to our data 
centers using Direct Connect.

VMware vCloud Connector® supports Offline Data Transfer using a physical device 
containing customer data, shipped to a vCloud Air location and imported into the 
customer’s cloud environment. All of these activities are user-initiated. Customers 
have complete control over when and how their data migrates between environments.
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Data Encryption

During transport of data from on-premises to vCloud Air, vCloud Connector 
uses AES-256 encryption to encapsulate in-transit workloads. For in-cloud 
vMotion® activities, a dedicated, secure and encrypted network is used 
exclusively for this purpose.

Customers are responsible for encrypting their own data and managing 
encryption keys. We strongly recommend the use of in-guest encryption tools 
to protect customer data at rest within their environments. VMware does not 
otherwise manage customer encryption keys or other encryption solutions.

A variety of supported third party technologies are available in the vCloud Air 
Solution Exchange for delivering in-guest encryption controls.

https://solutionexchange.vmware.com/store/category_groups/vcloud-
air?q=encryption

Backups

VMware performs regular backups of the vCloud Air infrastructure, however 
VMware does not backup customer data. Customers are responsible for managing 
backups for their own data.

We encourage customers to use the VMware vCloud Air Data Protection 
services to maintain backups of cloud workloads. The Data Protection service 
offers secure, policy-based backup and recovery in the cloud for virtual 
machines hosted exclusively on vCloud Air. 

Note that Data Protection backups are encrypted in transit, but the resulting 
data at rest is not encrypted. The backup images are isolated in such a way to 
prevent unauthorized data access from other tenants. Tenants can increase 
their level of data confidentiality by incorporating in-guest data encryption.

Secure Disposal
Note that the NAS devices used as part of the Offline Data Transfer service 
option are erased with the DoD 5220.22-3 pass method, using White Canyon 
WipeDrive Enterprise.

Exiting the vCloud Air service is described in the vCloud Air Service Description. 
VMware will delete the tenant environment as a part of termination of service; 
however, the deletion consists primarily of storage volume re-formatting. VMware 
also does not perform hardware-level data destruction (degaussing, hard drive 
destruction, etc.) of tenant data. 

It is the tenant’s responsibility to perform any special delete procedures 
(triple writing, 7x writing / zeroization, etc.) of any sensitive information within 
the tenant environment prior to termination of the service. For customers with 
requirements around this level of data isolation and security, encrypted 
in-guest volumes are recommended.

https://solutionexchange.vmware.com/store/category_groups/vcloud-air?q=encryption
https://solutionexchange.vmware.com/store/category_groups/vcloud-air?q=encryption
http://vcloud.vmware.com/legal
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Network Security
Data security plays a critical role in operating modern IT environments. The 
previous section focused on the storage of data, or data at rest. This section 
focuses on the network, or protecting data in transit.

High-level view of the vCloud Air network relative to a customer data center.

Segmentation
The VMware corporate network is physically separate from all vCloud Air locations. 
It is not physically possible for VMware corporate data to comingle with customer 
tenant data. 

Each tenant can only access their own private networks. vCloud Air leverages 
software-defined networking (SDN) to logically separate tenant networks. 
VMware vCloud Networking and Security™ is used for tenant management of 
virtual machines as well as management of tenant virtual data centers; providing 
routing, load balancing, firewalls, and IPsec. There are no physical firewalls or 
load balancers in the architecture.

VXLAN and Virtual Data Centers
vCloud Air offers a virtualized, software-defined networking platform based on 
VXLAN and VMware technology. VXLAN provides the ability for every virtual data 
center to have complete control over the entire address space without concerns 
about hitting a limitation in VLAN address space. Each virtual data center comes 
with a vCloud Network and Security Edge Gateway and an external IP connection.

vCloud Air leverages the Organization Virtual Datacenter (OrgVDC) network 
scheme from vCloud Director for Layer 2 (L2) network segmentation and network 
extension. The OrgVDC networks use VXLANs as network resource pools. 
Customers can create multiple OrgVDCs or VXLAN networks per virtual data 
center to segment workloads as needed.

Edge Gateway
All tenant workloads reside behind a software defined networking appliance 
called the Edge Gateway. These appliances are based on VMware NSX®-V 
technology, and allow for portable security policies, such as micro-segmentation 
rules and advanced security groups, between on-premises equipment and vCloud 
Air. The Edge Gateway controls network access to tenant workloads and provides 
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routing, NAT, firewall, DHCP, load balancing and VPN endpoint connection 
services. Unique networks can be created which can be isolated or routed to 
other networks, as the customer’s needs dictate.

The Edge Gateway also serves as the integration point for Direct Connect 
networking connectivity options for physically isolated connections to vCloud Air 
tenant environments. API and management traffic can also be routed over these 
links. Tenant Management is controlled via API, the portal or the vSphere Web 
Client integration, and can also be routed over Direct Connect links, however the 
default method of access is through HTTPS over the Internet.

Firewalls and Trust Groups
Firewall services are provided via the vCloud Network and Security Edge 
Gateways. Firewall policies can be used to restrict and manage public/Internet-
based traffic and create DMZ zones for multi-tier applications. Firewall policies 
can also be used to configure access policies between internal IP networks and 
VXLAN segments. A stateful inspection firewall can also be applied on the 
external interface of the vCNS Edge Gateway.

vCloud Air Advanced Network Services provides Trust Groups (micro-
segmentation). Using stateful distributed firewalls, Trust Groups can isolate and 
secure each VM and application down to the Layer 2 level, commonly seen as one 
of the most vulnerable points in network security. Centrally managed, inheritable, 
nestable, and portable, they are easily administered at scale and follow 
applications wherever they move in the cloud.

Encryption
Standard encryption mechanisms (such as SSH, TLS, and Secure RDP) are used 
for communication of sensitive information within the vCloud Air service. This 
includes authentication, administrative access, and customer information. The 
encryption technology uses AES 4096-bit encryption for maximum security, 
and the Offline Data Transfer nodes leverage AES-256 encryption.
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Users have multiple choices when selecting the transport layer for delivery of 
their replication and migration traffic. Users can choose the Public Internet via 
HTTPS (AES-256), Site-to-site IPsec VPN, via private MPLS network, a 
dedicated private link, or via cross connect (for connecting customer-owned 
hardware co-located at a vCloud Air location).

Without routing through an on-premises VPN gateway. vCloud Air can also 
provide high capacity point-to-site SSL VPN. Individual devices can connect 
securely into vCloud Air using SSL certificates 

Event Correlation and IDS/IPS
For vCloud Air management layers, the VMware Security Operation Center 
monitors multiple internal tools (firewall logs, IDS, DNS queries, Intel, full packet 
capture, antivirus, file integrity monitoring) which not only monitor for incoming 
attacks, but also detect activity from malicious insiders.

Customers are welcome to deploy their own IDS/IPS solutions, with the 
limitation that Promiscuous mode cannot be enabled. This is available in the 
vCloud Air Marketplace.

Physical Security
Solid compute, storage, and network security is only as effective as the security 
of the physical environment used to house the infrastructure. vCloud Air is 
housed in state-of-the-art data center facilities. This section provides insights 
into the controls in place at the physical layer in the vCloud Air data centers.

Equipment Location 
VMware vCloud Air operates in the United States, EMEA and APAC as listed here. 

A site selection team is used to determine the next data center site. The site 
selection process includes a rigorous assessment, ensuring that each site has 
appropriate measures and countermeasures in place. 

Data Centers 
VMware uses well-established data center providers to host their workloads. 
Each data center is certified as a Tier 3 facility or higher. The providers are 
reviewed by independent third party auditors to meet the physical security 
requirements for ISO/IEC 27001 certification, SOC 1 Type 2/SSAE 16/ISAE 3402 
and SOC 2 Type 2. Full AT101 reports outlining these specifications are available 
under NDA upon request. 

Controlled Access Points 
Multiple levels of physical security controls are in place in the data centers to ensure 
that only authorized personnel get access to the infrastructure. These controls are 
regularly reviewed as part of our ISO, HIPAA/HITECH, and SOC certifications.

• Man Traps / Air Lock

• Badged Access

• Securely locked cages

• Biometric Access

• Securely Isolated Storage Area

• 24/7 security personnel on-duty

https://solutionexchange.vmware.com/store/category_groups/vcloud-air?src=vcld-2013-3-blog-vCloudAirMarketplace-o-in-889
http://vcloud.vmware.com/explore-vcloud-air/vcloud-air-location
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Power, Cooling, and Equipment Failures 
Power is laid out with N+1 redundancy, with UPS and generator backup power for 
power outages. Sites have multi-day supplies of fuel, as well as multiple contracts 
in place to handle resupplying of fuel as necessary. In the event of a severe outage, 
customers will be contacted via their preferred means, and VMware Global 
Support Services will assist where appropriate to provide a rapid resolution.

Disaster Recovery is designed as a multi-tenant service with warm standby for the 
workloads running on vSphere inside of the data center.

vCloud Air provides services to recover data in case of a failure or data loss. The 
customer must be subscribed to data protection services and the data backed up 
prior to the failure or data loss.

Regulatory Compliance
To ensure appropriate security controls are in place, vCloud Air has implemented 
its compliance program using ISO 27001:2013 for the framework.

VMware monitors changes to regulatory requirements and adjustments to the 
vCloud Air Information Security Management System (ISMS) are made as 
necessary to ensure compliance with ISO requirements.

Compliance Audits
VMware utilizes internal and external audits of the vCloud Air service as a way 
to measure the effectiveness of the controls applied to reduce risks associated 
with safeguarding information and to identify areas of improvement. Audits are 
essential to the VMware vCloud Air continuous improvement program.

External audits are performed at least annually. VMware engages independent 
third party auditing firms on an on-going basis to validate vCloud Air controls 
against multiple industry standards which include ISO 27001, SOC 1, SOC 2, 
and HIPAA. 

VMware also has a robust vulnerability management program for the vCloud Air 
service offering. As a part of the program, network penetration tests are performed 
at least annually. VMware engages third party independent auditors to review the 
results of the penetration tests. Results are also reviewed by VMware security 
teams with remediation performed based on guidance from the teams.

External audit reports are provided to tenants under NDA. Internal audit reports, 
which are classified as VMware confidential, are not provided to tenants.

ISO/IEC 27001
VMware vCloud Air has achieved ISO/IEC 27001:2013 (ISO 27001) certification for 
all of the data centers from which the service is delivered. ISO 27001 is a globally 
recognized standard for the establishment and certification of an ISMS. Achieving 
certification means that VMware has implemented a holistic security program 
that conforms to the ISO 27001 standard requirements, both in the security 
management system and control activities. The audit of the ISMS was completed 
by Schellmann, formerly Brightline CPAs and Associates, an ANAB accredited 
certification body, and is available upon request under NDA.



S O LU T I O N OV E R V I E W |  1 0

VMWARE vCLOUD AIR SECURITY

HIPAA/HITECH
The Health Insurance Portability and Accountability Act of 1996 (HIPAA) as well 
as Health Information Technology for Economic and Clinical Health Act (HITECH) 
of 2009 established national standards for the security and privacy of Protected 
Health Information (PHI) in the United States.

VMware has completed an independent third party examination of vCloud Air 
against applicable controls of HIPAA/HITECH.

SOC
VMware has completed SOC 2 Type 2 and SOC 1 Type 2 examinations for the 
vCloud Air service. Service Organization Control (SOC) 1 reports are conducted in 
accordance with Statement on Standards for Attestation Engagements (SSAE) 
No. 16 put forth by the Auditing Standards Board (ASB) of the American Institute 
of Certified Public Accountants (AICPA).

The SOC 1 framework reports on internal controls over financial reporting for any 
service organization such as VMware vCloud Air. SOC 1 or SSAE 16 also aligns to 
ISAE 3402 international reporting standards. SOC 1 examinations, which may only 
opine on service organization’s controls that are likely to be relevant to user 
entities’ internal controls over financial reporting.

The SOC 2 framework is composed of a comprehensive set of criteria on security, 
availability, processing integrity, confidentiality, and privacy. SOC 2 reports are an 
alternative to SOC 1 examinations. VMware has completed an independent third 
party examination of vCloud Air and has provided all relevant evidence to support 
our SOCs for vCloud Air.

Cloud Security Alliance STAR Registry
VMware has successfully been listed in the Cloud Security Alliance STAR Registry 
with regard to the vCloud Air service.

Additional Compliance Information
Additional information about vCloud Air’s certifications and compliance information 
can be found at http://vcloud.vmware.com/service-offering/cloud-compliance.

Identity and Access Management
Identity and Access Management (IAM) is a crucial component for secure cloud 
platforms, ensuring that only the appropriate people have the appropriate access 
to resources.

Users, Groups, and Roles
VMware manages role-based access to resources for the vCloud Air service. 
Administrators add new users in vCloud Air and assign one or more roles. A user 
in vCloud Air can either have administrator privileges or end-user privileges, 
but not both.

Administrator privileges are grouped into specialized administrator roles. 
Specialized administrator roles can be assigned to one or more individuals to 
perform the associated tasks. Individual administrators can also be assigned 
multiple specialized administrative roles.

http://vcloud.vmware.com/service-offering/cloud-compliance
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Virtual Infrastructure Administrator 
Virtual infrastructure administrators can add and modify virtual data centers in a 
Dedicated Cloud service. Virtual infrastructure administrators can manage virtual 
machines. They can also view gateways, networks, activity logs, and users.

Account Administrator 
Account administrators can add users and reset passwords. This role has the 
ability to create users with any and all administrator privileges. Account 
administrators can also view virtual data centers, virtual machines, gateways, 
networks, and activity logs. Account administrators can manage user accounts 
in My VMware® and have permissions to file support requests.

Network Administrator 
Network administrators can manage networks and gateways. They can also view 
virtual data centers, virtual machines, activity logs, and users.

Read-only Administrator 
Read-only administrators can view, but not alter, administrative settings. They can 
also view virtual data centers, virtual machines, gateways, networks, activity logs, 
and users.

End User Role 
End users create and manage virtual machines within virtual data centers to which 
they are assigned access. The end user role includes the following permissions.

• Add virtual machines from VMware catalog templates or custom  
customer templates.

• Create a virtual machine.

• Power on, power off, reset, and suspend virtual machines in a virtual data center.

• Use snapshots of virtual machines.

• Delete virtual machines from the virtual data center.

Identity Providers
vCloud Air supports two type of identity providers. The integrated identity 
provider is the default. It can authenticate users created locally or imported from 
LDAP. This provider does not have federation capabilities, but works without any 
additional setup.



S O LU T I O N OV E R V I E W |  1 2

VMWARE vCLOUD AIR SECURITY

The second identity provider, SAML, is part of the enhanced support for Identity 
Federation capabilities in vCloud Air dedicated cloud services. This provider 
allows customers to extend their Active Directory and other SAML 2.0-compliant 
identity services to their vCloud Air workloads and map vCloud Air roles to 
corporate users and groups.

This federation allows vCloud Air to safely process authenticated users without 
requiring them to provide credentials to vCloud Air tenant applications.
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Web Service Authentication and Authorization
API users authenticate with vCloud Air by supplying credentials established when 
the vCloud Air user was created. User credentials are authenticated by the identity 
management system for vCloud Air. Authenticating with vCloud Air returns a 
vCloud Air authorization token that the client can use to receive an authorization 
token. The client only needs to present authentication credentials once to access 
each functional boundary (vCloud Air and vCloud) surfaced by the API.

HTTP communications between a vCloud Air client and server are secured with 
SSL. vCloud Air implements Basic HTTP authentication, which enables a client to 
authenticate by including an authorization header in the request. The authorization 
header contains the basic credentials in Base64 encoding containing a user name 
and password.

Security Support Processes
VMware has a comprehensive program in place to monitor and manage 
information security vulnerabilities and incidents in vCloud Air. This includes a 
variety of processes design to maintain a resilient security posture.

Asset Management
VMware maintains an asset management process to track assets through their 
lifecycle in vCloud Air. This includes physical and virtual assets.

VMware provides the ability to identify virtual machines via metadata. 
Customers can add metadata to a virtual machine through VMware vCloud 
Director® and associated APIs. There is no direct tagging of hardware available, 
however there is some indirect tagging such as Storage Profiles for disks.

Antivirus / Malicious Software
VMware uses anti-malware software on infrastructure components typically 
vulnerable to malware. Network IDS and anti-malware systems are configured 
and updated based on industry accepted time frames.

VMware antivirus and malicious software detection does not scan data in 
tenant virtual machines. It is the customer’s responsibility to check for 
computer viruses and other malicious software.

Vulnerability / Patch Management
vCloud Air’s management layer system security patches are evaluated upon 
release. The vCloud Air patch timeframes are in-line with industry standards. 
Patches are reviewed and tested prior to production deployment. Patches for the 
remediation of critical vulnerabilities are applied within 30 days, with additional 
mitigation applied as necessary.

Vulnerability scans against internal infrastructure and service management 
applications are performed regularly as part of the vCloud Air vulnerability 
management program. Audit reports are available upon request and under NDA.
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Formal system-side penetration tests are performed on a regular basis. All new 
data center pod deployments have penetration tests performed prior to release 
for production services. Software releases have penetration tests performed to 
audit for cross-site scripting (XSS), SQL injection, and common web-based 
(OWASP) vulnerabilities. 

VMware IT functional groups monitor vendor sources as well as other security 
information sources, staying informed of patches and related information.

VMware patches underlying infrastructure without identifying the change to 
subscribers or end users. 

Customers are responsible for patches and updates within their tenant 
environment. VMware provides ready-to-use operating systems and packaged 
applications within vCloud Air via the public template catalog. VMware will 
patch and update operating systems and applications provided in the public 
template catalog once a customer logs on.

Intrusion Detection
VMware has a Security Operations Center (SOC) and Network Operations 
Center (NOC) that are staffed 24x7 and alerted on security anomalies in the 
vCloud Air environment.

VMware uses several mechanisms to detect intrusions. These range from internal 
logs and tools to external intelligence (OSINT) data sources. VMware monitors for 
security events involving the underlying infrastructure servers, storage, networks, 
and information systems used in the delivery of vCloud Air for which VMware 
maintains sole administrative control.

This responsibility to detect intrusions ends at any point where customers 
have control, permission, or access to modify any aspect of the service 
offering. The customer is responsible for the security of the networks over 
which they have administrative level control. VMware recommends standard 
best practices for customers securing their environments including, but not 
limited to the following:

• Maintaining effective firewall rules

• Exposing communication ports that are only necessary to conduct business

• Locking down promiscuous access

Security Incident Response Process
The vCloud Air security incident response process is modeled on NIST SP 800-61 
and common industry standard response activities.
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VMware provides security incident response for the vCloud Air management 
infrastructure, including the vCloud Air servers, storage applications, and network 
devices. This includes detection, severity and thread classification, forensics, and 
resolution. These processes are internal to VMware service operations and are 
used to ensure a high quality standard to VMware customers. 

The incident response process complies with industry standards for legally 
admissible chain-of-custody and forensic data collection management processes 
and controls. Response standards, procedures, and methods are implemented 
based on the severity level of an incident.

The incident response plan is tested at least annually if a security incident did not 
occur during the preceding year.

Incident Reporting and Metrics
If VMware determines that unauthorized access to, or use or disclosure of customer 
content, VMware will use commercially reasonable efforts to notify customers, 
taking into account any applicable law, regulations, or governmental request.

VMware will also notify customers of a suspected breach of the vCloud Air 
infrastructure if that breach occurred on a segment of the platform consumed by 
a customer, or in the event of Denial of Service attacks. VMware does not monitor 
guest workloads for such breaches.

Information regarding security breaches will only be shared if contractually or 
legally obligated.

Business Continuity and Disaster Recovery
Business Continuity
VMware has developed Business Continuity and Disaster Recovery Programs for 
responding to events that significantly disrupt the company’s business operations. 
Because the timing and impact of disasters and disruptions is unpredictable, 
VMware programs allow for flexible responses to actual events as they occur. 
The Business Continuity Plan specifically for vCloud Air is deemed confidential 
information and is not distributed externally.

Disaster Recovery
VMware’s disaster recovery program includes three key data center components:

• Local application and data resiliency at primary production data centers, using 
multiple application instances and data mirroring.

• Application data and databases in primary production data centers are locally 
backed up in alignment with documented VMware policies. These backups sent 
to the backup production data centers using industry leading technologies 

• Failover capability of primary production data centers to backup production 
data centers in the event a primary data center experiences significant loss.

• The VMware vCloud Air Business Continuity Plan is reviewed by an independent 
third-party auditor as part of the annual ISO 27001 assessment. VMware also 
performs annual recovery exercises for the vCloud Air service in addition to 
responding to real time events, including regular system restore testing as part 
of normal operations.
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As an option for customers looking to employ a Disaster Recovery strategy 
from on-premises to the cloud, VMware offers the vCloud Air Disaster 
Recovery service. The service provides a reserved multi-tenant virtual 
private cloud, configured as a disaster recovery virtual data center. It can be 
used for replication, failover, and recovery of remote virtual machines, 
allowing customers to failover to vCloud Air from non-vCloud Air data 
centers. This class of service leverages logically-isolated resources on 
shared physical infrastructure.

Data Protection Services

Additionally, vCloud Air includes an optional data protection service, which 
performs periodic backups of the tenant’s workloads. Those workloads can be 
restored at a later date. In addition, the core infrastructure components for the 
service have built-in redundancy, including high availability for computing 
capacity, using VMware vSphere vMotion® and High Availability to automatically 
bring up instances in the event of a virtual machine or physical hardware crash.

Cloud Security Awareness and Education
Security Awareness
VMware has a formal security awareness training program in place to guide 
personnel on maintaining appropriate security for the vCloud Air service. All 
personnel with access to the vCloud Air infrastructure must undergo annual 
security awareness training.

Security Training
VMware uses an enterprise Learning Management System (LMS) to facilitate 
the delivery of our training programs. The LMS notifies managers if training is 
overdue for any their personnel. Managers are responsible for ensuring their 
personnel are trained. Training completion reports are reviewed during ISMS 
committee meetings.

Conclusion
The reach of IT Security does not have to end where the public cloud begins. A 
cloud solution must deliver end-to-end hybrid cloud security by using common 
technology and operational models between the on-premises data center and the 
public cloud. vCloud Air can help enterprises achieve this by extending trusted IT 
security frameworks to the cloud, embedding security policies to follow workloads 
anywhere, and building cloud infrastructure based on your data center standards.

http://vcloud.vmware.com

