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D A TA S H E E T

AT A GLANCE

The capabilities of the software-defined data center 
(SDDC) extend the proven virtualization principles 
of abstraction, pooling, and automation beyond 
the physical server and out to the network.  
The SDDC delivers security controls native to 
infrastructure by decoupling network and security 
services from the underlying physical network, 
using software, and enabling these services to be 
programmatically provisioned and managed 
throughout the life cycle of application workloads.

BENEFITS

By adopting VMware solutions to virtualize network 
and security services, customers can achieve the 
following results:

•	Improve ratios of security to level of effort for 
virtualized workloads

•	Dramatically reduce CapEx and OpEx

•	Reduce security and compliance issues

•	Gain flexibility in the deployment and operation of 
complex IT environments with microsegmentation 
and third-party advanced services integration

•	Extend to the hybrid cloud without having to 
rearchitect applications

VMware IT Outcomes:
Security Controls Native to Infrastructure
Improved Security-to-Effort Ratio

The hypervisor offers visibility into a virtual machine’s guest 
workload from a trusted position that is isolated from the guest’s 
domain. It is the ubiquitous enforcement layer that provides both 
context and isolation. Placing security controls in the hypervisor 
creates a meaningful context for applications, identity, and data, 
and adequate isolation enables these controls to be far more 
relevant and effective. 

Network virtualization decouples network services from the 
underlying network hardware and faithfully reproduces them in 
the hypervisor. 

Logical networks are programmatically created, provisioned, and 
controlled by the cloud management platform. They utilize the 
underlying physical network as a simple packet-forwarding 
backplane. As a virtual machine is moved to another host, 
network and security services remain attached to the virtual 
machine and move with it. Additionally, when new virtual 
machines are added to a logical network, the defined policies are 
automatically and dynamically applied to those new workloads.

The process of deploying complex, multitier application 
workloads together with their network services is completely 
automated in an SDDC. Automating the entire application stack 
not only achieves faster provisioning but also reduces errors and 
avoids compliance issues.

The adoption of network virtualization leverages software 
together with existing physical network infrastructure to achieve 
agility and improvement of overall performance, reliability, and 
network security.

Network Security with High Context and Isolation
The term Goldilocks Zone1 was coined by NASA researchers to 
describe characteristics that must be simultaneously present for 
a planet to support life. Co-opted by VMware, the term describes 
the properties for security controls that must be present to 
support a secure information infrastructure—conditions that to 
date have seemed to be mutually exclusive. 

This Goldilocks Zone must simultaneously provide the properties 
of context and isolation. Controls can be placed at an endpoint, 
or in the network, and trade-offs between these properties can 
be made. But without having both at the same time, the 
conditions are not right to create a fundamentally secure data 
center infrastructure. 

1. The Goldilocks Principle states that something must fall within certain margins,  
as opposed to reaching extremes. It is the basis for the term Goldilocks Zone.
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The VMware software-defined data center provides unique capabilities that 
help IT organizations achieve outcomes such as greater data center efficiency, 
improved security, high availability, and faster delivery of infrastructure and 
applications.
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Stage 1: Microsegmentation
The traditional model for data center security focuses primarily 
on strong perimeter defense. But perimeter defense has been 
inherently insufficient.

The in-hypervisor, kernel-based distributed firewall of VMware NSX provides 
east–west security enforcement at the virtual machine’s vNIC level, with stateful 
inspection of traffic.

On a near weekly basis, there are reports about security breaches 
and compromises to organizations. Why is this?

•	Threats and exploitations still infect systems. 

•	Low-priority and ease-of-access systems are often the target—
even SSL is no guarantee of protection.

•	The threat and the attacker often lie dormant, waiting for the 
right moment to become active. 

•	Attacks spread inside the data center, where internal controls 
are often weak. Cross-server traffic growth has outpaced 
client–server traffic, so an attack spreads and goes unnoticed.

•	After months of reconnaissance, the infiltrator relays an 
organization’s data to the attacker.

Organizations are trying to move to an increasingly fine-grained 
segmentation approach—for example, Forrester Research’s 
Zero Trust architecture—for their data center networks in 
response to a growing incidence of free movement by attackers 
within enterprise data center perimeters. The approach, known 
as microsegmentation, wraps security controls around much 
smaller groups of resources, often down to a small group of 
virtualized or individual workloads.

Although microsegmentation has been understood to be a 
best-practice approach from a security perspective, it has been 
difficult to apply in traditional environments. Attempting to 
combat these issues with hardware-based segmentation is 
operationally inefficient and cost prohibitive: Consider the cost 
and complexity of a physical firewall for every workload.

Microsegmentation with VMware NSX™ uses the power of the 
in-hypervisor, kernel-based distributed firewall services to 
provide east–west security enforcement. The inherent security 
and automation capabilities of the VMware NSX platform are 
making microsegmentation operationally feasible in the 
enterprise data center for the first time.

Microsegmentation with VMware NSX is also cost effective due to 
its improving the ratio of security to level of effort and enabling 
the deployment of security controls for a fraction of the hardware 
cost.
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Stage 2: Advanced Third-Party Security Services 
Integrated into the Network Platform
VMware NSX is a platform for industry innovation with a broad 
ecosystem. Our security partners—such as Palo Alto Networks, 
Trend Micro, Symantec, Rapid7, and McAfee—are taking 
advantage of network virtualization’s ability to provide a high 
level of isolation and to reach up into the guest for high context 
to innovate their solutions.

Environments that require advanced, application-level network 
security capabilities can leverage VMware NSX to distribute, 
enable, and enforce network security services in a virtualized 
context. Advanced third-party security services integrate directly 
into the logical networks, providing visibility and safe enablement 
of virtual machine traffic, alongside continuous content 
inspection for all threats.
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Stage 3: Extension of Network and Security 
Services to the Hybrid Cloud
Businesses must respond more quickly to their internal and 
external customers, as well as to their competition, and the 
agility and cost-effectiveness of moving applications to the 
cloud is an increasingly appealing option. With VMware NSX, 
VMware vCloud® Air™ and VMware vCloud Connector®, users can 
deploy, extend, and scale both modern and legacy applications 
to the best location for that particular application’s security, 
performance, and availability needs. They can quickly and easily 
move the application seamlessly between on-premises and 
off-premises environments.

vCloud Air is true hybrid cloud: a liquid pool of resources that 
provides full compatibility through seamless network connectivity, 
a common management platform, and a single line of support. 
Here are the results:

•	100 percent compatibility – Attach resources to your 
on-premises private cloud powered by VMware vSphere®. 
Transfer workloads between your connected clouds with 
reliability and speed.

•	Connected clouds – Easily and securely extend the network for 
your on-premises provide cloud to vCloud Air virtual datacenters 
with the power of VMware NSX edge services. 

•	A unified view into cloud workloads – View, copy, and operate 
on workloads—including virtual machines, VMware vSphere 
vApps™, and templates—across internal data centers and private 
or public clouds.

•	Content sync – Manage a single content catalog across an entire 
cloud environment.

This is how IT takes control and leads the business into the professional era  
of cloud.
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Summary
VMware solutions for the software-defined data center now 
enable customers to virtualize network services in software in 
addition to those for compute and storage. 

By realizing the three stages of the security controls native to the 
infrastructure IT outcome presented here, users receive the 
following benefits:

•	High context and high isolation for workloads

•	Network and security services decoupled from hardware

•	Pragmatic and programmatic provisioning

•	Policies that match application life cycle

•	Operationally efficient and secure microsegmentation 

•	Multitenancy between logical environments

•	Advanced third-party services integration 

•	Hybrid cloud extensibility

About VMware IT Outcomes
VMware IT outcomes provide a framework that ties select 
VMware solutions to key results that customers can expect when 
adopting the VMware vision.

With VMware, IT organizations can achieve critical results, or 
outcomes, with unique capabilities that help IT respond to 
business requests quickly and cost-effectively, without 
compromising security, control, or choice. 

For more information on VMware IT outcomes, visit  
vmware.com/it-outcomes/.

http://www.vmware.com/it-outcomes/

