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1. Automating the Virtual Datacenter

Businesses need to respond rapidly to changes in market conditions, while minimizing risk and
ensuring compliances. The role of the IT department within the business is to create, deliver and
maintain flexible IT services that can fulfill the requirements of scalability, efficiency, control,
predictability and consistency. In order to deliver quality IT services, IT administrators need to
ensure that the resources in their datacenters are optimally utilized and managed. VMware
Infrastructure provides features that enable IT professionals to aggregate all the available
resources into pools and form a virtual datacenter to deliver capacity on demand. As a result, IT
services can receive proper resources as their workload requirements change.

With this strategic virtualized computing platform in place, IT organizations can now automate
critical IT processes to achieve even more streamlined and efficient IT infrastructure and
operations. Targeting these automation needs, VMware provides a collection of products, each of
which is deployed on top of resource pools in VMware Infrastructure to provide unique value.
Deploying these products in concert presents additional opportunity for deriving maximum value
from your VMware Infrastructure.
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Datacenters can be generally divided into “zones” that support specific users or operations. They
often include production infrastructure, pre-production infrastructure, and infrastructure to
support development and test teams.

In a virtual datacenter, as shown in Figure 1, VMware Infrastructure provides a common platform
across each of these zones, on top of which VMware automation products may be deployed.

1  VMware Lifecycle Manager, which is useful throughout the datacenter, provides IT
administrators with a systematic way to track and control virtual machines across the entire
virtual machine lifecycle.

1 VMware Lab Manager supports the needs of application development and test teams while
enabling IT to bring often chaotic lab infrastructure under control.



1 VMware Stage Manager addresses pre-production (staging) infrastructure and operations
needs, enabling application administrators to more efficiently and accurately transition IT
services through the release process toward and into production.

1 VMware Site Recovery Manager automates the setup, testing and failover of disaster recovery
processes, enabling rapid, reliable, cost-efficient protection of infrastructure and data
deployed across the entire datacenter.

The following table summarizes the features, benefits, users and use scenarios for each of the
products. The remainder of this paper presents technical guidance and considerations in
deploying these products across shared VMware Infrastructure.

VMware Target use Target user Key Benefits
Product
Lab Lab Developers « Reduce server sprawl and equipment-related capital and
Manager infrastructure | and QA operating costs.
(LM) management Engineers - Dramatically reduce provisioning times for single and multi-
and tier system configurations.
automation - Increase resource availability, streamline processes and
improve productivity.
- Improve communication and collaboration among
geographically distributed teams.
Stage Application Application - Reduce time spent rolling out new or upgrading existing
Manager change, Administrators | services.
(SM) configuration, - Accelerate the completion of change requests to
and release production systems.
management - More easily enforce change and release management
and procedures.
automation - Increase the resource utilization efficiency of services
hosted on VMware Infrastructure.
- Maintain accurate replicas of production systems.
- Ensure consistency between stages of the release process.
- Reduce infrastructure costs through more efficient use of
hardware resources.
- Keep an auditable history of service configuration
changes.
Lifecycle Virtual Infrastructure | - Employ standardization and best practices for tracking and
Manager machine Administrators | managing virtual machine deployment and use.
(LCM) lifecycle - Eliminate manual and repetitive administrative tasks
management through automation.
and « Prevent virtual machine sprawl and ensure corporate IT
automation compliance.
- Leverage existing tools such as VMware VirtualCenter,
change management software and IT Process/Run Book
automation tools.
Site Disaster Application - Accelerate recovery by automating execution of failover.
Recovery Recovery Administrators | - Simplify the creation and management of recovery plans.
Manager management and - Improve the reliability of recovery plans by simplifying
(SRM) and Infrastructure | recovery and testing.

automation

Administrators

- Improve compliance with disaster recovery
documentation and testing requirements.




2. Deployment Approaches and Considerations

IT administrators can deploy VMware management and automation products together in their
virtual datacenter according to their needs. This section presents several approaches and
considerations when deploying these products together.

2.1. Resource Pools and VMware Management and Automation Products

VMware Infrastructure provides two capabilities for physical resource aggregation:

1 Clusters —to aggregate and manage the combined resources of multiple ESX Server hosts
as a single collection.

1 Resource pools —to simplify control over the resources of an ESX Server host or a cluster.

VMware Infrastructure virtualizes and aggregates computing resources (processors, memaory,
network, and storage) from a single ESX Server host or from a VMware cluster into logical resource
pools that can be allocated to virtual machines on demand. See Figure 2.
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Figure 2. Resource aggregatioin VMware cluster

Resource pools can be nested and organized hierarchically so that the IT environment matches a
company'’s organization structure. In addition, individual business units can receive dedicated
infrastructure while still profiting from the efficiency of resource pooling.

VMware management and automation products take advantage of the resource pools, providing
a more effective and efficient usage of the computing resources in the datacenter. When
deployed together in a virtual datacenter, Lab Manager, Stage Manager and Lifecycle Manager
share the aggregated resources - the aggregated resources are divided into resource pools that
are designated separately to Lab Manager, Stage Manager and Lifecycle Manager (See Figure 3).
Site Recovery Manager bases its disaster recovery mechanism on resource pools. Resource pools
form the central underlying technology of these VMware products. The following sections
discuss several concepts related to resource pools in the context of VMware management and
automation products.
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2.1.1. Resource pool granularity

Resource pools managed by VMware management and automation products (e.g. the Lab
Manager resource pool in Figure 3) can be further divided into child resource pools. The
capability in VMware management and automation products to leverage these child resource
pools enables IT administrators to have more efficient resource utilization in their virtual
datacenter.

Lab Manager allows IT administrators to deploy a multi-tiered configuration with each of its
virtual machines manually directed onto a separate resource pool. These resource pools can be a
child resource pool within the Lab Manager resource pool. This feature allows the tailoring of
virtual machines to physical resources for performance testing and other purposes.

Stage Manager provides features to leverage different resource pools in different stages. For
instance, the resource pool used in the ‘User Acceptance Test' stage can have higher capacity than
the one in the 'Testing’ stage. IT administrators can configure the resources pools according to
their requirements in the corresponding IT infrastructure.

Lifecycle Manager enables IT administrators to place virtual machines in appropriate resource
pools according to administrator-defined criteria. For example, IT administrators can divide the
resource pool managed by LCM into child resource pools with respect to departments such as
finance, marketing and engineering. The resource pools can be assigned different capacity
according to the requirements in the corresponding departments.

Site Recovery Manager recovers the protected virtual machines that run on a primary protected
site on a secondary recovery site. The protected virtual machines are contained in a protection
groupl. Each protection group is associated with a resource pool on the primary protected site

and the associated virtual machines run in that resource pool. This resource poolis mapped to a
resource pool on the secondary recovery site. When the protection group is failed over to the

1 A Protection group maps to a group of VMware Infrastructure datastores that are protected by Site Recovery
Manager. All the virtual machines within a Protection grave protected by SRM.



secondary recovery site, Site Recovery Manager follows the mapping to recover the virtual
machines onto the mapped resource pool. In Figure 4, the resource pool ‘Primary Protected
Services RP' on the primary site is mapped to the resource pool 'Secondary Recovered Services RP’
on the secondary site.
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Figure 4. Resource pool maping from primary site to secondary site in Site Recovery Manager

2.1.2. Expandable Reservations

Reservation is an attribute of a resource pool. IT administrators can configure a resource pool to
reserve memory and CPU resources; reserved resources are guaranteed to a resource pool. To
ensure flexibility in resource allocation, IT administrators can configure the reservations to be
expandable. In case a virtual machine deployed in a child resource pool requires more resources
than reserved, the child resource pool can borrow from the parent resource pool provided that its
reservation is expandable.

In Figure 3, Lab Manager, Stage Manager and Lifecycle Manager have their own resource pools.
These resource pools are children of the Cluster Resource Pool configured with expandable
reservations. When the reserved resources do not suffice in the designated child resource pools,
the expandable reservation attribute allows Lab Manager, Stage Manager and Lifecycle Manager
to borrow unreserved resources from the parent resource pool (i.e. the Cluster Resource Pool).
Expandable reservations effectively allow Lab Manager, Stage Manager and Lifecycle Manager to
share the unreserved resources in the parent resource pool when appropriate.

2.1.3. Resource Planning

VMware VirtualCenter provides visibility into usage and performance data of the resource pools.
With this data, IT administrators can effectively measure the resource requirements for their IT
infrastructures and plan their future IT spending accordingly. In case they observe an over-
allocation of resources to one development infrastructure, they can simply adjust the
configuration of the corresponding resource pools and make the extra computing resources
available to other infrastructures.

2.2. VMware VirtualCenter is a Deployment Requirement

VMware VirtualCenter (VC) provides a platform to deploy VMware management and automation
products. It is essential for IT administrators to deploy VirtualCenter along with VMware



management and automation products. VirtualCenter provides capabilities to configure and
manage resource pools. Resource pools, as discussed in section 2.1, are the basis for VMware
management and automation products to deploy and manage virtual machines. In addition, the
virtual machine templates managed by VirtualCenter can be used to instantiate virtual machines
that can then be imported to Lab Manager, Stage Manager and Lifecycle Manager. In other
words, IT administrators can use VC virtual machine templates to establish a standardized image
library that complies with their IT policies across Lab Manager, Stage Manager and Lifecycle
Manager.

2.3. Deploying Lab Manager with Lifecycle Manager

When deploying Lab Manager with Lifecycle Manager, there are several considerations to pay
attention to. Details are below:

2.3.1. Lab Manager Components
Lab Manager has two main components:

x Lab Manager Server - installed on a virtual machine. It manages a pool of ESX Servers
that have Lab Manager Agents installed?.

x  Lab Manager Agent — installed on ESX Server host. It allows Lab Manager Server to
control and deploy virtual machine configurations on the ESX Server.

2.3.2. Lifecycle Manager Component
Lifecycle Manager has one main component:

x  Lifecycle Manager Server — installed on a virtual machine. It connects to multiple
VirtualCenter Servers to control and deploy virtual machines in associated resource pools.

2.3.3. Resource sharing between LM and LCM

IT administrators can deploy Lab Manager and Lifecycle Manager together to manage the same
ESX Server host or cluster, sharing the same resources — Lab Manager and Lifecycle Manager are
assigned their own resource pools according to various criteria such as performance and
availability.

Each resource pool should have sufficient resources reserved for their corresponding purposes. IT
administrators can set the resource pools to have expandable reservations to take advantage of
the unused resources. In this way, they can achieve flexibility in resource allocation across the IT
infrastructures managed by Lab Manager and Lifecycle Manager. See Figure 5.

2.3.4. Infrastructure resource pool for management servers

IT administrators can install Lab Manager Server and Lifecycle Manager Server in separate virtual
machines. These management servers are essentially production servers and do not share the
same characteristics as the virtual machines that are managed by them. Therefore, it is advisable
for these virtual machines to be deployed on a resource pool designated for management servers.
In Figure 5, it is labeled as Infrastructure Resource Pool.

2 Only one Lab Manager Server is needed to manage multiple ESX Server hosts with Lab Manager Agents
installed.
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2.4. Deploying Stage Manager with Lifecycle Manager

Stage Manager, similar to Lab Manager, can be deployed together with Lifecycle Manager on the
same ESX Server host or cluster. Details are below:

2.4.1. Stage Manager Components

Stage Manager has two main components:

x Stage Manager Server — installed on a virtual machine. It manages a pool of ESX Servers

that have Stage Manager Agent installed®. Along with Stage Manager Agents, it provides
centralized deployment and management of service configurations against a collection of
resource pools provided by VirtualCenter Server.

x Stage Manager Agent — installed on ESX Server host. It allows Stage Manager Server to
control and deploy virtual machine configurations on the ESX Server.
2.4.2. Lifecycle Manager Components

Refer to section 2.3.2.

2.4.3. Resource Sharing between SM and LCM

Deploying Stage Manager with Lifecycle Manager is similar to deploying Lab Manager with
Lifecycle Manager in terms of resource pool considerations. See Figure 6. Refer to Section 2.3.1
and Section 2.3.4 for more details.

3 Only one Stage Manager Server is needed to manage multiple ESX Server hosts with Stage Manager Agents
installed.
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2.5. Interoperating between Lab Manager and Stage Manager

Lab Manager and Stage Manager are deployed separately on different ESX Server hosts or

clusters®. They each manage separate IT infrastructures and have disjointed use cases. Lab
Manager manages virtual machines in development lab while Stage Manager manages the virtual
machines used for pre-production integration and staging. Virtual machines in development labs
often have customizations to facilitate better development efficiency, such as installation of utility
tools and code instrumentation. These customizations are informal and do not adhere to IT
standards. On the contrary, changes in virtual machines in pre- production integration and
staging are governed by strict IT policies. Because of this, T administrators tend to separate the
underlying infrastructures for development lab and pre-production environment.

2.5.1. Application Transfer between Lab Manager and Stage Manager

When an application developed internally is ready for pre-production integration and validation,
IT administrators need to transfer the application from development lab to pre-production
infrastructure. Because virtual machines in development lab often contain informal
customization, as discussed above, IT administrators tend to transfer only the binary releases or
source files from their development lab to their pre-production infrastructure.

In case a defect is found in the pre-production infrastructure, IT administrators can nevertheless
choose to transfer virtual machines from pre-production infrastructure to development lab for
investigation. Stage Manager and Lab Manager provide capabilities to export and import virtual

4 Lab Manager Agent and Stage Manager Agent cannot be installed on the same ESX Server host.



machines or entire service configurations. IT administrators can easily export virtual machines or
entire service configurations from Stage Manager and import to Lab Managers, See Figure 7.
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Figure 7. Application Transfer betweenLab Manager and Stage Manager

2.6. Deploying Site Recovery Manager with other Management and
Automation Products
Site Recovery Manager works in conjunction with storage replication adaptors to ensure that
virtual machines are properly replicated from the local protected site to a remote recovery site. It
manages the disaster recovery plan of all the virtual machines contained in a protection group. A
protection group maps to a group of VMware Infrastructure datastores. Provided that the virtual
machines are deployed on the datastores associated with a protection group in Site Recovery
Manager, they can all be protected and recovered by Site Recovery Manager. With this condition
met, virtual machines that are provisioned by Lab Manager, Stage Manager and Lifecycle Manager
can all be protected and recovered by Site Recovery Manager.

2.6.1. Site Recovery Manager Components

Site Recovery Manager has two main components:

x  Site Recovery Manager Server - installed on a virtual machine. It operates with its own
database to manage disaster recovery plans and processes.

x  Site Recovery Manager plug-in — installed as a plug-in of VI Client. It provides an Ul to
configure and set up disaster recovery workflows.
2.6.2. Block level datastore replication

Site Recovery Manager requires block-based storage replication (i.e. iSCSI and FibreChannel SAN
replication). Working in conjunction with the replication adaptors on the storage platforme, Site

®Itis possible to export virtual machines from Lab Manager and import to Stage Manager, even though it is not a
recommended practice.

® Contact your storage partnerr fgpecific information about when specific replication adapters will be available.
See the document on SRM compatibility matrixes listedtat// www.vmware.com/pdf/srm_10 compat matrix.pdf
for more information.
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Recovery Manager ensures that the virtual machines on the protected site are replicated to the
remote recovery site at the storage layer.

2.6.3. Site preparation

When deploying Site Recovery Manager, IT administrators need to prepare a remote recovery site
as the failover target for the local protected site. The remote recovery site needs to have
sufficient capacity.

Both the protected site and the recovery site need to host a VirtualCenter (VC) Server and a Site
Recovery Manager (SRM) Server. IT administrators can choose to deploy VC Server and SRM server
in virtual machines. Since the recovery site already has a VC Server and a SRM Server staged,
there is no need to include the VC Server and SRM Server virtual machines in a SRM protection
group. Otherwise, it results in failing over redundant instances of VC Server and SRM server to the
recovery site. See Figure 8.
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2.6.4.

Management Server Virtual Machines in a Protection Group

Management server virtual machines (i.e. LM Server, SM Server and LCM Server) can be included
in a SRM protection group. LM Agent and SM Agent need to be deployed on the ESX Server hosts
in a separate effort. IT administrators need to pay attention to the network settings on the

recovery site to ensure proper association of management servers with their ESX Server agents7.

3. Deployment Configuration

The following sections provide details on the components of VMware management and
automation products, their deployment compatibilities and suggestions on ESX Server host
configurations according to product combinations.

3.1.

Components of VMware Management and Automation Products

The table below shows references on the deployment of VMware management and automation

products in terms of their components, hosting platforms and conﬂgurationss:

VMware M&A
Products

Components

Hosting Platform
for Reference

Hosting Platform Configuration for

Reference

VirtualCenter

VirtualCenter
Server

Virtual Machine®

Operating System

Microsoft
Windows Server
2003 R2

Processor 2.0 GHz or higher
2 Processors
Memory 2 GB minimum
Hard Disk 2GB
recommended
Network Gigabit
networking
recommended
1 Ethernet Card
minimum
Database Microsoft SQL

Server 2005
Enterprise SP2

VMware
Infrastructure
(VI) Client

Desktop/Laptop

Operating System

Microsoft
Windows Server
2003 R2

Processor

266 MHz or higher

’ Consult LM and SM documentation on how to properly associate the management servers and agents.

® The table does not represent an exhaustive list of supported configurations. Refer to documentation of
corresponding products fotteer possible configurations.

% VirtualCenter Server can also be deployed on a physical machine with the same configuration. There are benefits

to both approaches.
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1 Processor

Memory

512 MB
recommended

Disk Storage

150 MB for
installation

Network

Gigabit
networking
recommended

1 Ethernet Card

Lab Manager

Lab Manager
Server

Virtual Machine

Operating System

Microsoft
Windows Server
2003 SP1

Processor

1GHz or faster
recommended

2 Processors

Memory

1GB
recommended

Hard Disk

200 GB or more
recommended

Network

Gigabit
networking
recommended

1 Ethernet Card
minimum

Lab Manager
Agent

ESX Serverl®

Stage Manager

Stage Manager
Server

Virtual Machine

Operating System

Microsoft
Windows Server
2003 SP 1

Processor

1GHz or faster
recommended

2 Processors

Memory

1 GB
recommended

Hard Disk

200 GB or more
recommended

Network

Gigabit
networking
recommended

10 Esx 3iis not supported.
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1 Ethernet Card

minimum
Stage Manager ESX Servert?
Agent
Lifecycle Manager
Lifecycle Virtual Machine Operating System Microsoft
Manager Server Windows Server
2003 R2
Memory 2GB
Virtual Machine Operating System | Microsoft
12 Windows Server
2003 R2

Memory

1 Esx 3iis not supported.

12 Site Recovery Manager Server canitstalled on th same machine as VirtualCengsarver and use the same
database management server asSé@ver
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