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Executive Summary 
 

The Payment Card Industry Data Security Standard (PCI DSS) is applicable to all types environments that Store, Process, 

or Transmit Card Holder Data.  This includes information such as Personal Account Numbers (PAN), as well as any other 

information that has been defined as Card Holder Data by the PCI DSS . Cloud computing is no exception to the PCI DSS 

audit process, and many of the cloud’s advantages over earlier paradigms -- sharing of resources, workload mobility, 

consolidated management plane, etc. – themselves necessitate that adequate controls are adopted to help meet the PCI 

DSS audit. PCI considerations are essential for assessors to help to understand what they might need to know about an 

environment in order to be able to determine whether a PCI DSS  requirement has been met. If payment card data is 

stored, processed or transmitted in a cloud environment, PCI DSS will apply to that environment, and will typically involve 

validation of both the infrastructure and the applications running in that environment.   

Many enterprise computing environments in various vertical industries are subject to PCI DSS compliance, and generally 

those that deal in any kind of financial transaction for exchanging goods and services rely on VMware and VMware 

Technology Partner solutions to deliver those enterprise computing environments. As such, these enterprises seek ways to 

reduce overall IT budget while maintaining an appropriate overall risk posture for the in-scope environment. One of the 

greatest challenges in hosting the next generation enterprise computing environment is consolidating many modes of trust 

required such as those required for a Cardholder Data Environment (CDE) and a Non-Cardholder Data Environment. 

For these reasons VMware has enlisted its Audit Partners such as Coalfire, a PCI DSS-approved Qualified Security 

Assessor, to engage in a programmatic approach to evaluate VMware products and solutions for PCI DSS control 

capabilities and then to document these capabilities in a set of reference architecture documents. The first of these 

documents is this Product Applicability Guide, which contains a mapping of the VMware products and features that should 

be considered for implementing PCI DSS controls. The next two documents that, together with this Guide, comprise the 

PCI DSS Reference Architecture are the Architecture Design Guide and the Validated Reference Architecture, which will 

provide guidance on the considerations to be made when designing a vCloud environment for PCI DSS as well as a lab 

validation exercise analyzing an instance of this reference architecture which utilizes the concepts and approaches outlined 

therein. For more information on these documents and the general approach to compliance issues please review VMware's 

Approach to Compliance. 

In addition, VMware and Coalfire are engaged with VMware Technology Partners to analyze their products and solutions 

(available on VMware Solution Exchange) with the goal of providing continuing examples to the industry. In an ongoing 

effort, VMware and Coalfire will utilize this information to create new "joint" reference architectures based on the VMware 

Reference Architecture for PCI DSS where partner products and solutions are combined and auditor validated to further 

ease adoption for CIO’s, IT managers, architects, IT auditors and security practitioners involved with a VMware vCloud 

Suite 5.5 based Cloud Computing Architecture. See Figure 2 in this document for the Compliance Solution Categories. 

This study investigated different applications available to organizations that use (or are considering using) virtualization and 

cloud to support a mixed-mode virtual environment. To that end, Coalfire highlighted the specific PCI DSS requirements 

these applications address, and recommends an approach for organizations and their QSA’s or Internal Security Assessors 

(ISA’s) to test their compliance with PCI DSS v.3.0. It has been reviewed and authored by our staff of Qualified Security 

Assessors in conjunction with VMware.  

If you have any comments regarding this whitepaper, we welcome any feedback at vmware@coalfire.com or 

compliance-solutions@vmware.com.   

http://www.vmware.com/files/pdf/VMware-Approach-to-Compliance.pdf
http://www.vmware.com/files/pdf/VMware-Approach-to-Compliance.pdf
https://solutionexchange.vmware.com/store/category_groups/technology-partners?technology_type_category_id%5b%5d=142&q=
mailto:vmware@coalfire.com
mailto:compliance-solutions@vmware.com
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Introduction 
Compliance and security continue to be top concerns for organizations that plan to move any or all of their environment to 

cloud computing.  VMware helps organizations address these challenges by providing bundled solutions (suites) that are 

designed for specific use cases.  These use cases address questions like “How to be PCI compliant in a VMware Private 

Cloud” by providing helpful information for VMware architects, the compliance community, and third parties.   

The 2013 PCI Private Cloud Use Case is focused on enterprises wishing to build out a private cloud computing 

environment for hosting applications that may be subject to a PCI DSS audit. This guide is focused on 5 groups of 

technologies used to build architectures and operating models in order to support this goal. Those 5 groups are Cloud 

Infrastructure, Cloud Infrastructure Management, Cloud Networking and Security, Network and Security Virtualization and 

End User Computing. The Private Cloud Use Case also provides readers with a mapping of the specific PCI 3.0 controls to 

VMware’s product suites, products, and partner solutions contained in those 5 groups. While every cloud is unique, 

VMware and its partners can provide a solution that can potentially address over 70% of the PCI DSS technical 

requirements. 

Figure 1: PCI Requirements 
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Figure 2: VMware + Partner Product Capabilities for a Trusted Cloud 
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Overview of PCI as it applies to Cloud/Virtual Environments 
 

The PCI Security Standards Council (SSC) was established in 2006 by five global payment brands (American Express, 

Discover Financial Services, JCB International, MasterCard Worldwide, and Visa Inc.).  The payment brands require 

through their Operating Regulations that any merchant or service provider must be PCI compliant.  Merchants and service 

providers are required to validate their compliance by assessing their environment against nearly 300 specific test controls 

outlined in the Payment Card Industry Data Security Standards (DSS).  Failure to meet PCI DSS requirements may lead to 

fines, penalties, or inability to process credit cards, in addition to potential reputational loss. 

The PCI DSS has six categories with twelve total requirements as outlined below: 

Table 1: PCI Data Security Standard 

 

The PCI SSC specifically began providing formalized guidance for cloud and virtual environments in October, 2010. These 

guidelines were based on industry feedback, rapid adoption of virtualization technology, and the move to cloud computing 

environments.  Version 3.0 (and version 2.0) of the Data Security Standard (DSS) specifically mentions the term 

“virtualization” (previous versions did not use the word “virtualization”).  This was followed by an additional document 

explaining the intent behind the PCI DSS v2.0, “Navigating PCI DSS”.  These documents were intended to clarify that 

virtual components should be considered as “components” for PCI, but did not go into the specific details and risks relating 

to virtual environments.  Instead, they address virtual and cloud specific guidance in an Information Supplement, “PCI DSS 

Virtualization Guidelines,” released in June 2011 by the PCI SSC’s Virtualization Special Interest Group (SIG).   
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Figure 3: Navigating PCI DSS  

 

 

 

 

 

 

The existing virtualization supplement was written to address a broad set of users (from small retailers to large cloud 

providers) and remains product agnostic (no specific mentions of vendors and their solutions).   

*
 
VMware solutions are designed to help organizations address various regulatory compliance requirements.  This document is intended to provide general guidance for 

organizations that are considering VMware solutions to help them address such requirements. VMware encourages any organization that is considering VMware solutions to  

engage appropriate legal, business, technical, and audit expertise within their specific organization for  review of regulatory compliance requirements. It is the responsibility of 

each organization to determine what is required to meet any and all requirements. The information contained in this document is for educational and informational purposes 

only.  This document is not intended to provide legal advice and is provided  “AS IS”. VMware makes no claims, promises or guarantees about the accuracy, completeness, or 

adequacy of the information contained herein.  Nothing that you read in this document should be used as a substitute for the advice of competent legal counsel 
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Summary of Relevant Changes from PCI DSS 2.0 to 3.0 
With the recent release of the PCI DSS (Data Security Standard) 3.0, while little additional guidance has been released with 

regard to virtualization specifically, there have been a number of enhancements and clarifications that may potentially have 

significant design & operational considerations above and beyond those which were required for compliance with the PCI 

DSS 2.0.  It should be noted that none of the new PCI DSS 3.0 requirements or considerations are inconsistent with or 

materially different from those found in version 2.0, but rather are simply additions, enhancements, and clarifications.  An 

updated “Navigating PCI DSS” document for version 3.0 has not been released by the PCI SSC (Security Standards Council) 

as of the time of this writing. 

 

With every iteration of the PDI DSS and the associated changes & updates, particularly when new requirements are 

presented, organizations are given additional time to implement these controls through the “Sunrise” process.  While 

entities can choose to manage their cardholder data environments under the PCI DSS 2.0 until December 31, 2014 at the 

latest, after this point all PCI DSS programs and audits must adhere to version 3.0.  Additionally, many of the new 

requirements under the PCI DSS 3.0 are considered best practices until July 1, 2015, giving organizations additional time 

to prepare to meet these new requirements in an appropriate manner.  

  

Figure 4: PCI DSS 3.0 Changes and Updates 

                       

 

Many of the new controls and changes in PCI DSS 3.0 reflect the growing maturity of the Payment Card Industry, and the 

need to focus more on a risk-based approach and deal with the threats and associated risks which most commonly lead to 

incidents involving the compromise of cardholder data.  Along with the new controls and focus areas, version 3.0 provides 

PCI organizations and assessors with additional guidance and flexibility around designing, implementing, and validating the 

requisite PCI DSS controls.  It should also be noted that with increased guidance and flexibility in the standard and 

individual controls, a greatly increased level of stringency is required in the validation of those controls and the risk-based 

approach to managing PCI DSS requirements.  At a high level, the updates to version 3.0 of the DSS include: 

 Providing stronger focus on some of the greater risk areas in the threat environment  

 Providing increased clarity on PCI DSS & PA-DSS requirements  

 Building greater understanding on the intent of the requirements and how to apply them 
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 Improving flexibility for all entities implementing, assessing, and building to the Standards 

 Driving more consistency among assessors 

 Helping manage evolving risks / threats  

 Aligning with changes in industry best practices  

 Clarifying scoping and reporting  
 Eliminating redundant sub-requirements and consolidate documentation 

. 

We also have several key themes around managing PCI DSS 3.0 and taking a proactive business-as-usual approach to 
protecting cardholder data, and focusing primarily on security, as opposed to pure compliance, which have been updated in 
the latest version, and for which the PCI Security Standards Council has provided guidance.  The following guidance has 
been released by the council regarding these high-level concepts and how they apply to PCI DSS 3.0.  From the “PCI DSS 
Version 3.0 Change Highlights” document:  

 Education and awareness  
Lack of education and awareness around payment security, coupled with poor implementation and 
maintenance of the PCI Standards, gives rise to many of the security breaches happening today. 
Updates to the standards are geared towards helping organizations better understand the intent of 
requirements and how to properly implement and maintain controls across their business. Changes 
to PCI DSS and PA-DSS will help drive education and build awareness internally and with business 
partners and customers.  

 Increased flexibility   
Changes in PCI DSS 3.0 focus on some of the most frequently seen risks that lead to 
incidents of cardholder data compromise—such as weak passwords and authentication methods, 
malware, and poor self-detection—providing added flexibility on ways to meet the requirements. This 
will enable organizations to take a more customized approach to addressing and mitigating common 
risks and problem areas. At the same time, more rigorous testing procedures for validating proper 
implementation of requirements will help organizations drive and maintain controls across their 
business.   

 Security as a shared responsibility  
Securing cardholder data is a shared responsibility. Today’s payment environment has become ever 
more complex, creating multiple points of access to cardholder data. Changes introduced with PCI 
DSS focus on helping organizations understand their entities’ PCI DSS responsibilities 
when working with different business partners to ensure cardholder data security.   

 

 

The following table presents the high-level summary of specific changes, updates, and clarifications from PCI DSS 2.0 to 

3.0: 

General Changes: 

 

General changes implemented throughout the PCI DSS requirements 

 

Type 
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New column to describe the intent of each requirement, with content derived from former Navigating PCI DSS 
guidance document. The guidance in this column is intended to assist understanding of the requirements and 
does not replace or extend the PCI DSS Requirements and Testing Procedures. 

 

Additional 
Guidance 

For the security policies and daily operational procedures (formerly requirements 12.1.1 and 
12.2), assigned a new requirement number and moved requirements and testing procedures into each of 
Requirements 1-11. 

 

Clarification 

Updated language in requirements and/or corresponding testing procedures for alignment and consistency.  
Clarification 

Separated complex requirements / testing procedures for clarity and removed redundant or overlapping 
testing procedures. 

 
Clarification 

Enhanced testing procedures to clarify level of validation expected for each requirement. Clarification 

Other general editing changes include: 

 Removed the following columns: “In Place”, “Not in Place” and “Target Date/Comments”. 

 Renumbered requirements and testing procedures to accommodate changes 

 Reformatted requirements and testing procedures for readability – e.g. content from paragraph reformatted to 

bullet points, etc. 

 Made minor wording changes throughout for readability 

 Corrected typographical errors 

 

 

Summary Changes: 

Section  
Change 

 

Type 

PCI DSS v2.0 PCI DSS v3.0 

PCI DSS 
Applicability 
Information 

PCI DSS 
Applicability 
Information 

Clarified that SAD must not be stored after authorization even if 
there is no PAN in the environment. 

 

Clarification 

Relationship 
between PCI 
DSS and PA- 
DSS 

Relationship 
between PCI 
DSS and PA- 
DSS 

Clarified that all applications that store, process, or transmit 
cardholder data are in scope for an entity’s PCI DSS 
assessment, even if PA-DSS validated. 

Clarified PCI DSS applicability to payment application vendors. 

 

 

Clarification 

 
 

 

Scope of 
Assessment for 
Compliance with 
PCI DSS 
Requirements 

 

 

 

 

Scope of PCI 
DSS 
Requirements 

Added examples of system components, and added guidance 
about how to accurately determine the scope of the assessment. 

Clarified the intent of segmentation. 

Clarified responsibilities of both the third party and their customers 
for scoping and coverage of PCI DSS requirements, and clarified 
the evidence that third parties are expected to provide for their 
customers to be able to verify the scope of the third party’s PCI 
DSS assessment. 

 

 

 

 

Additional 
Guidance 
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 Implementing PCI 
DSS into Business-
as- Usual 
Processes 

New section to provide “business as usual” guidance for 
implementing security into business-as-usual (BAU) activities to 
maintain on-going PCI DSS compliance. Note that this section 
includes recommendations and guidance only, not new PCI DSS 
requirements. 

 

 

Additional 
Guidance 

 Assessment 
Procedures 

Added new heading to separate PCI DSS scoping section from 

sampling section. 

 
Clarification 

Sampling of 
Business 
Facilities/System 
Components 

For Assessors: 
Sampling of 
Business 
Facilities/System 
Components 

Enhanced sampling guidance for assessors.  

 

Additional 

Guidance 

Instructions and 
Content for Report 
on Compliance 

Instructions and 
Content for Report 
on Compliance 

Former content relocated to separate documents – PCI DSS 

ROC Template and PCI DSS ROC Reporting Instructions. 

 

 

Clarification 

PCI DSS 
Compliance – 
Completion 
Steps 

PCI DSS 
Assessment 
Process 

Updated section to focus on assessment process rather than 

documentation. 

 

 

Clarification 

Detailed PCI 

DSS 

Requirements 

and Security 

Assessment 
Procedures 

Detailed PCI 

DSS 

Requirements 

and Security 

Assessment 
Procedures 

At the start of this section, added language to define the column 
headings in this section, and removed references to “In Place,” “Not 
In Place” and “Target Date/Comments” columns. 

 

 

 

Clarification 

 

 

 

 

Requirement Changes: 

Requirement 
 
 

Change 

 

 

Type  
PCI DSS v2.0 

 
PCI DSS v3.0 

 
PCI DSS - Requirement 1 

 

1.1.x 

 

1.1.x 
Clarified that firewall and router standards have to be both 
documented and implemented. 

 

Clarification 

 

1.1.2 

 
1.1.2 
1.1.3 

Clarified what the network diagram must include and added new 
requirement at 1.1.3 for a current diagram that shows cardholder data 
flows. 

 

Evolving 
Requirement 

 

1.1.5 

 

1.1.6 
Clarified examples of insecure services, protocols, and ports to specify 
SNMP v1 and v2. 

 

Clarification 
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Requirement 
 
 

Change 

 

 

Type  
PCI DSS v2.0 

 
PCI DSS v3.0 

 

1.2.2 

 

1.2.2 
Clarified that the intent of securing router configuration files is to secure 
them from unauthorized access. 

 

Clarification 

 

1.2.3 

 

1.2.3 
Clarified that the intent of controlling traffic between wireless networks 

and the CDE is to “permit only authorized traffic.” 

 

Clarification 

 

1.3.4 

 

1.3.4 

Clarified the intent of the requirement is that anti-spoofing measures 
are implemented to detect and block forged source IP addresses 
from entering the network. 

 

Clarification 

 

1.4 

 

1.4 
Aligned language between requirement and testing 
procedures for consistency. 

 

Clarification 

 
PCI DSS - Requirement 2 

 

 

2.1 

 

 

2.1 

Clarified that requirement for changing vendor default passwords 
applies to all default passwords, including systems, applications, 
security software, terminals, etc. and that unnecessary default accounts 
are removed or disabled. 

 

 

Clarification 

 

2.1.1 

 

2.1.1 
Clarified that the intent of the requirement is for all wireless vendor 
defaults to be changed at installation. 

 

Clarification 

 

2.2 

 

2.2 

Clarified that system configuration standards include procedures for 
changing of all vendor-supplied defaults and unnecessary default 
accounts. 

 

Clarification 

 

2.2.2 

 
2.2.2 
2.2.3 

Split requirement at 2.2.2 into two requirements to focus separately 

on necessary services, protocols and ports (2.2.2), and secure 

services, protocols, and ports (2.2.3). 

 

Clarification 

 
 

2.4 

New requirement to maintain an inventory of system components in 
scope for PCI DSS to support development of configuration standards. 

 

Evolving 
Requirement 

 
PCI DSS - Requirement 3 

3.1 
3.1.1 

 

3.1 

Combined requirement 3.1.1 and testing procedures into 
requirement 3.1 to clarify and reduce redundancy. 

 

Clarification 

 

 

 

3.2 

 

 

 

3.2 

Clarified, if sensitive authentication data is received, that it is rendered 
unrecoverable upon completion of the 
authorization process. Clarified testing procedures for companies that 
support issuing services and store sensitive authentication data. 

 

 

 

Clarification 

 

3.3 

 

3.3 

Clarified intent of requirement for masking PANs by consolidating 
former note into body of the requirement, and enhancing testing 
procedures. 

 

Clarification 

 

 

 

3.4.1 

 

 

 

3.4.1 

Clarified that logical access for disk encryption must be managed 
separately and independently of the native operating system 
authentication and access control mechanisms, and that 
decryption keys must not be associated with user accounts. 

 

 

 

Clarification 

 

3.5 

 

3.5 
Clarified that key management procedures have to be both 

implemented and documented. 

 

Clarification 
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Requirement 
 
 

Change 

 

 

Type  
PCI DSS v2.0 

 
PCI DSS v3.0 

 

 

 

3.5.2 

 

 

3.5.2 
3.5.3 

Split requirement 3.5.2 into two requirements to focus separately on 
storing cryptographic keys in a secure form (3.5.2), and in the fewest 
possible locations (3.5.3). Requirement 3.5.2 also provides flexibility 
with more options for secure storage of cryptographic keys. 

 

 

 

Clarification 

 

3.6.x 

 

3.6.x 
Added testing procedures to verify implementation of 
cryptographic key management procedures. 

 

Clarification 

3.6.6 3.6.6 Clarified principles of split knowledge and dual control. Clarification 

 
PCI DSS - Requirement 4 

 
 

4.1 

 
 

4.1 

Aligned language between requirement and testing procedures for 
consistency. Also expanded the examples of open, public networks. 

 
 

Clarification 

 
PCI DSS - Requirement 5 

 

Requirement 5 - General 
Title updated to reflect intent of the requirement (to protect all systems 
against malware). 

 

Clarification 

  

 

5.1.2 

New requirement to evaluate evolving malware threats for any 
systems not considered to be commonly affected by malicious 
software. 

 

Evolving 
Requirement 

 

5.2 

 

5.2 
Aligned language between requirement and testing 
procedures for consistency. 

 

Clarification 

  

 

5.3 

New requirement to ensure that anti-virus solutions are actively running 
(formerly in 5.2), and cannot be disabled or altered by users unless 
specifically authorized by management on a per-case basis. 

 

Evolving 
Requirement 

 
PCI DSS - Requirement 6 

 

 

 

6.2 

 

 

 

6.1 

Switched the order of requirements 6.1 and 6.2. Requirement 6.1 is 
now for identifying and risk ranking new vulnerabilities and 6.2 is for 
patching critical vulnerabilities. Clarified how risk ranking process (6.1) 
aligns with patching process (6.2). 

 

 

 

Clarification 

 

6.1 

 

6.2 
See above explanation for 6.1.  Also, clarified that this 
requirement applies to “applicable” patches. 

 

Clarification 

 

6.3 

 

6.3 

Added a note to clarify that the requirement for written software 
development processes applies to all internally- developed software 
and bespoke software. 

 

Clarification 

 

6.3.1 

 

6.3.1 
Changed “pre-production” to “development/test” to clarify 
intent of requirement 

 

Clarification 

 

6.4 

 

6.4 
Enhanced testing procedures to include document reviews for all 
requirements at 6.4.1 through 6.4.4. 

 

Clarification 

 

6.4.1 

 

6.4.1 

Aligned language between requirement and testing procedures to clarify 
that separation of production/ development environments is enforced 
with access controls. 

 

Clarification 

 

6.5 

 

6.5 

Updated developer training to include how to avoid common coding 
vulnerabilities, and to understand how sensitive data is handled in 
memory. 

 

Clarification 
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Requirement 
 
 

Change 

 

 

Type  
PCI DSS v2.0 

 
PCI DSS v3.0 

 

 

6.5.x 

 

 

6.5.x 

Updated requirements to reflect current and emerging coding 
vulnerabilities and secure coding guidelines. Updated testing 
procedures to clarify how the coding techniques address the 
vulnerabilities. 

 

 

Clarification 

  

 

6.5.10 

New requirement for coding practices to protect against broken 
authentication and session management. 
Effective July 1, 2015 

 

Evolving 
Requirement 

 

 

 

6.6 

 

 

 

6.6 

Increased flexibility by specifying automated technical solution that 
detects and prevents web-based attacks rather than “web-application 
firewall.” Added note to clarify that this assessment is not the same as 
vulnerability scans required at 11.2. 

 

 

 

Clarification 

 
PCI DSS - Requirement 7 

 
 

7.1 

 
 

7.1 

Reworded testing procedure to clarify what the policy includes, based 
on changes to requirements 7.1.1 through 
7.1.4. 

 
 

Clarification 

  

7.1.1 
New 7.1.1 to cover definition of access needs for each role, to support 
requirements 7.1.2 through 7.1.4. 

 

Clarification 

 

7.1.1 

 

7.1.2 

Refocused requirement on restriction of privileged user IDs to least 
privileges necessary, and enhanced testing procedures. 

 

Clarification 

 

7.1.2 

 

7.1.3 

Refocused requirement on assignment of access based on 
individual’s job classification and function. 

 

Clarification 

 

7.1.4 

 Removed former requirement 7.1.4 (covered in 

Requirement 7.2) 

 

Clarification 

 
PCI DSS - Requirement 8 

 

 

 

 

 

 

 

 

 

 

Requirement 8 - General 

Title updated to reflect intent of the requirement (identify and 
authenticate all access to system components). 
Updated and reorganized requirements to provide a more holistic 
approach to user authentication and identification: 

     Focused 8.1 on user identification 

     Focused 8.2 on user authentication 

 Updated requirements to consider methods of 

authentication other than passwords 

     Changed “passwords” to “passwords/phrases” where 

requirement only applies to passwords/phrases 

 Changed “passwords” to “authentication credentials” where 
requirement applies to any type of authentication credential 

 Clarified that password security requirements apply to accounts 

used by third party vendors 

 

 

 

 

 

 

 

 

 

 

Clarification 

 

8.5.6 

 

8.1.5 

Clarified the requirement for remote vendor access applies to vendors 
who access, support or maintain system components, and that it should 
be disabled when not in use. 

 

Clarification 
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Requirement 
 
 

Change 

 

 

Type  
PCI DSS v2.0 

 
PCI DSS v3.0 

 

8.4.2 

 

8.2.1 

Clarified that strong cryptography must be used to render 
authentication credentials unreadable during transmission and 
storage. 

 

Clarification 

 

 

8.5.2 

 

 

8.2.2 

Clarified that user identify must be verified before modifying 
authentication credentials, and added provisioning new tokens and 
generating new keys as examples of modifications. 

 

 

Clarification 

 

8.5.10 
8.5.11 

 

 

8.2.3 

Combined minimum password complexity and strength requirements 
into single requirement, and increased flexibility for alternatives that 
meet the equivalent complexity and strength. 

 

Evolving 
Requirement 

 

8.3 

 

8.3 

Clarified requirement for two-factor authentication applies to users, 
administrators, and all third parties, including vendor access for support 
or maintenance. 

 

Clarification 

 

 

 

8.5.7 

 

 

 

8.4 

Enhanced requirement to include documenting and communicating 
guidance for how users should protect their authentication credentials, 
including password/phrase reuse and changing password/phrase if 
there is suspicion that it has been compromised. 

 

 

 

Clarification 

  

 

8.5.1 

New requirement for service providers with remote access to 
customer premises, to use unique authentication credentials for each 
customer. 
Effective July 1, 2015 

 

 

Evolving 

Requirement 

  

 

 

8.6 

New requirement where other authentication mechanisms are used (for 
example, physical or logical security tokens, smart cards, certificates, 
etc.) that the mechanisms must be linked to an individual account and 
ensure only the intended user can gain access with that mechanism. 

 

 

Evolving 
Requirement 

 

8.5.16 

 

8.7 
Aligned language between requirement and testing 
procedures for consistency. 

 

Clarification 

 
PCI DSS - Requirement 9 

 
 

9.1.2 

 
 

9.1.2 

Clarified intent of the requirement is to implement physical and/or 
logical access controls to protect publically- accessible network jacks. 

 
 

Clarification 

 

9.2.x 

 

9.2.x 

Clarified the intent of the requirement to identify, distinguish between, 
and grant access to onsite personnel and visitors, and that badges are 
just one option (they are not required). 

 

Clarification 

 
 

9.3 

New requirement to control physical access to sensitive areas for 
onsite personnel, including a process to authorize access, and revoke 
access immediately upon termination. 

 

Evolving 
Requirement 

 

 

 

9.3.x 

 

 

 

9.4.x 

Aligned language between requirement and testing procedures for 
consistency and to clarify that visitors must be escorted at all times, 
and that the audit trail of visitor activity must include access to the 
facility, computer room, and/or data center. 

 

 

 

Clarification 
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Requirement 
 
 

Change 

 

 

Type  
PCI DSS v2.0 

 
PCI DSS v3.0 

 

 

 

 

9.5 – 9.10 

 

 

 

 

9.5 – 9.8 

Former requirement 9.6 moved and renumbered to 9.5, and former 
requirement 9.5 renumbered as sub-requirement 
9.5.1. 
Former requirement 9.7 renumbered to 9.6, and former 
requirement 9.8 renumbered as sub-requirement 9.6.3. 
Former requirement 9.9 renumbered to 9.7, and former 
requirement 9.10 renumbered to 9.8. 

 

 

 

 

Clarification 

  

 

9.9.x 

New requirements to protect devices that capture payment card data 
via direct physical interaction with the card from tampering and 
substitution. 
Effective July 1, 2015 

 

 

Evolving 
Requirement 

 
PCI DSS - Requirement 10 

 
 

10.1 

 
 

10.1 

Clarified that audit trails should be implemented to link access to 
system components to each individual user, rather than just 
establishing a process. 

 
 

Clarification 

 

10.2.1 

 

10.2.1 
Clarified the intent is for all individual user access to 

cardholder data to be included in the audit trails. 

 

Clarification 

 

 

10.2.5 

 

 

10.2.5 

Enhanced requirement to include changes to identification and 
authentication mechanisms (including creation of new accounts, 
elevation of privileges), and all changes, additions and deletions to 
accounts with root or administrative access. 

 
 

Evolving 
Requirement 

 

10.2.6 

 

10.2.6 
Enhanced requirement to include stopping or pausing of the audit logs. Evolving 

Requirement 

 

 

 

10.6 

 

 

 

10.6.x 

Clarified the intent of log reviews is to identify anomalies or suspicious 
activity, and provided more guidance about scope of daily log reviews. 
Also allowed more flexibility for review of security events and critical 
system logs daily and other logs events periodically, as defined by the 
entity’s risk management strategy. 

 

 

 

Clarification 

 
PCI DSS - Requirement 11 

 

 

 

11.1.x 

 

 

 

11.1.x 

Enhanced requirement to include an inventory of authorized wireless 
access points and a business justification (11.1.1) to support scanning 
for unauthorized wireless devices, and added new requirement 11.1.2 
to align with an already- existing testing procedure, for incident 
response procedures if unauthorized wireless access points are 
detected. 

 

 

 

Evolving 
Requirement 

 

11.2 

 

11.2 
Added guidance on combining multiple scan reports in order to achieve 
and document a passing result. 

Additional 
Guidance 

 

 

11.2.1 

 

 

11.2.1 

Clarified that quarterly internal vulnerability scans include rescans as 
needed until all “high” vulnerabilities (as identified by PCI DSS 
Requirement 6.1) are resolved, and must be performed by qualified 
personnel. 

 

 

Clarification 
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Requirement 
 
 

Change 

 

 

Type  
PCI DSS v2.0 

 
PCI DSS v3.0 

 

11.2.2 

 

11.2.2 

Clarified that external vulnerability scans include rescans as needed until 
passing scans are achieved, and added a note to refer to the ASV 
Program Guide. 

 

Clarification 

 

 

 

11.2.3 

 

 

 

11.2.3 

Clarified that internal and external scans performed after significant 
changes include rescans as needed until all 
“high” vulnerabilities (as identified by PCI DSS Requirement 
6.1) are resolved, and must be performed by qualified 
personnel. 

 

 

 

Clarification 

  

 

11.3 

New requirement to implement a methodology for 
penetration testing. 
Effective July 1, 2015. PCI DSS v2.0 requirements for penetration 
testing must be followed until v3.0 is in place. 

 

 

Evolving 
Requirement 

 

11.3 

 
11.3.1 
11.3.2 

Split former requirement 11.3 into 11.3.1 for external penetration 
testing requirements and 11.3.2 for internal penetration testing 
requirements. 

 

Clarification 

 
 

11.3 

 
 

11.3.3 

New requirement created from former testing procedure (11.3.b) to 
correct exploitable vulnerabilities found during penetration testing and 
repeat testing to verify corrections. 

 
 

Clarification 

  

 

11.3.4 

New requirement, if segmentation is used to isolate the CDE from other 
networks, to perform penetration tests to verify that the segmentation 
methods are operational and 

effective. 

 

Evolving 
Requirement 

 

 

11.4 

 

 

11.4 

Increased flexibility by specifying intrusion-detection and/or intrusion 

prevention techniques to detect and/or prevent intrusions in the 
network rather than “intrusion-detection systems and/or intrusion-
prevention systems.” 

 

 

Clarification 

 

11.5 

 

11.5 
Increased flexibility by specifying change detection 
mechanism rather than “file integrity monitoring.” 

 

Clarification 

 
 

11.5.1 

New requirement to implement a process to respond to any alerts 
generated by the change-detection mechanism (supports 11.5) 

 

Evolving 
Requirement 

 
PCI DSS - Requirement 12 

 

12.1.1 
12.2 

1.5, 2.5, 3.7, 
4.3, 5.4, 6.7, 
7.3, 8.8, 9.10, 

10.8, 11.6 

Combined former requirements at 12.1.1 (for the information security 
policy to address all PCI DSS requirements) and 

12.2 (for operational security procedures), and moved them into 

Requirements 1 through 11, as a requirement in each. 

 

 

Clarification 

12.1.3 12.1.1 Moved former requirement 12.1.3 to 12.1.1. Clarification 

 

 

12.1.2 

 

 

12.2 

Moved former requirement 12.1.2 for an annual risk assessment 
process to 12.2, and clarified that the risk assessment should be 
performed at least annually and after significant changes to the 
environment. 

 

Evolving 
Requirement 
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Requirement 
 
 

Change 

 

 

Type  
PCI DSS v2.0 

 
PCI DSS v3.0 

 

12.3.4 

 

12.3.4 
Clarified that “labeling” is an example of a method to be used.  

Clarification 

 

12.3.8 

 

12.3.8 

New testing procedure to verify policy is implemented for 
disconnecting remote access sessions after a specific period of 
inactivity. 

 

Clarification 

 

 

 

12.3.10 

 

 

 

12.3.10 

Aligned language between requirement and testing procedures to 
clarify that, where there is an authorized business need for personnel 
to access cardholder data via remote-access technologies, the data 
must be protected in accordance with all applicable PCI DSS 
Requirements. 

 

 

 

Clarification 

 

 

12.8 

 

 

12.8 

Clarified intent to implement and maintain policies and procedures to 
manage service providers with which cardholder data is shared, or that 
could affect the security of cardholder data. 

 

 

Clarification 

 

12.8.2 

 

12.8.2 
Clarified the applicable responsibilities for the service 
provider’s written agreement/ acknowledgement. 

 

Clarification 

 
 

12.8.5 

New requirement to maintain information about which PCI DSS 
requirements are managed by each service provider, and which are 
managed by the entity. 

 

Evolving 
Requirement 

  

 

12.9 

New requirement for service providers to provide the written 
agreement/acknowledgment to their customers as specified at 
requirement 12.8. 
Effective July 1, 2015 

 

 

Evolving 
Requirement 

 

12.9.x 

 

12.10.x 

Renumbered requirement and updated 12.10.5 to clarify the intent is for 
alerts from security monitoring systems to be included in the incident 
response plan. 

 

Clarification 

 

Cloud Computing 

Cloud computing and virtualization have continued to grow significantly every year.  There is a rush to move applications 

and even whole datacenters to the “cloud”, although few people can succinctly define the term “cloud computing.”  There 

are a variety of different frameworks available to define the cloud, and their definitions are important as they serve as the 

basis for making business, security, and audit determinations.  VMware defines cloud or utility computing as the following 

(http://www.vmware.com/solutions/cloud-computing/public-cloud/faqs.html): 

“Cloud computing is an approach to computing that leverages the efficient pooling of on-demand, self-managed virtual 

infrastructure, consumed as a service. Sometimes known as utility computing, clouds provide a set of typically virtualized 

computers which can provide users with the ability to start and stop servers or use compute cycles only when needed, 

often paying only upon usage..” 

http://www.vmware.com/solutions/cloud-computing/public-cloud/faqs.html
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Figure 5: Cloud Computing  
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There are commonly accepted definitions for the cloud computing deployment models and there are several generally 
accepted service models. These definitions are listed below: 

 Private Cloud – The cloud infrastructure is operated solely for an organization and may be managed by the 
organization or a third party. The cloud infrastructure may be on-premise or off-premise. 

 Public Cloud – The cloud infrastructure is made available to the general public or to a large industry group 
and is owned by an organization that sells cloud services. 

 Hybrid Cloud – The cloud infrastructure is a composition of two or more clouds (private and public) that 
remain unique entities, but are bound together by standardized technology. This enables data and application 
portability; for example, cloud bursting for load balancing between clouds. With a hybrid cloud, an 
organization gets the best of both worlds, gaining the ability to burst into the public cloud when needed while 
maintaining critical assets on-premise. 

 Community Cloud – The cloud infrastructure is shared by several organizations and supports a specific 
community that has shared concerns (for example, mission, security requirements, policy, and compliance 
considerations). It may be managed by the organizations or a third party, and may exist on-premise or off 
premise. 

 

To learn more about VMware’s approach to cloud computing, review the following: 

 VMware Cloud Computing Overview 

 VMware’s vCloud Architecture Toolkit  

When an organization is considering the potential impact of cloud computing to their highly regulated and critical 

applications, they may want to start by asking: 

 Is the architecture a true cloud environment (does it meet the definition of cloud)? 

 What service model is used for the cardholder data environment (SaaS, PaaS, IaaS)? 

 What deployment model will be adopted? 

 Is the cloud platform a trusted platform? 

The last point is critical when considering moving highly regulated applications to a cloud platform.  PCI does not endorse 
or prohibit any specific service and deployment model.  The appropriate choice of service and deployment models should 
be driven by customer requirements, and the customer’s choice should include a cloud solution that is implemented using a 
trusted platform.    
 
VMware is the market leader in virtualization, the key enabling technology for cloud computing.  VMware’s vCloud Suite is 
the trusted cloud platform that customers use to realize the many benefits of cloud computing, including safely deploying 
business critical applications.  
 

 
If you are an organization or partner that is interested in more information on the VMware Compliance Program, please 
email us at compliance-solutions@vmware.com 

 

http://www.vmware.com/solutions/cloud-computing/index.html#tab3
http://www.vmware.com/cloud-computing/cloud-architecture/vcat-toolkit3.html
mailto:compliance@vmware.com
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Where to Start - Considerations for Management, IT and 

Auditors 
 

Migrating a traditional IT infrastructure to a virtual or cloud environment has a significant impact on an organization that 
extends beyond information technology.   Security and compliance continue to remain top concerns for management, IT 
departments, and auditors.  All three areas should be represented and engaged for any IT virtualization or cloud projects to 
confirm that business, IT operations, and compliance teams carefully consider the benefits and risks. The move to cloud 
and virtual environments has many technical considerations, but it should also be a business decision.  Organizations 
should review the benefits and risks of their current environment and compare them to the different cloud deployment 
models and service models. 
The following questions may be important when considering the potential business impact, benefits, and risks of a virtual 

and/or cloud environment. 

Management/Business Considerations 

1. Can the Cloud be a strategic differentiator for the business or is it a commodity service? 

2. How are competitors or partners leveraging Cloud and virtualization? 

3. What is the business value that Cloud could deliver to Operations? 

4. What is the strategic value that Cloud could deliver to the Company? 

5. Is the IT Budget expanding or contracting?  

6. What are the areas where Cloud can provide additional value to the company? 

7. Are there efforts to consolidate IT functions that can be addressed with Cloud? 

8. What are the critical IT services that are or could be outsourced? 

IT Considerations 

1. How do IT operational processes address & support the company’s strategic and operational goals? 

2. What manual processes are in place that can be automated? 

3. What are the skills and capabilities of the IT Department? 

4. Have there been any previous attempts to virtualize or outsource critical operations? 

5. Which IT initiatives currently underway could affect the scope of the Cardholder Data Environment? 

6. How are  encryption and tokenization currently used to limit risk? 

7. How is sensitive data currently classified (i.e., do you know where all your PCI data resides)? 

8. Are there secondary systems that might have credit card data (accounting, marketing)? 

9. How has security and compliance affected IT Operations? 

Audit Considerations 

1. What prior experience does the auditor have with virtual environments (Qualified Security Assessor (QSA) or 

Internal Security Assessor (ISA))? 

2. Has the QSA or ISA successfully assessed PCI environments in the cloud or virtual areas? 

3. What certifications do they have in VMware products or solutions? 

4. How many individuals that are part of the assessment team have experience with VMware? 

5. What thought leadership and guidance has the QSA/ISA published? 

6. What are the risks and mitigation techniques the QSA/ISA believes are appropriate for multi-tenancy or mixed-

mode environments? 

7. How long have they been working with VMware architectures? 
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8. Have they been involved with the PCI Special Interest Group or other PCI communities? 

9. What references do they have for conducting similar assessments? 

10. Is the QSA/ISA assigned to the audit engagement company knowledgeable about the basic components, 

systems, and software in a VMware cloud?
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Guidance from the Payment Card Industry Security Standards Council 
The PCI SSC has issued several documents that provide guidance for interpreting the Data Security Standard and implementing compliant virtual and Cloud 

environments.  VMware has extracted several paragraphs from these documents that highlight some of the critical requirements/guidance that organizations are 

required to address as part of their deployments.  VMware has also provided information regarding how VMware tools are designed to help organizations address 

these controls. 

PCI DSS  Payment Card Industry Data Security Standard v3.0 – November 2013 
NAV   Navigating PCI DSS version 2.0 October 2010 
SUP   PCI DSS Virtualization Guidelines June 2011 

 
Table 2: PCI Guidance 

S O U R CE  P AG E  P CI  G UI D AN C E  VM W AR E  SO LU T I O N S  

PCI 
DSS 

10 The PCI DSS security requirements apply to all system components. 
In the context of PCI DSS, “system components” are defined as any 
network component, server, or application that is included in or 
connected to the cardholder data environment. “System 
components” also include any virtualization components such as 
virtual machines, virtual switches/routers, virtual appliances, virtual 
applications/desktops, and hypervisors. 

In a VMware environment there are many system 
components, which should be considered as part of the 
virtual environment beyond the physical components (ESXi 
hosts, SANs, network devices).  These include vCenter 
Servers, vCenter Databases, VUM, virtual switches, etc.   It 
is important to consider all the virtual components that are 
installed and support the VMware environment.   

PCI 
DSS 

11 Network segmentation of, or isolating (segmenting), the cardholder 
data environment from the remainder of an entity’s network is not a 
PCI DSS requirement. However, it is strongly recommended… 

VMware strongly recommends that organizations implement 
segmentation in order to separate the cardholder data 
environment (CDE) from the Non- CDE. 

PCI 
DSS 

11 Network segmentation can be achieved through a number of 
physical or logical means, such as properly configured internal 
network firewalls, routers with strong access control lists, or other 
technologies that restrict access to a particular segment of a 
network. 

PCI DSS 3.0 includes additional guidance with regard to 
segmentation and the concept of isolation.  When properly 
implemented, VMware’s products can support the control 
requirement for segmentation in multi-tenant, mixed-mode 
environments.  

PCI 
DSS 

11 At a high level, adequate network segmentation isolates systems 
that store, process, or transmit cardholder data from those that do 
not. However, the adequacy of a specific implementation of network 
segmentation is highly variable and dependent upon a number of 
factors, such as a given network's configuration, the technologies 
deployed, and other controls that may be implemented. 

 VMware recommends that organizations leverage vCloud 
Networking and Security App and Edge Gateway in order to 
implement network segmentation in a cloud environment. 
App can be used to properly segment virtual machines from 
each other. Edge Gateway can be used to provide an 
additional layer of protection by isolating the private cloud 
network from an untrusted outside network.   
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PCI 
DSS 

13 To ensure security controls continue to be properly implemented, 
PCI DSS should be implemented into business-as-usual (BAU) 
activities as part of an entity’s overall security strategy. This enables 
an entity to monitor the effectiveness of their security controls on an 
ongoing basis, and maintain their PCI DSS compliant environment in 
between PCI DSS assessments.  

VMware products provide a number of ways to either directly 
integrate (software/DevOps) or otherwise support the 
management of PCI DSS requirements in a Business-As-
Usual fashion  

PCI 
DSS 

31 Requirement 2.2.1 Implements only one primary function per server 
to prevent functions that require different security levels from co-
existing on the same server. (For example, web servers, database 
servers, and DNS should be implemented on separate servers.) 
Note: Where virtualization technologies are in use, implement only 
one primary function per virtual system component. 

PCI DSS 3.0 clarifies that multiple virtual machines of 
different functions can reside on the same physical 
hardware.   

PCI 
DSS 

33 One of the new PCI DSS 3.0 requirements is to maintain a formal 
inventory of all in-scope system components 

VMware products offer several options for maintaining a 
near-time inventory of all system components running within 
the virtual infrastructure 

NAV 4 Qualified Security Assessor (QSA) can assist in determining scope 
within an entity’s cardholder data environment along with providing 
guidance about how to narrow the scope of a PCI DSS assessment 
by implementing proper network segmentation. 

 If an organization plans to use a QSA, VMware 
recommends they engage the QSA during the design phase. 
This ensures that the assessor and the organization are 
aligned to the risks and technologies deployed.  VMware 
recommends that organizations work with assessors that are 
familiar with the technology and organizations should have 
dedicated specialists that understand both the PCI 
requirements and VMware capabilities. 

NAV 5 All components within the virtual environment will need to be 
identified and considered in scope for the review, including the 
individual virtual hosts or devices, guest machines, applications, 
management interfaces, central management consoles, hypervisors, 
etc. 

Several features are embedded into VMware’s products to 
identify the hosts, virtual machines, components, databases, 
and communication paths of the Cloud environment.   

NAV 5 The implementation of a virtualized environment must meet the 
intent of all requirements, such that the virtualized systems can 
effectively be regarded as separate hardware.  

When implementing a VMware environment, organizations 
should ask what risks other hosts and virtual components 
present to the CDE.  In addition to supporting the proper 
segmentation of the production systems, organizations 
should review backup, disaster recovery, and storage 
systems with a view to properly protecting that cardholder 
data in the Cloud. 

NAV 12 (Guidance for Requirement 1.1.2) - Network and data flow diagrams 
should include virtual system components and document Intra-host 
data flows. 

vCloud Networking and Security App provides solutions to 
monitor and control intra-host communication of a cloud 
environment.  Organizations should strive to properly map 
the Cloud management infrastructure as well as the intra-



 

  

 

 

 V M W A R E  P R O D U C T  A P P L I C A B I L I T Y  G U I D E  2 7  
 

VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 USA Tel 877-486-9273 Fax 650-427-5001 www.vmware.com 

Copyright © 2011 VMware, Inc. All rights reserved. This product is protected by U.S. and international copyright and intellectual property laws. VMware products are covered by one or more patents listed at http://www.vmware.com/go/patents. VMware is a registered trademark or trademark of VMware, Inc. in the 

United States and/or other jurisdictions. All other marks and names mentioned herein may be trademarks of their respective companies.  

VMware Product Applicability Guide for Payment Card Industry (PCI) 

S O U R CE  P AG E  P CI  G UI D AN C E  VM W AR E  SO LU T I O N S  

host communication paths, particularly for virtual machines 
that are within a common VLAN. 

NAV 18 Where virtualization technologies are used, each virtual component 
(e.g. virtual machine, virtual switch, virtual security appliance, etc.) 
should be considered a “server” boundary. Individual hypervisors 
may support different functions, but a single virtual machine should 
adhere to the “one primary function” rule.  

 PCI DSS 3.0 clarifies that multiple virtual machines of 
different functions can reside on the same physical 
hardware.  If different security zones (such as DMZ’s and 
Internal Networks) reside on shared hypervisors, each 
virtual server should still meet the “one primary function” rule 
and be logically separated from virtual servers of different 
functions.  For example, vCloud Networking and Security 
App can be used to create a DMZ segmenting a virtual web 
server from a virtual database server.  

SUP 3 There are four simple principles associated with the use of 
virtualization in cardholder data environments: 
a. If virtualization technologies are used in a cardholder data 
environment, PCI DSS requirements apply to those virtualization 
technologies. 
b. Virtualization technology introduces new risks that may not be 
relevant to other technologies, and that must be assessed when 
adopting virtualization in cardholder data environments. 
c. Implementations of virtual technologies can vary greatly, and 
entities will need to perform a thorough discovery to identify and 
document the unique characteristics of their particular virtualized 
implementation, including all interactions with payment transaction 
processes and payment card data. 
d. There is no one-size-fits-all method or solution to configure 
virtualized environments to meet PCI DSS requirements. Specific 
controls and procedures will vary for each environment, according to 
how virtualization is used and implemented. 

 VMware has embraced the guidance from the PCI SSC and 
is actively publishing product guidance aligned to the core 
principals and intent of the PCI DSS and applicable 
information supplements.  VMware understands that every 
cloud and every implementation is unique, and has provided 
implementation procedures, hardening documents, and 
compliance frameworks to help organizations properly 
evaluate the risks and benefits of PCI Clouds.  When 
properly deployed, VMware’s solutions confirm that multi-
tenant, mixed mode clouds can be compliant with the 
standards of today and tomorrow. 

SUP 7, 8 Scope Guidance: If any virtual component connected to (or hosted 
on) the hypervisor is in scope for PCI DSS, the hypervisor itself will 
always be in scope. Virtual Appliances used to connect or provide 
services to in-scope system components or networks would be 
considered in-scope. Any VSA/SVA that could impact the security of 
the CDE would also be considered in scope. 

In order to maximize the benefits and features of the 
vSphere App and Cloud architectures, VMware 
recommends that the entire vSphere architecture (including 
ESXi hosts, vSwitches, and vCenter servers and databases) 
be considered in scope and properly protected for most 
environments.  If host or management components (such as 
vCenter) are not included, organizations must ensure that 
they do not have access to virtual components within the 
CDE and do not have any connectivity into the CDE. 
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SUP 8 Networks provisioned on a hypervisor-based virtual switch will be in 
scope if provisioned with an in-scope component or if they provide 
services or connect to an in-scope component. Physical devices 
hosting virtual switches or routers would be considered in scope if 
any of the hosted components connects to an in-scope network. 

Organizations should confirm that anytime cardholder data 
flows through vSwitches or virtual Distributed Switches that 
such data is properly documented and segmented.  This 
often includes pairing hypervisor based virtual switches with 
specialized physical core switches and routers, which are 
designed for the VMware infrastructure.  vCloud Networking 
and Security App can help organizations manage the 
network segmentation by providing control at the virtual 
switch level. 

SUP 9 The use of cloud computing presents a number of scoping 
challenges and considerations. Entities planning to use cloud 
computing for their PCI DSS environments should first ensure that 
they thoroughly understand the details of the services being offered, 
and perform a detailed assessment of the unique risks associated 
with each service. Additionally, as with any managed service, it is 
crucial that the hosted entity and provider clearly define and 
document the responsibilities assigned to each party for maintaining 
PCI DSS requirements and any other controls that could impact the 
security of cardholder data. 

Every cloud is different based on the technology deployed 
and the business processes utilized.  VMware’s cloud 
provides a robust set of suites and features that helps 
automate and provide transparency of controls within the 
Cloud.  If an organization is going to act as a provider of 
cloud services to other merchants or service providers, the 
Cloud provider should be specific on what services are in 
PCI scope, how they have been validated to be effective, 
and what controls are specifically not in scope with respect 
to their solution. 

SUP 9 The cloud provider should clearly identify which PCI DSS 
requirements, system components, and services are covered by the 
cloud provider’s PCI DSS compliance program. Any aspects of the 
service not covered by the cloud provider should be identified, and it 
should be clearly documented in the service agreement that these 
aspects, system components, and PCI DSS requirements are the 
responsibility of the hosted entity to manage and assess. The cloud 
provider should provide sufficient evidence and assurance that all 
processes and components under their control are PCI DSS 
compliant. 

VMware recommends that organizations establish a “PCI 
Requirements Matrix” or similar document to clearly 
communicate the extent of services a Cloud provider offers 
and include details regarding the scope, controls, and 
validation, which has been performed to confirm that the 
Cloud Providers’ controls are sufficient. 

SUP 10 A key risk factor unique to virtual environments is the hypervisor—if 
this is compromised or not properly configured, all VMs hosted on 
that hypervisor are potentially at risk. The hypervisor provides a 
single point of access into the virtual environment and is also 
potentially a single point of failure. Misconfigured hypervisors could 
result in a single point of compromise for the security of all hosted 
components. 

VMware provides extensive product guidance to establish 
that virtual components and hypervisors are fully patched 
and configured appropriately.  The combination of vCenter, 
VUM, and VCM help track and enforce the patching and 
security configuration of critical components in the VMware 
Cloud. 

SUP 12 Inactive VMs containing payment card data can become unknown, 
unsecured data stores, which are often only rediscovered in the 
event of a data breach.  Because dormant VMs are not actively 

A VM is simply a set of software files, which are executed 
when run in the context of a hypervisor.  Tools such as VCM 
can be used to monitor and update dormant VM’s, providing 
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used, they can easily be overlooked and inadvertently left out of 
security procedures. 

better than physical patching and signature updates for 
virtual components when properly implemented. 

SUP 13 Specialized tools for monitoring and logging virtual environments 
may be needed to capture the level of detail required from the 
multiple components, including hypervisors, management interfaces, 
virtual machines, host systems, and virtual appliances. 

VMware has an extensive set of features for management, 
monitoring, and logging.  In addition, several API’s and 
features have been implemented which allow critical system 
files, logs, and access control mechanisms to be centrally 
monitored and correlated with industry leading SIEM 
solutions. 

SUP 11, 
20 

The risk of hosting VMs of different trust levels on the same host 
needs to be carefully assessed. In the virtual context, a VM of lower 
trust will typically have lesser security controls than VMs of higher 
trust levels. The lower-trust VM could therefore be easier to 
compromise, potentially providing a stepping-stone to the higher-risk, 
more sensitive VMs on the same system. 
 
It is strongly recommended (and a basic security principle) that VMs 
of different security levels and not be hosted on the same hypervisor 
or physical host; the primary concern being that a VM with lower 
security requirements will have lesser security controls, and could be 
used to launch an attack or provide access to more sensitive VMs on 
the same system. 

The architecture of VMware’s hypervisor, ESXi, significantly 
limits the attack profile compared to competitive hypervisor 
offerings.  The design provides more security control and 
significantly reduces the risk that non PCI-compliance VM’s 
pose to the cardholder data environment. 
 
In addition, segmentation of different trust levels on the 
same host is readily accomplished using virtual Distributed 
Switch and vCloud Networking and Security App. VDS, 
vCloud Networking and Security Edge Gateway and vCloud 
Networking and Security App enable creation of rules to 
control traffic flows within the virtual environment. 

SUP 20 As a general rule, any VM or other virtual component that is hosted 
on the same hardware or hypervisor as an in-scope component 
would also be in scope for PCI DSS, as both the hypervisor and 
underlying host provide a connection (either physical, logical, or 
both) between the virtual components, and it may not be possible to 
achieve an appropriate level of isolation, or segmentation, between 
in-scope and out-of-scope components located on the same host or 
hypervisor. 

Similar to all technology, as virtualization and cloud 
computing have evolved so has the ability to provide proper 
levels of isolation.   
 
Segmentation of different trust levels on the same host is 
readily accomplished using virtual Distributed Switch and 
vCloud Networking and Security App.  In addition VDS, 
vCloud Networking and Security Edge Gateway and App 
enable creation of rules to control traffic flows within the 
virtual environment. 

SUP 21 In order for in-scope and out-of-scope VMs to co-exist on the same 
host or hypervisor, the VMs must be isolated from each other such 
that they can effectively be regarded as separate hardware on 
different network segments with no connectivity to each other. Any 
system components shared by the VMs, including the hypervisor and 
underlying host system, must therefore not provide an access path 
between the VMs. 

Organizations can use orchestration processes or virtual 
profiles to confirm that any provisioned hosts and/or virtual 
components are locked down and do not have any 
unnecessary connectivity.  VCM can be used to identify 
misconfigurations of running and offline machines. 
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Segmentation of different trust levels on the same host is 
readily accomplished using virtual Distributed Switch (VDS) 
and vCloud Networking and Security App. In addition VDS, 
vCloud Networking and Security Edge Gateway and App 
enable creation of rules to control traffic flows within the 
virtual environment. 

SUP 21 All existing out-of-band channels should be identified and 
documented—whether they are actively used or not—and 
appropriate controls implemented to isolate workloads and virtual 
components. 

In the ESXi architecture, many out of band channels have 
been eliminated to reduce the complexity and risk to the 
hypervisor.  VMware has also provided features that enable 
management processes to flow through centralized points 
(such as vCenter) that can be used to control access, 
logging, and monitoring functions.  Organizations can also 
limit the impact of out-of-band channels by implementing 
policies to reduce the risk (such as prohibiting dirty 
snapshots and enabling snapshots to only be maintained for 
a brief period of time). 
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PCI Compliance Stack 
 

VMware provides an extensive suite of products designed to help organizations support security and compliance needs. 

While every environment has unique needs, the following PCI Compliance Stack provides a comprehensive mix of VMware 

solutions with features that are designed to assist with PCI compliance. The solutions’ collective functionality, features, and 

specific PCI DSS requirements are addressed in detail in the following sections. The solutions are grouped into focus areas 

that map to 'layers' or compartments of functionality within the VMware products and suites. It is not the intent of this 

document  to express what is available in specific VMware products and suites although, some of the Solution Areas may 

represent certain VMware product suites. The most current information regarding VMware product suites and the inclusion 

of products and capabilities within each version is always available on VMware.com. 

Solution Area Key Products 

vCloud Infrastructure ESXi, vSphere, vShield Endpoint, vCenter Server and vCloud Director 

 vCloud Networking and Security vCloud Networking and Security App, vCloud Networking and Security Data Security, 
vCloud Networking and Security Edge Gateway, vCloud Networking and Security Manager 

NSX  NSX Edge, NSX Firewall, NSX Router, NSX Load Balancer, NSX Service Composer 

Infrastructure Management 
vCenter Operations Manager, vCenter Configuration Manager, vCenter Infrastructure 
Navigator, vCenter Orchestrator, vCenter Update Manager, vCloud Automation Center, Log 
Insight 

End User Computing Horizon View, ThinApp, Horizon Workspace  

 

Figure 6: VMware Software Defined Data Center Products 
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VMware PCI Requirements Matrix (Overview) 
 

VMware has created a PCI Requirements Matrix to assist organizations with an understanding of VMware solutions, 

VMware Partner Solutions (where they overlap), and the remaining customer responsibilities that must be addressed 

separately by the customer through use of other tools or processes. While every cloud is unique, VMware believes that the 

vast majority of PCI DSS requirements can be addressed through the VMware Suites and/or VMware partner solutions. 

The following diagram shows an example of a cloud environment that has been deployed using the VMware PCI suites and 

VMware partner products. 

The remaining gaps in addressing PCI requirements may be filled by the customer through other tools (i.e. approving 

customers’ policies, keeping an updated network diagram, approving changes, etc.) 

Figure 7: Aggregate PCI Applicability of VMware & Technology Partner Products  
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Table 3: PCI DSS Requirement 

P I E  

C H AR T  
P CI  D SS  R EQU I REM E N T  

#  O F  PC I  

AS S E S SM E NT  

T E S TS  

T E S TS 

AD D R E S S ED  

I N  

VM W AR E ' S  

S UI T ES  

T E S TS 

AD D R E S S ED  

O R 

E N H AN C E D  

B Y 

P AR T N E R S  

T E S TS N O T 

AD D R E S S ED  

B Y VM W AR E  

O R 

P AR T N E R S  

  

Requirement 1: Install and maintain a 
firewall configuration to protect cardholder 
data 

20 17 23 3 

  

Requirement 2: Do not use vendor-supplied 
defaults for system passwords and other 
security parameters 

12 10 22 2 

  

Requirement 3: Protect stored cardholder 
data 
 

22 7 29 15 

  

Requirement 4: Encrypt transmission of 
cardholder data across open, public 
networks 

4 2 9 2 

  

Requirement 5: Protect all systems against 
malware and regularly update anti-virus 
software or programs 

6 4 6 2 

  

Requirement 6: Develop and maintain 
secure systems and applications 28 15 30 13 

  

Requirement 7: Restrict access to 
cardholder data by business need to know 9 8 7 1 
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Requirement 8: Identify and authenticate 
access to system components 22 15 30 7 

  

Requirement 9: Restrict physical access to 
cardholder data 25 0 0 25 

  

Requirement 10: Track and monitor all 
access to network resources and 
cardholder data 

28 24 27 4 

  

Requirement 11: Regularly test security 
systems and processes. 15 2 16 13 

  

Requirement 12: Maintain a policy that 
addresses  information security for all 
personnel. 

40 0 4 40 

  

Requirement A.1:      Shared hosting 
providers must protect the cardholder data 
environment 

5 3 7 2 

  

TOTAL 
Note: Control totals do not add up to 409 
 due to overlapping features of VMware 
products and partner products 

236 107 210 129 
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VMware PCI Requirements Matrix (By Product Family) 
 

vCloud Infrastructure 
For the purposes of this VMware Product Applicability Guide for PCI, the Cloud Infrastructure product family includes 

products used to deliver the core building blocks for a cloud computing environment. The fundamental building blocks for 

the Software Defined Data Center (SDDC) are provided by vSphere (ESXi, vCenter Server). vSphere provides the 

foundation of the virtual architecture allowing for the optimization of hardware IT assets. vCloud Director extends the 

foundation of the vSphere virtual architecture by enabling organizations to build secure clouds and optimizing security and 

compliance in private, multi-tenant, mixed-mode and hybrid cloud models. As vCloud Director leverages the vSphere 

architecture, the vSphere components integrate to create a single Cloud Infrastructure that can be optimized for security 

and compliance considerations. While vSphere and vCloud Director encompass many features for storage, business 

continuity, and automation, for the purposes of this Guide the critical components that apply to PCI for Cloud Infrastructure 

include the following: 

 ESXi – ESXi is a type 1 hypervisor (bare metal) that is the fundamental building block for virtualizing 

physical compute resources for cloud computing models.  ESXi servers are clustered within the vSphere 

construct, which offers many features such as load balancing and high availability. The ESXi kernel has 

a small footprint, no service console and can limit communication to vCenter access only. 

 

 vShield Endpoint - With integration of other 3rd party endpoint solutions (such as anti-virus), vShield 
Endpoint improves the performance by offloading key antivirus and anti-malware functions to a secured 
virtual machine and eliminating the antivirus agent footprint and scanning overhead in virtual machines. 
 

 vCenter Server—vCenter Server is a server (virtual or physical) that provides unified management for 

the entire virtual infrastructure and unlocks many key vSphere capabilities. vCenter Server can manage 

thousands of virtual machines across multiple locations and streamlines administration with features 

such as rapid provisioning and automated policy enforcement. 

 

 vCloud Director (vCD) - vCD Pools datacenter resources including compute, storage and network, 

along with their relevant policies into virtual data centers. Fully encapsulated multi-tier virtual machine 

services are delivered as vApps, using the Open Virtualization Format (OVF). End users and their 

associated policies are captured in organizations. With programmatic and policy-based pooling of 

infrastructure, users and services, VMware vCloud Director enforces policies, which enable PCI data to 

be securely protected, and new virtual machines and applications to be securely provisioned and 

maintained. 
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The following product matrix explains which PCI controls are applicable to a VMware vCloud Infrastructure and how it may help to enable PCI requirements. It also 

explains how vCloud Suite products may assist in meeting PCI requirements. 

Table 4: Applicability of PCI DSS v3.0 Controls to vCloud Infrastructure 

P CI  D SS  V 3 . 0  AP P L I C AB I L I TY  M AT R I X  

R E Q UI REM ENT  C O N T RO L S 

AD D R E S S ED  

D E S C RI P T I O N  

Segmentation - Though 
technically not a 
requirement, 
segmentation provides a 
means to reduce the PCI 
environment and is 
strongly recommended. 

 N/A The VMware vCloud Infrastructure can be configured to limit access to the Cardholder Data Environment 
(CDE) through a variety of ways.  By providing a centralized interface, vSphere Client and vCenter servers 
can reduce the CDE by minimizing the network management and limiting access to critical components in 
the CDE.  Controlling and limiting the access and administrative abilities for users managing a vCloud 
environment reduce PCI Scope.  This helps to provide the transparency of data flows, network 
communication, and configuration settings for critical components within the CDE.  vCloud Director and 
vCenter Server can be used to demonstrate the scope that is being enforced by analyzing and reporting 
data flows between various components and network devices (such as relationships between databases, 
virtual appliances, VM’s, hosts, etc).  The ESXi host is a type 1 hypervisor (bare metal) that limits the 
attack vectors.  By reducing the complexities of the hypervisor, companies and their auditors can better 
understand the risks to virtual environments. For example, the vSphere environment allows users to lock 
down each ESXi server so that it can only be accessed via the vCenter server.   

Requirement 1: Install 
and maintain a firewall 
configuration to protect 
cardholder data 

1.1.2.a, 1.1.2.b, 1.1.3, 
1.2.1.a, 1.2.1.b, 
1.2.1.c, 1.4.a, 1.4.b 

The vCloud environment enforces a centralized process through the vCenter Server that can be used to 
enforce formal processes for making changes to the network.  vCenter Server, along with ESXi host 
establishes and enforces communication between the virtual machines at Layer 2.  The vSphere 
architecture takes many functions normally handled by physical switching appliances and establishes 
virtual switches, distributed virtual switches (VDS), Port Groups, VLAN’s, Management Interfaces, etc.  
The vCloud and vSphere architectures allows administrators to establish formal processes for approving 
network changes and provides maps and data flows that allow for greater visibility into the relationships 
between ESXi hosts, storage, virtual machines, virtual switches, virtual appliances, and vApps. The 
integration of the vCloud Networking and Security Edge Gateway with vCloud Director provides central 
visibility into open ports, services, and protocols and is designed to allow only approved traffic into and out 
of the cardholder data environment.  
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P CI  D SS  V 3 . 0  AP P L I C AB I L I TY  M AT R I X  

R E Q UI REM ENT  C O N T RO L S 

AD D R E S S ED  

D E S C RI P T I O N  

Requirement 2: Do not 
use vendor-supplied 
defaults for system 
passwords and other 
security parameters 

2.2.a, 2.2.b, 2.2.c, 
2.2.d, 2.2.1.a, 2.2.1.b, 
2.2.2.a, 2.2.2.b, 2.2.3, 
2.2.4.b, 2.2.4.c, 
2.2.5.a, 2.2.5.b, 
2.2.5.c, 2.3.a, 2.3.b, 
2.3.c, 2.3.d, 2.6 

Changing vendor-supplied default passwords is a challenge in large distributed environments.  vCO can 

automate the provisioning process to provide that all components in the vSphere infrastructure are built to 

a known security baseline and vendor settings are re-set.  Additionally, direct access to components can 

be reduced (such as lock-down mode) to minimize the risk of any direct console or shell access. vUM can 

be used to push out critical security updates that allow the latest security configurations to be enforced.  

Integrating into vSphere components such as vUM, the vCloud Director environment can be used to push 

out critical security updates to enable the latest security configurations to be enforced.  Hardening 

guidelines have been developed specifically for the Cloud environment (such as the VMware® vCloud 

Director 1.5 DIACAP Implementation Plan). 

vCloud Director and vSphere provide centralized views to make sure that only necessary ports and 
protocols are being used.  vCloud can enforce strong remote access to components by enforcing secure 
remote access such as SSH, IPsec or SSL, or it can be used to disable direct access and force 
administration through centralized vSphere processes.  For shared hosting providers, different 
administrative groups can be enforced to protect each hosted entity through the establishment of RBAC, 
groups, data centers, and other pools. 

Requirement 3: Protect 
stored cardholder data 

3.1.1.d, 3.1.1.e, 3.2.a,  
N/A 

vSphere can be used to establish and enforce automated procedures designed to prevent virtual machines 
in the CDE from being retained for longer than required. This is achieved by providing a centralized 
process for deleting old workloads and snapshots.  When a virtual machine or snapshot is no longer 
necessary, access to that system can be permanently revoked. 

Requirement 4: Encrypt 
transmission of cardholder 
data across open, public 
networks 

N/A 
 

 N/A 

Requirement 5: Protect 
all systems against 
malware and regularly 
update anti-virus software 
or programs 

5.1, 5.1.1, 5.2.a, 5.2.b, 
5.2.c, 5.2.d, 5.3.a, 
5.3.b, 5.3.c 

vShield Endpoint offloads antivirus and anti-malware agent processing to a dedicated secure virtual 
appliance delivered by VMware partners. It is designed to leverage existing Endpoint investments by 
allowing organizations to manage antivirus and anti-malware policies for virtualized environments with the 
same management interfaces they use to secure physical environments. It establishes an API, which 
allows for the integration of third party anti-virus solutions. These solutions can run unique endpoint 
operations such as conducting anti-virus scanning for systems that are offline or agentless anti-virus.  
Endpoint provides a centralized solution that allows the user to verify that anti-virus is installed on all 
applicable hosts, actively running, and logging. 
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P CI  D SS  V 3 . 0  AP P L I C AB I L I TY  M AT R I X  

R E Q UI REM ENT  C O N T RO L S 

AD D R E S S ED  

D E S C RI P T I O N  

Requirement 6: Develop 
and maintain secure 
systems and applications 

6.1.a, 6.1.b, 6.2.a, 
6.2.b, 6.4, 6.4.1.a, 
6.4.1.b, 6.4.2, 6.4.4.a, 
6.4.4.b, 6.4.5.a, 
6.4.5.1, 6.4.5.2, 
6.4.5.3.a, 6.4.5.3.b, 
6.4.5.4 

vSphere provides visibility into separate test and development networks and users, and can be used so 
that access between the development and products networks do not use similar networks or administrative 
accounts for virtual components. 

Requirement 7: Restrict 
access to cardholder data 
by business need to know 

7.1, 7.1.1, 7.1.2.a, 
7.1.2.b, 7.1.3, 7.1.4, 
7.2.1, 7.2.2, 7.2.3 

vCloud and vSphere have built in access control systems in place so that each virtual component can only 
be accessed by authorized users.  Systems can be accessed directly with local accounts, or can be 
managed centrally through a role based access control systems enforced by vSphere and integrated into 
centralized access control system. 

Requirement 8: Identify 
and authenticate access 
to system components 

8.1.a, 8.1.1, 8.1.2, 
8.1.3.a, 8.1.4, 8.1.5.a, 
8.1.5.b, 8.1.6.a, 8.1.7, 
8.1.8, 8.2, 8.2.1.a, 
8.2.1.b, 8.2.1.c, 
8.2.1.e, 8.2.3.a, 
8.2.3.b, 8.2.4.a, 
8.2.4.b, 8.2.5.a, 8.2.6, 
8.5.a, 8.5.b, 8.6.a, 
8.6.c 

All access to virtual devices within the vCloud and vSphere environment can enforce individual access.  
Minimum usernames and password requirements can be set on many systems natively (such as the ESXi 
host).  Other virtual components can be configured to use centralized authentication servers (such as 
Active Directory) which can enforce additional controls for password rotation, lockout, duration etc. 

Requirement 9: Restrict 
physical access to 
cardholder data 

N/A N/A 

Requirement 10: Track 
and monitor all access to 
network resources and 
cardholder data 

10.1, 10.2.1, 10.2.2, 
10.2.3, 10.2.4, 
10.2.5.a, 10.2.5.b, 
10.2.5.c, 10.2.6, 
10.2.7, 10.3.1, 10.3.2, 
10.3.3, 10.3.4, 10.3.5, 
10.3.6, 10.4, 10.4.1.a, 
10.4.1.b, 10.4.2.a, 
10.4.2.b, 10.4.3, 
10.5.1, 10.5.2, 10.5.3, 
10.5.4, 10.7.a, 10.7.b, 
10.7.c 

vCloud and vSphere has the ability to log access to components within the environment. Individual access 
to components can be tracked, logged, and enforced.  Audit trails can capture event, time, action, and 
other critical requirements that are required for monitoring.  Logs can be centrally consolidated, reviewed, 
and retained for analysis.  All systems can be configured with time synchronization, normally by enforcing 
primary and secondary NTP servers in the cloud environment. 
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P CI  D SS  V 3 . 0  AP P L I C AB I L I TY  M AT R I X  

R E Q UI REM ENT  C O N T RO L S 

AD D R E S S ED  

D E S C RI P T I O N  

Requirement 11: 
Regularly test security 
systems and processes. 

 N/A N/A 

 Requirement 12: 
Maintain a policy that 
addresses information 
security for all personnel. 

N/A  N/A.   

Requirement A.1: Shared 
hosting providers must 
protect the cardholder 
data environment. 

A.1.1, A.1.2.a, A.1.2.b, 
A.1.2.c, A.1.2.d, 
A.1.2.e, A.1.3 

vSphere has the ability to log access to components within the vSphere environment. Individual access to 
components can be tracked, logged, and enforced.  Audit trails can capture event, time, action, and other 
critical requirements that are required for monitoring.  Logs can be centrally consolidated, reviewed, and 
retained for analysis.  All systems can be configured with time synchronization, normally by enforcing 
primary and secondary NTP servers in the vSphere environment.  
 
Changing vendor-supplied default passwords is a challenge in large distributed environments.  vCloud 
Director can automate the provisioning process so that all components in the cloud infrastructure are built 
to a known security baseline and vendor settings are re-set.  Additionally, direct access to components can 
be reduced (such as lock-down mode) to minimize the risk of any direct console or shell access.  
Hardening guidelines have been developed specifically for the Cloud environment (such as the VMware® 
vCloud Director 1.5 DIACAP Implementation Plan). vCD provide a centralized view designed to confirm 
that only necessary ports and protocols are being used.  vCloud architectures can enforce strong remote 
access to components by enforcing secure remote access such as SSH or SSL, or it can be used to 
disable direct access and force administration through centralized processes.  For shared hosting 
providers, different administrative groups can be enforced to protect each hosted entity through the 
establishment of RBAC, groups, data centers, and other pools. 



 

 V M W A R E  P R O D U C T  A P P L I C A B I L I T Y  G U I D E  4 0  

 

VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 USA Tel 877-486-9273 Fax 650-427-5001 www.vmware.com 

Copyright © 2011 VMware, Inc. All rights reserved. This product is protected by U.S. and international copyright and intellectual property laws. VMware products are covered by one or more patents listed at 

http://www.vmware.com/go/patents. VMware is a registered trademark or trademark of VMware, Inc. in the United States and/or other jurisdictions. All other marks and names mentioned herein may be trademarks of their respective 

companies.  

VMware Product Applicability Guide for Payment Card Industry (PCI) 

vCloud Networking and Security 
In order to provide multi-tenancy through segmentation and other advanced networking features vCloud Director is tightly 

integrated with vCloud Networking and Security Edge Gateway.  All of the the vCloud Networking and Security products 

provide a software-based approach to application and data security in virtual and cloud environments, which have 

traditionally been enforced primarily through physical security appliances. While vCloud Networking and Security App and 

Data Security are not integrated directly with vCloud Director they are valuable tools for meeting compliance in a Private 

Cloud Use Case such as the one detailed in this document. The following are the VMware vCloud Networking and Security 

products: 

 App 
Protects applications in a virtual datacenter against network-based threats by providing a firewall that is 
hypervisor-based and application-aware. vCloud Networking and Security App has visibility of intra-VM 
communication, and enforces policies, firewall rules based on logical groups, and workloads. 

 

 Data Security 
Scans for Sensitive Data Discovery across virtualized resources allowing the organizations to identify and 
secure different types of sensitive data.  For PCI, it provides a way to search virtual machine data files 
(data at rest) for cardholder data or other sensitive information matching known patterns in order to 
identify hosts and unauthorized data stores not currently under a Cardholder Data Environment policy. 

 

 Edge Gateway 
Enhances protection of a virtual datacenter perimeter by providing gateway security services including 
careful inspection firewall, site-to-site VPN, load balancing, Dynamic Host Configuration Protocol 
(DHCP), and Network Address Translation (NAT).  It also has the ability to integrate with third-party IDS 
solutions. 

 

 Manager  
Manager orchestrates the working of all the above-mentioned products and ensures integration with 
vCenter and the VMware Management portfolio.  
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The following product matrix explains which PCI controls are applicable to VMware vCloud Networking and Security. It also explains how vCloud Networking and 

Security Suite products may assist in meeting PCI requirements. 

Table 5: Applicability of PCI DSS v3.0 Controls to Cloud Networking and Security 

P CI  D SS  V 3 . 0  AP P L I C AB I L I TY  M AT R I X  

R E Q UI REM ENT  C O N T RO L S 

AD D R E S S ED  

D E S C RI P T I O N  

Segmentation - While 
technically not a 
requirement, 
segmentation provides a 
means to reduce the risk 
to a PCI environment 
and is strongly 
recommended. 

N/A vCloud Networking and Security can provide segmentation for vCloud environments by segmenting 
virtual machines, port groups, and enforcing perimeter security. Edge Gateway provides gateway 
security services including a stateful inspection firewall and NAT which protects the network from traffic 
into and out of the virtualized infrastructure. In order to effectively share vCloud Infrastructure resources 
each provisioned tenant has the ability to manage their own Edge Gateway through vCloud Director user 
interface. App provides visibility and control for intra-VM communication. Data Security can be used to 
proactively search and identify stores of credit card data and gather data to validate the Cardholder Data 
Environment scope.  

Requirement 1: Install 
and maintain a firewall 
configuration to protect 
cardholder data 

1.1.1.a, 1.1.1.b, 1.1.1.c, 
1.1.2.a, 1.1.2.b, 1.1.3, 
1.1.4.a, 1.1.4.c,  
1.1.5.a, 1.1.5.b, 1.1.6.a, 
1.1.6.b, 1.1.6.c, 1.2.1.a, 
1.2.1.b, 1.2.1.c, 1.2.3.a, 
1.2.3.b, 1.3.1, 1.3.2, 
1.3.3, 1.3.4, 1.3.5, 
1.3.6, 1.3.7, 1.3.8.a, 
1.3.8.b 

vCloud Networking and Security Manager provides centralized management and can be used to enforce 
the approval process for changes to network connections. Edge Gateway and App can control how 
cardholder data flows over a network, and Data Security can be used to monitor that those controls are 
operating effectively as boundaries to the CDE. Roles and responsibilities for management can be 
enforced and defined in Manager and integrated into other RBAC solutions. Edge Gateway can be used 
as a firewall to separate wireless networks from the virtual infrastructure.  Both Edge Gateway and App 
perform stateful inspection (dynamic filtering). App and Edge Gateway also support comment fields, 
which can used to document the justification for every open port and service. Manager can be used to 
view current configurations and allow an administrator to compare it to an approved configuration; This 
facilitates confirmation that running configurations files for App and Edge Gateway are secured and 
match the approved configurations.  

Requirement 2: Do not 
use vendor-supplied 
defaults for system 
passwords and other 
security parameters 

2.2.2.a, 2.2.2.b, 2.2.3, 
2.2.4.b, 2.2.4.c, 2.2.5.b, 
2.2.5.c, 2.3.a, 2.3.b, 
2.3.c, 2.3.d, 2.6 

vCloud Networking and Security has published hardening guidelines, installation guidelines, 
configuration guidance, and/or other implementation procedures which enable organizations to ascertain 
that they have deployed App, Edge Gateway, Manager, and Data Security in a secured manner. vCloud 
Networking and Security supports secured remote access (SSH and SSL). An administrator password 
for vCloud Networking and Security Manager appliance must be set at install time. The remote shell for 
the Manager appliance is custom and does not expose the underlying Linux filesystem or commands. 

Requirement 3: Protect 
stored cardholder data 

3.1.a, 3.1.c, 3.2.a, 
3.2.b, 3.2.1, 3.2.2, 
3.2.3, 3.3.a, 3.3.b, 
3.3.c, 3.4.a, 3.4.b, 3.4.d 

vCloud Networking and Security Data Security can programmatically identify stored cardholder data that 
exceeds business requirements or data retention policies.  For example, if a system is scanned and 
Primary Account Numbers (PAN) are identified, rules can be established which move the VM to the PCI 
CDE or to quarantine area for further review.  It can also be used to verify that cardholder data is not 
stored in violation of the organization policies. In addition to PAN searches, it can be used to search for 
and identify sensitive authentication data for organizations that need to store sensitive authentication 
data (such as issuers) or other Personally Identifiable Information (PII). 
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P CI  D SS  V 3 . 0  AP P L I C AB I L I TY  M AT R I X  

R E Q UI REM ENT  C O N T RO L S 

AD D R E S S ED  

D E S C RI P T I O N  

Requirement 4: Encrypt 
transmission of 
cardholder data across 
open, public networks 

4.1.a, 4.1.b, 4.1.c, 
4.1.d, 4.1.e, 4.1.f, 4.1.g 

vCloud Networking and Security Edge Gateway can be used to secure data transmitted over open-public 
networks by establishing IPsec VPN’s between data centers which are connected over public networks. 
It has compatibility with mainstream hardware VPN devices connecting via IKE protocol. vCloud 
Networking and Security Edge Gateway also provides SSL-VPN connectivity protecting URLs or with a 
stateful client side install package for Windows or Mac. 

Requirement 5: Protect 
all systems against 
malware and regularly 
update anti-virus 
software or programs 

N/A  NA 

Requirement 6: Develop 
and maintain secure 
systems and applications 

6.3.2.a, 6.4, 6.4.1.a, 
6.4.1.b, 6.4.2, 6.4.3.a, 
6.4.3.b, 6.4.4.a, 6.4.4.b, 
6.5.1, 6.5.2, 6.5.3.a, 
6.5.3.b, 6.5.4, 6.6 

The vCloud Networking and Security Suite can be utilized to determine that test, development, and 
production systems are properly segmented and are not using live PAN data through the use of App with 
Data Security. 

Requirement 7: Restrict 
access to cardholder 
data by business need to 
know 

7.1.1, 7.1.2.a, 7.1.2.b, 
7.1.3, 7.1.4, 7.2.1, 
7.2.2, 7.2.3 

vCloud Networking and Security supports authentication based on job classification and function 
(RBAC), and can be configured to require that only the appropriate administrators and support personnel 
have access to vCloud Networking and Security components and operations. Manager provides a 
centralized solution to manage and enforce security profiles across a large distributed environment. 

Requirement 8: Identify 
and authenticate access 
to system components 

8.1.a, 8.1.1, 8.1.2, 
8.1.3.a, 8.1.4, 8.1.5.a, 
8.1.5.b, 8.1.6.a, 8.1.7, 
8.1.8, 8.2, 8.2.1.a, 
8.2.1.b, 8.2.1.c, 8.2.1.e, 
8.2.3.a, 8.2.3.b, 8.2.4.a, 
8.2.4.b, 8.2.5.a, 8.2.6, 
8.5.a, 8.5.b, 8.6.a, 8.6.c 

The vCloud Networking and Security Suite along with Manager can be configured to support centralized 
authentication solutions through vCenter which can enforce unique ID’s, passwords, reset automatically 
for first-time log-ins, automatically disables old accounts, minimum length, complexity, re-use, lock out 
attempts, lockout durations, and session idle time. 
 

Requirement 9: Restrict 
physical access to 
cardholder data 

N/A N/A 

Requirement 10: Track 
and monitor all access to 
network resources and 
cardholder data 

10.1, 10.2.1, 10.2.2, 
10.2.3, 10.2.4, 10.2.5.a, 
10.2.5.b, 10.2.5.c, 
10.2.6, 10.2.7, 10.3.1, 
10.3.2, 10.3.3, 10.3.4, 
10.3.5, 10.3.6, 10.4, 
10.4.1.a, 10.4.1.b, 
10.4.2.a, 10.4.2.b, 
10.4.3, 10.5.1, 10.5.2, 

vCloud Networking and Security App and Edge Gateway have the ability to log access to components 
within the virtual environment using Syslog. Individual access to components can be tracked, logged, 
and enforced.  Audit trails can capture event, time, action, and other critical requirements required for 
monitoring.  Logs can be centrally consolidated, reviewed, and retained for analysis.  All systems can be 
configured with time synchronization, normally by enforcing primary and secondary NTP servers in the 
vSphere environment. 
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10.5.3, 10.5.4, 10.5.5, 
10.7.a, 10.7.b, 10.7.c 

Requirement 11: 
Regularly test security 
systems and processes. 

11.4.a, 11.4.b, 11.4.c 
11.4.a, 11.4.b, 11.4.c 

vCloud Networking and Security Edge Gateway can be integrated into third party for Intrusion Detection 
Systems and Intrusion Prevention Systems (IDS/IPS).   

 Requirement 12: 
Maintain a policy that 
addresses information 
security for all personnel. 

N/A.  N/A. 

Requirement A.1: 
Shared hosting providers 
must protect the 
cardholder data 
environment. 

A.1.1, A.1.2.a, A.1.2.b, 
A.1.2.c, A.1.2.d, 
A.1.2.e, A.1.3. 

vCloud Networking and Security has published hardening guidelines, installation guidelines, 
configuration guidance, and/or other implementation procedures which enable organizations to confirm 
that they have deployed App, Edge Gateway, Manager, and Data Security in a secured manner. vCloud 
Networking and Security supports secured remote access (SSH and SSL). 
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NSX 

Software Defined Networking (SDN) and Network Function Virtualization (NFV) are two areas, which are critical in allowing for increased agility in the consumption 
of physical resources with inherent gains in policy based management of networks. VMware's entry into this market is NSX which, much like ESXi, enables IT to 
treat physical hosts as a pool of compute capacity. The NSX approach allows IT to treat its physical network as a pool of transport capacity that can be consumed 
and repurposed on demand. A virtual machine is a software container that presents logical CPU, memory and storage to an application. Similarly, a virtual network 
is a software container that presents logical network components – logical switches, logical routers, logical firewalls, logical load balancers, logical VPNs and more 
– to connected workloads. 

Leveraging NSX, logical networks are programmatically created, provisioned and managed, utilizing the underlying physical network as a simple packet-forwarding 
backplane. Network and security services are distributed and attached to VMs within a network. As a VM is moved to another host, these services stay attached to 
the VM and move with it. In addition, as new VMs are added to a network to scale an application, policy can be dynamically applied to the new VMs. NSX also 
reduces the time it takes to provision custom, multi-tier network topologies and enterprise class security services and reduces costs by eliminating manual 
configurations.  

NSX policies for firewall and other third party solutions are enabled for management with NSX Service Composer. Service Composer not only allows you to 
manage groups  of security policy-based objects but also which virtual machine metadata tags will be utilized to determine which of the policies should be applied. 
Service Composer also allows for managing the readiness of VMware Technology Partner solutions that leverage the NSX API for implementing security services 
in the ESXi hypervisor kernel. 

 

 Logical Switching 
The logical switching capability in the NSX platform provides customers the ability to spin up isolated logical L2 networks with the same flexibility 
and agility, as it is to spin up virtual machines.  There are four main components that help decouple the underlying physical network fabric and 
provide a virtual network abstraction layer, NSX Manager, Controller Cluster, User World Agent and VXLAN Tunnel Endpoint. 
 

 Logical Routing 
There are two modes of routing supported in the NSX platform:  Distributed Routing and Centralized Routing.  The Distributed Routing capability 
in the NSX platform (an ESXi kernel module) provides an optimized and scalable way of handling East - West traffic within a data center. 
Centralized Logical Routing, typically used for North-South traffic to and from the Cloud Infrastructure, is performed by the NSX Edge (a virtual 
appliance). Along with the routing services NSX Edge also supports other network services that include DHCP, NAT, Load balancing and VPN 

 

 Logical Firewall 
The VMware NSX platform includes distributed kernel enabled firewalling with line rate performance, virtualization and identity aware with activity 
monitoring, among other network security features native to network virtualization such as Network Isolation and Segmentation.   

 
 Service Composer 

NSX Service Composer offers a way to automate the consumption of services and their mapping to virtual machines using logical policy. 
Customers can assign policies to groups of virtual machines and as more virtual machines are added to the group, the policy is automatically 
applied to the virtual machine. Customers can build advanced workflows automating security, compliance and network provisioning including 
load balancing and firewall rules.
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VMware Product Applicability Guide for Payment Card Industry (PCI) 

The following product matrix explains which PCI controls are applicable to VMware NSX. It also explains how NSX products may assist in meeting PCI 

requirements. 

Table 6: Applicability of PCI DSS v3.0 Controls to Networking and Security Virtualization 

P CI  D SS  V 3 . 0  AP P L I C AB I L I TY  M AT R I X  

R E Q UI REM ENT  C O N T RO L S 

AD D R E S S ED  

D E S C RI P T I O N  

Segmentation - While 
technically not a 
requirement, 
segmentation provides a 
means to reduce the risk 
to a PCI environment 
and is strongly 
recommended. 

N/A NSX can provide segmentation for vCloud environments by segmenting virtual machines, port groups, 
and enforcing perimeter security. NSX Edge provides gateway security services including a stateful 
inspection firewall and NAT that protects the network from traffic into and out of the virtualized 
infrastructure. In order to effectively share vCloud Infrastructure resources each provisioned tenant has 
the ability to manage their own NSX Edge through vCloud Director user interface. NSX Distributed 
Firewall provides visibility and control for intra-VM communication. Data Security can be used to 
proactively search and identify stores of credit card data and gather data to validate the Cardholder Data 
Environment scope.  
 
NSX allows for segmentation of systems using security groups. Virtual machines can be placed within 
different security groups which can be segmented using virtual appliances such as switches, gateways, 
firewalls load balancers and VPNs. 

Requirement 1: Install 
and maintain a firewall 
configuration to protect 
cardholder data 

1.1.1.a, 1.1.1.b, 1.1.1.c, 
1.1.2.a, 1.1.2.b, 1.1.3, 
1.1.4.a, 1.1.4.c,  
1.1.5.a, 1.1.5.b, 1.1.6.a, 
1.1.6.b, 1.1.6.c, 1.2.1.a, 
1.2.1.b, 1.2.1.c, 1.2.3.a, 
1.2.3.b, 1.3.1, 1.3.2, 
1.3.3, 1.3.4, 1.3.5, 
1.3.6, 1.3.7, 1.3.8.a, 
1.3.8.b 

NSX Manager provides centralized management and can be used to enforce the approval process for 
changes to network connections. NSX Edge and Distributed Firewall can control how cardholder data 
flows over a network, and Data Security can be used to monitor that those controls are operating 
effectively as boundaries to the CDE. Roles and responsibilities for management can be enforced and 
defined in Manager and integrated into other RBAC solutions. Edge can be used as a firewall to 
separate wireless networks from the virtual infrastructure.  Both Edge firewall and Distributed Firewall 
perform stateful inspection (dynamic filtering and also support comment fields, which can used to 
document the justification for every open port and service. Manager can be used to view current 
configurations and allow an administrator to compare it to an approved configuration; This facilitates 
confirmation that running configuration files for NSX are secured and match the approved configurations.  
 
Virtual Machines within the NSX envelope can be given security groups, which can then be put behind 
virtual firewall appliances. These virtual firewalls can have rules that define access to machines including 
denying and allowing access to certain ports access through stateful inspection. Traffic between security 
groups can also be routed through these to create DMZs, and differing levels of security based on need. 

Requirement 2: Do not 
use vendor-supplied 
defaults for system 
passwords and other 
security parameters 

2.2.2.a, 2.2.2.b, 2.2.3, 
2.2.4.b, 2.2.4.c, 2.2.5.b, 
2.2.5.c, 2.3.a, 2.3.b, 
2.3.c, 2.3.d, 2.4, 2.6 

NSX has published installation guidelines, configuration guidance, and/or other implementation 
procedures that enable organizations to ascertain that they have deployed NSX components in a 
secured manner. NSX Manager supports secured remote access (SSH and SSL) and an administrator 
password for the appliance must be set at install time. The remote shell for the Manager appliance is 
custom and does not expose the underlying Linux filesystem or commands. NSX Edge and Distributed 
Firewall can isolate CDE applications from the rest of the environment exposing only network 
connectivity to PCI related processes and disallowing insecure or unnecessary services within the CDE. 
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P CI  D SS  V 3 . 0  AP P L I C AB I L I TY  M AT R I X  

R E Q UI REM ENT  C O N T RO L S 

AD D R E S S ED  
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Requirement 3: Protect 
stored cardholder data 

3.1.a, 3.1.c, 3.2.a, 
3.2.b, 3.2.1, 3.2.2, 
3.2.3, 3.3.a, 3.3.b, 
3.3.c, 3.4.a, 3.4.b, 3.4.d 

NSX Data Security can programmatically identify stored cardholder data that exceeds business 
requirements or data retention policies.  For example, if a system is scanned and Primary Account 
Numbers (PAN) are identified, rules can be established which move the VM to the PCI CDE or to 
quarantine area for further review.  It can also be used to verify that cardholder data is not stored in 
violation of the organization policies. In addition to PAN searches, it can be used to search for and 
identify sensitive authentication data for organizations that need to store sensitive authentication data 
(such as issuers) or other Personally Identifiable Information (PII). NSX Identity Based Firewall rules can 
enforce access to CDE networks and applications with an Active Directory RBAC scheme enforcing User 
session to Group Membership preventing access to PAN or PII data that may be stored in the target 
workload by those other than those with centrally managed Group Membership. 

Requirement 4: Encrypt 
transmission of 
cardholder data across 
open, public networks 

4.1.a, 4.1.b, 4.1.c, 
4.1.d, 4.1.e, 4.1.f, 4.1.g 

NSX Edge can be used to secure data transmitted over open-public networks by establishing IPsec 
VPN’s between data centers that are connected over public networks. It has compatibility with 
mainstream hardware VPN devices connecting via IKE protocol. NSX Edge also provides SSL-VPN 
connectivity protecting URLs or with a stateful client side install package for Windows or Mac. 
 
NSX allows for companies to connect several different datacenters with VPNs, therefore securing 
cardholder data as it travels between physical sites. 

Requirement 5: Protect 
all systems against 
malware and regularly 
update anti-virus 
software or programs 

5.1, 5.1.1., 5.2.a, 5.2.b, 
5.2.c, 5.2.d 

NSX does not provide anti-virus or anti-malware capabilities but does have readiness monitoring of NSX 
partner enabled solutions for these categories of solutions via NSX Service Composer and associated 
integration API logging facilities. 

Requirement 6: Develop 
and maintain secure 
systems and applications 

6.3.2.a, 6.4, 6.4.1.a, 
6.4.1.b, 6.4.2, 6.4.3.a, 
6.4.3.b, 6.4.4.a, 6.4.4.b, 
6.5.1, 6.5.2, 6.5.3.a, 
6.5.3.b, 6.5.4, 6.6 

NSX can be utilized to determine that test, development, and production systems are properly 
segmented and are not using live PAN data through the use of NSX Data Security and Distributed 
Firewall rules. NSX APIs are used by VMware Technology Partners to scan for guest OS vulnerabilities 
by exposing guest filesystems and Windows Registries for comparison against known threats. NSX APIs 
also support integration of VMware Technology Partner Web Application Firewalls to detect malicious 
payloads over the virtual networks attached to CDE workloads. 
 
NSX Service Composer provides for the development of Firewall and other VMware Technology Partner 
policies. These can be applied across the SDDC enabling central configuration management of policies 
that direct the runtime security components of the SDDC. These policies can be dynamic (applied to 
Security Groups) and support inclusion of workloads based on metadata criteria that are actively queried 
and can be set or consumed by any NSX API integrated VMware or Technology Partner Solution with 
rules that determine when each policy set will be applied or relieved. These policies can integrate with 
other NSX technologies such as Data Security to quarantine or apply appropriate firewall rules to 
discovered workloads to be brought under CDE managed policy. 
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Requirement 7: Restrict 
access to cardholder 
data by business need to 
know 

7.1.1, 7.1.2.a, 7.1.2.b, 
7.1.3, 7.1.4, 7.2.1, 
7.2.2, 7.2.3 

NSX supports authentication based on job classification and function (RBAC), and can be configured to 
require that only the appropriate administrators and support personnel have access to NSX components 
and operations. Manager provides a centralized solution to manage and enforce security profiles across 
a large distributed environment.  
 
NSX Identity Based Firewall rules can enforce access to CDE networks and applications with an Active 
Directory RBAC scheme enforcing User session to Group Membership basis that supports a business 
need to know policy. 

Requirement 8: Identify 
and authenticate access 
to system components 

8.1.a, 8.1.1, 8.1.2, 
8.1.3.a, 8.1.4, 8.1.5.a, 
8.1.5.b, 8.1.6.a, 8.1.7, 
8.1.8, 8.2, 8.2.1.a, 
8.2.1.b, 8.2.1.c, 8.2.1.e, 
8.2.3.a, 8.2.3.b, 8.2.4.a, 
8.2.4.b, 8.2.5.a, 8.2.6, 
8.5.a, 8.5.b, 8.6.a, 8.6.c 

NSX Manager can be configured to support centralized authentication solutions through vCenter which 
can enforce unique ID’s, passwords, reset automatically for first-time log-ins, automatically disables old 
accounts, minimum length, complexity, re-use, lock out attempts, lockout durations, and session idle 
time. 
 

Requirement 9: Restrict 
physical access to 
cardholder data 

N/A N/A 

Requirement 10: Track 
and monitor all access to 
network resources and 
cardholder data 

10.1, 10.2.1, 10.2.2, 
10.2.3, 10.2.4, 10.2.5.a, 
10.2.5.b, 10.2.5.c, 
10.2.6, 10.2.7, 10.3.1, 
10.3.2, 10.3.3, 10.3.4, 
10.3.5, 10.3.6, 10.4, 
10.4.1.a, 10.4.1.b, 
10.4.2.a, 10.4.2.b, 
10.4.3, 10.5.1, 10.5.2, 
10.5.3, 10.5.4, 10.5.5, 
10.7.a, 10.7.b, 10.7.c 

NSX Edge and Distributed Firewall have the ability to log access to components within the virtual 
environment using Syslog. Individual access to components can be tracked, logged, and enforced.  
Audit trails can capture event, time, action, and other critical requirements required for monitoring.  Logs 
can be centrally consolidated, reviewed, and retained for analysis.  All systems can be configured with 
time synchronization, normally by enforcing primary and secondary NTP servers in the vSphere 
environment. 
 
NSX Activity Monitoring provides an in depth log trail of computer names, user session IDs in the form of 
Active Directory Security principals and group membership in the case of Identity Firewall rules along 
with other traditional network tuples (source IP, destination IP, TCP Port/Protocol). This data source 
provides the data necessary to validate against asserted policies in a third party SIEM solution. 

Requirement 11: 
Regularly test security 
systems and processes. 

11.4.a, 11.4.b, 11.4.c 
11.4.a, 11.4.b, 11.4.c 

NSX Edge can be integrated into third party for Intrusion Detection Systems and Intrusion Prevention 
Systems (IDS/IPS).  NSX APIs are used by VMware Technology Partners to scan for guest OS 
vulnerabilities by exposing guest filesystems and Windows Registries for comparison against known 
threats. NSX APIs also support integration of VMware Technology Partner Web Application Firewalls to 
detect malicious payloads over the virtual networks attached to CDE workloads. 
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 Requirement 12: 
Maintain a policy that 
addresses information 
security for all personnel. 

N/A.  N/A. 

Requirement A.1: 
Shared hosting providers 
must protect the 
cardholder data 
environment. 

A.1.1, A.1.2.a, A.1.2.b, 
A.1.2.c, A.1.2.d, 
A.1.2.e, A.1.3. 

NSX has published hardening guidelines, installation guidelines, configuration guidance, and/or other 
implementation procedures that enable organizations to confirm that they have deployed NSX 
components in a secured manner. NSX supports secured remote access (SSH and SSL). 
 
NSX supports isolation of multiple tenants or trust zones (CDE and non-CDE) in a hosting provider 
environment. 
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Infrastructure Management 
 

The Cloud Infrastructure Management products enable IT organizations to gain better visibility and actionable intelligence 
to proactively facilitate service levels, optimum resource usage, and configuration compliance in dynamic virtual and cloud 
environments. While all of the VMware products listed prior to this point are leveraged in the building of secure, compliant 
SDDCs and Cloud Infrastructures, the products in this section are for management of those components beyond their 
supplied management interfaces. Products in the Cloud Infrastructure Management Solution Area generally leverage the 
same APIs that the management interfaces of the Cloud Infrastructure solutions are built on, but tend to do so from a more 
lifecycle oriented approach where the entire infrastructure is concerned. Some do this by collecting data across disparate 
layers of Cloud Infrastructure, Cloud Networking and Security as well as End User Computing in order to portray a more 
holistic dashboard of information relative across those decoupled yet interdependent facets of VMware technologies. Still 
other do this by exposing APIs from the disparate layers into coarsely grained workflows that can be offered to business 
users. 
 

 vCenter Operations Manager (vCOps) – Uses patented analytics and integrated approach to 
operations management in order to provide the intelligence and visibility required to proactively maintain 
service levels, optimum resource usage, and configuration compliance in dynamic virtual and cloud 
environments. 

 

 vCenter Configuration Manager  (vCM) – Automates configuration management across virtual and 

physical servers and desktops, increasing efficiency by eliminating manual, error-prone, and time-

consuming work. This enables enterprises to maintain continuous compliance by detecting changes and 

comparing them to configuration and security policies. 

 

 vCenter Infrastructure Navigator – Automatically discovers and visualizes application and 
infrastructure dependencies. It provides visibility into the application services running over the virtual-
machine infrastructure and their interrelationships for day-to-day operational management 

 

 vCenter Update Manager (vUM) –Automates tracking, patching and updating for vSphere hosts (ESXi 
hosts and clusters), VMtools, and VMware virtual appliances. It provides a centralized, automated, 
actionable patch compliance management solution to confirm that applicable VMware components are 
updated and to enforce the latest security patches. 

 

 vCenter Orchestrator (vCO) –A virtual appliance that automates tasks for VMware products and 
enables orchestration between multiple solutions. VMware vCenter Orchestrator allows administrators to 
automatically create workflows that capture best practices, which aid in measuring compliance. 

 

 vCloud Automation Center - Is utilized to provide delivery and management of infrastructure and 

applications and services through the use of existing VMware tools and infrastructure.  Applications can 
be deployed and provisioned to end users through the use of vCAC.  Additionally, vCAC can be 
managed in a private, public, and/or hybrid cloud.  Each end user can receive their application or 
computing service through vCAC which provides role based entitlements and governance for these 
activities 

 

 vCenter™ Log Insight™ - Delivers automated log management through aggregation, analytics and 

search, enabling operational intelligence and enterprise-wide visibility in dynamic hybrid cloud 
environments.  
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The following product matrix explains which PCI controls are applicable to VMware Infrastructure Management. It also explains how vCenter Operations Suite and 

associated products may assist in meeting PCI requirements. 

Table 7: Applicability of PCI DSS v3.0 Controls to Infrastructure Management 

P CI  D SS  V 3 . 0  AP P L I C AB I L I TY  M AT R I X  

R E Q UI REM ENT  C O N T RO L S 

AD D R E S S ED  

D E S C RI P T I O N  

Segmentation - While 
technically not a 
requirement, 
segmentation provides a 
means to reduce the PCI 
environment and is 
strongly recommended. 

N/A vCO can be used to automate and enforce standardized rules, accounts, profiles, and security settings in 
order  that scope is not impacted as new machines are dynamically added or removed.  Specifically, vCO 
can be used to configure new virtual components to communicate only within the environment in which 
they were intended.  vCO can reduce the manual configuration processes that are prone to user error and 
misconfiguration in a large, dynamic environment. 

Requirement 1: Install 
and maintain a firewall 
configuration to protect 
cardholder data 

1.1.1.a, 1.1.1.b, 
1.1.1.c, 1.1.2.a, 
1.1.2.b, 1.1.3, 1.4.b, 
1.1.5.a, 1.1.5.b, 
1.1.6.a, 1.1.6.b, 
1.1.6.c, 1.2.1.c, 1.3.2, 
1.3.3, 1.3.4, 1.3.5, 
1.3.7, 1.3.8.b 

vCenter Operations Manager suite components can facilitate appropriate management of a number of 
controls related to building and maintaining a secure network. 
 
vCOps has a firewall enabled to prevent external attempts to port probe. The vApp will expose 
minimal network footprint with just these ports for inbound connections: 
•  443 (https) 
•  22 (ssh) 
•  80 (redirected to 443) 
Additionally, an Open VPN tunnel is created between the two virtual machines with port 1194 
being used. 
 
vCO can assist with automation of many manual processes that are prone to human error in a traditional 
hardware based environment, thereby ensuring that every change to the CDE is enforced through pre-
approved templates, workflows, and administrators. 
 
vCenter Infrastructure Navigator provides a more comprehensive network map of application layers 
utilized with CDE workloads including which networks (TCP, IP and Protocols) are used in communicating 
on the virtual network. These translate directly into vCloud Networking and Security, NSX or third party 
firewall rules for CDE applications. 
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Requirement 2: Do not 
use vendor-supplied 
defaults for system 
passwords and other 
security parameters 

2.1.a, 2.1.b, 2.1.c, 

2.1.1.b, 2.1.1.c, 

2.1.1.d, 2.1.1.e, 2.2.a, 

2.2.b, 2.2.c, 2.2.d, 

2.2.1.b, 2.2.2.a, 

2.2.2.b, 2.2.3, 2.2.4.b, 

2.2.4.c, 2.2.5.a, 

2.2.5.b, 2.2.5.c, 2.3.a, 

2.3.b, 2.3.c, 2.3.d, 2.4, 

2.6 

 

Security hardening and the enforcement of configuration standards are difficult in any environment and 
have historically relied on manual processes. The vCOps suite has the ability to assess both physical and 
virtual machines in the CDE and report their compliance with a variety of configuration concerns. vCOps 
has the ability to consistently check the compliance status of machines within the environment critical for 
the configuration management and hardening of systems. Items such as default system settings, system 
security hardening and 'baselining', un-provision and unapproved software or services, and report 
unnecessary functions from systems. vCOps allows the customer to customize any number of compliance 
templates created to meet regulatory and best practices standards including, but not limited to CIS, ISO-
27001/27002, SANS and NIST. This function will allow for the simple baseline of standards and security 
configuration. 
 
vCOps vCloud Connector allows import of all metadata and performance data allowing for association of 
vSphere resources with the vCloud consumption layer. This facilitates a more clear definition of scope 
when managing virtual machines from the vCloud Director layer where boundaries within the cosumed 
vSphere environment may change over time.  
 
vCOps encrypts user passwords using the Blowfish encryption protocol. Note however, that vCOps does 
not enforce a strength-of-password policy, or a lockout policy for failed login attempts. Best practice is to 
integrate vCOps with your existing LDAP or Active Directory. 
 
vCloud Automation Center can automate the end-to-end delivery and management of infrastructure and 
application services leveraging existing infrastructure, tools, and process.  This could allow vCAC to 
maintain the same configurations through the deployment of the various applications and infrastructure. 

Requirement 3: Protect 
stored cardholder data 

N/A 
 

N/A 

Requirement 4: Encrypt 
transmission of cardholder 
data across open, public 
networks 

4.1.a, 4.1.b, 4.1.c, 
4.1.d, 4.1.e, 4.1.f, 4.1.g  

vCOps uses the Blowfish encryption protocol to secure all internal user accounts and external 
accounts. For example, all of the user credentials entered into vCOps and used to communicate 
with monitoring tools are encrypted with this protocol. 
 
vCOps supports the use of SSL communication for browser-to-server communications. The use 
of SSL for browser-to-server communication is configurable. 

Requirement 5: Protect 
all systems against 
malware and regularly 
update anti-virus software 
or programs 

5.1, 5.1.1., 5.2.a, 5.2.b, 
5.2.c, 5.2.d 

vCOps does not have a built in anti-virus solution, but it can be used to asses and report the anti-virus 
state of the systems. This allows a determination  that all systems have anti-virus software installed and 
running with the updated signature files.  vCOps can remediate anti-virus problems by installing the 
customer approved anti-virus software on systems where it is not installed starting/enabling the software 
services. 
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Requirement 6: Develop 
and maintain secure 
systems and applications 

6.1.a, 6.1.b, 6.2.a, 
6.2.b, 6.4.5.a, 6.4.5.1, 
6.4.5.2, 6.4.5.3.a, 
6.4.5.4 

vCOps with VCM is able to assess, download, and deploy patches to Windows, Unix, Linux, and MAC 
operating systems.  Assessments are customizable and can be set to verify critical patches in the past 30 
days. 
 
Changes within the virtual environment are captured by vCOps. Each change made to the configuration 
settings is documented and logged. If a change is made without the proper approval it is alerted with a 
simple roll back procedure and the change is reversed. vCOps are able to track changes both made 
through the standard change process or out of band changes conducted directly on the VMs or through 
another tool.  
 
 vUM provides a centralized solution designed to confirm that all system components are patched and 
running on the most recent versions.  Patches can be manually deployed or automatically pushed out 
through a combination of vUM and vCO. 
 
Patches for the vCloud Networking and Security Suite of products can be automatically detected through 
the vSphere architecture using vUM. These patches are pushed to virtual components to confirm that 
vCloud Networking and Security components are running on the latest versions. 

Requirement 7: Restrict 
access to cardholder data 
by business need to know 

7.1, 7.1.1, 7.1.2.a, 
7.1.2.b, 7.1.3, 7.1.4, 
7.2.1, 7.2.2, 7.2.3 

Access to vCOps can be controlled through Microsoft Active Directory. This will allow vCOps to help the 
user meet the PCI requirements for access control to the CDE. 
 
vCAC can be deployed to end-users and customers based on specific requests that have been approved 
based on organization wide IT policies and business needs. 
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Requirement 8: Identify 
and authenticate access 
to system components 

8.1.a, 8.1.1, 8.1.2, 
8.1.3.a, 8.1.4, 8.1.5.a, 
8.1.5.b, 8.1.6.a, 8.1.7, 
8.1.8, 8.2, 8.2.1.a, 
8.2.1.b, 8.2.1.c, 
8.2.1.e, 8.2.3.a, 
8.2.3.b, 8.2.4.a, 
8.2.4.b, 8.2.5.a, 8.2.6, 
8.5.a, 8.5.b, 8.6.a, 
8.6.c 

vCOps has the ability to monitor access controls to the CDE and thereby monitor compliance with PCI 
DSS requirements. Specifically, vCOps will assess and report on the following: 

- Local and domain-level users (Windows) and users with unique usernames (UNIX, Linux and 
MAC OS). 

- System password policies for expiration, length,  standards, creation settings, access attempts,  
(can also remediate) 

- Changes to user accounts, credential stores, and identifier objects to provide visibility and 
control over system access 

- User access across all the systems in the datacenter at once 
- Disable and remove access for terminated user accounts 
- Inactive accounts (which it can also disable and remove access for these user accounts) 
- The status of maintenance accounts and to confirm that they are disabled and configured to only 

be used during the times specified.  
- Login policies, to include lockout settings and auto-logout settings, and remediating as needed. 

Assessment, reporting and remediation are conducted in accordance with scheduling through vCOps.  
 
When using vCAC to deploy various applications and infrastructure there is an ability to enforce password 
requirements to meet the business needs and adhere to IT policy.   

Requirement 9: Restrict 
physical access to 
cardholder data 

N/A 
 
 

N/A 

Requirement 10: Track 
and monitor all access to 
network resources and 
cardholder data 

10.1, 10.2.1, 10.2.2, 
10.2.3, 10.2.4, 
10.2.5.a, 10.2.5.b, 
10.2.5.c, 10.2.6, 
10.2.7, 10.3.1, 10.3.2, 
10.3.3, 10.3.4, 10.3.5, 
10.3.6, 10.4, 10.4.1.a, 
10.4.1.b, 10.4.2.a, 
10.4.2.b, 10.4.3, 
10.5.1, 10.5.2, 10.5.3, 
10.5.4, 10.5.5, 10.7.a, 
10.7.b, 10.7.c 

vCOps will assess, report and remediate the following: 
- Configurations of the system auditing and logging services to support proper logging across 

system components. 
- vCM collects audit log entries to provide a single view of events. 
- NTP settings and configuration details. 
- User access audit trails by ensuring proper permissions for log files and their directories and 

alert on changes to critical audit trails. 
 
vCOps has the ability to track system changes across thousands of data points and, in conjunction with 
native auditing, can be used to track account activity and system modifications.  
vCOps can assess and report on Syslog configuration details on Unix and Linux systems that specify 
remote log servers within the network. 
vCenter Log Insight can perform centralized collection of all syslog data generated by VMware SDDC 
components 
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Requirement 11: 
Regularly test security 
systems and processes. 

 
11.5.a, 11.5.b 

vCOps can perform file integrity monitoring (FIM) within the CDE for critical files and/or directories. Alerts 
can also be established to alert personnel of any changes made or attempted and even remediate as 
needed. This ability allows vCOps to enable the user to meet the PCI DSS requirements for FIM. 

 Requirement 12: 
Maintain a policy that 
addresses information 
security for all personnel. 

 N/A.   N/A. 

Requirement A.1: Shared 
hosting providers must 
protect the cardholder 
data environment. 

A.1.1, A.1.2.c, A.1.3 vCOps will assess, report and remediate the following: 
- Configurations of the system auditing and logging services to support proper logging across 

system components. 
- vCM collects audit log entries to provide a single view of events. 
- NTP settings and configuration details. 
- User access audit trails by providing proper permissions for log files and their directories and 

alert on changes to critical audit trails. 
 
vCOps has the ability to track system changes across thousands of data points and, in conjunction with 
native auditing, can be used to track account activity and system modifications.  
vCOps can assess and report on Syslog configuration details on Unix and Linux systems that specify 
remote log servers within the network. 
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Summary 
Cloud computing and threats to sensitive data such as that covered by the Payment Card Industry under their Data 

Security Standards are both evolving. The benefits and maturity of cloud computing led by VMware and the Software 

Defined Data Center have led VMware's customers and partners to host most and approaching all of the enterprise 

applications on this platform. To answer that need VMware, its Technology and Audit partners have delivered a set  of 

documentation pertinent to mainstream regulations such as PCI DSS version 3.0. Internalizing the information in this 

document is the first step in understanding which VMware products can be leveraged along with which features and 

capabilities must be considered. This also provides the format with which VMware Technology Partners will publish 

Applicability Guides of their own further completing the picture of total controls addressed. VMware and select Technology 

Partners will co-author Architecture Design Guides highlighting the products asserted as 'Applicable' in this Guide and 

providing further guidance on how to design, configure and operate these products to mitigate risks. As a final step 

VMware's audit partners will validate an environment built on these products and architectural design concepts to help 

ease the burden of QSA audits. 
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