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Getting Started

About This Guide

The purpose of this document is to support a self-guided, hands-on evaluation of VMware™ vShield Zones. This 
document is intended to provide IT professionals with the necessary information to learn the capabilities of 
vShield Zones and see how they can be used in practical situations.

The content includes a product overview, brief installation instructions, and a walk-through of a scenario that 
shows the main features of vShield Zones in action.

Help and Support during the Evaluation

This guide is not intended to be a substitute for product documentation. For detailed information regarding 
installation, configuration, administration, and usage of VMware products, please refer to the online 
documentation. You may also consult the online Knowledge Base if you have any additional questions. Should 
you require further assistance, please contact a VMware sales representative or channel partner.

Below are some links to online resources, documentation, and self-help tools:

VMware vSphere and VMware vCenter Server Resources:

•	 Product Overview  
http://www.vmware.com/products/vsphere/

•	 Product Documentation  
http://www.vmware.com/support/pubs/vs_pubs.html

•	 White Papers and Technical Papers  
http://www.vmware.com/resources/techresources/

•	 VMware vSphere Evaluator’s Guide  
http://www.vmware.com/resources/techresources/10020

vShield Zones Resources

•	 VMware vShield Zones Documentation  
http://www.vmware.com/support/pubs/vsz_pubs.html

•	 ntroduction to vShield Zones  
http://www.vmware.com/pdf/vsz_10U1_introduction.pdf

•	 vShield Zones Quick Start Guide  
http://www.vmware.com/pdf/vsz_10U1_quickstart.pdf

•	 vShield Zones Administration Guide  
http://www.vmware.com/pdf/vsz_10U1_admin.pdf

•	 VMware Security and vShield Zones Community  
http://communities.vmware.com/community/vmtn/general/security

http://www.vmware.com/products/vsphere/ 
http://www.vmware.com/support/pubs/vs_pubs.html 
http://www.vmware.com/resources/techresources/ 
http://www.vmware.com/resources/techresources/10020 
http://www.vmware.com/support/pubs/vsz_pubs.html 
http://www.vmware.com/pdf/vsz_10U1_introduction.pdf 
http://www.vmware.com/pdf/vsz_10U1_quickstart.pdf 
http://www.vmware.com/pdf/vsz_10U1_admin.pdf 
http://communities.vmware.com/community/vmtn/general/security
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What is vShield Zones?

vShield Zones is an application-aware firewall built for VMware vCenter™ Server integration. vShield Zones is a 
critical security component for protecting virtualized datacenters from attacks and misuse helping you achieve 
your compliance-mandated goals.

vShield Zones Overview

The following components comprise the vShield Zones solution:

•	 vShield: The active security component of vShield Zones that inspects traffic flows and provides firewall 
protection. You install a vShield on each ESX server you want to protect. The vShield installs in the traffic 
path to monitor all traffic into and out of the ESX server, as well as between virtual machines on the ESX 
server.

•	 vShield Manager: The vShield Zones management center that manages all of the distributed vShield 
instances. Provides for monitoring, configuration, and software updating of your vShields. You install one per 
datacenter.

Once deployed, vShield Zones looks at all network traffic that passes through the vShields and begins building 
an inventory of the operating systems, applications, and open ports on each guest virtual machine. The vShield 
Manager presents flow information under the VM Flow tab and virtual machine inventory under the Summary tab.

By default, the vShield Manager inventory tree hierarchy mimics the vSphere Client Hosts & Clusters view. 
Resources include the root folder, datacenters, clusters, ESX hosts, and virtual machines—including your 
installed vShields. You can also switch to the Networks view, which displays the VLAN networks and port 
groups in your inventory. These views are consistent with the same views in the vSphere Client, and the vShield 
Manager maintains synchronization with your vSphere inventory to present a complete view of your virtual 
deployment. The vShield Manager itself is the only virtual machine that does not appear in the vShield Manager 
inventory tree.

Each inventory object has its own set of tabs that appear in the right-side Configuration frame. The inventory 
tree includes a search function atop the tree. You can type a string in this field to search for a specific resource 
in the inventory tree.

Figure 1. Host and Cluster view
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Figure 2. Networks view

vShield Zones profile each virtual machine in your inventory through continuous discovery of the traffic flows to 
and from them. Once traffic has been inspected by a vShield, a profile is created detailing the operating system, 
applications, and open ports for each virtual machine. These profiles are presented under the Summary tab.

After initial vShield Zones setup, the Summary tab is empty awaiting continuous discovery by vShields to 
identify the virtual machines and applications to protect. A vShield discovers all of the supported applications 
by examining ingress and egress flows, and creates a profile per virtual machine by IP address. The Summary 
tab displays at the Child Datacenter and Cluster container levels, and at the individual virtual machine level. At 
the Child Datacenter container level, the Summary tab lists all of the virtual machines being protected by all of 
the vShields in that container. At the Cluster level, all of the vShields in the cluster container are listed.

 
Figure 3. Summary tab



VMware vShield Zones Reviewer’s Guide

R E V I E W E R ’ S  G U I D E  /  1 6

Figure 16 shows DNS requests coming from the protected virtual machines going out to a DNS server with IP 
10.20.148.1 that is located outside the datacenter. It also shows the ping (ICMP) tests done earlier between the 
protected virtual machines. 

Figure 16. DNS and ping traffic

Step 4: Edit port mappings to categorize an uncategorized port.

When an application is not using a well-known port, it will be listed under the Uncategorized section of the VM 
Flow. It is possible to categorize these ports by editing the port mappings. In Figure 17, port 3306 is MYSQL 
related traffic between the CRM-WWW and CRM-DB.	  

Figure 17. Uncategorized traffic
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To edit port settings:

1.  	 From the vShield Manager, click the datacenter in the left hand side tree.

2. 	 Click the VM Flow tab.

3. 	 Click Edit Port Mappings.

 
Figure 18. Edit Port Mappings

4.	 Click any of the rows in the Port Mappings table to insert a new port mapping, for example click the FTP 
row followed by clicking Add. A new port mapping appears in red font. 

 
Figure 19. Adding new application protocol

5.	 Modify this port mapping by double-clicking each column and typing the correct information. In this case 
the port mapping created is for MySQL on port 3306. A description is also added to clairfy what this is 
used for.

Figure 20. MySQL protocol added
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Now the traffic for port 3306 will show up as MySQL in the Categorized section of the VM Flow table. See 
Figure 21. 

Figure 21. Newly-categorized traffic

Step 5: Create VM Wall Rules

In this step, VMware will generate firewall rules via the VM Wall tab. These rules can be IP/Subnet based just like 
you would on a traditional firewall. However by leveraging the container labels such as datacenter and cluster 
names to create these rules, your configuration is much simpler, less error-prone, and automatically adapts 
when virtual machines are added or removed from this environment. In previous steps you tested connectivity 
to and from the virtual machines. 

VMware will create rules at different levels of the virtual datacenter to achieve the following:

1.	 Allow MySQL traffic between the front-end web cluster and the back-end cluster using  
container-based rules.

2.	 Allow DNS traffic from outside the virtual datacenter into the web and database servers using  
IP-based rules.

3.	 Deny HTTP from outside the virtual datacenter into the virtual datacenter.

4.	 Allow HTTPS from outside the virtual datacenter into the Web-Tier cluster only.

5.	 Deny all other incoming traffic into the virtual datacenter.

Allow MySQL traffic
This step will allow MySQL traffic between the front-end web cluster and the back-end cluster using container-
based rules.

1.	 Click the Datacenter on the left hand side Inventory view of the vShield Manager.

2.	 Click the VM Wall tab and under Data High Precedence Rules enter a new rule by double-clicking each 
field and entering the following:

• Source: Web-Tier Cluster

• Destination: DB-Tier Cluster

• Destination Application: MySQL

• Destination Port: This is filled in automatically for this application

• Protocol: TCP in this case

• Action: ALLOW
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3.	 Click Commit.

Figure 22. Container-based rule for MySQL

Allow DNS 
This step will allow DNS traffic from the virtual datacenter to the physical DNS servers using IP-based rules.

1.	 At the Datacenter level, highlight the new Datacenter rule that was created and click Add in the
VM Wall table.

2.	 Enter a new rule by double-clicking each field and entering the following:

• Source: DC-01

• Destination: type the IP address of the DNS server

• Destination Application: DNS

• Destination Port: This is filled in automatically for this application

• Protocol: UDP in this case

• Action: ALLOW

3.	 Click Commit.

Figure 23. IP-based rule for DNS
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Deny HTTP
This step will deny HTTP from outside the virtual datacenter into the virtual datacenter.

1.	 Still at the Datacenter level, highlight the new Datacenter rule that was created in the previous step and 
click Add in the VM Wall table.

2.	 Enter a new rule by double-clicking each field and entering the following:

• Source: Outside DC-01

• Destination: DC-01

• Destination Application: HTTP

• Destination Port: This is filled in automatically for this application

• Protocol: TCP in this case

• Action: DENY

3.	 Click Commit.

Figure 24. Container-based rule for HTTP

Allow HTTPS
This step will allow HTTPS from outside the virtual datacenter into the Web-Tier cluster only.

1.  	 Click the Web-Tier cluster to create a cluster level rule. You will notice the Datacenter rules are present, 
however, they are grayed out since they cannot be modified at this level.

2. 	 Click the empty cluster level rule and enter a new rule by double-clicking each field and entering the 
following:

• Source: Outside DC-01

• Destination: Web-Tier (DC-01)

• Destination Application: HTTPS

• Destination Port: This is filled in automatically for this application

• Protocol: TCP in this case

• Action: ALLOW

3.	 Click Commit.
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Figure 25. Container-based rule for HTTPS

Default Deny
This step will deny all other incoming traffic into the virtual datacenter.

1.	 Select the Datacenter DC-01 from the left hand side Inventory tree to go back to the Datacenter level rules.

2.	 Look for the Any/Any TCP and UDP default rules and change both of them from ALLOW to DENY.

3.	 Click Commit.

 
Figure 26. Default Deny rule

The rules created should look like Figure 27 from the Datacenter level:

 
Figure 27. Datacenter level rules
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From the DB-Tier Cluster level, they should look like Figure 28:

Figure 28. DB tier rules

From the Web-Tier Cluster level they, should look like Figure 29: 

Figure 29. Web tier rules

Step 6: Test rule enforcement

Now that all rules have been created, ensure the rules are being enforced by sending traffic to, from and 
within the virtual machines. Refer to the final rules configurations in Figures RULES_DATACENTER, RULES_DB, 
RULES_WEB.

Test the HTTP datacenter rule
This rule can be tested by launching a web browser from a computer outside of the datacenter and pointing  
it to the IP address of the CRM-WWW server using the HTTP protocol. You should NOT be able to reach the 
web page.

Test the HTTPS Cluster rule
This rule can be tested by launching a web browser from a computer outside of the datacenter and pointing 
it to the IP address of the CRM-WWW server using the HTTPS protocol. You should be able to reach the login 
web page for the CRM application.

Test the DNS Datacenter IP based rule
To test this rule, open a console to one of the protected virtual machines and run an nslookup for a domain or host.

The domain name service lookup should be successful.
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Figure 30. Testing DNS rule

Test the MySQL Datacenter rule
The connectivity of the CRM software to the back-end MySQL database can be tested by logging in to the  
CRM software, which establishes the MySQL connection. Launch a web browser from a computer outside of  
the datacenter and pointing it to the IP address of the CRM-WWW server using the HTTPS protocol. At the 
login web page for the CRM application, enter the proper credential to log in. You should be able to log in  
successfully, thus indicating connectivity to the MySQL database.

Test the Default Deny rule
This rule can be tested by trying to connect to one of the protected virtual machines on a service or port  
that would normally be open. Try to SSH from the remote test machine to any of the virtual machines.  
The connection should fail since SSH is not explicitly allowed in any rule.

Figure 31. Testing Default Deny rule



VMware vShield Zones Reviewer’s Guide

R E V I E W E R ’ S  G U I D E  /  2 4

After having done all the rule testing, the VM Flow page should be populated with ‘Blocked’ traffic as well as 
‘Allowed’ traffic.

 
Figure 32. Blocked and Allowed traffic

Step 7: Modify or adjust rules if necessary

If there are any rules that are not working as expected, you can use the VM Flow page to assist in the 
troubleshooting of VM Wall rules. Identify a server you can test with, follow its traffic flows, and look for its 
categorization under either ‘Blocked’ or ‘Allowed’ traffic. Create or modify rules accordingly.
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Step 8. Configure and test Layer2/Layer3 rules

Even if all the configured rules work as expected, you are still able to ping the protected servers. This can be 
confirmed by pinging one of the protected virtual machines from the external computer. The reason is that all 
the rules configured thus far are Layer 4 rules, while ping operates using a different layer protocol. In order to 
block ping and other ICMP traffic, create a Layer2/Layer3 rule. 

While pinging one of the protected virtual machines, perform the following steps.

1.	 Click the Datacenter DC-01 on the left hand side inventory tree.

2.	 From the VM Wall page click L2/L3 Rules.

3.	 Click the empty datacenter level rule and enter a new rule by double-clicking each field and entering the 
following:

• Source: Outside DC-01

• Destination: DC-01

• Protocol: ICMP ANY

• Action: DENY

4. 	 Click Commit.

Figure 33. Rule for blocking ping

You should see ping start to time out shortly afterwards.

Figure 34. Testing ping rule
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Step 9. Delete a VM Wall Rule

To delete a rule, select it from the VM Wall table, click Delete followed by Commit. You can confirm the rule no 
longer applies by attempting the connection that the rule had previously governed. If you need to start all over 
you can use the ‘Delete All’ button to remove all rules.

Figure 35. Deleting a rule

Other Exercises

You can use the VM Flow and Summary table to answer the following questions in real-world deployments.

What Are the Busiest Applications?
Identify resource utilization by using the VM Flow chart to determine which applications are the busiest.  
The Sessions/hr chart displays the number of sessions for the Top 10 busiest applications. Once you identify 
busy applications, you can use the VM Flow report to view the relevant details for each transaction.

What Are the Busiest Clients?
Similarly to testing for busiest applications, you can view the applications most requested by clients at different 
periods in time in the VM Flow Client Kbytes/hr chart. In the VM Flow report, you can view granular details on 
application use from a source to a destination. You can use this data to create a VM Wall rule to allow or deny 
traffic from a client to a specific virtual machine.

What Virtual Machines Participate in an Application?
Knowing that you have an application deployed within your datacenter does not always mean there is a clear 
mapping of which virtual machines serve it. The VM Flow report provides mapping of applications to virtual 
machines allowing you to determine utilization of your individual virtual machines based on number of sessions, 
packets, and bytes served.

What Applications Run on My Virtual Machines?
Due to the ease of deploying new virtual machines, often there is limited knowledge of the applications 
deployed within a virtual environment. The Summary table lists your guest virtual machines with the 
applications discovered to be active on each. Using this information, you can determine if an application should 
or should not be active on a virtual machine.
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Next Steps

In this guide, the key-use cases of vShield Zones have been presented. Please refer to the VMware vShield 
Zones User’s Guide for more details.

VMware Contact Information

For additional information or to purchase VMware vShield Zones, VMware’s global network of solutions 
providers are ready to assist. If you would like to contact VMware directly, you can reach a sales representative 
at 1-877-4VMWARE (650-475-5000 outside North America) or email sales@vmware.com. When emailing, 
please include the state, country, and company name from which you are inquiring.

Providing Feedback

VMware appreciates your feedback on the material included in this guide, and in particular, would be grateful 
for any guidance on the following topics:

•	How useful was the information in this guide?

•	What other specific topics would you like to see covered?

•	Overall, how would you rate this guide?

Please send your feedback to the following address: tmdocfeedback@vmware.com, with “VMware vShield 
Zones Reviewer’s Guide” in the subject line. Thank you for your help in making this guide a valuable resource.

mailto:sales%40vmware.com?subject=
mailto:tmdocfeedback%40vmware.com?subject=VMware%20vShield%20Zones%20Evaluator%E2%80%99s%20Guide

