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Getting Started

About This Guide

The purpose of this document is to support a self-guided, hands-on evaluation of VMware™ vShield Zones. This
document is intended to provide IT professionals with the necessary information to learn the capabilities of
vShield Zones and see how they can be used in practical situations.

The content includes a product overview, brief installation instructions, and a walk-through of a scenario that
shows the main features of vShield Zones in action.

Help and Support during the Evaluation

This guide is not intended to be a substitute for product documentation. For detailed information regarding
installation, configuration, administration, and usage of VMware products, please refer to the online
documentation. You may also consult the online Knowledge Base if you have any additional questions. Should
you require further assistance, please contact a VMware sales representative or channel partner.

Below are some links to online resources, documentation, and self-help tools:

VMware vSphere and VMware vCenter Server Resources:

Product Overview
http://www.vmware.com/products/vsphere/

Product Documentation
http://www.vmware.com/support/pubs/vs_pubs.html

White Papers and Technical Papers
http:/www.vmware.com/resources/techresources/

VMware vSphere Evaluator’s Guide
http://www.vmware.com/resources/techresources/10020

vShield Zones Resources

VMware vShield Zones Documentation
http://www.vmware.com/support/pubs/vsz_pubs.html

ntroduction to vShield Zones
http://www.vmware.com/pdf/vsz_10U1_introduction.pdf

vShield Zones Quick Start Guide
http:/www.vmware.com/pdf/vsz_10U1_quickstart.pdf

vShield Zones Administration Guide
http://www.ymware.com/pdf/vsz_10U1_admin.pdf

VMware Security and vShield Zones Community
http://communities.vmware.com/community/vmtn/general/security
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What is vShield Zones?

vShield Zones is an application-aware firewall built for VMware vCenter™ Server integration. vShield Zones is a
critical security component for protecting virtualized datacenters from attacks and misuse helping you achieve
your compliance-mandated goals.

vShield Zones Overview
The following components comprise the vShield Zones solution:

« vShield: The active security component of vShield Zones that inspects traffic flows and provides firewall
protection. You install a vShield on each ESX server you want to protect. The vShield installs in the traffic
path to monitor all traffic into and out of the ESX server, as well as between virtual machines on the ESX
server.

« vShield Manager: The vShield Zones management center that manages all of the distributed vShield
instances. Provides for monitoring, configuration, and software updating of your vShields. You install one per
datacenter.

Once deployed, vShield Zones looks at all network traffic that passes through the vShields and begins building
an inventory of the operating systems, applications, and open ports on each guest virtual machine. The vShield
Manager presents flow information under the VM Flow tab and virtual machine inventory under the Summary tab.

By default, the vShield Manager inventory tree hierarchy mimics the vSphere Client Hosts & Clusters view.
Resources include the root folder, datacenters, clusters, ESX hosts, and virtual machines—including your
installed vShields. You can also switch to the Networks view, which displays the VLAN networks and port
groups in your inventory. These views are consistent with the same views in the vSphere Client, and the vShield
Manager maintains synchronization with your vSphere inventory to present a complete view of your virtual
deployment. The vShield Manager itself is the only virtual machine that does not appear in the vShield Manager
inventory tree.

Each inventory object has its own set of tabs that appear in the right-side Configuration frame. The inventory
tree includes a search function atop the tree. You can type a string in this field to search for a specific resource
in the inventory tree.

| Q @

|H|:|st & Clusters j

S8 Datacenters |
=i Dc-o1
=-Hf DE-Tier
- =@ 10.20.131.233
-G vShield-01
¥ CRM-DB
=l Web-Tier
=@ 10.20.131.231
- vShield-02
~F CRM-WA Y

Figure 1. Host and Cluster view
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| a @

|Netwnrks j
----- @ Settings & Reports

=S8 Datacenters
= pc-o1
-3 Mo wlan (00
=@ MGMT
ﬂﬁ wShield Manager - Network adapter 1
Elg Servers
-l CRM-DB - Network adapter 1

----- #i CRM-WWAAWY - Metwork adapter 1

Figure 2. Networks view

vShield Zones profile each virtual machine in your inventory through continuous discovery of the traffic flows to
and from them. Once traffic has been inspected by a vShield, a profile is created detailing the operating system,
applications, and open ports for each virtual machine. These profiles are presented under the Summary tab.

After initial vShield Zones setup, the Summary tab is empty awaiting continuous discovery by vShields to
identify the virtual machines and applications to protect. A vShield discovers all of the supported applications
by examining ingress and egress flows, and creates a profile per virtual machine by IP address. The Summary
tab displays at the Child Datacenter and Cluster container levels, and at the individual virtual machine level. At
the Child Datacenter container level, the Summary tab lists all of the virtual machines being protected by all of
the vShields in that container. At the Cluster level, all of the vShields in the cluster container are listed.

| aQ @
|Hust & Clusters j DI
-~ Settings & Reports | Summary | WM Flows
Elﬂ Datacenters
=N DC-01 Services Ports Lpdated
« f] DB -Tier = @ vshield-01
Ee- i) Web-Tier = FICRM-DB (10.20.128 6S) Tue Oct§ 2000 08:55:03
= Elapache 2.0 52
%Apache—SSL 443
%Apache—H'l‘l’P a0
=1 B Linux
ﬁssh 22
%par‘[mapper 111
2@ vShield-02
B FDCRM-WAWY (10.20.129.68) Tue OctB 2009 08:59:04
ElEfapache 2.0.52
&Apache-SSL 443
Sppache-HTTP 80
=1 R Linwz
fzsh 22
&por’[mapper 111

Figure 3. Summary tab
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Figure 16 shows DNS requests coming from the protected virtual machines going out to a DNS server with I[P
10.20.1481 that is located outside the datacenter. It also shows the ping (ICMP) tests done earlier between the
protected virtual machines.

Figure 16. DNS and ping traffic

Step 4: Edit port mappings to categorize an uncategorized port.

When an application is not using a well-known port, it will be listed under the Uncategorized section of the VM
Flow. It is possible to categorize these ports by editing the port mappings. In Figure 17, port 3306 is MYSQL
related traffic between the CRM-WWW and CRM-DB.

Figure 17. Uncategorized traffic
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To edit port settings:

1. From the vShield Manager, click the datacenter in the left hand side tree.
2. Click the VM Flow tab.

3. Click Edit Port Mappings.

| Q @

[Host & Clusters =] D01

i Settings & Reports Summary ' ¥™ Flow
B Datacenters

=8 D01 » Edit Port E‘@I@Qingjs
= [l De-Tier

=@ 10.20.131.233
L G vshield-01 Start Date:End Date:

_ @ CRM-DE 09292009 [10/06/2005  Show Report Upciate Chart Delste All Flows
Eﬁ weh-Tier

Figure 18. Edit Port Mappings

4. Click any of the rows in the Port Mappings table to insert a new port mapping, for example click the FTP
row followed by clicking Add. A new port mapping appears in red font.

Summary ¥M Flow

» Hide Port Mappings

3

Application Fort Frotacal Resource Description
@ New Port TCP ANY
@rTP 21 TCP ANY
@ ssH 22 TGP ANY

Figure 19. Adding new application protocol

5. Modify this port mapping by double-clicking each column and typing the correct information. In this case
the port mapping created is for MySQL on port 3306. A description is also added to clairfy what this is

used for.
Summary ¥M Flow
~ Hide Port Mappings
Application Fart Frotacal Resource Description
“ MySQL 3306 TCF A Used hetween CRM db & wwwiy Seny
@rTP 21 TCP ANY
@ ssH 22 TGP ANY
al TELNET 23 TCP ANY

Figure 20. MySQL protocol added
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Now the traffic for port 3306 will show up as MySQL in the Categorized section of the VM Flow table. See
Figure 21.

EEPALLOWED 34 2,039 473,472
aE@TCP 5 1,579 406,221
= 2 INCOMING 5 1,579 406,221
=B CATEGORIZED 5 1,579 406,221
HEHSUNRPC 1 g 540
S Ms-RPC 0 294 13,120
= 45NBss 0 26 1,300
= &9ms-D5 0 236 10,540
=& amysaL 4 1,014 380,721
= SICRM-DB(10.20.129.68) 4 1,014 380,721
[ CRM- AW 0.20.1 2 4 1,014 380,721 e

Figure 21. Newly-categorized traffic

Step 5: Create VM Wall Rules

In this step, VMware will generate firewall rules via the VM Wall tab. These rules can be IP/Subnet based just like
you would on a traditional firewall. However by leveraging the container labels such as datacenter and cluster
names to create these rules, your configuration is much simpler, less error-prone, and automatically adapts
when virtual machines are added or removed from this environment. In previous steps you tested connectivity
to and from the virtual machines.

VMware will create rules at different levels of the virtual datacenter to achieve the following:

1. Allow MySQL traffic between the front-end web cluster and the back-end cluster using
container-based rules.

2. Allow DNS traffic from outside the virtual datacenter into the web and database servers using
IP-based rules.

3. Deny HTTP from outside the virtual datacenter into the virtual datacenter.
4. Allow HTTPS from outside the virtual datacenter into the Web-Tier cluster only.

5. Deny all other incoming traffic into the virtual datacenter.

Allow MySQL traffic
This step will allow MySQL traffic between the front-end web cluster and the back-end cluster using container-
based rules.

1. Click the Datacenter on the left hand side Inventory view of the vShield Manager.

2. Click the VM Wall tab and under Data High Precedence Rules enter a new rule by double-clicking each
field and entering the following:

* Source: Web-Tier Cluster

* Destination: DB-Tier Cluster

» Destination Application: MySQL

» Destination Port: This is filled in automatically for this application
* Protocol: TCP in this case

» Action: ALLOW
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3. Click Commit.

|Hnst & Clusters j
@ Settings & Reports ¥Mwall
=l ﬂ Datacenters
= [ I {oct] U (oo | [octe | | Doete | | commt | [CaFuies | L2L3Re | mevert 0 s [ H
= ifly DB-Tier Rules Coramitted successfilly to vShield(s)
= 1020131233
G vShield-01 Source (AB.C.DMN) Source Port Destination (4.5.C.Dinn) Destinalion | 0oy ation Port | Protacol Action Log
Application
# CRM-DB
- il web-Tier Data Center High Precedence Rules
=0 10.20.131.231 \rieb-TierDC-01) [ ANYT I DE-TierDC-01) MySaL 3308 [ TGP | Awow | r
Rules below this level have lower than the cluster level rules
G vshield-02 | T [ | | T | | [ =
BB CRI-WWW Default Rules
ANY DHCP-Client ANY DHCP-Server 67 UDP ALLOW 0
ANY DHCP-Semver ANY DHCP-Client 68 uppP ALLOWI 0
AN AN ANY - ANY TGP ALLOW 0
ANY AN ANY ANY IGR ALLOW 0

Figure 22. Container-based rule for MySQL

Allow DNS
This step will allow DNS traffic from the virtual datacenter to the physical DNS servers using IP-based rules.

1. At the Datacenter level, highlight the new Datacenter rule that was created and click Add in the
VM Wall table.

2. Enter a new rule by double-clicking each field and entering the following:
* Source: DC-01
* Destination: type the IP address of the DNS server
* Destination Application: DNS
» Destination Port: This is filled in automatically for this application
* Protocol: UDP in this case
+ Action: ALLOW
3. Click Commit.

IHnsl & Clusters j
i sattings & Reports . ¥M wall
=y (2] o] oo | okt | ot | ot | [CiRee L2435 | Bt tospaer =
= () DB-Tier o
= E 10.20.131.233 Source (A.B.C.DInNY ‘ Source Port Destination (A B.C.D/mn} 225::::11:5': Destination Port Pratocol ‘ Action ‘ Log
: @ wShield-01 oo
#5 cRM-DB Data Center High P Rules
& 6 Web-Tier Wieh-TiertDC-01) | ANY | DE-Tier{DG-01) Mysal | 3306 | TCP [ alow | [N
; DC-01 ANY | 1020148 1 | DNS [ 53 UDF | Allow | C
= @ 10.20.131.231
N Rules below this level have ower precedence than the cluster level rules
i@ vshield-0z ‘ AT I ‘ - ‘ AN =
- CRM-WW Default Rules
AR DHCP-Client ANY DHCP-Server 67 UDp ALLOW [
AN DHCP-Server ANY DHCP-Client B2 UDP ALLOW [
ANY ANY ANY = ANY TCP ALLOW [
ARY ANY ANY ANY UDp ALLOW [

Figure 23. |P-based rule for DNS
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Deny HTTP
This step will deny HTTP from outside the virtual datacenter into the virtual datacenter.

1. Still at the Datacenter level, highlight the new Datacenter rule that was created in the previous step and
click Add in the VM Wall table.

2. Enter a new rule by double-clicking each field and entering the following:
+ Source: Outside DC-01
» Destination: DC-01
* Destination Application: HTTP
» Destination Port: This is filled in automatically for this application
* Protocol: TCP in this case
 Action: DENY
3. Click Commit.

IHnst & Clusters j
-~ Settings & Reports p— y i ¥M wall
= grs ﬂlﬁ Down | Delete | Delete Al | Commit || L4Rues L2A3RUBS | Rt o Snapshot |- -
- DB-Tier Rules Committed successfully to wShield(s)
=-[@ 10.20.131.233
@ vshisld-01 Source (A.8.C.DINN) Source Port Destination (4.8.C.Dmn) Destination | b ination Port| Frotacal ‘ Action ‘ Log
Application
-# CRM-DB
E--ﬁ web-Tier Data Center High Precedence Rules
& § 10.20.131231 Web-TierDC-01) ANY DB-Tier(DC-01) MySoL 3308 TCP ALLOW [nl
@ s T o e
utside - -
& CRM-WwWwW Rules helow this level have lower precedence than the cluster level rules
AY - | ANY [ | [
Default Rules
ANY DHCP-Client ARY DHCP-Server 67 UDP ALLOW [
AN DHCP-Server AR DHCP-Client B8 UDP ALLOW [
ANY ANY ARY = AN TCF ALLOWY [
ANY ANY ARY = ANY UDP ALLOW O

Figure 24. Container-based rule for HTTP

Allow HTTPS
This step will allow HTTPS from outside the virtual datacenter into the Web-Tier cluster only.

1. Click the Web-Tier cluster to create a cluster level rule. You will notice the Datacenter rules are present,
however, they are grayed out since they cannot be modified at this level.

2. Click the empty cluster level rule and enter a new rule by double-clicking each field and entering the
following:

+ Source: Outside DC-01
» Destination: Web-Tier (DC-01)
* Destination Application: HTTPS
 Destination Port: This is filled in automatically for this application
* Protocol: TCP in this case
* Action: ALLOW
3. Click Commit.

REVIEWER’S GUIDE / 20



VMware vShield Zones Reviewer’s Guide

IHust & Clusters j
{g@ settings & Reports ¥M Wall
E g t;é?glters _ad | Up| Down | [Dette | | Deteteal | | commit | Ravertto Snapehet |-
= [ DB-Tier
{ =@ 10.20.131.233 Source (.8.C.DMN) Source Port ‘ Destination (2.8.C.Dinn} gs;ﬂg;‘t‘"gg Destination Port | Protocal ‘ Action ‘ Log
@ vShield-01
5 CRM-DE Data Center High Precedence Rules
Wk TianDC-01) ANY DB-Tier{Do- 1) WySaL 3306 TP ALLOW r
DC-1 ANY 1030 148.1/32 DS 53 uop ALLOW ol
0 1020131231 Dutside DC-01 ANY D01 HTTR 50 ToR DENY o
H @ vShisid-02 Cluster Level Rules
-8 CRM-WWW Outside DG-01 ANY Web-Tier(DG-01) HTTPS 443 TCP AlLow |
Default Rules
ANY DHCP-Client ANY DHCP-Server 67 LDF ALLOW o
AN DHCP-Sarvar ANY DHCP-Client 6s LUoP ALLOW r
ANY ANV ANY - ANY ToP ALLOW C
AMY AMY ANY - AMY Lop ALLOW

Figure 25. Container-based rule for HTTPS

Default Deny
This step will deny all other incoming traffic into the virtual datacenter.

1. Select the Datacenter DC-01 from the left hand side Inventory tree to go back to the Datacenter level rules.
2. Look for the Any/Any TCP and UDP default rules and change both of them from ALLOW to DENY.
3. Click Commit.

IHust & Clusters j
{ settings & Reports
= g atacenms (dd| Up| Down | Dette | | Delteal | commt |[Camues | | L2ABRues | RyerttoSnepenat- 7]
=-[h DB-Tier
= B 1020131233 Source (&8.C.DMN) ‘ Source Port Destination (8.5.C.D/nn) 'ies“‘"a‘“”” Destination Port|  Protocal ‘ Action ‘ Log
@ vShield-01 ppication
@ CRM-DE Data Center High Precedence Rules
il Web-Tier Web-TienDC-01) AMY DE-TierDC-01) MySaL 3306 TP ALLOW [
O F 10.20.131231 DC-01 AMY 10.20148.1/32 DS 53 UDP ALLOW [
Outside DC-01 ANY DC-01 HTTF 80 TGP DENY [
@ vShield-02 Rules below this level have lower precedence than the cluster level rules
€ CRM-WAW ANY [ - ANY [ [ o
Default Rules
ANY DHCP-Client ANY DHCP-Genier 67 UDP ALLOW [
AMY DHCP-Server AMY DHCP-Client 68 UDP ALLOW [
AMY AMY AMY - AN TGP DENY C
ANY ANY ANY = ANY UDP DENY -
Figure 26. Default Deny rule
The rules created should look like Figure 27 from the Datacenter level:
Sowrce (£4.B.C Dinn) ‘ Sowrce Port ‘ Drestination (& B.C D) BT AT Destination Port Protocol ‘ Action ‘ Lag ‘ Mates
Application
Data Center High Precedence Rules
Wigh-TierDC-01) ANY DB-Tier(DC-01) MySaL 3306 TGP ALLOWY [
Dc-m AN 10.20.148.1432 DrE X} UDP ALLOWY [
Qutside DC-01 AN DC-01 HTTF a0 TCP DENYT [
Rules below this level have lower precedence than the cluster level mles
ANY | - ANY | | |
Default Rules
ANY DHCP-Clignt ANY DHCP-Server 67 UDP ALLOWY [
ARNY DHCP-Server ANY DHCP-Client 62 UDP ALLOWY [
AR AR AR ° AR TCP DENYT [
ANY ANY ANY = ANY UDP DENY [

Figure 27. Datacenter level rules
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From the DB-Tier Cluster level, they should look like Figure 28:

Source (AB.C.Dinny ‘ Source Port ‘ Destination {&.B.C.0inny is;}:?:{;gﬂ Destination Port Protocal ‘ Action ‘ Log
Diata Center High Precedence Rules
Web-TieriDC-01) AMNY DB-TierDC-01) MySEL 3306 TCP ALLOWY ]
DC-01 AMNY 10.20.148.1/32 DMNS 53 UDP ALLOWY ]
Outside DC-01 AMY DC-01 HTTP 80 TCP DEMY ]
Cluster Level Rules
ANY - ANY ]
Default Rules
ANY DHCP-Client ANY DHCP-Server 67 UDP ALLOYY |
ANY DHCP-Server ANY DHCP-Client 68 UDP ALLOYY |
ANY ANY ANY = ANY TCP DENY ]
ANY ANY ANY ANY UoP DENY [ ]
Figure 28. DB tier rules
From the Web-Tier Cluster level they, should look like Figure 29:
Source (A.B.C.Dinny ‘ Source Port ‘ Destination (A.B.C.Dinn) Dest!nat_lon Destination Part Protocol ‘ Action Log
Apnplication
Data Center High Precedence Rules
‘Weh-TieriDC-01) ANY DB-TierfDC-01) MySEL 3306 TCP ALLOW ]
DC-01 ANY 10.20.148.1432 DMNE 53 upp ALLOW ]
Outside DC-01 ANY De-01 HTTF a0 TCP DENY ]
Cluster Level Rules
Outside DC-01 ANY Web-Tier(DC-01) HTTFPS 443 TCP ALLOVY [
Default Rules
AMY DHCP-Client ANY DHCP-Server BT UDP ALLOVY ]
ANY DHCP-Server ANY DHCP-Client 68 UDp ALLOW ]
ANY ANY ANY - ANY TCP DENY ]
ANY ANY ANY ANY upDp DENY |

Figure 29. Web tier rules

Step 6: Test rule enforcement

Now that all rules have been created, ensure the rules are being enforced by sending traffic to, from and
within the virtual machines. Refer to the final rules configurations in Figures RULES_DATACENTER, RULES_DB,
RULES WEB.

Test the HTTP datacenter rule

This rule can be tested by launching a web browser from a computer outside of the datacenter and pointing
it to the IP address of the CRM-WWW server using the HTTP protocol. You should NOT be able to reach the
web page.

Test the HTTPS Cluster rule

This rule can be tested by launching a web browser from a computer outside of the datacenter and pointing
it to the IP address of the CRM-WWW server using the HTTPS protocol. You should be able to reach the login
web page for the CRM application.

Test the DNS Datacenter IP based rule
To test this rule, open a console to one of the protected virtual machines and run an nslookup for a domain or host.

The domain name service lookup should be successful.
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B () vCenter Server
= By Dot

=l [ DE-Tier
B 10.200131,233
I3 | CRMDB
y wahield-01

=l f eb-Tier
B 10.20.131.231
5 CRM-www
{3 vshield Manager
3 vhield-02

Performance

[root@sugardb ~1# nslookup www.google.com
Server: 18.28.148.1
Address: 18.28.148.1453

Non-authoritative answer:
wwW . google.com canonical name = www.l.google.com.
Name : www.l.google.com
fAddress: 74.125.127.1683
Name : www.l.google.com
Address: 74.125.127.1684
Name : www.l.google.com
Address: 74.125.127.185
Name : www.l.google.com
Address: 74.125.127.186
Name : www.l.google.com
Address: 74.125.127.147
Name : www.l.google.com
Address: 74.125.127.99

Figure 30. Testing DNS rule

Test the MySQL Datacenter rule

The connectivity of the CRM software to the back-end MySQL database can be tested by logging in to the
CRM software, which establishes the MySQL connection. Launch a web browser from a computer outside of
the datacenter and pointing it to the IP address of the CRM-WWW server using the HTTPS protocol. At the
login web page for the CRM application, enter the proper credential to log in. You should be able to log in
successfully, thus indicating connectivity to the MySQL database.

Test the Default Deny rule

This rule can be tested by trying to connect to one of the protected virtual machines on a service or port
that would normally be open. Try to SSH from the remote test machine to any of the virtual machines.
The connection should fail since SSH is not explicitly allowed in any rule.

.129.69 - PuTTY

]

@ Metwork ervar: Connection timed out
Ok |

Figure 31. Testing Default Deny rule
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After having done all the rule testing, the VM Flow page should be populated with ‘Blocked’ traffic as well as

‘Allowed’ traffic.

Start Date:End Date:
[10/22/2009 [10/29/2005 | Updete Report | Show chart |
Application Sessions Packets Bytes Whitall
EEBLOCKED i 51 2688
EEATCP 0 51 2,658
] ZINCOMING ] 51 2628
= B CATEGORIZED 0 51 2,688
HdessH i B 288
HEHTTR i 21 1,008
HEEME-RPC i 16 812
HEEmESS i 4 240
= Sms-Ds i 4 240
EUNCATEGORIZED i i 0
B OUTGOING 0 0 0
EINTRA 0 ] ]
EINTRA_HOST 0 0 0
EERALLOWED 253 10,730 3,335,714
=HEATCP an 8,338 3,314,842
=HERUDP 22 44 7,780
HERICMP i 144 12,882
=ERARP 0 704 0
HEFETCP EE) 8,338 3,314,842
=ERLDP 22 44 7,750
=HEEICMP i 144 12,992
#ERARP 0 704 0

Figure 32. Blocked and Allowed traffic

Step 7: Modify or adjust rules if necessary

If there are any rules that are not working as expected, you can use the VM Flow page to assist in the
troubleshooting of VM Wall rules. Identify a server you can test with, follow its traffic flows, and look for its
categorization under either ‘Blocked’ or ‘Allowed’ traffic. Create or modify rules accordingly.
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Step 8. Configure and test Layer2/Layer3 rules

Even if all the configured rules work as expected, you are still able to ping the protected servers. This can be
confirmed by pinging one of the protected virtual machines from the external computer. The reason is that all
the rules configured thus far are Layer 4 rules, while ping operates using a different layer protocol. In order to
block ping and other ICMP traffic, create a Layer2/Layer3 rule.

While pinging one of the protected virtual machines, perform the following steps.
1. Click the Datacenter DC-01 on the left hand side inventory tree.
2. From the VM Wall page click L2/L3 Rules.

3. Click the empty datacenter level rule and enter a new rule by double-clicking each field and entering the
following:

* Source: Outside DC-01
+ Destination: DC-01
* Protocol: ICMP ANY
 Action: DENY

4. Click Commit.

|H05t & Clusters j
i@ Settings & Reports = WM Flow wM wall
=M Datacenters
© (2] o] [bown | [vece | [ootte i | conm | [ LéRukes | [TCar5Rues | Rovert to Somgeti [~ -
= De-Tier Eules Committed successfully to wShield(s)
=@ 10.20,131.233
vShield-01 aurce .Dinn, estination (4.B.C.0/mn; rotacol ction og
8 (4.B.C.Dinny Destination (4.8.C.0Mmn) Protacal Act L
#% CRM-DB DataCenter Rules
B Web-Tier Outsite DC-01 [ DC-01 [ ICMP ANY [ DENY [ u
=@ 10.20.131.231 Default Rules
G vshield-02 ANY ANY ARF ALLOW O
BB CRM-WWW ANY ANY OTHER IPv4 ALLOW O
ANY ANY OTHER LAYER 3 ALLOW =

Figure 33. Rule for blocking ping

You should see ping start to time out shortly afterwards.

mmand Prompt - ping 10.20.129.69 -t

Pinging 18.28.12%.6%9 with 32 bytes of data:

from 10.20.129 _.69: hytes=32 timed{ims
from 10.20.129 _.69: hytes=32 timed{ims
from 10.20.129.69: hytes=32 time<{ims
from 18.20.129 .69: hytes=32 timedims
from 1A8.20.129 .6%9: hytes=32 timed{ims
from 18.20.129.6%: bytes=32 time{ims
from 18.20.129.6%: bytes=32 time{ims
from 18.20.129.69: bytes=32 time{lims
from 18.20.129.69: bytes=32 time{lims
from 10.20.129 _.69: hytes=32 timed{ims
from 10.20.129_.69: hytes=32 time<{ims
from 10.20.129.69: hytes=32 time<{ims
from 1A8.20.129 .6%9: hytes=32 timed{ims
from 1A8.20.129 .6%9: hytes=32 timed{ims
from 18.20.129.6%: bytes=32 time{ims
from 18.20.129.6%: bytes=32 time{ims
from 18.20.129.69: bytes=32 time{ims

timed out.

timed out.

timed out.

timed out.

Figure 34. Testing ping rule
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Step 9. Delete a VM Wall Rule

To delete a rule, select it from the VM Wall table, click Delete followed by Commit. You can confirm the rule no
longer applies by attempting the connection that the rule had previously governed. If you need to start all over
you can use the ‘Delete All’ button to remove all rules.

ﬂl ﬂ Down|q Delete &1 | commit | L4 Rues || L23Rues | Revert to Snapshot |- =]

Eules Committed successfilly to v3hield(s)

Source (A.B.C.0MmMn) | Destination (A.B.C.0inn;) | Protocaol | Action | Log
DataCenter Rules
Outside DC-01 [ DC-01 [ ICMP ANY [ DENY [ r
Default Rules
ANY ANY ARP ALLOWY [
ANY ANY OTHER IPv4 ALLOWY [
ANY ANY OTHER LAYER 3 ALLOWY [

Figure 35. Deleting a rule

Other Exercises
You can use the VM Flow and Summary table to answer the following questions in real-world deployments.

What Are the Busiest Applications?

Identify resource utilization by using the VM Flow chart to determine which applications are the busiest.
The Sessions/hr chart displays the number of sessions for the Top 10 busiest applications. Once you identify
busy applications, you can use the VM Flow report to view the relevant details for each transaction.

What Are the Busiest Clients?

Similarly to testing for busiest applications, you can view the applications most requested by clients at different
periods in time in the VM Flow Client Kbytes/hr chart. In the VM Flow report, you can view granular details on
application use from a source to a destination. You can use this data to create a VM Wall rule to allow or deny
traffic from a client to a specific virtual machine.

What Virtual Machines Participate in an Application?

Knowing that you have an application deployed within your datacenter does not always mean there is a clear
mapping of which virtual machines serve it. The VM Flow report provides mapping of applications to virtual
machines allowing you to determine utilization of your individual virtual machines based on number of sessions,
packets, and bytes served.

What Applications Run on My Virtual Machines?

Due to the ease of deploying new virtual machines, often there is limited knowledge of the applications
deployed within a virtual environment. The Summary table lists your guest virtual machines with the
applications discovered to be active on each. Using this information, you can determine if an application should
or should not be active on a virtual machine.
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Next Steps

In this guide, the key-use cases of vShield Zones have been presented. Please refer to the VMware vShield
Zones User’s Guide for more details.
VMware Contact Information

For additional information or to purchase VMware vShield Zones, VMware’s global network of solutions
providers are ready to assist. If you would like to contact VMware directly, you can reach a sales representative
at 1-877-4VMWARE (650-475-5000 outside North America) or email sales@vmware.com. When emailing,
please include the state, country, and company name from which you are inquiring.

Providing Feedback

VMware appreciates your feedback on the material included in this guide, and in particular, would be grateful
for any guidance on the following topics:

* How useful was the information in this guide?
» What other specific topics would you like to see covered?
» Overall, how would you rate this guide?

Please send your feedback to the following address: tmdocfeedback@vmware.com, with “VMware vShield
Zones Reviewer’s Guide” in the subject line. Thank you for your help in making this guide a valuable resource.

vmware
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