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KÜRT Information Security and 
Data Recovery Ltd.
KÜRT Information Security and Data Recovery Ltd. is a leading 
specialist of information security and one of the world’s leading 
data recovery companies. In the second half of the 90ies, KÜRT 
began developing its comprehensive information security technol-
ogy framework (IBiT) which, in addition to a methodology and 
procedures developed to avoid data loss, also incorporates com-
ponents for preventing data disclosure to unauthorized persons 
and maintaining business continuity.

In 2010, KÜRT decided to off er its information security products also in the form of 
cloud-based services. The necessary development work will be performed in the 
framework of the New Széchenyi Program with EU support and co-fi nancing by 
the European Regional Development Fund (ERDF). The development budget is in 
the order of 100 million HUF. The purpose of the project is to build a cloud which 
provides an advanced, scalable and secure environment for new and enhanced 
business services. These secure cloud-based services will be off ered under KÜRT’s 
name. 

The development eff ort is expected to deliver a management system and a customer 
portal supporting security services provided online, as well as a System Design Lab 
and an Application Vulnerability Test Lab. The former will facilitate development 
and testing, while the second will make it easier to test applications that customers 
migrate to the lab.

An End-To-End Cloud Building Solution

At the end of 2010, KÜRT completed a pre-study evaluating multiple virtualization 
platforms to identify the right technology to underpin its complex infrastructure 
development.

“What we were primarily interested in was the evolution of virtualization platforms, 
the key features they provide, the stability and security of their operation, and 
the support that vendors provide,” explained Zsolt Nagy, Head of KÜRT’s R&D 
and Innovation Management business unit. “Based on this assessment, we chose 
VMware’s virtualized infrastructure as the foundation for our cloud-based security 
services.” 

After the decision had been made, in 2011 Kürt’s IT department also chose VMware 
to virtualize the company’s server environment that supports Kürt’s operation and 
provides in-house IT services. The number of physical servers serving the company’s 
100 employees is now one third of what it used to be. Hardware utilization and 
operation effi  ciency grew signifi cantly, hand in hand with a commensurate decrease 
in related costs.

“VMware’s virtualization platform has practically become the industry standard,” said 
Viktor Spilák. “This means that customers who will be using our services can migrate 

Objectives to be achieved with 
virtualization
•	 Deploy cloud-based services on a 

virtualized infrastructure
•	 Choose the virtualization platform 

best suited for the purpose by 
the following criteria: advanced 
technology, availability of key 
features, stable and secure operation, 
vendor support

•	 Resource utilization enhancing cost-
effi  ciency and competitiveness

•	 Choose the virtualization platform 
that provides the broadest 
interoperability

KEY HIGHLIGHTS

“The services we are about to 
introduce also incorporate academic 
knowledge, and security will be at 
the core of our VMware-based cloud 
infrastructure and its operation. 
This is what sets us apart from other 
similar service providers.”
— Zsolt Nagy, Head of R&D and Innovation 

Management, Kürt Zrt.

Secure Cloud Services on VMware Platform
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even their existing virtual machines to KÜRT’s infrastructure. This is a lot simpler than 
building a new infrastructure from scratch. Also, customers can just as easily migrate 
their virtual machines to another service provider if they so choose. VMware enables 
us to put a completely open offering on the table, which strengthens customer trust. 
Another decisive factor was vendor support for the virtualization platform. Open-
source platforms like Xen had us missing a transparent support mechanism and a 
clear development roadmap, while their forte was a strong commitment to security, 
as also borne out by our tests. Hyper-V is primarily used for virtualizing Windows 
servers, a fact also reflected by the Windows Server licensing structure, so we felt 
that the lack of openness would leave us at a disadvantage. As against both, VMware 
offers a complete solution that meets our project expectations and helps our work in 
an efficient manner.” 

As every system is special in terms of the tasks they serve and the environment they 
operate in, the appropriate virtualization platform should be selected based on the 
goals and expectations of that specific system.

VMware’s virtualization platform also offers additional advantages to KÜRT for their 
cloud-based security services under development. One such additional pro is vCenter 
Chargeback Manager which can be used to directly track the use of virtual machines, 
and these resource use data can be fed back into the billing system. 

“When planning the deployment of new services, we now always think in terms of a 
virtualized infrastructure,” explained Viktor Spilák. „Serving customers from separate 
dedicated physical servers is simply not viable, nor is having customers using the 
same operating system share a common machine. Such an inflexible infrastructure 
would soon start eroding our cost efficiency. VMware’s virtualization platform 
gives us all the openness, flexibility, and optimized resource utilization we need for 
deploying services online.”

Ready-Made Functions for Higher Service Levels

The project for deploying KÜRT’s cloud-based services was started in the fall of 2010. 
The implementation team is now in the final stage of development. The virtualized 
VMware-based environment running on IBM BladeCenter hosts is completed, and the 
portal, the services, the test and development environment, and the vulnerability test 
lab are under development. Work will be finished by connecting the components and 
preparing the documentation before going to market in September 2012. 

“After the evaluation of virtualization platforms, we were planning to build the 
system on VMware ESX servers, but development and testing showed that we 
needed to deploy further VMware products”, said Viktor Spilák. “KÜRT joined the 
VMware Service Provider Program grouping partners that offer hosted IT services 
within VMware’s vCloud Initiative. As part of this collaboration, we joined a pricing 
system where we can lease all VMware products on a pay-by-use basis. 

KÜRT deployed VMware vCenter for managing its VMware ESX servers running 
on host computers, VMware vCenter Chargeback Manager for metering the use of 
its cloud-based services, VMware vMotion for migrating virtual machines between 
physical servers, and VMware vCloud Director as well as the VMware Consolidated 
Backup system integrated into VMware ESX Server. KÜRT utilizes the ESX Fault 
Tolerance configuration option that runs two virtual machines in lockstep, enabling 
services to immediately and transparently fail over to the other virtual machine if the 
primary machine has a hardware failure.

“VMware and IBM make it possible to run virtual machines off a hard disk that is not 
part of the blade server,” stressed Viktor Spilák. “This solution enables us to provide 
our customers even faster access and continuous backup.”

Implemented VMware-based 
solutions
•	 VMware ESX
•	 VMware vCenter
•	 VMware vCenter Chargeback 

Manager
•	 VMware vMotion
•	 VMware Cloud Director
•	 VMware Consolidated Backup

VMWARE VIRTUAL
INFRASTRUCTURE AT WORK

“VMware helps us succeed by 
providing an open virtualization 
platform as well as outstanding and 
secure services that help us work 
more efficiently. However, we must 
never forget that no system alone 
can guarantee security.”
— Viktor Spilák, Lead Specialist, KÜRT Zrt.

Results achieved with VMware’s 
solution
•	 2-3 times less hardware compared 

to an infrastructure built on physical 
servers

•	 Less operators and less energy 
needed

•	 Ready-made functions for ensuring 
the uninterrupted availability of 
services provided to customers

•	 Ready-made functions for measuring 
service consumption and for 
supporting billing 

•	 High availability, cost-efficient 
implementation of a disaster 
recovery site

•	4-5 times more developers and test 
environments on a physical server

•	 Quick self-service provisioning of 
development and test environments

•	 A virtualization platform that 
strengthens customer trust and 
ensures interoperability 

•	 Optimized resource utilization that 
makes services more competitive

•	 Efficient vendor support, 
advantageous partner program

KEY HIGHLIGHTS
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“We have designed and deployed our cloud-based infrastructure to allow part of it to 
be easily located to a geographically remote high-availability disaster recovery site 
as soon as customers start signing up for our services,” added Zsolt Nagy. “There are 
currently two server rooms in our headquarters, but they will only house part of our 
cloud-based infrastructure, with the other half located in one or two off-site server 
rooms that we plan to set up somewhere else within the country. High-bandwidth 
interconnection between the sites will be ensured by a fiber-optic network.”

Enhanced Security in the Cloud

The flexibility provided by VMware made it easy and cost-efficient to set up and 
modify development and test environments in preparation for deploying online 
services.

As Viktor Spilák explained: “Development started on physical servers, which 
caused some problems. Due to security considerations, we could only set up one 
development environment on a physical server, while a virtualized environment 
enables 4-5 simultaneous development projects to run on a single physical server. 
Our developers can use predefined templates to quickly select a test machine 
themselves and start using it. Deploying our planned online services in a non-
virtualized environment would require 2-3 times more hardware. Any one physical 
server could only run systems of the same type, and we couldn’t separate them as 
well as we can using VMware’s virtualization platform. Also, the larger hardware pool 
would make purchasing more expensive and would require more operators and more 
energy. The significant cost reduction we have achieved using VMware enables us to 
be more competitive in the pricing of our services.” 

The security of cloud-based services and the protection of cloud-based applications 
against internal and external threats are high priority at KÜRT. 

“Cloud-based environments may encounter new types of attacks, so the full-time job 
of one of our researchers is to investigate the vulnerabilities of virtualized systems,” 
said Zsolt Nagy. This colleague is also a researcher of the Budapest University of 
Technology and Economics and regularly consults Hungarian and international 
experts of the subject. This academic knowledge is integrated into our new services 
and VMware-based infrastructure, and enhanced security will be the distinguishing 
hallmark of our cloud-based offering.”

KÜRT Information Security and Data 
Recovery Ltd. is a leading information 
security specialist with a track record 
of almost two decades of success, 
and one of the world’s leading data 
recovery companies. The Company 
provides high added value products 
and services agnostic of vendors and 
borders, and solves about 2,500 data 
backup and recovery tasks every year. 
Employing a staff of 100 and based 
in Budaörs, Hungary, KÜRT has, since 
2003, set up affiliates in Germany, 
Austria, the United Arab Emirates and 
the U.S.
The Company’s data recovery 
technology and its successful 
application has earned it the 
Hungarian Innovation Award in 1994. 
KÜRT’s technology is used today by 
the Company’s customers on three 
continents worldwide.
Starting in the second half of 
the 90ies, KÜRT developed its 
comprehensive information security 
technology framework (IBiT) which, 
in addition to a methodology and 
procedures developed to avoid data 
loss, also incorporates components 
for preventing data disclosure to 
unauthorized persons and maintaining 
business continuity. In 2002, the 
Framework was awarded the 
Innovation Award of the Ministry of 
Informatics and Telecommunication.

AbOUT KÜRT ZRT.


