
VMWARE CASE STUDY

CHALLENGE
Transform IT service provision 
by leveraging a software-
defi ned data center.

SOLUTION
VMware technologies for 
software-defi ned data centers 
and advisory services to 
develop a cloud-oriented 
organization.

SOFTWARE AND 
TECHNOLOGY
• vRealize suite
• NSX
• vCloud Air
• VMware Professional 

Services
• VMware OTS Services

Leonardo-Finmeccanica: the digital 
transformation of infrastructure starts with a 
software-defi ned data center

The Security & Information Systems division at Leonardo-Finmeccanica has embarked 
on a transformation. It begins with the development of infrastructure technology to 
achieve agility and simplicity in the provision of IT services. Leonardo-Finmeccanica has 
selected VMware as the provider of the best technology solutions and advisory services 
to create a software-defi ned data center.

The project is still under way, but the 
benefi ts can already be seen, particularly 
in terms of security. This is now much 
easier to manage thanks to segmentation 
of the network with NSX. The fl exibility 
and agility of the infrastructure is now 
well suited to meet the constant changes 
in business requirements and enables 
the reliable and secure provision of next-
generation IT services, all while reducing 
costs and streamlining operations.

Leonardo-Finmeccanica: ONE 
Company
The company is a global player in high-
tech industries and is one of the world’s 
leading players in aerospace, defense 
and security. The group designs and 
manufactures products, systems, services 
and integrated solutions for the defense 
industry as well as public and private-
sector customers in Italy and around the 
world.

The goal of this profound process 
of change, which began within 
Finmeccanica, is to create a more 
cohesive, more e�  cient group in which all 
processes are centralized and integrated. 
The organizational model encompasses 
the wholly-owned subsidiaries within 
their core business of aerospace, 
defense and security, which have been 
transformed into divisions with ONE 
Company. Finmeccanica, now known as 
Leonardo, is one integrated industrial 
powerhouse operating in the fi elds of 
helicopters, aeronautics, electronics, 
defense, security systems, and space.

The core of the 
transformation 
“We develop solutions, host systems 

and provide services and applications 
for both internal and external customers 
with a particular emphasis on issues 
of security,” said Andrea Campora, 
Senior Vice President of Cyber Security 
& ICT Solutions within the Security & 
Information Systems division. “It’s a major 
transition and, in 2014, the business 
unit, aware of the need to react to an 
evolving marketplace, launched a project 
to transform the key processes and 
technologies for our business.”

This called for the creation of a more agile 
digital core, integrated with the needs 
of the company and of the marketplace. 
A software-defi ned data center was 
needed to achieve greater fl exibility and 
automation, thereby reducing costs and 
the time needed to activate new projects, 
while also ensuring the security of 
systems, networks, and applications.

This gave rise to the partnership with 
VMware for the implementation of a 
cloud-oriented organization within 
Leonardo-Finmeccanica. “In 2015, we 
reached out to nearly all of the players 
in a position to o� er virtualization 
and cloud-computing solutions,” said 
Campora. “Not only did VMware o� er 
us the technological solutions most 
suited to our needs, but also a vision of 
the processes, organization and models 
needed to take full advantage of the 
benefi ts of these new technologies. The 
VMware Professional Services team we 
worked with supported our vision of 
organizational change as a necessary 
condition for making the shift to a 
cloud-oriented organization: an advisory 
approach to complement the provision 
of technologies, which proved to be of 
crucial importance.”

“Not only did VMware offer us 
the technological solutions 
most suited to our needs, but 
also a vision of the processes, 
organization and models 
needed to take full advantage 
of the benefits of these new 
technologies.”

Andrea Campora, Senior Vice President 
Cyber Security & ICT Solutions
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“It is a decisive project for us, 
and this was the best time 
to implement it. VMware has 
proven to be the right partner 
to do it with, and they have 
provided support of the 
highest quality.”

Andrea Campora, Senior Vice President 
Cyber Security & ICT Solutions

Towards a Software-Defi ned 
Data Center
A team of around 50 Leonardo-
Finmeccanica employees, together with 
VMware’s EMEA team, is working on the 
project that is constantly evolving. An 
initial version of the software-defi ned 
data center has already gone live, a 
number of platforms are currently being 
migrated and others will follow over 
the course of the 18-month roadmap. 
With the help of VMware’s vRealize 
technology, the new data center makes it 
possible to automate the provision of IT 
as a service for any type of project, from 
e-mail management and ERP systems 
to outsourcing. “We were familiar with 
the operating system virtualization layer, 
given that Leonardo-Finmeccanica’s data 
center already had at least 3,000 servers 
that were virtualized using VMware 
technology,” continued Campora. “With 
this project, we are adding components 
that enable us to automate and 
orchestrate activities and optimize costs 
with the help of vRealize Automation and 
vRealize business, respectively.”

Greater drive for automation 
and innovation
“The new architecture created with 
VMware will enable Leonardo-
Finmeccanica to more aggressively use 
automation, which will translate into 
cost savings both in operations and in 
starting up the provision of new services,” 
explained Campora. “The fl exibility that 
the virtual network framework provides 
has already demonstrated how simple it 
is for us to manage the development of 
our services.”

When a new system has to be built from 
the ground up, Leonardo-Finmeccanica 
can respond much faster and drastically 
reduce the time it takes to make a new 
service available. At the same time, 
platform hosting costs are much more 
competitive. When it comes to migrating 
a customer’s application, the fl exibility of 
the virtual network simplifi es planning, 
reduces costs and makes the process 
faster.

One of the priorities for Leonardo-
Finmeccanica concerns security, so 
it is not by chance that the business 
area concerned is named ICT Secure 

Infrastructure. Thanks to micro-
segmentation, VMware’s NSX technology 
is able to provide robust network 
security based on policies, making 
security management highly fl exible and 
reliable. “With VMware technology, we 
have already been able to easily solve 
security problems that were once very 
complicated to manage,” said Campora.

The right time and the best 
partner
“We know all too well how important 
it is to react quickly to the changing 
marketplace in order to remain 
competitive,” Campora concluded. 
“For this reason, we have taken 
steps to renovate the technology we 
use, beginning with the core of our 
information systems: the infrastructure 
layer.”

This project brings about a true digital 
transformation that is changing the 
way we work. It is a decisive project 
for us, and this was the best time to 
implement it. A more dynamic, more 
fl exible model of service provision will 
serve us well in major contracts recently 
signed by Leonardo-Finmeccanica with 
top customers in the public and private 
sectors, which increasingly demand 
rapid alignment of IT services with their 
business. VMware has proven to be the 
right partner to do it with, and they have 
provided support of the highest quality.”

Outcome and benefi ts
• Greater agility in the provision of IT 

services

• Simplifi cation of security management

• Reduction of costs and of the time 
required to release services and 
applications

• Greater fl exibility and automation

• Optimization of and control over IT 
management


