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SOLUTION:
Maintain application infrastructure 
services to ensure business 
continuity and critical 
application reliability

BUSINESS BENEFITS
• Reliability significantly 

improved to attain stability, 
performance, and availability

• Better accountability from 
vendors and service providers 
because VMware is always on 
supported versions to comply 
with SLA requirements

• Application infrastructure 
gains resiliency and scalability 
for a rapidly growing business

• Cross trained teams ensure 
rapid issue response to enable 
services to be restored very 
quickly

Design for Resiliency: Application 
Management Approach Ensures  
Business Continuity
Managing application infrastructure is a core 
element of VMware’s IT resiliency program, 
which helps ensure that service outages 
are kept to a bare minimum. The resiliency 
program began about four years ago when 
reliability was a challenge. Thanks to this 
program, the reliability of mission-critical 
applications has dramatically improved. 

VMware IT executed a phased resiliency program to manage 
application infrastructure, ensuring that all application hardware 
and software components are redundant, scalable, performing 
optimally and running on a supported version of that application.

The Challenge
Thanks to the resiliency program, VMware business users enjoy more productivity 
and transparency from the underlying infrastructure that supports them in getting 
their jobs done. 

“We take care of the application infrastructure to ensure business continuity and to 
confirm our applications can scale with VMware’s rapid growth,” said Eisen Kung, 
senior manager, IT Operations. “We absolutely need to avoid calling our vendor for 
assistance and have them deny support because we are running on a de-supported 
version.”

Kung’s team verifies that all hosted applications are on current software versions, 
have the current security patches, and the latest operating systems and hardware. 
This helps VMware hold vendors accountable to their service level agreements (SLAs), 
and is therefore a critical part of application reliability. In short, VMware does its part, 
so the vendors can do their part. 

Mission-critical applications include Oracle eBusiness Suite (EBS), Fusion Middleware, 
a series of identity management applications, and all internal and external portals, 
including myvmware.com and vmware.com. 

“VMware continues to grow very rapidly and the application infrastructure scalability 
was a challenge,” said Kung. “Capacity was sometimes an issue, and our applications 
weren’t always on the most current version.”
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The supervision provided for application infrastructure today is just one of the ways 
VMware IT has aligned its organization around an IT-as-a-Service business model, 
one that includes having third parties host some of its applications. Like any 
relationship, it works best when both parties do their part. 

“It was a process to evolve our practices regarding application infrastructure to a 
new set of routines. We are now stable, and maintaining the infrastructure is far easier 
when everything has been brought up to date,” said Kung. 

“Moving Oracle RAC to vSphere was our first major step towards true cloud-ready 
architecture,” said Manju Kashi, senior director, IT. “Virtualization brings unprecedented 
agility and resiliency to our Oracle databases at performance levels equal to or better 
than the physical instance.”

“VMware’s vSphere now hosts the most critical portions of VMware’s IT production 
infrastructure, including Oracle RAC databases,” added Kung. vSphere 5.5 has 
increased capabilities to support virtual machines with up to 64 vCPUs and 1TB RAM, 
making it a suitable platform for production applications such as Oracle RACs.

The Solution
The resiliency initiative began with a thorough assessment to see that all mission-
critical application were on the latest hardware and storage. The goal was to get the 
database and its supporting infrastructure up to the latest supported versions. One 
program initiative was the upgrading of the mission-critical infrastructure to newer, 
faster hardware.

“We needed to ensure that each application was designed properly and could scale 
with our rapid growth,” said Kung. “We had to be able to answer ‘yes’ to the question, 
‘can this application handle a doubling in capacity overnight?’ If not, we update the 
design to verify that we—and the vendor—could support a sudden growth surge.” 

“Resiliency is a process of being proactive,” Kung continued. “We hold ourselves to 
the 3Rs: repeatable, reproducible, and reliable. The end result is consistent and 
predictable service delivery.”

In the event of an outage, the team triages the incident. The goal is to restore service 
immediately. The triage team then tries to reproduce the error in lower environments 
to come up with a permanent fix or workaround. 

Resilience is achieved through a combination of people, process, and technology. 
The technology component involves ensuring that fault-tolerance is built into the 
application architecture and that everything is redundant and can scale. The “people 
component” includes cross training between VMware’s Bangalore and Palo Alto IT 
teams. The process component is greatly helped through keeping the support 
documentation current throughout the program. It is built into the team’s “DNA” to 
review the end-to-end plan quarterly and augment where needed to be sure the 
program continues to meet goals.

Today outages are at a bare minimum. Kung likens the progress to lifting up a building 
and rebuilding the underlying foundation to create a solid, stable structure. “Now our 
team can spend time strategizing on improvements, automation, and technology to 
further increase our efficiencies,” she said. 

VMWARE ON VMWARE
As the leading proponent of  
our own products, VMware  
is committed to passing on  
the lessons learned by our 
internal IT group in applying 
virtualization and cloud 
management technology  
to solve business challenges.  

“The goal is zero downtime. 
Resiliency is a both a process— 
a collection of practices—and 
also a goal.”

—  Eisen Kung,  
 senior manager,  
 IT Operations


