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Abstract In this paper, we target the problem of providing coarse

grained fairness among servers while maintaining high uti-

Deployment of shared storage systems is increasing withlization of the storage array. The problem is quite challeng

rapid adoption of virtualization technologies to provide+ ing because of the lack of support from the array, unpre-

lation, better management and high utilization of resoarce  dictable available bandwidth and distributed nature of ac-

Quality of service (QoS) in such environments is quite de- cess from multiple hosts. Figure 1 shows a typical setup,

sirable for meeting |0 demands of virtual machines. The with multiple hosts accessing one or more LUNSs on the
lack of QoS support at typical storage arrays, simultane- storage array in a distributed manner.

ous access by multiple hosts and concerns regarding under-  Most existing solutions [9, 10, 13, 15, 18, 21] provide
utilization of resources makes this problem quite chalteng pandwidth allocation among multiple applications running
ing. In this paper, we study the problem of providing fair- at asingle host In that case, one centralized scheduler has
ness among hosts accessing a storage array in a distributedcomplete control over requests going to the storage system.
manner while maintaining hlgh efﬁCiency. Towards this Other approaches [15' 21] try to control the queue |ength
goal, we investigate whether local latency estimates ateac at the array to provide tight latency control, but they are
host can be used to detect overload and whether limiting also centralized. In a distributed case, throttling baged a
host issue queue lengths can provide fairness across hostssroaches such as Triage [14] have been proposed but such
In principle, the approach is similar to mechanisms used 3 solution may lead to under-utilization of array resources
by TCP at each host for flow control. Initial eXperimentS Conceptua”y, existing solutions based on host throtmw
provide encouragement to develop a complete framework. centralized monitoring and work at a very coarse granular-

ity which may cause substantial loss in utilization. Rugnin

them at finer granularity may cause a prohibitive increase in
1 Introduction communication costs.

We map this problem of distributed storage access from

Storage arrays form the backbone of modern data Cen_multiple hosts to flow control in networks. The problem
ters by providing consolidated data access to multiple ap-0f providing coarse grained fairness with high utilization
plications simultaneously. More and more organizations IS, in principle, similar to multiple hosts trying to estitea
are moving towards consolidated Storage using Storagea.vailable bandwidth in the network and trylng to consume
Area Network (SAN) or Network-Attached Storage (NAS) it in a fair manner. The network is like a black box to the
boxes. Easy access from anywhere/anytime’ ease of bachosts, with little or no information about the current state
up, flexibility in allocation and centralized administeati ~ and number of participants. In this paper, we investigate if
are some of the reasons favoring the trend. This trend is fur-latency observed at each host can be used as a reliable indi-
ther fueled by the increase in demand for virtualizatiohtec ~ cator for load at the array and if adjusting number of IOs is-
nology. In most virtualized data centers, multiple servers sued per host (i.e. window size) can provide coarse grained
(hosts) access a single storage array, where each host s ru@irness. We also study the effects of various storage spe-
ning multiple virtual machines. The number of hosts ac- cific issues such as degree of sequentiality, reads vs writes
Cessing one or more |ogica| units (LUNs) ona Storage arraylo size etc., that can lead to variable |atency. Our initial
can vary from 4 to 32 in typical configurations. This con- €xperiments show that it is possible to use average latency
tention at the array for resources such as array Controiier’as an indicator for overload at the array. Further, we notice
cache, buses and disk arms leads to unpredictable 10 comthat controlling queue length of issued I0s at each host is
pletion times. It is often desirable to have proportionate an effective way of providing coarse grained fairness.
allocation of 10 throughput (IOPS) or bandwidth (Bytes/s) One of the assumptions made is that all hosts are using
and contention management among these hosts. the same protocol in order to ensure fairness. This is usu-



ally true in virtualized clusters with multiple hosts rungi ness among hosts. Issue queue lengths should vary dynam-
the same hypervisor and the solution can be built into theically depending on the amount of contention at the array.
hypervisor. A complete implementation of the flow control In principle, queue lengths should increase under low con-
mechanism based on latency estimates and dynamic adagention and decrease under high contention. In an equilib-
tation of queue length per host is under progress and will berium state, the queue lengths should converge to different

presented in a full paper. values for hosts based on their weights. This will allow
hosts to get proportional fairness in presence of contentio
2 System Model Note that we have been talking about 10 operations (queue

slots) instead of Bytes/sec, but one can map each queue slot
Our system shown in Figure 1 consists of a set of con- to a fixed sized IO operation, thereby providing fairness in
solidated servers (hosts) accessing one or more storage voBYtes/s.
umes at the array connected over SAN. Each volume is con-
structed using one or more LUNs and gives the abstraction3  |O Resource M anagement
of a storage device to the host. A virtual machine disk is

represent_ed by a file on one of the volumes. Sln_ce a host |, this section we will present the analogy between flow
runs multiple virtual machines (VMs), the |0 traffic com-  .,hiro1 in networks and distributed storage access by mul-
ing out of the host is the aggregated traffic of all the VMS 56 hosts. We also discuss some of the storage specific
currently doing 10. Each host maintains a set of pending jses that make the adaptation non-trivial. Finally, we ou
I0s at the array, represented byiasue queueThis queue  |ine oy adapted flow control mechanism for storage.
represents the IOs scheduled by the host and currently pend- approach tries to map the problem of distributed
ing at the array; there may be other requests pending at thej,r9e management to flow control in networks. TCP run-
host waiting to be sent to the storage array. Typically the ing ot 5 host tries to do flow control based on two signals
issue queues are per LUN and have a fixed maximum sizey,qn, the network: round trip time (RTT) and packet loss
(e.g. 16 or 32 10s per LUN). probability. RTT is essentially the latency of an 10 request
as seen by the 10 scheduler. Hence this signal can be used
@ @@ Multiple VMs asitis. The second signal is not present for our cRaeket
\ array queue lossis neither common nor something that applications ac-
. ] issue queue cessing data on a disk array are designed to handle. Instead
C°”-°:(')'Sdtated = we plan to use only 10 latency as an indicator of conges-
— tion at the array. Latency higher than a certain threshold
<[> hing [ duction in queue depth. The recently pro-
/ may trigger re q p _ y p
SAN Fabric posed FAST TCP [12] uses packet latency instead of packet
H esue queue Storage Arra Ios_s probability, becguse loss propab|]|ty is too c_ilfﬁdnlt
= y estimate accurately in networks with high bandwidth-delay
products. Similarly, earlier proposals such as RED (random
Figure 1. System Model early detection) [6] also proposed early detection of csnge
tion using information/hints from routers, before a padget
Each host is assigned a weight based on the sum of thdost. In networks, this has the added advantage of avoid-
|0 shares allocated to each VM running on that host. Coarseing retransmissions. We plan to use a similar adaptive ap-
grained fairness implies providing array throughput (I(QPS proach based on average latency to detect the congestion at
in proportion to the hosts’ weights. The desired goals for the array. Other techniques that require support from reute
a flow control mechanism are: (1) provide coarse grained have not been adopted even in networks due to overhead and
fairness or proportionate sharing among hosts, (2) maintai complexity concerns, which is analogous to the current lack
high utilization, and (3) low overhead in terms of per-host Of any support at arrays.
work and inter-host communication. TCP does more than just flow control, and is quite com-
The problem of flow control in this case is determining Plex due to handling of packetloss, acks, retransmissidn an
the maximum number of IOs that a host can keep pend-congestion collapse. Lack of packet loss related compylexit
ing at the array while meeting our goals. A small static makes flow control a little simpler for us, however we need
issue queue length per host in proportion to its weight canto deal with storage-specific issues for latency estimation
provide good fairness but may lead to poor utilization of
the array in underloaded scenarios. For better efficiency3.1 Storage-Specific Issues
(higher utilization) of the array, we would like the issue
gueue lengths to be longer at each host. Hence there is Storage devices are stateful and their throughput can be
a trade-off between high utilization at the array and fair- quite variable, making it challenging and non-trivial taeeus




network-based flow control approaches. We consider three3.2 Control Algorithm
main issues to highlight the differences between storade an
network systems as follows: The control algorithm at a high level will detect over-
Request Location: It is well known that the latency of a load at the array based on average IO latency over a time
request can vary from a fraction of a millisecond to tens of period and adjust the issue queue length (i.e. window size)
milliseconds based on its location compared to the previousat the host. There are two main components: (1) latency
request. Average seek delays for current disks range fromestimation and (2) window size computation. For latency
6 ms to 15 ms, which can cause an order of magnitude dif-estimation, each host maintains a moving average of IO la-
ference in service times. This makes it harder to estimatetency denoted as current average latency (CAL), to smooth
a baseline 10 latency corresponding to the latency with no out the short term variations. This can be done using a well
gueuing delay. Thus a sudden change in average latency oknown Exponentially Weighted Moving Average (EWMA).
ratio of current values to previous average may or may not The degree of weighing past values is determined by a con-
be a signal for overload. Instead, we plan to look at abso-stant smoothing parameterc [0,1]. Letl be the current
lute latency values in comparison to a latency threshold tolatency value; then the formula for computing a moving av-
predict congestion. The assumption is that latency valueserage CAL will be:
during congestion will havgueuing delayas a large com-
ponegt out?/veighing an ingrease %ue tgaworklogd changes CAL(t) = (1 —a) xI+axCALL-1) (1)
(e.g. sequential to random). The variation in latency just ~ Window computation is done using an AIMD (additive
due to workload behavior would get subsumed by the la- increase multiplicative decrease) policy, which has been
tency threshold. shown to be quite stable in behavior. The window estima-
Request type: Write 10s are often completed to the host tion formulais:
once the block is written in the controller's or NVRAM. LATiresh
They are flushed to disk during the destage process. How- W(t+1) = (1—y)w(t)+ y<$°m
. e CAL(t)
ever, read 10s may need to go to disk more often. Similarly,
two requests from a single stream may have widely vary- Herew(t) denotes the window size (issue queue length) at
ing latencies if one hits in the cache and other misses. Intimet, y € [0,1], LAThreshold IS the latency which corre-
certain RAID systems [4] writes may take 4 times longer sponds to zero queuing delay at the array @iigla per-host
than reads due to parity read and update. In general, theparameter. Whenever the average latency increases above
IOs from a single stream may have widely varying responsethe threshold, we will decrease the window size by a mul-
times, thereby affecting the latency estimate. We believetiplicative factor. When the overload subsides, and the la-
that an estimate over a long enough period or a moving av-tency gets smaller thdmATipreshoie Window size will be in-
erage considering a large window should be able to absorkcreased based on current estimate gmebr host. To avoid
such variations and provide a more consistent view. extreme behavior from the control algorithm(t) is lim-
IO Size: In case of storage, the range of sizes is 512 bytes toited bywnax an upper bound. This avoids very long queues
256K or even 1MB for certain recent devices. The estima- at the array, bounding the latency faced by newly activated
tor needs to be aware of changing 10 size in the workload. hosts.
This can be done by computing latency per 4KB instead of ~ The description includes three main parameters: an up-
latency per 10 using a linear model with certain fixed cost per boundwmay the system-widéATinresholg @nd 3. The
(e.g. latency= mxsize+C). Size variance is less of an upper bound can be based on typical values that are used
issue in networks since most packets are broken into MTU for queue length (32 or 64) and the array configuration such
sized chunks (typically 1500 bytes) before transmission. as number of hosts accessing a volume, number of physi-
cal disks in the volume, etc. For latency threshold, we plan
) ) ) . to set it empirically based on the relationship between la-
Essentially, all of these boil down to the issue of esti- (ency and throughput. Our tests show that making the array
mating highly variable latency and using that as a predictor e (e longer than a certain value doesn’t lead to increase in
We need to distinguish between latency changes caused by, rqyghput. User input can also be used to set the threshold,
workload and caused due to the overload at the array. Wepaged on application-specific requirements. Finalig set
believe that some of the varlat|0|j inlO Iatency WO.U|d be ab- y5sed on the weight of the host. It has been shown theoreti-
sorbed by the long term averaging and considering latencycq|\y that the equilibrium value of window size for differen

per Byte instead of per IO request. Also a high enough p,osts will be proportional to the parameter [12].
baseline latency (the desired operating point for the cbntr

algorithm) should provide high utilization in under-loade 4 EXxperimental Evaluation

cases, independent of workload characteristics. Thudthe a

gorithm would most likely operate at a pointwhere a certain  In this section, we want to answer three major questions:
number of 10s are always kept pending. (1) How does average latency vary with changes in work-

W(t)+l3> @)
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Figure 2. Latency observed by a single host with workload cha nges in 10 size, Read % and degree of
sequentiality. First plot has fixed 4 KB 10 size, second plot h as fixed Read% of 100%, and third plot
has fixed sequentiality of 100%. Remaining two parameters ar e varied for each plot.

4

64 140 35 900

Bandwidth —+— Latency —+— VM 1 (fixed=32) —— VM 1 (fixed=32) ——
62 130 30 VM 2 (variable) e 800 [ 1} VM 2 (variable) e
120 700 %
60 110 2 25
100 600 1}

58 90 500
X
400 ,
s 300 ,
50 200 .
52 0 5p x 100

50 30 o L~ 0
1 15 2 25 3 35 4 1 15 2 25 3 35 4 0 5 10 15 20 25 30 35 0 5 10 15 20 25 30 35

Number of hosts Number of Hosts Pending 10 Limit Pending 10 Limit

(a) Overall Bandwidth (MB/s) (b) Overall Avg latency (ms) ) @andwidth per VM (d) Latency per VM
Figure 3. (a) and (b) show the overall bandwidth and latency o bserved by multiple hosts as we in-
crease the number of hosts from 1 to 4. (¢) and (d) show the band width and latency observed by VM
on each host when window size of one of the hosts is varied from 32to 2.

80
70

56

Bandwidth (MB/s)
Bandwidth (MB/s)

54

Average latency (ms)
Average latency (ms)

load? (2) How does average latency vary with overall load The volume under test is only accessed by our workload.
on the array? (3) Can different issue queue lengths per host .

provide differentiated service to them? The first two ques- Fo_r cIarlty, we show latency results for two p_arameters
tions help determine if average latency can be used to detecf! @ ime. Figure 2 shows the average latency (in ms) mea-

. : . d over a 1 second period for a VM with varying (a)
congestion/overload at the storage array. The third cuesti sure L .
determines whether adjusting queue lengths per host is suf—ReaOI % an_d _degree of sequeontlallty, (b) !O size and degrge
ficient to provide coarse grained faimess. of sequentiality and (c) Read% and 10 size. These experi-

We experimented with multiple hosts accessing a storagements indicate that with such extreme changes in workload

array. Each host is running VMware ESX Server 3.5 [17] characteristics, the latency varies between 1.14 ms to 42 ms

and has 2 Intel Xeon 3.0 GHz dual-core cpus, 8 GB of RAM The minimum happens for 4 KB, 100% read and completely

and is attached to a 124 GB storage volume. The volume issequentlal workload. The maximum occurred for 128 K8,

: : , 100% write and 100% random workload. The variance in
hosted on a 10-disk RAID-O0 striped disk group on an EMC X
CLARIION CX3-40 storage array. bandwidth was from 8 MB/s to 177 MB/s. These results

show that both bandwidth and latency can vary 20-30 times
just with the variation in workload. Previous studies [1fh] o
workload characterization have also presented similar re-
sults. Also, Figure 2(c) shows that latencies are typically
First we run a single VM on a host with different work- higher for workloads with a mix of reads/writes compared
loads to see the variance in average latency as reported byo ones dominated by either type of requests. There are two

4.1 Workload Variations

our workload generator and measurement téoieter{1]. main points: (1) Actual value of latency is not very high for

We varied three parameters of the workload: any configuraton and (2) Latency usually increases with an
Reads: 0 to 100% in increments of 20% increase in 10 size. The average latency per Byte is almost
10 size: 4, 32,64 and 128 KB flat or decreasing. This gives us hope that one can detect
Sequentiality: 0 to 100% in increments of 20% overload at the array by using high latency threshold value,

For each of these cases we measured throughput (IOPS}that would most likely be caused by longer array queues
bandwidth (MB/s), average, min and max latency (in ms). rather than just the change in workload.
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Figure 4. Bandwidth/Latency observed VMs when  wpmax= 32for all hosts and when  wpax= 16 for some.

4.2 Host Contention against 8GB virtual disks. Although each VM is keeping 32
IOs pending at all times, we experiment with two different

Next we experimented with multiple hosts going to the NOSt-levelwmay settings: (ajwmax = 32 for all hosts and
same storage array. We increased the number of hosts fronfP) Wmax = 16 set for just hosts 5, 6 and 7. Figure 4 shows
1to 4, where each is sending a workload of 32 KB 10s, 67% the throughput and latency obtained by the VM on each
reads and 70% random. Each host is keeping 64 10s pendhost. We observe that when we s&fax = 16, VMs on
ing at all times. Figure 3(a), (b) show the throughput and Nosts 5, 6 and 7 get aimost half the IOP&X10PS) com-
latency observed by each host with increasing contention atPared to other hostsg5 I0PS) and their latency{80 ms)
the array. This shows that latency increases almost lipearl 1S doubled as compared to other8§0 ms). The latency
with an increase in the number of hosts and throughput staygneasured at the hosts (instead of in the VM) is similar at
almost constant after 2 hosts. This again shows that one call hosts in both the experiments. The overall latency de-
set a latency threshold which the controller will try to main  créases when one or more hosts are throttled. For exam-
tain and beyond a certain queue length the bandwidth is un-€. in the second experiment the overall latency changes
affected. We are currently doing experiments with more from ~470 ms at each host t875 ms at each host when
hosts and variable workloads to see the effect on latencyWmax = 16 forhosts 5, 6, 7.

and throughput. 5 Redated Work

4.3 Effect of Queue Limit Much work has been done towards providing quality of

service in networks as well as storage systems. Many al-

Finally, we experimented with fixed queue lengths per gorithms for QoS in routers have been proposed [2, 5, 7].
host to see the granularity of fairness provided. QueueThese algorithms are variants of generalized processor sha
lengths are a very coarse grained way to provide differenti-ing and can only be applied in centralized settings where
ated service. For this we varied the parameigsy (Mmax- request arrival and release is under control of these algo-
imum window size) at hosts to see the effect of through- rithms. Stoica et al. [16] have proposed QoS mechanisms
put observed by hosts and overall fairness among differentbased on a stateless core, where only edge routers need to
hosts. We experimented with two hosts, where each host iskeep per flow state and core routers can provide fair queuing
running one VM with typical load of 16 KB I0s, 67% reads without keeping any state. This again relies at least on edge
and with 70% random IOs and 32 pending IOs at all times. routers and some light weight support from core routers. In
Figure 3(c), (d) shows the bandwidths and latency observedhe absence of all these mechanisms, TCP has been serving
by VMs at two hosts when the first host has a queue lengthus quite well both in terms of flow control and congestion
of 32 and the queue length for the other host is varied from avoidance. Commonly used variants of TCP (TCP-Reno,
2 to 32. We computed the degree of fairness based on vari-TCP-Vegas) use per flow (source-destination pair) informa-
ance from ideal weights and observed that fairness is quitetion such agstimated round trip time (RT Bndpacket loss
acceptable and almost constant for different values ofgueu at each host to adapt the overall window size to network
length. conditions. Other variants (RED [6]) have also been pro-

We also experimented with a larger number of hosts ac- posed that again require some support from routers in terms
cessing a 400 GB volume on a 5-disk RAID-5 disk group on of congestion signals. FAST-TCP [12] provides a purely
the same array. The seven hosts in this experiment are eactatency based approach to improving TCP’s throughput in
running one VM. The VMs are running a workload with high bandwidth-delay product networks. In this paper we
32 KB 10s, 67% reads, 70% random with 32 IOs pending adapt some of the techniques used by TCP and its variants
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