Best Practices for the HP EVA Array using
VMware vCenter Site Recovery Manager
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Introduction

VMware deployments are increasingly being used for missiorcritical applications. In response to this trend,
VMware delivered VMware vCenter Site Recovery Manager, which works in conjunction with storage array
replication software to construct, manage, mantain, test, and execute a fully automated disaster recovery
plan for VMware virtual machines and their data.

This paper describes a set of detailed best practices to plan, setup, deploy, and operate a remote copy
infrastructure using Site Recovery Managein conjunction with HP StorageWorks Continuous Access EVA
Software and the HP EVA Storage Replication Adapter. A building block approach is used to design the
complete solution, providing a stepby-step set of best practices to deploy the requisite techinal components
from VMware and HP, showing the relationships and interdependencies.

The following fundamental deployment issues that this paper addresses are as follows:

1 Operating VMware virtual machines with Continuous Access EVA

1 Deploying representativeworkloads in remote copied VMs comprised of various industry applications,
such as Microsoft Exchange, Microsoft SQL server, and File and Print services.

1 Creating a representative workflow (recovery plan) that failsover various sets of VMs to the recover site
1 Operating the workflow in a test scenario
1 Operating the workflow for a full failover

Developing best practices and providing steps to show how to properly failback from the recovery site to
the protected site

The methods and best practices describe in following sections are designed to facilitate both the
productive planning and the timely deployment of a fully automated disaster recovery plan, using Site
Recovery Manager in conjunction with a combination of HP cClass Blades and EVA arrays using
Continuous Access. The following guidelines and best practices ensure these benefits:

1 Proper configuration and deployment of the entire environment, including the VMware environment, the
HP Blade Servers, the EVA Disk Array, and the EVA Site Recovery Adapte

1 Predictable performance characteristics
1 Ease of operation, including tips for how to properly interface HP technology with VMware technology.

Use these best practices to accelerate time to deployment, while reducing risks and minimizing total costs.



HP StorageWorks Continuous Access EVA

Continuous Access EVA is a feature of the Enterprise Virtual Array (EVA) that allows data replication
between two or more EVAs. This section describes some basic Continuous Access EVA terminology,
concepts, and features The following topics are discussed.

1 Data replication

9 Copy sets

1 Data replication (DR) groups
1 Log disk

9 Failover

Data replication

Data replication with Continuous Access EVA is hoghdependent and supports various interconnection
technologies, such as Fire Channel over IP (FCIP) and Fibre Channel. Additionally, the EVA also supports
bidirectional replication. When a storage system contains both source virtual disks (Vdisks) and destination
Vdisks, it is bidirectional. A given storage system can have a bdirectional data replication relationship with
only one other storage system, and an individual Vdisk can have a unidirectionafeplicating relationship
with only one other Vdisk. Continuous Access EVA enables data replication between all models of the EVA
family. Continuous Access EVA can replicate data synchronously and asynchronously between source and
destination arrays. Data replication between sites is most widely used when creating a true disastdolerant
data center as described in this document.  can also migrate data between two EVA arrays or provide an
alternative method for performing backups.

DR groups and copy sets

A copy set is a generic term for a replicated Vdisk. A data replication (DR) group is comprised of copy sets
(replicated Vdisks). Each DR group acts as a consistency groupall of its member Vdisks replicate to the
same destination EVA, failover together, peserve write order across members, and share a write history
log. Therefore, a DR group is the primary level of Continuous Access management.

Write history log (log disk)

The DR group has storage allocated on demand for its write history log (WHL). The WL collects hosts write
commands and data if access to the destination storage system is unavailable. When the connection is re
established, the content of the WHL is written to the destination Vdisk for quick resynchronization. Log
writes occur in the sane order that the host writes occurred, this process is called merging.

Continuous Access failover

The recovery process whereby one or more DR group switches over to its backup is called a failover. The
process can be planned or unplanned. A planned failover allows an orderly shutdown of the attached hosts
and the EVA controllers before the redundant system takes over. An unplanned failover occurs when a
failure or outage occurs that may not allow an orderly transition of roles.



Solution Scope

Building an effective disaster tolerant solution can often be a very complex and time consuming task.
Furthermore most disaster tolerant solutions, implemented at customer sites, are often untested and may fail
to protect customers when failure occurs. Depending orthe data center solution or application, the recovery
point objective and recovery time objective may differ from customer to customer. Any disaster tolerant
solution must be able to accommodate both planned and unplanned downtime.

Planned downtime

Planred downtime is a result of equipment of software maintenance that is disruptive to system operation
and usually cannot be avoided with a currently installed system design. In general, planned downtime is the
result of some logical, managemeninitiated event.

Unplanned downtime

Unplanned downtime results from a natural disaster, environmental anomaly or sudden hardware or
software failure and may impact an entire site. HP StorageWorks Continuous Access EVA and VMware
vCenter Site Recovery Manager offer anideal solution, allowing you to move your data and secure your
mission critical applications to a safe offsite data center, away from harm.

This case study demonstrates a disastéolerant solution between two data centers in a campus or
metropolitan area. In this scenario, the data centers are merged through a shared dual redundant storage
area network (SAN) (seeFigure 1). EVA 1 and EVA 2 are connected through the shared SAN and data
replicated synchronously with Continuous Access.



Figure 1. Configuration diagram

In this configuration, the VMware ESX servers can be clustered so that failures of a single ESX host only
require that VMs be restarted on another host in the same datacenter. For more information about VMware
High Availability (HA) see the VMware HA Concepts, Implementation and Best Practicew/hite paper.

Failures of an EVA array require a failover of Continuous Access DR groups and a restart of the VMs in the
other data center. These operations are handled by VMware vCenter Site Recovery Manager. This solution
supports active/active replication by which each data center backs up the other. Both sides are protected
and recovery data centers.

Our disaster recovery objectives are defined as follows:

1 Recovery Point Objective: Low
1 Recovery Time Objective: Medium

Low=0 to seconds
Medium=minute to half hour
High=half hour to several hours


http://www.vmware.com/files/pdf/VMwareHA_twp.pdf

Software and hardware configuration

The following software and hardware components are used in this case study.
Software

1 VMware ESX server 3.5 U4

1 VMware vCenter 2.5 U4

1 VMware vCenter Site Recovery Manager 1.0 U1

1 HP Site Recovery Adapter for EVA 1.01

9 HP StorageWorks Command View EVA 8.0.1 or 9.1

Hardware

1 HP StorageWorks Enterprise Virtual Array, configured with:
0 HP Fibre Channel (FC) Drives
o HP StorageWorks Continuous Access
o HP StorageWorks Business Copy
1 HP ProLiant B430c and BL460c Servers
1 Brocade 4/24 Storage Area Network (SAN) Switch for HP ¢ -Class BladeSystem
1 Cisco Catalyst Blade Switch 3020 for HP cClass BladeSystem

Configuration details

VMware vCenter Server setup

1 Set up vCenter Server at each site

1 Create a single data center in each instance of vCenter Server
1 Add the local hosts to this data center

Basic VMware ESX Server installation

Follow your best practices for installing and configuring VMware Infrastructure 3. The ESX host can either
boot from local disks or from the SAN.

SAN switch zoning

Configure zoning in a way that all ESX servers for a given data center see only the local EVA. When
zoning is properly configured, ESX servers (esx11, esx12) in Data Center A have access to the local
storage (EVA 1) in Data Center A, and ESX servers (esx21, esx22) in Data Center B have access to the
local storage (EVA 2) in Data Center B.

Just as you would do in other environments, follow the SAN best practices. HP implements a best practice to
create separate sinde initiator/single target zones. (For example, limit the creation of two zones per ESX
Cluster in each fabric, as shown inFigure 2). This configuraton provides a shared SAN environment in

which the FC switch from Data Center A and Data Center B are merged through inteswitch links (ISL) into
one SAN. For more information about zoning and SAN design considerations, see theHP SAN design

reference guide


http://bizsupport.austin.hp.com/bc/docs/support/SupportManual/c00403562/c00403562.pdf
http://bizsupport.austin.hp.com/bc/docs/support/SupportManual/c00403562/c00403562.pdf

Figure 2. Zoning example
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SAN switch settings for Continuous Access

We used the following fabric Brocade Switch settings, which are based on rules detailed in the SAN design
guide and the HP StorageWorksHP StorageWorks Continuous Access EVA Implementation Guide

1 aptpolicy 1 to set portbased routing policy
1 iodset to guarantee in-order delivery
1 disreset  to disable dynamic path selection

Configure EVAs at source and destination sites
Planning EVA disk groups

Planning the necessary disk groups to meet your 1/O requirements shdd be done when configuring the
array. See the HP StorageWorks Enterprise Virtual Array configuration best practicesvhite paper for
recommendations on configuring the array properly.

Determining the number of disks in a disk group

Performance and capacity are the most important factors when designing a storage solution, because they
drive the number of physical disks required for the solution. Performance is a function of how quickly a
transaction can be completed by the storage system. For transactional applications like MS Exchange 2007
or SQL server, which typically generate small block random IOPs, a goal of 20 ms is used for database
reads and writes, while 10 ms is used for log writes. See theHP Best practices for deploying an Exchange
2007 environment using VMware ESX 3.5 white paper for recommendations on configuring Microsoft
Exchange 2007 and the EVA array properly.

Determining how many spindles are required for random access performance begins with understanding
the following workload characteristics.

1 The total IOPs required by the applications

1 The Read/Write ratios (for example, 1:1 for Exchange 2007 and about 2:1 for a generic OLTP
application on SQL Server 2008)

These characteristics must then be matched with the raw performance of the physical disks that are being
used (for example, 170 IOPS per 15 K RPM disk or 125 IOPS per10 K RPM disk with small bbck random
workloads) and the desired RAID protection.


http://h20000.www2.hp.com/bc/docs/support/SupportManual/c01800459/c01800459.pdf
http://h20195.www2.hp.com/v2/GetPDF.aspx/4AA1-4202ENW.pdf
http://h71028.www7.hp.com/ERC/downloads/4AA1-9893ENW.pdf
http://h71028.www7.hp.com/ERC/downloads/4AA1-9893ENW.pdf

To determine the number of spindles required for performance, the following simple formula can be used:

(Total IOPs * RAID penalty * write %) + (Total IOPs * read %)
Raw performance of the disk drive

Number of drives needed =

The RAID penalty represents the I/O overhead associated with a RAID level; that is, the number of I/Os to
the physical disks incurred by a write operation coming in from a host. Table 1 lists the penalties for every
supported RAID level on the EVA.

Tablel. RAIDlevel penalties

Raid Level 1/0 Penalty
RAID 0 1
RAID 1 2
RAID 5 4
RAID 6 6

Note: When data is replicated remotely, application performance is not
necessarily improved by increasing the number of disks in a disk group, because
response time for application writes includes the time for replication. In
synchronous mode, performancewill likely be limited by replication before it is
limited by the number of disks.

Note: Sequential access (read or write) is limited by the pedisk performance
rather than by the number of disks in the disk group. Consider approx 10 MB/s
per physical disk.

EVA disk group capacity planning

After determining the amount of capacity needed for the virtual machines operating system files and data, it
is important to understand how much formatted capacity you will get from a physical drive and what RAID
overhead will be applied to the group of di sks. In the industry, disk drive capacity is expressed and
advertised using the decimal representation. This is a source of much confusion since most software
including operating systems or the EVA firmware use a binary representation. For example a 300 GRlisk
once configured in the EVA has a formatted capacity expressed in binary terms of only 279.39 GB or
approximately 7% difference.

The EVA uses active sparing for data protection. The spare space for disk failure protection is actually
spread across the entire disk group. This provides instant availability to the EVA to transfer data and rebuild
a failed drive. Doing so ensures that there is always enough available capacity and no possibility that the
disk spare could go bad, leaving you without protection. The sparing capacity equates to two times the
largest hard drive in the disk group for single sparing and four times for double sparing.

The following formula is used to determine the number of physical disks needed to deliver the required
capacity.

Data Size + (Data Size* Raid overhead)
Formatted Capacity

Number of drives needed = + Sparing Capacity



For example, a disk group configuration using 300 GB drives, single sparing, and Vraid 5 for a total
estimated VM disk space of 8 TB breaks down adollows:

8000GB PA™ + (8000GB * .20 Vrad®)
279.39 GB

Number of drives needed = + 558.78GB SPARING= 37 Djisks

Note: It is a best practice to round up the produce of the performance or capacity
sizing formulas to a multiple of 8 disks

Planning for DRgroup write history log (WHL)

The DR group WHL is a virtual disk that stores a DR group host write data. The log is automatically created
when you create the DR group. Once the log is created, it cannot be moved. You must plan for the
additional disk capacity required for each DR group WHL. For more information on DR group log size, see
the HP StorageWorks Continuous Access EVA Implementation Guide

Determining thenumber of disk groups
To determine if the default disk group will meet your remote replication needs, consider the following:

9 Separate disk groups can help ensure that data is recoverable if a disk group fails. However, multiple
disk groups result in a sightly higher cost of ownership and potentially lower performance.

1 In general, distributing the workload across the greatest number of disks in a single disk group provides
the best performance. However, separate disk groups can improve performance for sagential workloads
such as database logs and rich content.

1 Disk groups must provide sufficient free space for snapshots and snapclones (if used), and for Continuous
Access DR group WHLs.

Configure DR groups in HP Command View

1 On the source EVA, create oneor more DR group(s) for all existing ESX Vdisks. Multiple groups should be
created to balance the replication load between EVA controllers and Fabric ISLs.

1 Leave the default Synchronous write mode and Destination Hosts Access settings at = None

1 On the destination EVA (for this test, EVA 2), present all protected Vdisks to the recovery ESX host(s) with
the same LUN IDs as are on the source EVA 1.

1 Repeat the above actions to configure the EVA array in the remote data center if you are configuring
bidirectional replication.

VMware vCenter Site Recovery Manager and Continuous Access EVA

Setting up the Storage Replication Adapter and Command View EVA

VMware vCenter Site Recovery Manager controls and orchestrates failover and test operations on the ray
thru a software component called the Storage Replication Adapter (SRA).

The HP StorageWorks Command View EVA Software suite is required to manage and configure EVA
arrays. It provides centralized management, provisioning, health monitoring, and contrd of EVA in a SAN.
The EVA Storage Replication Adapter (EVA SRA) provides the communication layer between Site Recovery
Manager and Command View EVA.

The EVA SRA must be installed on both the local (protected) server and the remote (recovery) Site Recgver
Manager servers. For instructions, see thélP StorageWorks EVA Virtualization SRM Adapter adminigator
quide. It is recommended to deploy the Site Recovery Manager server and vCenter server components into
separate machines. However, with small environments (typically less than 40 VMs), the Site Recovery
Manager server and vCenter server can reside #dongside on the same machine. Similarly, they can share

the same SQL or Oracle server instance to house their backend databases. The communication between the
Site Recovery Manager Array Manager and the EVA arrays is oubfband using an SSL network connetion

9



http://h20000.www2.hp.com/bc/docs/support/SupportManual/c01800459/c01800459.pdf
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&taskId=120&prodSeriesId=499896&prodTypeId=18964&objectID=c01493772
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&taskId=120&prodSeriesId=499896&prodTypeId=18964&objectID=c01493772

to the Command View server; therefore the Site Recovery Manager server and the HP EVA SRA can be
installed either on a physical machine or on a virtual machine.

Note: When using a firewall between the Site Recovery Manager servers and
Command View sewers, ensure that TCP port 2372 is enabled. This is the default
communication port of Command View EVA.

There can be multiple Command View instances in an environment for the purposes of fault tolerance or
load balancing. However, there can only be one Command View instance actively managing a given EVA
array at any time. Any instance that is not currently actively managing an EVA is considered a passive
instance of Command View. A passive instance cannot be used to manage the array without a
management roke change. This can create a situation where the only Command View server available to
Site Recovery Manager is a passive instance. Fortunately, Site Recovery Manager supports multiple Array
Manager (SRA instance). EVA SRA 1.01 can automatically activate gassive CV instance. Automatic
activation is enabled for failover in test or recovery mode only. However, other Array Manager functions,
such as the array identification and LUN inventory, do not trigger an automatic activation. For this reason,
the EVA SR must be configured to use network addresses and credentials for both Command View
servers. Addresses, user names, and passwords must be entered without spaces. Each entry must be
separated with a semicolon (;).

For example:

i Storage Manager Address: addressl1;address2
1 Username: usernamel;username2
9 Password: passwordl;password?2

To configure Site Recovery Manager to use HP EVA Virtualization Adapter with the Array Manager, open
the Add Array Manager window, enter the Command View addresses, usernames, andpasswords in the
entry fields without spaces, and separate each entry with a semicolon (;)Figure 3 and Figure 4 show
screenshots of the Array Manager window.
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Figure 3. Protected Site Array Manager configuration

Figure 4. Recovery Side Array Manager configuration
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