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Executive Summary
Information informs patient care. With more-accurate data, caregivers can facilitate better outcomes, faster. 
In its 2013 Top 10 Predictions, IDC Health Insights asserts that “advanced diagnostics and analytics [will] begin 
to deliver value at the bedside” and that “by putting usable information directly in the hands of physicians at 
the point of care, it is becoming possible to determine which discovery insights can directly help improve 
patient outcomes today.” Yet—as healthcare organizations move from being volume-based to value-based 
businesses—realizing this vision is possible only if care systems are effectively managed to streamline 
complexity and support big data. 

Just as powerful analytics today inform better healthcare outcomes, so can they help your IT organization 
increase the health of underlying systems and computing infrastructure. The right care systems analytics 
solution can ensure that your most critical patient-care applications are always available and performing, so 
that you can deliver high-quality care and your hospital can avoid brand-damaging events. With analytics, 
you can assess the health and risk of your dynamic healthcare IT infrastructure, maintaining and restoring 
service levels—even if service-impacting events occur—all while continuously optimizing operations for 
efficiency and cost. By increasing the uptime of your patient-care systems, the insights drawn from the 
analytics can improve your ability to provide better patient care.

Automating analysis of IT infrastructure can provide tremendous cost, quality and care-delivery advantages  
to your healthcare organization. No company is better positioned than VMware to provide care systems 
analytics throughout the entire healthcare IT environment. As the global leader in virtualization and cloud 
infrastructure—with more than 480,000 customers and 55,000 partners—VMware delivers new levels of 
automation, analytics and intelligent policy management to help modernize and improve your healthcare  
IT architecture.
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What You Know Can Make All the Difference
Patient safety relies on fast, reliable, easy and ubiquitous access to care systems and data. Moreover, 
always-on access to digital care systems is now part of the implicit care contract between patients and 
IT—and it is required to avoid penalties outlined in American Recovery and Reinvestment Act (ARRA) and 
Health Information Technology for Economic and Clinical Health (HITECH) Act provisions. But do you know 
how your multimillion-dollar electronic medical record (EMR) investment is performing? Can you easily 
assess the health of your wide range of critical patient-care systems? Have you identified where you can 
make efficiency improvements? Have you accurately assessed system-level IT risks—and if so, are you able  
to quickly remediate issues before they affect clinical care? With VMware vCloud® for Healthcare, you can. 

vCloud for Healthcare is an integrated solution that supports the entire IT care environment—from point-of-
care applications to the most critical patient-care and health information systems (see Figure 1). It is the industry’s 
first end-to-end patient-care cloud-computing platform that includes everything a healthcare IT organization 
needs to build and manage an agile, reliable and compliant virtual and cloud infrastructure. vCloud for Healthcare 
can offer significant value, including cost savings, improved performance and greater compliance, to 
hospitals of all sizes.

As your healthcare organization moves from paper to digital, the powerful operational management 
capabilities included in vCloud for Healthcare, which are highlighted in this paper, enable onsite and cloud-
based systems to remain operational—day and night. Studies show that one minute of downtime costs a 
500-bed hospital USD $264 per minute or $15,840 per hour.1 These costs arise from time spent scheduling 
and documenting, as well as lost potential revenue. The solution is to better monitor new electronic processes 
and procedures mandated by meaningful-use standards. Based on proven VMware vCenter™ Operations 
Manager™ software, the VMware care systems analytics solution monitors and measures health, risk and 
efficiency across heterogeneous and hybrid cloud infrastructure and applications. 

Figure 1 . Transform the Cost, Quality and Delivery of Patient Care While Enabling Proactive Compliance for the Cloud

1 Healthcare Informatics. “The Toll of Downtime: A Study Calculates the Time and Money Lost when Automated Systems Go Down,” Anderson, M.,  
April 2002
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The solution then presents that information in an easy-to-read and easy-to-interpret dashboard (see Figure 2) 
so that you can

•	Understand	and	improve	infrastructure	and	application	health	to	dramatically	improve	system	uptime	

•	Manage	compliance	and	mitigate	risk	through	automated	identification,	system	configuration	audit	and	
remediation of issues before they affect caregivers and end users 

•	Define	and	improve	efficiency	by	automating	operations	across	physical,	virtual	and	cloud	environments,	
removing finger-pointing among teams

Understand and Improve Infrastructure and Application Health
By leveraging vCenter Operations Manager capabilities, the VMware care systems analytics solution can help 
you increase the uptime of your most critical patient-care applications and services. The solution can help 
diagnose the health of your care systems infrastructure and reduce the time it takes to resolve application 
and infrastructure issues. The patented analytics engine learns the system’s behavior, including the peaks 
and valleys in performance and system load that might be attributed, for example, to nursing-shift changes 
and midnight batch procedures. The software does not require static thresholds to be setup for the metrics 
measured. Instead, the dynamic thresholds and “smart alerting” capabilities significantly reduce the false 
positives and help in quickly diagnosing root cause. The solution can also show the dependencies among 
applications and their components, as well as the downstream effects when one system is affected. It can 
even compare an application’s current health to its health over the last few hours—or even days. 

Figure 2 . View Health, Risk and Efficiency Metrics in the Solution Dashboard
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One of the solution’s most powerful features is its extensibility. It can quickly correlate millions of metrics  
from many sources—both infrastructure (network, storage, compute) and applications—to provide an 
intuitive view of your care system’s health, risk and efficiency. The VMware care systems analytics solution 
can analyze data from other systems—such as your EMR, Radiology Information System/Picture Archiving 
and Communication System (RIS/PACS), and computerized physician order entry system (CPOE)—to 
provide even more-detailed views. The solution can leverage your existing investments in other monitoring 
tools—by ingesting and correlating their data—as well as provide visibility and management of physical data 
center elements, such as storage and network devices via adapters. Because the solution is customizable to 
meet your unique IT needs, VMware services and partners can help you easily build EMR adapters and 
dashboards. These adapters can pull application-specific information for those specific EMRs, including 
provider-specific workflow information and database metrics. 

Traditionally, healthcare IT has tried to solve operational issues by setting metrics thresholds and writing 
rules that filter events, but this approach has met with limited success. In contrast, the VMware solution 
provides patented analytics that can aggregate and correlate performance data from all VMware and third-
party monitoring systems (see Figure 3) to help improve quality of service and reduce both operational and 
capital expenses. The system learns the normal behavior of your infrastructure and applications and automatically 
sets dynamic performance thresholds for more-intelligent alerting, proactive intervention and rapid problem 
resolution. These “smart alerts” enable you to proactively resolve the root cause of a given issue before 
caregivers and other end users are affected. With the VMware solution, you can stop reacting to thousands  
of alerts per day and instead anticipate business needs. 

Nearly every healthcare organization is dealing with growing heterogeneous pools of infrastructure that 
have evolved from previous IT investment decisions, adoption of public clouds (e.g., Amazon Web Services) 
by developers and line-of-business owners, and mergers and acquisitions. Using the highly automated and 
integrated analytics platform and operations console for hybrid clouds from VMware, you can gain visibility  
into multiple clouds—including virtual machines running on a private cloud, a VMware enabled public cloud  
or Amazon Web Services—to help detect, diagnose and remediate performance problems.

Figure 3 . Get Analytics-Based Views into Heterogeneous and Hybrid Cloud Environments
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A single “cloud console” dashboard provides complete visibility into the health of workloads running across 
multiple clouds. The dashboard highlights metrics that are acting abnormally and overlays interrelated 
performance, capacity and configuration data. Issues display in red, while all systems operating normally 
appear green, enabling your organization to quickly see and triage critical situations. Heat maps show the 
health of virtual machines that comprise a service or pertain to a virtual datacenter (see Figure 4). Drilling 
into a performance issue (e.g., faults, lack of capacity, or configuration drift) can help you isolate potential 
root causes, gaining actionable recommendations for solving performance issues that arise.

The VMware solution also gives you comprehensive visibility into physical hardware resources, operating 
systems—including Windows, Linux and UNIX—and business-critical applications from Microsoft and Oracle. 
With this data, you can automatically correlate infrastructure and application performance and health across 
multicloud, multiplatform environments to better understand the source of a problem. 

Manage Compliance and Mitigate Risk
For healthcare IT, meeting regulatory standards remains a difficult, expensive and arduous—and sometimes 
even error-prone—process. However, noncompliance can be even more costly if fines are levied or customer 
confidence is lost. For example, when the Health Insurance Portability and Accountability Act (HIPAA) rules 
were updated in 2009 by a section of ARRA titled the HITECH Act, major changes included increasing financial 
penalties, broader definition of scope for compliance (e.g., Business Associate Agreement) and a breach 
disclosure requirement for any incident involving more than 500 patients. Since the rules were finalized and 
a specific body has been providing oversight, many expensive, high-profile fines have been assessed.2

Leveraging out-of-the-box templates, the VMware solution helps increase the visibility of the compliance posture 
of your virtual and cloud infrastructure and applications with regulatory requirements, industry and corporate 
standards, and security best practices. It automatically assesses and reports on system configuration 

Figure 4 . Health Weather Maps Pinpoint Issues in One or Many Services

2 More information about HIPAA breaches, rules, fines and affected providers can be found on the U.S. Department of Health and Human Services 
Web site.
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compliance status—as well as tracks planned or unplanned configuration changes—across virtual, physical and 
cloud environments. When issues are revealed, the solution can provide in-context, single-click remediation 
of noncompliant configurations.

A compliance badge helps healthcare IT monitor configuration compliance from within the primary operations 
console at all levels of the infrastructure—from individual virtual machines to the entire managed heterogeneous 
IT infrastructure. The badge calculates an enhanced risk score that takes into account both capacity and 
configuration data, applying severity levels to indicate risk (see Figure 5).

The VMware solution can also help you govern compliance across multiple hybrid clouds. You can create 
dedicated policies and templates for internal guidelines or industry regulations for each cloud and can collect 
data for operating-system instances from all clouds. Then, using the VMware solution, you can track and receive 
detailed compliance reports against these policies.

Figure 5 . Assess Compliance Status with Overall Risk Calculated Across Multiple Clouds
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Define and Improve Efficiency
Within healthcare data centers, many virtual machines are overprovisioned, idle or even powered off, which 
can incur unnecessary cost to your hospital. Effective capacity management helps match the right quantity of 
resources with workload demand to maintain service performance while eliminating overhead costs and 
waste. The VMware solution’s dashboard enables you to understand performance in the context of capacity. 

The dashboard shows resource consumption—CPU, memory, storage and networking—so that IT teams can 
rightsize virtual machines to help reduce cost. To further improve efficiencies, advanced capacity analytics 
enable your administrators to optimize machine density. The solution also identifies idle virtual machines and 
automates their reclamation so your IT team can avoid unintended permanency and virtual-machine sprawl.  
The solution can learn the behavior of your environment and rightsize it accordingly. This can be key for 
future sizing and performance evaluation. Powerful capacity modeling with what-if scenarios empower you to 
optimize infrastructure spending, balancing cost with performance and risk.

Balance is critical because today’s dynamic IT environments require that multiple teams share data, processes  
and tools, and that management disciplines be better aligned. The VMware solution can help improve the 
effectiveness and efficiency of your disparate IT teams and processes. Through powerful analytics, your entire 
organization can gain a holistic view of all infrastructure, increasing collaboration among teams with a real-time 
understanding of how to manage health, capacity and configuration issues and risks. By dramatically simplifying 
and automating management throughout the environment, your IT teams can be more proactive as they ensure 
optimal system performance. 

Because the VMware solution correlates issues with workload, faults, capacity and more—in the converged 
storage, network and server domains across virtual and physical infrastructure—your teams can gain role-
based views of health, risk and efficiency throughout the entire IT environment. For example, your healthcare 
IT administrator can be alerted to a performance problem with a smart alert from the dashboard. Drilling 
down, the administrator can isolate the cause as insufficient capacity. To resolve the issue, your virtual 
infrastructure administrator can then use VMware capacity-management capabilities to determine how to 
resize your environment based on demand and model the environment to avoid capacity issues in the future. 

Similarly, the discovery and mapping capabilities in the solution can enable better collaboration between 
your infrastructure and application support teams by providing accurate, up-to-date views of applications 
and the supporting virtual infrastructure elements, as well as their dependencies. These application 
topologies facilitate security enforcement and disaster recovery, and they accelerate problem resolution by 
improving understanding of the application impact of infrastructure issues. 

With the solution, your organization can gain a single solution for monitoring and managing both infrastructure 
and applications across multicloud, multiplatform environments. This integration automates the correlation of 
infrastructure and application health to proactively identify performance problems and accelerate identification of 
root cause. In this way, the solution provides the right level of application awareness for infrastructure teams 
and infrastructure awareness for application owners to maintain service-level agreements and meet 
end-user expectations.

For example, if your operations administrator notices an alert with a particular set of virtual machines comprising 
a critical healthcare application, he or she can use the solution to drill down into the issue. The administrator may 
notice that the application’s Oracle database is having memory issues. Quickly understanding it is an application 
issue, the administrator can hand the issue over to the Oracle database administrator.

Lower CapEx and OpEx
Two recent studies show that VMware solutions are achieving demonstrable value for customers by lowering 
OpEx through automation and reducing CapEx through optimized resource utilization. A Management 
Insights customer survey found that organizations that deployed and began using vCenter Operations 
Manager, the foundation for the VMware care systems analytics solution, realized nearly double the 
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significant cost savings of using VMware vSphere® alone—particularly in the areas of server consolidation, 
capacity utilization and infrastructure availability.3 A Forrester study of large VMware customers similarly 
showed significant savings, with a decline in resource consumption of 30 percent and an increase in IT 
productivity of 69 percent in key processes such as performance, incident, configuration, and patch and 
compliance management.4

Adopt One Solution for Better Outcomes
Through server consolidation, healthcare IT has reduced costs. Yet cost reduction alone does not advance 
patient care. Cost reduction enabled by IT analytics and automation can improve patient care. It can enhance 
the bottom line and enable your IT staff to be more productive—all at a pace that is right for your organization. 
With the greater visibility, control and proactive management of the VMware care systems analytics solution, 
you can keep critical patient-care applications up and running while your healthcare IT staff shifts from 
performing maintenance tasks to driving innovation.

In the same way that analytics help support better patient health, IT system analytics help increase IT system 
health. Effective problem identification and remediation of healthcare IT systems can improve service levels, 
reduce operational and capital expenses, and produce better performance outcomes. The VMware care 
systems analytics solution works together with your organization’s existing valuable care applications and 
multicloud, multiplatform infrastructure to help you transform the cost, quality and delivery of patient care. 

To learn more about the VMware care systems analytics solution in vCloud for Healthcare, contact VMware  
at (877) 4-VMWARE or (650) 427-5000, or visit http://www.vmware.com/go/healthcare.

3 Management Insights, “Quantifying the Incremental Value of vCenter Operations Management Suite for vSphere Customers,” September 2012.

4 Forrester. “TEI Study of VMware vCenter Operations Manager,” August 2012.
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