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1   Introduction 

1.1   Dell Mobile Clinical Computing  
Health care professionals are required to interact with various end point devices or workstations to 
access a range of medical applications that may be hosted in the back end on a single server or 
multiple servers. Interaction with these workstations is challenging because workstations may not 
have all of the necessary applications. Users may have to wait in line to use a specific workstation 
on which a needed application is installed. Furthermore, security and HIPAA compliance 
requirements may stipulate that users provide login credentials for each application that is 
accessed, then exit from each application and log off the system when finished. These processes 
are cumbersome and time consuming, and the log off process may be overlooked altogether. The 
technical solution, addressing these issues, mitigates the following key challenges: 

• Limit the amount of time spent by caregivers on searching available workstations or 
accessing applications 

• Provide a single sign-on instance that the caregiver can use to authenticate seamlessly 
against multiple applications 

• Provide quick and secure access to patient information on-demand using proximity and/or 
biometric authentication methods 

• Limit the time spent by IT staff managing client systems in their environment 

 

Dell’s Mobile Clinical Computing Solution (MCC) provides Health Care professionals flexible 
computing enhancements such as increased security, on-demand access to applications and 
information, the ability to stay connected while roaming, 24x7 availability, and increased 
computing power. The key benefits of these features address these professionals’ business 
challenges. 

• Delivery of the correct resources quickly, on-demand, regardless of location or device 

• Acceleration of user access via ID badges, fingerprint biometrics, and smartcards, where 
credentials are governed by IT role-based access definitions 

• Seamless and time-bound transfer of session credentials and user data from one 
workstation logon instance to another supported via the badge or fingerprint login, 
allowing users to retain session state on a different device 

• Seamless redirect of print jobs to the printer most proximate to the user’s terminal 

• Auto-launch of applications defined per user profile 

• Single sign-on capability applications removing the need for users to remember or input 
multiple different passwords 

• Customization of desktop environment per user profile 

• Solution compliance with health care standards, HIPAA, hospital rules, and regulations 

• User ease of use 
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1.2   MCC an AlwaysOn Point of Care Solution 
Digitized medical records can reduce medical errors, improve patient safety and produce better 
clinical outcomes—but if the caregiver cannot access the Electronic Medical Record (EMR) system 
because their datacenter is down, the consequences can be serious. When electronic devices 
replace paper charts and physician prescription pads, the reliability, availability and security of the 
underlying system delivering clinical workspaces becomes critical.  

That is why modernization of the point-of-care desktop has become an urgent priority for hospital 
IT professionals as well as hospital caregivers. Desktops and patient care applications must be 
immediately accessible and available to caregivers even in the event of site failures and outages.  

Dell Mobile Clinical Computing and VMware have a solution. The Dell Mobile Clinical Computing – 
VMware® AlwaysOn Point of Care™ solution provides an innovative virtualization architecture 
solution for the specific application access and stringent security requirements of medical 
organizations.  By virtualizing desktops VMware View™ and hosting them on VMware vSphere™, a 
key component of Dell’s Mobile Clinical Computing architecture, and using this validated 
architectural design, healthcare organizations can now have unparalleled desktop and application 
reliability and availability – and secure  rapid access from virtually any device. The caregiver can 
rapidly and securely access into their desktop and application workspace by tapping a proximity 
card, swiping their finger on a biometric device or entering their username and password and they 
will be immediately presented with their clinical desktop so they can resume caring for patients.   
The MCC validated VMware AlwaysOn Point of Care solution architecture allows clinicians and 
staff to achieve the continuous level of availability they demand. In a typical IT environment, only 
the production environment is backed up. But by having an Active-Active desktop environment 
running identical desktop images, even if there is a failure at the primary site, end users can 
promptly access their desktops and applications. If a healthcare provider’s infrastructure is 
compromised through a natural disaster or other outage, caregivers—who are many times among 
the first responders—can be assured they can reach their clinical desktops and applications where 
and when they are needed the most.  

This new architectural design features continuous monitoring capabilities, as well as load 
balancing with constant data replication across sites to ensure that if the primary site is down 
VMware View will seamlessly failover to the secondary site so the caregiver experiences minimal 
disruption. As a result, IT can now deliver non-stop point of care desktops with all applications and 
data readily available where and when they are needed most. 

1.3   Solution Elements 
The MCC AlwaysOn Point of Care Solution architecture includes single name connection 
brokering, role-based user workspace and application access, single sign-on, automated 
application launch, proximity or smartcard authentication, session roaming, and fast user session 
switching at client devices meeting criteria defined for MCC customers. The user’s corporate 
workspace, consisting of operating system, applications, and data are moved from client devices to 
the data center by implementing application virtualization and desktop virtualization technologies. 
The Solution provides centralized control of end-user data, applications, and operating system(s) 
while maximizing client-side flexibility and allowing end-user access both locally and remotely to 
user-specific corporate desktop from Dell client systems. 

 

VMware View Configuration 

• VMware View is a desktop virtualization solution that delivers virtual desktops, applications, 
and data from the datacenter. VMware View provides a highly scalable administrative 
interface that improves management and speeds up desktop provisioning. The solution 
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provides increased control and security of the desktop environment through enhanced 
role-based administration and centralized desktop security policies. 

• vCenter Server centrally manages VMware vSphere server virtualization environments, 
allowing IT administrators dramatically improved control over the virtual environment 
compared to level of control offered by other management platforms. 

• View Connection Server is a brokering solution that communicates with vCenter in order 
to provide management of virtual desktops. This solution includes virtual desktop creation, 
pool management, and power operations, such as automatic suspend and resume. It may 
be deployed in an active/passive configuration for redundancy. 

• View Composer is a software service installed on the vCenter server that provides image 
management and rapid deployment of multiple link-cloned desktops from a single 
centralized base image, significantly reducing storage needs while maintaining user 
settings. 

• VMware ThinApp provides application virtualization by abstracting applications from the 
underlying operating system. The applications are then packaged into single executable 
files that run completely isolated from one another and the operating system for conflict-
free execution on end-point devices. You can deploy thinapp application packages to 
different Windows platforms. 

• VMware Security Server offers secure access to View Connection server and allows users 
to access the virtualized desktop pool from the Internet. 

• VMware® vShield Zones enables network compliance with security policies and industry 
regulations while adopting the efficiency and flexibility of cloud computing. VMware 
vShield Zones creates logical zones in the virtual datacenter that span shared physical 
resources, with each zone representing a distinct level of trust and confidentiality. vShield 
Manager provides a HIPAA and HITECH rule import and can help enforce clinical 
workspace practice. 

• Virtual Profiles in View 5.1 need to be addressed in this validation 

• Application Access from sites need to be mentioned to see if it’s in site C  

• Storage replication  

 

Imprivata OneSign Configuration 

• Imprivata OneSign provides secure authentication and application single sign-on (SSO) 
that removes the need for clinicians to remember and type multiple passwords; reducing 
login time and helping hospitals achieve HIPAA compliance with inactitivty logoff. 

• The OneSign server Appliance is a purpose-built physical or virtual appliance that is highly 
secure, requires no changes to the organization's existing IT infrastructure, including the 
AD schema. The physical appliance is a 1U appliance. Two appliances are provided 
enabling built-in redundancy locally in one site and automatic hot failover if necessary. 
The Appliance manages user passwords, user profiles, application profiles, and 
authentication modalities.  

• The OneSign Agent resides on client-side workstations and virtual desktops to manage 
user access and upload user activity data to the OneSign Appliance. The Agent handles 
authentication of users locally through ID badges, fingerprint biometrics, or one-time 
tokens and passwords.  Multi-factor authentication schemes may be defined using a 
combination of the above modalities or by incorporating a user defined PIN in conjunction 
with card or biometric methods. Once a user authenticates to the OneSign system, the 
user is automatically signed onto deployed applications as they are launched. The OneSign 
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Agent handles the local transaction of proxying user credentials to applications and 
domains. The OneSign Agent downloads credential and application information from the 
OneSign Appliance at login, and queries for changes at an interval determined by the 
OneSign Administrator. 

• The OneSign Administrator UI is a web-based interface for managing all aspects of the 
OneSign configuration including users, applications, agent settings, password automation 
and audit reporting. 

• OneSign Secure Walk-Away™ (SWA) automatically secures the end-point workstation 
when the authenticated user moves away.  Facial recognition and presence detection 
technology automatically recognizes the authenticated user on their return, unlocking the 
workstation to enable them to continue working seamlessly. Secure Walk-Away protects 
PHI and supports HIPAA compliance.  SWA may be customized per customer 
requirements.  The duration to obscure, lock the desktop, and grace period to return to the 
desktop for facial recognition authentication may all be tuned to customer needs.  SWA 
requires an on-board or USB attached webcam to perform facial recognition.  For 
enhanced security, policy may be set to lock the endpoint session if the external webcam 
is unplugged. 

• The Onesign site topology may be configured to provide redundancy and failover within a 
single physical site as well as across WAN links to multiple physical sites within an 
enterprise.  The Onesign agent receives the entire site topology upon first successful 
logon, checks for updates on a set interval, and is updated if and when changes occur.  In 
the event of an appliance outage due to device or connectivity issues, the agent 
automatically switches to the next appliance in the site, an appliance in a failover site or 
any appliance it can detect in segments listed in the local routing table of the endpoint.  
Recovery and failback to home site appliances also occurs automatically as user logs off 
and back on once the home site appliance is back online.  

The Onesign definition of “site” represents an IP segment or range of segments.  Agents on 
clients within the declared site IP segments will acquire the site in that range as their 
primary/home site.  Sites may be defined in sole single or multiple physical locations.  In 
the illustration below, Site 1 contains two appliances and is defined by the range of IP 
addresses from 172.31.10.1 to 172.31.12.255.  The failover site for Site 1 is Site 2, 172.31.13.1 -
255.  
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Site 1 Site 2
172.31.10.1-

172.31.12.255
172.31.13.1 - .255

>>>Failover>>>

Appliance 1-1

Appliance 1-2

Active Directory

Onesign Enabled 
Endpoints

Appliance 2-1

Appliance 2-2

 

In the event either appliance in Site 1 fails, the agent will automatically use the remaining 
online appliance is Site 1.  If all appliances are unavailable in Site 1, clients will shift to Site 2.  
All appliances have a complete copy of the credentials database and can assume the role 
of primary appliance at any time. Best practice is to have mirrored appliances to ensure 
coverage for complete site failover without service interruption. 

 

• Key core component of an AlwaysOn solution is load balancing. Dell and F5 
Networks® have partnered to resolve business technology challenges for more than 10 
years. Dell helps their customers reach TCO and ROI goals with a complete range of 
solutions incorporating technology, services, and resources. Dell recommends F5 
Networks, the global leader in Application Delivery Networking, as the technology of 
choice for their customers, helping increase business efficiency through the power of 
virtualization. F5's technology, a critical component of the Dell Enterprise solution 
portfolio, optimizes the network, server, and storage environments to ensure the highest 
levels of performance, security, and availability at the lowest possible cost. An investment 
in Dell and F5's technology will enable customers to optimize their current infrastructure 
and prepare them for future growth 
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Dell and F5 Business Value 

As the largest reseller of F5 solutions, Dell works with F5 to improve the purchase process of F5 
products through Dell. F5 and Dell have developed customer testimonials, case studies, and 
benchmarks to assist customers. In addition, this technology alliance provides webinars to 
highlight how joint solutions address a variety of business challenges. Both Dell and F5 have strong 
partnerships with Oracle, Microsoft, and SAP and continue to invest in joint testing along with 
sales, support, and deployment of the total solution. F5 and Dell deliver best-in-class technologies 
for today's enterprise applications through Dell services, including the Dell Global Information 
Consulting Services (GICS) and the Dell Enterprise Reference Architectures (ERA). 

 

For more information on the F5 and Dell partnership, please contact: dellteam@f5.com 

One of the key components of the VMware View AlwaysOn Clinical Care Desktop solution architecture 
is a “layer 7 load balancing for View Security and Connection Servers.” That layer 7 load balancing 
service is provided by F5 BIG-IP Local Traffic Manager (LTM). Additionally, F5 and VMware have 
collaborated to include additional Single Namespace component. By deploying BIG-IP Global Traffic 
Manager (GTM), a single namespace (for example, https://desktop.hospital.com) can be provided to 
all end users. BIG-IP GTM and BIG-IP Local Traffic Manager (LTM) work together to ensure that 
requests are sent to a user’s preferred data center, regardless of the user’s current location. 

Username Persistence 
To maintain the username persistence, LTM/APM modules are used to maintain the previous 
access credentials and session info.  

The BIG-IP product family gives you granular control, scalability, and flexibility that are not 
available with other traffic management technologies. 

• There are many options for client devices in the MCC solution on VMware View 5.1.  In 
addition to Microsoft based Dell Latitude and OptiPlex devices, Dell Wyse thin and zero 
clients are fully supported for advanced authentication and SSO.  Use of thin and zero 
clients in the solution further simplifies deployments due to reduced administration of 
devices, as well as enhances security as a result of the minimal attack surface in thin and 
zero based devices. .  The table below lists Dell endpoint device families and capabilities of 
each. 

 

 

mailto:dellteam@f5.com
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Device Family Type OS SSO Badge SWA Fingerprint Multi Factor 

Dell OptiPlex Desktop Win7      

Dell Latitude Laptop Win7      

Dell Wyse P20 Zero Client n/a      

Dell Wyse Z90x Thin Client Wes7 
Wes2009 

     

Dell Wyse C90x Thin Client Wes7 
Wes2009 

     

Dell Wyse R90x Thin Client Wes7 
Wes2009 

     

Dell Wyse X90x Thin Laptop Wes7      

Dell FX100 Zero Client n/a      

 

Desktop pool management  

Desktop security zoning  

Vshield manager with HIPAA rule 

Application access / thinapp, SaaS or hosted imaging app 

Storage replication / dell storage replication practices  
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2   The DVS Enterprise 6020 Solution Architecture 

2.1   Introduction 
The DVS Enterprise 6020 leverages a core set of hardware and software components in the 
following categories: 

● Networking 

● Virtual Host Servers 

● Management Servers 

● Storage Tiers 

 These components have been tested and proven to provide optimal performance at the lowest 
cost per user. The DVS Enterprise 6020 also includes an approved extended list of optional 
components in all the same categories. This provides necessary flexibility for customers to tailor 
the solution to match requirements. 

The DVS Enterprise 6020 provides customers the ability to start with a small pilot and grow the 
solution as their needs expand. The solution can be built on either Dell PowerEdge 12g Rack or 
Blade servers to suit customers’ requirements. 

This configuration leverages SAN based Tier 1 storage and rack servers with the EqualLogic 
PS6110XS hybrid array and PowerEdge R720 servers. Additionally, the solution provides Tier 2 
storage to support users file storage and management infrastructure data. The DVS Enterprise 
6020 Rack shared T1 solution is ideal Pilot platforms which customers can easily grow into 1000’s 
of users and a logical extension of the DVS Enterprise 6020 Rack local Tier 1 solution. 

The validated solution architecture provides a summary of a validated virtual desktop solution with 
a total datacenter infrastructure that is cost optimized for best cost per performance per seat 
which includes hardware, storage and software licenses. This virtual desktop solution consists of 
VMware View (which includes VMware vSphere for desktops), Dell PowerEdge Servers, EqualLogic 
Storage and PowerConnect networking. This validation was performed at scale in a lab 
environment simulating a 1,015 concurrent user virtual desktop environment, executing a realistic 
desktop workload. Included in this brief is a description of the test environment and equipment, 
samples of actual test results and the user profile description. With validated architectures, 
customers can have confidence that a virtual desktop environment can be efficiently implemented 
and that it will perform as expected.  

AlwaysOn architecture will require two separate pods of Dell Enterprise 6020 with enough 
capacity in both pods to accommodate all users in case of total failure. Load balancing for such a 
scenario will be described later in this document. 
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DVS Enterprise 6020 Rack Shared T1 Overview 

In this solution VDI sessions OS and View Replica data reside on the Dell EqualLogic PS6110XS 
hybrid array. The hosts leverage local 8 GB redundant SD cards to boot ESXi. The DVS Enterprise 
6020 Shared T1 solution can start as low as 50 users and grow into 1000’s of users in a predictable 
and modular fashion.  

2.2   Scaling Pilot to Production 
The Enterprise 6020 stack is designed to be a cost effective starting point for customers wanting to 
start their transition to a fully virtualized desktop environment slowly, allowing them to grow the 
investment and commitment as needed or as they become comfortable with VDI as a solution. 
From here a solution can scale into a Dell PowerEdge Blade or Rack server solution with 
EqualLogic or Compellent storage. 

As outlined in the chart above, a solution can begin with two servers and tier 2 storage which will 
support up to 205 basic users, this number is accommodated by placing 145 basic user sessions 
on the compute node with a 2.9 Ghz CPU (R720 or 620) and 60 user sessions on the management 
node.  

When developing a solution strategy it’s critical to assess plans for growth of the solution and 
consider storage options to accommodate the planned growth. The DVS Enterprise 6020 provides 
optional Dell components for storage, networking and compute. This provides the necessary 
flexibility for developing a scalable and targeted solution to match customer the needs.  
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3   DVS Enterprise 6020 Stateless Architecture 

The DVS Enterprise 6020 Shared T1 solution is an ideal pilot or starter configuration for customers. 
The solution can start as small as a few servers and grow into a full enterprise production solution. 
The solution is designed for simple management and implementation at an optimized cost which 
can scale in multiple blocks to support 1,000’s of users. As customers’ needs expand, the solution is 
designed to easily scale with full features and functionality common in the virtual data center 
today,  such as vSphere vMotion, DRS, HA etc. 

The DVS Enterprise 6020 Shared T1 Storage Solution leverages EqualLogic PS6110XS series arrays 
with Hybrid disk technologies including SSD and SAS to drive IOP and capacity requirements of 
View 5.1 Composer technology. Combined with Dell’s 12th generation PowerEdge Rack servers 
and PowerConnect networking. 
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DVS Enterprise 6020 Rack Shared T1 Solution 

A full “DVS Pod” configuration for View 5.1 can support 145 
Basic DVS users per R720 Optimized host. DVS Standard 
users represent a very typical knowledge worker 
environment and are a good barometer to gauge a 
solutions ability to handle a real world workload. A single 
Pod in View 5.1 consists of (8) vSphere compute and (2) 
management hosts. Since the tier 1 storage is in the SAN on 
EqualLogic PS6110XS arrays the solution can fully leverage 
vSphere vMotion, DRS and HA to dynamically manage 
resources during contention and for HA scenarios. View is 
licensed with vSphere included at the Enterprise Plus level, 
leveraging SAN storage allows customers to take full 
advantage of VMware and Dell solutions. In this solution an 
(8) host cluster can support 1,015 DVS Basic users at peak 
load and concurrency which provide N+1 failover.  

DVS Enterprise 6020 3.1.1   
Network Architecture 

The top of rack network design to support the DVS Enterprise 6020 includes a single 
PowerConnect 6248 in the base configuration with DVS options to include switch redundancy 
according to common best practices.  

The DVS Enterprise 6020 Rack design with Shared Tier 1 storage requires the management servers 
to run virtual server sessions from shared Tier 2 and the VDI sessions virtual disk and View 
Composer replicas from Tier 1 shared storage. The DVS Enterprise 6020 storage overview diagram 
highlights the critical storage resources and location. 

The base cabling design for the DVS Enterprise 6020 Local T1 storage configuration starts with two 
PowerConnect 6248 to support the core functionality as outline in the diagram below. Note that 
the management hosts have two additional links to the iscsi network to support management 
infrastructure virtual machines. 
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DVS Enterprise 6020 Local T1 Network Cabling 

Above 500 users it is recommended to implement network redundancy and file services. To do so 
would require a second pair of PowerConnect 6248 (IP network) an 8024F (iscsi network) and a 
FS7500 (File services NAS) node. The DVS HA bundle provides these components as a single 
option. 

 

3.1.1.1   DVS Enterprise 6020 Rack Local T1 vSphere Virtual Networking 

The network configuration in this model is identical between the Compute and Management 
hosts. Both need access to iscsi storage since they are hosting VDI sessions from shared storage 
and both can leverage HA/DRS and vMotion as a result as well. The following outlines the VLAN 
requirements for the Compute and Management hosts in this solution model: 

• Compute hosts (Local Tier 1) 

o vSphere Mgmt. VLAN: Configured for ESXi infrastructure traffic – L3 routed via 
core switch 

o vMotion VLAN: Configured for vMotion traffic – L2 switched only, trunked from 
Core 

o iscsi VLAN: Configured for iscsi traffic – L2 switched only via ToR switch 

o VDI VLAN: Configured for VDI session traffic – L3 routed via core switch 

• Mgmt. hosts (Local Tier 1) 

o vSphere Mgmt. VLAN: Configured for ESXi mgmt. traffic – L3 routed via core 
switch 

o vMotion VLAN: Configured for vMotion traffic – L2 switched only, trunked from 
Core 

o iscsi VLAN: Configured for iscsi traffic – L2 switched only via ToR switch 
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o VDI Mgmt. VLAN: Configured for 
VDI infrastructure traffic – L3 
routed via core switch 

• An optional DRAC VLAN can be 
configured for all hardware 
management traffic, which should be L3 
routed via core switch 

Following best practices, iscsi and LAN traffic will be 
physically separated into discrete fabrics. Each 
Shared Tier 1 Compute and Management host will 
have a quad port NDC (2 x 1Gb + 2 x 10Gb SFP+), a 
10Gb dual port NIC, as well as a 1Gb dual port NIC. 
iSCSI is isolated onto its own vSwitch with 
redundant VMkernel ports. Connections from all (3) 
vSwitches should pass through both the NDC and 
add-on NICs per the diagram below. The LAN traffic 
from the server to the ToR switch should be 
configured as a LAG. 

The Compute and management hosts will require 3 
vSphere vSwitches, one for ESXi Management traffic, 
which should be VLAN 802.1Q tagged so that either 
NIC can serve traffic for either VLAN. A second for iSCSI support. Both vSwitches should be 
configured so that each is physically connected to both 
the on-board NIC as well as the add-on NIC. All NICs and 
switch ports should be set to auto negotiate. Load 
balancing policy is set to “Originating virtual port ID”. 

 

 

The Management and Compute hosts have a slightly 
different configuration for vSwitch 2 since they will 
support VDI traffic on compute hosts and infrastructure 
management on management hosts. Three ports of both 
the NDC and add-on NIC will be used for the required 
connections.  iSCSI is isolated onto its own vSwitch, 
with redundant VMkernel ports and connections from 
all three vSwitches which pass through both the NDC 
and add-on NIC per the diagram below. All vSwitches 
are assigned redundant NICs that are NOT from the 
same PCIe device. The LAN traffic from the server to the 
ToR switch is configured as a LAG. 

vSwitch0 carries traffic for both Management and 
vMotion which is tagged so that either NIC can serve 
traffic for either VLAN. The vSphere Mgmt. VLAN will be 
L3 routable while the vMotion VLAN will be L2 non-
routable. 
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3.1.1.2   Logical Network Connectivity 

The logical network is designed with five VLANs for added security and traffic isolation. The 
compute hosts will not utilize the iSCSI VLAN in the DVS Enterprise 6020 local T1 configuration. 
Only the management hosts will for T2 storage. All ToR traffic is designed to be layer 2 / switched 
locally, with all layer 3 / routable VLANs routed through a core or distribution switch. The diagram 
below provides an overview of the basic non-redundant ToR implementation for DVS with the 
PowerConnect 6248. 

Three VLANs have routing interfaces on the core network as noted above. An OSPF single area 
design was used during the Dell DVS Engineering validation to provide IP routing. 
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DVS Enterprise 6020 PowerEdge R720 Hosts 3.1.2   

Experience outstanding performance with the multi-core Intel® Xeon® E5-2600 processor. 
Combine this with up to 24 DIMMs and you can maximize the number of virtual machines per 
server and gain fast results for your virtualized environment. Enhance your data center 
performance with the balanced, scalable I/O (input/output) capabilities of the PowerEdge™ R720 
that include integrated PCIe Gen3-
capable expansion slots. Experience 
easy lifecycle manageability with 
intelligent hardware-driven 
systems administration, extensive 
power management and other 
innovative management tools. 

In the local Tier 1 DVS Enterprise 
6020 solution model, VDI sessions 
execute in local storage on each compute server. Due to the local disk requirement in the compute 
tier, this model supports rack servers only. In this model only the management server hosts access 
iSCSI block storage to support the solution’s management role virtual machines. Because of this, 
the compute and management servers are configured with different add-on NICs to support the 
required network fabric. The management server host has reduced RAM and is also diskless, since 
its virtual machines execute on shared Tier 2 storage. Optionally, the 2.7 Ghz CPU can be 
leveraged in the rack-based compute hosts to reduce costs which will limit user density. 

 

Shared Tier 1 Compute Host – PowerEdge R720 

2 x Intel Xeon E5-2690 Processor (2.9Ghz) 

192GB Memory (12 x 16GB DIMMs @ 1600Mhz) 

VMware vSphere 5 on internal SD 

Diskless 

Broadcom 57800  2 x 10Gb SFP+ + 2 x 1Gb NDC 

1 x Broadcom 5720 1Gb DP NIC (LAN) 

1 x Intel X520 2 x 10Gb SFP+ DP NIC (iSCSI) 

iDRAC7 Enterprise w/ vFlash, 8GB SD 

2 x 750W PSUs 

 

Workload No. of Users  Max CPU Memory Used 
(Consumed) 

Max IOPS (when all logged in) IOPS per 
User 

Premium 95 83% 187GB 1068 11 

Standard  116 80% 186GB 1100 9.5 

Basic 145 91% 162GB  1274 8.8 

DVS Enterprise 6020 Compute Rack Host Density 
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Shared Tier 1 Mgmt. Host – PowerEdge R720 

2 x Intel Xeon E5-2680 Processor (2.7Ghz) 

96GB Memory (6 x 16GB DIMMs @ 1600Mhz) 

VMware vSphere 5 on internal SD 

Diskless 

Broadcom 57800  2 x 10Gb SFP+ + 2 x 1Gb NDC 

1 x Broadcom 5720 1Gb DP NIC (LAN) 

1 x Intel X520 2 x 10Gb SFP+ DP NIC (iSCSI) 

iDRAC7 Enterprise w/ vFlash, 8GB SD 

2 x 750W PSUs 

 

3.1.2.1   Management Server  

The Management environment is based on virtual servers which have been configured into a 
dedicated resource pool to ensure adequate physical host resources through vSphere reservations. 
The management server will provide compute resources for infrastructure services such as, web 
servers, desktop broker services, Provisioning services, SQL/File, and load balancing services etc. 
These services will be provided by virtual servers 

During the Dell DVS Engineering validation each of the hosts was monitored throughout to ensure 
no bottlenecking of key system resources were experienced.  

The dedicated management hosts are configured with lower memory configurations and in the 
case of the R720 a cost and performance optimized 2.7 GHz CPU. The DVS Enterprise 6020 
defaults management hosts to the R720, there is no reason why an equally configured R620 
cannot be utilized if desired.   

Note:  To leverage an R620 in lieu of the R720 simply apply the same specifications. 

Click HERE for more information on the PowerEdge R620. 

3.1.2.2   Virtualization Host Server Overview 

All VMware View virtual desktops are hosted by VMware vSphere as instances running on one or 
more Virtualization Host Servers. In the DVS Enterprise 6020 initial configuration, these servers are 
based off the latest Dell PowerEdge R720. 

The PowerEdge R720 is designed with more memory capacity and more integrated I/O than the 
previous generation PowerEdge R710. This increased capacity is crucial for virtualization 
performance and scalability. The R720 allows for quick virtualization deployment with embedded 
hypervisors from leading vendors using a secure digital (SD) card or internal USB. 

The PowerEdge R720 was identified as the best candidate for the DVS Enterprise 6020 stack as it 
offers optimal CPU, Memory Network and Disk configuration capabilities for a local or shared 
storage hosted VDI infrastructure at a most competitive price. 

http://www.dell.com/us/enterprise/p/poweredge-r620/pd
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Note: To leverage the R620 in lieu of the R720 simply apply the same specifications. The R620 can 
support the 10 disk configuration in a Local T1 design but user density may be limited based on 
local disk space at scale. 

Click HERE for more information on the PowerEdge R620. 

3.1.2.3   Dell PowerEdge Embedded Server Management 

The Lifecycle Controller is the engine for advanced embedded management and is delivered as 
part of iDRAC Enterprise in 12th-generation Dell PowerEdge blade and rack servers. It includes 1 GB 
of managed and persistent storage that embeds systems management features directly on the 
server, thus eliminating the media-based delivery of system management tools and utilities 
previously needed for systems management. Embedded management includes: 

● Unified Server Configurator (USC) aims at local 1-to-1 deployment via a graphical user 
interface (GUI) for operating system install, updates, configuration, and for performing 
diagnostics, on single, local servers. This eliminates the need for multiple option ROMs for 
hardware configuration. 

● Remote Services are standards-based interfaces that enable consoles to integrate, for 
example, bare-metal provisioning and one-to-many OS deployments, for servers located 
remotely. Dell’s Lifecycle Controller takes advantage of the capabilities of both USC and 
Remote Services to deliver significant advancement and simplification of server 
deployment. 

● Lifecycle Controller Serviceability aims at simplifying server re-provisioning and/or 
replacing failed parts and thus reduces maintenance downtime. 

 

DVS Enterprise 6020 Shared Storage Architecture 3.1.3   

3.1.3.1   EqualLogic Features and Benefits 

● Reliability: Dell EqualLogic Series arrays have hot-swappable redundant components, a 
choice of RAID types, and hot-spare disks. They also include the Auto-Stat Disk 
Monitoring System (ADMS) which proactively scans disk drives in the background to help 
detect media anomalies and correct them.  

● Scalability: As each array is added to the storage group, the storage capacity and 
performance, in terms of both bandwidth and IOPS, are increased. This increased 
capacity can be utilized without downtime. Thin-provisioning permits predefinition of a 
group of Virtual Machine File System (VMFS) volumes which are larger than the physical 
space, allowing for physical space to be added and utilized without downtime, when 
necessary. 

● Self-Managing Arrays: The arrays offer many self-managing features such as automatic 
load balancing and storage tiering.  A single storage pool can have different models that 
offer a range of capacity and performance parameters. In addition, different arrays in a 
storage pool can be configured with different RAID levels, and volumes will automatically 
be migrated between RAID levels based on performance data and usage patterns. All data 
and volume movement can be performed online with zero downtime. 

● Top-Tier Data Protection Software: Advanced data protection features such as Auto 
Replication and Auto Snapshot Manager is standard with EqualLogic arrays. The Auto-
Snapshot Manager integrates with VMware vCenter and VMware’s native snapshot 
technology to provide intelligent and consistent snapshots.  

● SAN Headquarters (HQ): SAN HQ provides centralized access to detailed performance 
and event data, reporting and intelligent alerts from the EqualLogic storage array groups. 
SAN HQ uses Simple Network Management Protocol (SNMP) to collect performance, 

http://www.dell.com/us/enterprise/p/poweredge-r620/pd
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alarm, and health status data from dozens of array groups that could be spread across 
multiple locations around the world. 

3.1.3.2   EqualLogic SAN Load Balancing 

Multipathing is a technique that allows more than one physical path to be used to transfer data 
between a host and an external storage device. The Dell EqualLogic MPIO plugin was installed to 
handle load balancing for the DVS Enterprise 6020 solution. VMware vSphere 5 offers many new 
and advanced enhancements to the software iSCSI initiator beyond basic iSCSI SAN connectivity.  

The most significant of these enhancements is the VAAI API support for third party mutlipathing 
plugins. This provides a framework that enables the EqualLogic MEM v1.1 to more intelligently 
route and efficiently load balance iSCSI traffic across multiple NICs. 

The EqualLogic MEM offers: 

● Ease of install 

● Support for > 2TB datastores 

● Automatic iSCSI session management 

● Intelligent routing of I/O to reduce forwarding between group members. 

● Reduced network latency 

● Automatic load balancing across multiple active paths 

● Automatic failure detection and failover 

● Multiple connections to a single iSCSI target 

 
Multipathing using EqualLogic MEM  
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DVS Enterprise 6020 Shared Tier 1 Storage 3.1.4   

In this model, shared storage will be leveraged for Tier 1 and utilized for VDI session execution. 
Based on the heavy IOP performance requirements of View VDI replica desktop sessions, it is 
recommended to use separate arrays for Tier 1 and Tier 2 to provide an optimized configuration 
based on capacity, IOP and cost requirements.  

To support View Tier 1 we recommend using 500GB LUNs for VDI replica desktop sessions and 
running 100 virtual desktops per volume. The DVS 
Enterprise 6020 Tier 1 solution is the EqualLogic 
PS6110XS hybrid array. This sizing would provide 
1000 DVS basic users per array; this will require 10 x 
500GB volumes per array. 1 View replica can serve 
up to 500 VDI VMs which exists on each volume. 
Depending on the mix of users desired, capacity and 
IOP limits will impact user density.  

The Dell DVS Engineering team ran extensive load 
tests on the PS6110XS to determine maximum DVS 
workload capacity at peak load for IOP while providing acceptable end user experience. The 
following table outlines the capacity limits for DVS Enterprise 6020 based on IOP limits. Disk 
capacity for the View master images were not an issue. 

The Dell EqualLogic PS6110XS arrays are designed to scale with your business with both high-
speed, low-latency solid-state disk (SSD) technology and high-capacity HDDs from a single chassis. 
The PS6110XS 10GbE iSCSI array is a Dell Fluid Data™ solution with a virtualized scale-out 
architecture that delivers enhanced storage performance and reliability that is easy to manage and 
scale for future needs. 

Add extensive versatility to 
your enterprise storage 
needs using PS6110XS 
arrays. Combining SSDs 
with HDDs into a single 
solution gives you both 
solid-state speed and hard-
disk capacity in one case, 
and, as part of the overall 
feature-rich PS6110XS 
architecture, helps you 
optimize your data center 
for your specific needs. 

● Leverage your existing infrastructure with 10GbE SFP+ or build out your network with 
new, cost-effective 10GBASE-T (both supported). 

● Help eliminate downtime and performance penalties with smooth, incremental SAN 
expansion. 

● Grow your virtual storage alongside your virtual server growth. 

● Add or remove arrays at will, according to policy, age, application or business needs 

● Easily mix new disk or network technologies in the SAN. 

● Move volumes (databases/VMs) online between any pool or disk resources. 

● Avoid forklift upgrades or data-in-place migrations that cost time and money. 

● Automatically balance loads across disks and multiple arrays in a pool. 

● Help eliminate manual redistribution of capacity or application workloads (downtime and 
services costs). 

DVS User Type VMware View 5.1 
Sessions per 

PS6110XS 

Basic 1079 

Standard 1000 

Premium 863 
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The space required for each desktop has been calculated as follows for the shared disk image View 
Replica; 

Page File (1.5x RAM to a maximum of 4GB) + Temporary Session Data +VMware Swap File (1x non-
reserved RAM) 

● Basic - (1x1.5) + 1 + 0.5 = 3.0GB 

● Standard – (1.5x1.5) + 1 + 0.5 = 3.75GB 

● Premium – 4 + 1 + 1 = 6GB 

 

 
 
 
 

DVS Enterprise 6020 Tier 2 Storage 3.1.5   

3.1.5.1   EqualLogic PS 4100E 

When starting with the minimum configuration for the DVS Enterprise 6020, customers can 
choose to include the Dell EqualLogic PS4100E or 4100X (or equivalent) as a high performance Tier 
2 storage solution. In addition to storage for user’s home directories and profile data it also serves 
as virtual disk and SQL database storage for vCenter and View as well. 

The PS4100 Series fulfils 
storage needs with 
simplified 
administration, rapid 
deployment and an 
affordable price, while 
providing a full set of 
enterprise-class data 
protection and 
management features, 
solid performance, 
scalability and fault-
tolerance. With up to 12 
NL-SAS disk drives per 
modular array, the PS4100e can deliver up to 36TB of raw storage in a 2U/3.5” drive solution, 
providing outstanding capacity value and optimized performance per rack U. 

To grow storage capacity and performance, two PS4100 arrays can be combined in a SAN group. 
To further scale out the SAN, EqualLogic PS6100 arrays can be added seamlessly without 
sacrificing the initial investment in PS4100 arrays. Dell EqualLogic firmware version 5.1 offers new 
features so your hardware can continue to meet your current needs and grow with you as the 
demands of the virtual era increase.  

Model Features Options Uses 

Equallogic 
PS6110XS 

24 drive hybrid array (SSD + 
10K SAS), dual HA controllers, 
Snaps/Clones, Async 
replication, SAN HQ, 10Gb 

13TB – 7 x 400GB SSD + 17 x 
600GB 10K SAS 

Tier 1 array for shared 
Tier 1 solution model 
(10Gb) 
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All PS Series storage arrays include SAN configuration features and capabilities that sense network 
connections, automatically build RAID sets, and conduct system health checks to help ensure that 
all components are fully functional. The PS4100 series array is designed to be installed, configured, 
and serving storage in less than one hour. To improve enterprise-wide storage management, the 
EqualLogic SAN HeadQuarters (SAN HQ) software tool provides centralized performance and event 
monitoring of EqualLogic SANs across multiple sites. 

The EqualLogic PS Series arrays include the following enterprise data services and software 
features with no additional software licensing fees: SAN HQ multi-SAN historical performance 
monitoring, auto-replication, RAID load balancing, complete SAN virtualization, RAID load 
balancing, storage pools, thin provisioning and much more. 

Click HERE for more information on the EqualLogic PS4100e array. 

Model Features Options Uses 

Equallogic 
PS4100E 

12 drive bays (NL-SAS/ 7200k 
RPM), dual HA controllers, 
Snaps/Clones, Async 
replication, SAN HQ, 1Gb 

12TB – 12 x 1TB HDs Tier 2 array for 1000 
users or less in local Tier 
1 solution model (1Gb) 24TB – 12 x 2TB HDs 

36TB – 12 x 3TB HDs 

The PS4100e array will be configured as RAID 50 to optimize the unit for throughput.  Each 
Volume will be configured with a maximum size of 500GB in line with best practice with the 
exception of the volumes presented to the file servers for file storage which will be configured as 
2048GB with a block size of 8MB. 

 

3.1.5.2   EqualLogic PS4100X 

For solutions which plan to grow beyond 1000 users or larger storage requirements the EqualLogic 
PS4100X is a good alternative for investment protection. Tier 2 storage is typically not IOP bound 
but is capacity focused to 
support user and management 
data. 

 

 

Click HERE for more information 
on the EqualLogic PS4100X 
array. 

 

 

 

Model Features Options Uses 

Equallogic 
PS4100X 

24 drive bays (10K SAS), 
dual HA controllers, 
Snaps/Clones, Async 

replication, SAN HQ, 1Gb 

7.2TB – 24 x 300GB HDs Tier 2 array for 1000-
3000 users in local 

Tier 1 solution model 
(1Gb) Optional for 
10Gb blade or rack 

low density solutions. 
Will required ToR port 
downgrade to 1 GbE. 

14.4TB – 24 x 600GB HDs 

21.6TB – 24 x 900GB HDs 

http://www.dell.com/us/enterprise/p/equallogic-ps4100e/pd
http://www.dell.com/us/enterprise/p/equallogic-ps4100x/pd
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3.1.5.3   EqualLogic FS7500 Integration Guidelines 

The FS7500 may be an optional or a required component in a DVS Enterprise 6020 deployment 
depending on a few key factors; 

● Whether or not the HA option is being 
deployed. 

● What the intended total supported user count is. 

If the DVS Enterprise 6020 is deployed in a High 
Availability configuration, the FS7500 is a necessary 
component to ensure file services maximum uptime, data 
protection and file server redundancy in the event of a 
component failure. If the HA option is not required, but 
the total supported user count exceeds 500, the FS7500 is recommended to ensure file service 
performance as well as support the addition of an additional storage array. Because the original file 
server virtual machine was configured to use RDMs to access the storage LUNs, migration to the 
NAS will be simplified by changing the presentation of these LUNs from the virtual machine to the 
NAS. The FS7500 is configured using the familiar EqualLogic Group Manager. 

Refer to the diagram below for details. If an optional FS7500 NAS head is used, the File Services role 
will be migrated to the NAS and the virtual file server instance(s) removed.  

Model Features Options 

Equallogic 
FS7500 

Dual clustered active-active controllers, 24GB 
cache per controller, battery backup array, supports 
up to 16 EQL PS series storage arrays + an 
additional FS7500, CIFS & NFS support, AD-
integration. 

No configurable hardware 
options. 

 

User Count With HA Without HA 

1 - 50 Required No 

50 - 500 Required Optional 

500 - 1000 Required Optional 

>1000 Required Required 
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The Dell EqualLogic FS7500 is a unified, scale-out NAS solution that works with EqualLogic PS 
Series arrays to combine both NAS and SAN storage in a single, flexible architecture designed to 
optimize both performance and capacity. It can be used in the DVS stack to replace the virtual file 
server, bringing greater scalability for file services to the solution. 

While many storage solutions tend to experience performance degradations as you increase their 
capacity, the FS7500 offers almost linear scalability; that is, as you increase the number of 
controller pairs or 
EqualLogic PS Series 
arrays, the FS7500 
delivers a 
proportional 
increase in storage 
performance. This is 
a key feature 
because 
consolidating virtual 
workloads can 
cause unexpected 
demand bursts in 
your storage 
capacity and 
performance. The 
scalability of 
performance with 
capacity eases this 
common stumbling 
block.  

The FS7500 system can be quickly added to an existing EqualLogic SAN environment to create a 
NAS service. Because workloads in virtual environments can be deployed or moved quickly to 
meet business needs, it is not uncommon to experience high volatility in storage demand. As a 
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result, the ability to add or move NAS or SAN storage quickly and easily, without disrupting 
operations, is a great advantage—especially as more and more applications are virtualized. 

Click HERE for more information on the EqualLogic FS7500 array. 

http://www.dell.com/us/enterprise/p/equallogic-fs7500/pd
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4   VMware vSphere 5.0 and View 5.1 

The DVS Enterprise 6020 is built on the latest release of VMware View 5.1. 

What's New in View 5.1? 

VMware View 5.1 delivers important features and enhancements that improve the performance, 
security, management, and flexibility of virtual desktops. This release of VMware View adds the 
following new features and support. 

• Advanced storage options that leverage vSphere 5.0 - The following performance 
optimizations and integration features take advantage of vSphere 5.0 enhancements: 

o View Storage Accelerator uses Content Based Read Cache (CBRC) - CBRC is an 
ESXi 5.0 server memory cache of common blocks. During peak I/O workloads such 
as logon boot storms, View desktops can access common blocks of the OS disk 
and shared applications in the main memory cache, improving performance, 
enhancing the user experience, and saving storage array costs. 

o Tech Preview: View Composer Array Integration with VAAI - Additional View 
Composer cloning options leverage the vStorage API for Array Integration (VAAI) 
Native Cloning capability of Network Attached Storage (NAS). Note: The storage 
vendors developing support for NFS native cloning (VAAI) need additional 
certification to support the View workload. CBRC is not supported with the NFS 
native cloning feature. 

o Customizable View Composer disposable disk drive letter. 

o Support for up to 32 hosts in a cluster when Network File System (NFS) is in 
use. (The former limit was 8 hosts per cluster.) 

• Improved USB support. 

• Radius two-factor authentication support. 

• View Administrator user interface (UI) enhancements - These include context menus, 
linking to saved View Administrator pages, enhanced table column viewing, and 
globalization and localization in five languages. 

• Support for pre-created Active Directory machine accounts. 

• Optional customer experience improvement program. View collects anonymous data 
about View usage to help make View more responsive to customer needs. No user-
identifiable data is collected. You can opt in or out of the program at any time. 

• View Persona Management is supported on physical computers - View Persona 
Management (virtual profiles) can manage user profiles across physical computers and 
View desktops. Simultaneous sessions are not supported. 

• View Persona Management user profile migration - The View Persona Management 
utility migrates Windows user profiles from Windows XP to Windows 7. The utility migrates 
profiles from physical computers to View or from View to View. 

• Standalone View Composer server - View supports the installation of the View Composer 
server on a standalone machine separate from VMware vCenter Server 
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When implementing a VMware View solution it’s critical to design the vSphere cluster and View 
components with high availability and resource management according to best practices. The Dell 
DVS Engineering team leverages the strategic relationship with VMware to evaluate and 
implement the most current best practices for a given configuration.  

The DVS Enterprise 6020 leverages vSphere 5 and View 5.1 including features such as HA/DRS 
clusters, Host Profiles along with View Personas, Content Based Read Cache (CBRC) and Composer 
to maximize operational efficiency and capital costs. Some features such as vSphere HA/DRS rely 
on shared storage architectures to function.  

 

NOTE: In designs such as the DVS Enterprise 6020 Local T1 specific configuration guidance to 
provide functionality similar to VMware HA and easily manage N+1 availability are provided in 
section.  These designs cannot leverage VMware HA and DRS cluster capabilities. 

4.1   vCenter 5 and HA Cluster 
In the DVS Enterprise 6020 SAN T1 designs the VMware HA/DRS cluster provides failover, ease of 
maintenance and infrastructure resource management for the VDI sessions and Management 
Infrastructure. The cluster helped to protect end users resource availability against hardware failure 
and also simplify maintenance operations for both the hardware and the software through the use 
of VMware vMotion. 

The vCenter 5.0 virtual machine used in the stack runs Windows 2008 R2, residing on one of the 
ESXi management servers. The database was running SQL 2008 R2.  This same resource hosted a 
separate database for VMware Update Manager and View Composer. 

All licensing for the VMware products was installed on the vCenter Server. 

‘Gold Image’ VM’s were generated for each base Operating System required within the solution. 
Also, Customization Scripts were added to vCenter to ensure all cloning activity from these virtual 
machines produce virtual machines with a new Windows 7 SID and also licensing, naming 
convention and some default network settings etc. 

VMware Update Manager and VMware Converter were installed on the vCenter virtual machine. 

VMware View Composer was also installed on the vCenter virtual machine. 
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vSphere Cluster Design 4.1.1   

Within vCenter for the DVS Enterprise 6020 there was a single Datacenter containing two clusters, 
one for Compute Hosts and another for Management Hosts. Resource pools were created to 
provide resource management for VDI and Management virtual sessions allowing. 

4.1.1.1   DVS Enterprise 6020 Local T1 vSphere Cluster settings 

The VMware View DVS Enterprise 6020 Local T1 HA/DRS 
Management cluster had the following HA settings; 

● HA – Enabled 

● DRS - Enabled (Required for Resource Pool). Conservative 
setting. 

● Distributed Power Management -Off 

● EVC Mode - Disabled 

● Swapfile Location - Default.  

The VMware View DVS Enterprise 6020 Local T1 HA/DRS 
Compute cluster had the following HA settings; 

• HA – Disabled 

• DRS - Disabled. 

• Distributed Power Management -Off 

• EVC Mode - Disabled 

• Swapfile Location - Default.  

 

High Availability  4.1.2   

VMware HA will ensure that when a single host fails, its guest virtual machines are powered up 
elsewhere in the cluster. However, for the purposes of the Enterprise 6020 stack only the 
management virtual machines will set restart priority to High, the VDI sessions are set to disabled. 
If HA protection is required for the VDI sessions then it would be recommended to implement an 
N+1 compute configuration.  

Tip: VMware View 5.1 Architecture planning guide can be found HERE  

The purpose of the 2 resource pools in the HA cluster is to provide a location for the View 
Desktops and a separate Pool for the 
management virtual machines isolated 
into separate physical host pools.  

Each Desktop Pool created within View 
Administrator will need a corresponding 
Resource Pool in the HA/DRS clusters. In 
the case of the workloads used and the 
expected densities, a single Resource Pool 
for Desktops per HA/DRS cluster will be 
sufficient. 

Admission Control Policy under HA 
settings, was set to “Percentage of cluster 
resources reserved as failover capacity” 
with CPU and Memory both set to 25%. 
This gives ample reserved resources on the ESXi hosts should the host running the management 
virtual machines fail. 

http://pubs.vmware.com/view-51/topic/com.vmware.ICbase/PDF/view-51-architecture-planning.pdf
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Distributed Resource Scheduler  4.1.3   

DRS provided placement for all new virtual machines are powered up within the cluster. It will pick 
the host with the most resource available. DRS was set to “Fully Automated” with a “Conservative” 
migration threshold set. 

Under DRS Groups Manager, a Virtual Machine DRS group was created containing the 
management virtual machines. A Host DRS group was also created containing the management 
hosts.  

Affinity rules are set to ensure 
the vCenter and View 
Connection server virtual 
machines are distributed 
among the management hosts 
in the cluster. This ensures a 
single host doesn’t have 
multiple instances of the same resource running local in the event of a failure. 

ESXi Miscellaneous Configuration Items 4.1.4   

There are a couple of items that will need to be verified and/or updated on each ESXi host’s 
configuration tab.  

Since View Premier provides vSphere Enterprise Plus. A Host profile was used to ensure that all the 
compute nodes had identical configuration. This will also lower the administration requirements 
when adding additional compute nodes to the cluster. 

Tip: VMware Host Profile Best Practices can be found HERE 

Best practices network design falls into two specific areas, increasing resiliency of “client-side” 
networking to ensure access from external systems to workloads running in vSphere, and 
increasing resiliency of communications used by HA itself.  

General networking vSphere HA Guidelines 

The following suggestions are VMware best practices for configuring networking in general for 
improved availability:  

• Configuring switches. If the physical network switches that connect your servers support 
the PortFast (or an equivalent) setting, enable it. This setting prevents a host from 
incorrectly determining that a network is isolated during the execution of lengthy spanning 
tree algorithms on boot. For more information on this option, refer to the documentation 
provided by your networking switch vendor. 

• Disable host monitoring when performing any network maintenance that might disable all 
heartbeat paths (including storage heartbeats) between the hosts within the cluster, 
because this might trigger an isolation response.  

• With vSphere High Availability 5.0, all dependencies on DNS have been removed, making 
previous best practices of updating DNS for the purpose of HA irrelevant. However, it is 
always a best practice to ensure that the hosts and virtual machines within an 
environment are able to be properly resolved through DNS. 

• Use consistent port names on VLANs for virtual machine networks on all ESXi hosts in the 
cluster. Port names are used to determine compatibility of the network by virtual 
machines. Before initiating a failover, HA will check whether a host is compatible. If there 
are no hosts with matching port group names available, no failover is possible. Use of a 
documented naming scheme is highly recommended. Issues with port naming can be 
completely mitigated by using vSphere distributed virtual switches. 

http://pubs.vmware.com/vsphere-50/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-50-host-profiles-guide.pdf
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• In environments where both IPv4 and IPv6 protocols are used, configure the virtual 
switches on all hosts to enable access to both networks. This prevents network partition 
issues due to the loss of a single IP networking stack or host failure.  

• Ensure that TCP/UDP port 8182 is open within the network. HA will automatically open 
these ports when enabled and close when disabled. User action is required only if there are 
firewalls in place between hosts within the cluster, as in a stretched cluster configuration. 

• If using an ESX host, ensure that there is no service running in the ESX console OS that uses 
port 8182.  

• Configure redundant management networking from ESXi hosts to network switching 
hardware if possible.  

• Using network adaptor teaming can enhance overall network availability as well as 
increase overall throughput.  

• In configurations with multiple management networks, an isolation address must be 
configured for each network.  

Distributed Virtual Switches can be used to centrally manage the vSwitch configuration of each 
ESXi host, lowering the administration requirements of adding additional compute nodes to the 
cluster, as discussed earlier with host profiles. The DVS Enterprise 6020 was not validated with 
Distributed Virtual Switches. 

A vNetwork Distributed Switch is an aggregation of per-host virtual switches presented and 
controlled as a single distributed switch through vCenter Server at the Datacenter level. The vDS 
abstracts configuration of individual virtual switches and enables centralized provisioning, 
administration, and monitoring. 

Tip: VMware vSphere Distributed Virtual Switch best practices can be found HERE 

4.2   VMware View 5.1 

View Composer 4.2.1   

A vital component of VMware View 5, VMware View Composer delivers advanced virtual image 
management to conserve disk space and streamline virtual desktop provisioning and deployment. 

Create once; deploy to many. VMware View Composer lets you create a single parent virtual 
image and push that image out to multiple users across an enterprise in minutes. Update, patch or 
rollout hundreds of desktops from a single, master image. VMware View Composer lets you refresh 
desktop images while retaining user settings during updates and patches. 

VMware also provides some guidance on correct usage of View Composer within a vSphere 
Environment. These recommendations are fundamental to this design: 

 
• Use View Administrator to manage Path and Folder Information for Linked Clones. Using 

vCenter will result in View Administrator not being able to see the changes. 

• If more than 120 VM’s per host are planned change the number of ports on the virtual 
machine Network vSwitch, 120 is the default. This is a consideration with this architecture 
as we can deploy more than 120 virtual machines per host at an absolute maximum with 
the 2.9 GHz R720 Compute host. Setting this to 150 would provide sufficient headroom 
without excessive host resource consumption. 

• Ensure sufficient CPU and Memory resources for the resource pools and monitor through 
the vSphere client. 

http://www.vmware.com/files/pdf/vsphere-vnetwork-ds-migration-configuration-wp.pdf
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• View Composer will allow only a maximum of 8 hosts per cluster. This becomes a 
necessary consideration when scaling beyond the 7 hosts outlined in this architecture. 

• DRS will efficiently distribute Linked Clone VM’s among the hosts. DRS was disabled on the 
VDI clusters since local compute host disk were utilized for Tier 1.  

• DNS needs to be working correctly throughout the stack.  

• In regards to Antivirus, if the runtimes are staggered on the Linked Clone VM’s it should not 
impact performance. However if the antivirus software scans at the same time on all VM’s 
it will cause excessive IOPS.  

Finally, a Service account for use by Composer within vCenter needs to be configured with specific 
roles and permissions within vCenter.  

View 5.1 Storage Accelerator 4.2.2   

View Storage Accelerator uses Content Based Read Cache (CBRC) - CBRC is an ESXi 5.0 server 
memory cache of common blocks. During peak I/O workloads such as logon boot storms, View 
desktops can access common blocks of the OS disk and shared applications in the main memory 
cache, improving performance, enhancing the user experience, and saving storage array costs. 

DVS Engineering testing has identified a dramatic storage savings due to reduced IOP 
requirements from View 5 compared to View 5.1. The average reduction of IOP for DVS workloads 
was 30%. Full details can be found in the Solution Performance and Testing Section 6    

The DVS Enterprise 6020 is configured with CBRC enabled. Through the View Administrator portal 
you can set the cache size for all hosts or customize for individual ones. 

 

 

View 5.1 Administrator Portal for CBRC configuration 

The host caching requirements within each pool can be defined on a pool by pool basis. 
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View 5.1 Pool Disk Cache settings 

 

The View administrator console communicates directly to the vSphere host to set the size of the 
cache for each host.  

Note: If View Storage Accelerator is enabled in View, it will override the local setting. 

When using View Storage Accelerator, be aware of the additional storage consumption required as 
the digest will grow if the pools grow.  

For example: 

For each 10GB replica created roughly 100MB will be allocated to the digest file. If a single 10GB 
replica disk is being hashed and the host cache is set to the maximum (2048) setting then total 
memory consumption for View Storage Accelerator on that host is 2048+100MB giving a total 
cache size in memory of 2148 MB. 

The extra memory requirement to accommodate View Storage Accelerators needs may result in 
Consumed Memory alarms within vCenter. However, Active memory rarely exceeded 50% and it is 
Active memory that should be monitored. 

View 5.1 has been a major success during the DVS Enterprise 6020 validation and it has delivered 
reduced IOPS and increased performance on both storage and hosts. 

 

View Connection Server 4.2.3   

The VMware View Connection Server acts as the “broker” between the client and the virtual 
desktop (through View Composer and vCenter). Using View Administrator, Desktops pools can be 
created and managed, these pools form the core of the Virtual Desktops offered to the end user. 

There are 3 separate options in regards to a Connection Servers installation. 

 
● Standard Installation: A single instance of Connection Server  with a new View LDAP 

configuration 

● Replica Installation: A  copy of an existing Connection Server with an existing View LDAP 
configuration 
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● Security Server Installation: Used to create a connection server with an additional layer of 
security between the Internet and the View network. 

 

View 5 Personas 4.2.4   

With VMware View™ 5, VMware introduced View Persona Management™. View Persona 
Management preserves user profiles and dynamically synchronizes them with a remote profile 
repository. View Persona Management does not require the configuration of Windows roaming 
profiles, and you can bypass Windows Active Directory in the management of View user profiles. If 
you already use roaming profiles, Persona Management enhances their functionality. 

Persona Management downloads only the files that Windows requires at login, such as user 
registry files. When the user or application opens other files from the desktop profile folder, these 
files are copied from the stored user persona to the View desktop. This algorithm provides 
performance beyond that achieved with Windows roaming profiles. 

In addition, View copies recent user profile changes to the desktop profile up to the remote 
repository every few minutes. The default is every ten minutes, and this time period is 
configurable. 

Steps to configuring Personas involve: 

● Setup remote repository on the File server (DVS Enterprise Tier 2) 

● Install the View Agent in the Master image with the Persona Management option turned 
on 

● Add the Persona Management Admin Template to a GPO  

● Configure group policy settings to enable Persona management 

● Create desktop pool using Master image 

Note:  The DVS Enterprise 6020 provides Tier 2 storage to support the repository for View 
Personas. 

VMware View Personas is a new feature with View 5.0, it is simple to configure and worked very 
well in the DVS Enterprise 6020 test environment. 

Master VDI Image 4.2.5   

The next step of the deployment involved the creation of the “Master” or “Parent” Desktop VM. As 
the workloads were tested against a Windows 7 VM, it was built and optimized for use with 
VMware View, additional agents and/or modules needed to be installed at this point 

The steps were performed as follows 

● Installation of Master VM (Windows 7 32 bit Enterprise) 

● Optimization of Master VM are per VMware’s best practise 

● Further optimizations 

● Final preparation steps 

The installation of the VM began with the creation of an “empty” VM, followed by the install of 
Windows 7 from ISO. All additional recommended OS optimizations were then completed. 

The following document from VMware was used as a guide to Windows 7 optimizations VMware 
View Optimization Guide for Windows 7 

http://www.vmware.com/files/pdf/VMware-View-OptimizationGuideWindows7-EN.pdf
http://www.vmware.com/files/pdf/VMware-View-OptimizationGuideWindows7-EN.pdf
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Active Directory Prerequisites 4.2.6   

View requires certain changes to Active Directory, in particular a service account to manage the 
activity between the Connection Servers, Composer and vCenter. The following items need to be 
configured; 

• OU for Virtual Desktops (This is where the Virtual Desktops will reside within Active 
Directory) 

• User Account for vCenter Server (Service Account for vCenter Operations) 

• User Account for View Composer (Service account to allow View Composer interact with 
the Connection Server, vCenter and Active Directory) 

• OU for Management VMs 

There are other configurations options outlined in the VMware documentation however they fall 
outside of the scope of the Dell DVS validation and have not been included. 

Tip: VMware best practices for View Active Directory integration requirements can be found HERE 
in the Preparing Active Directory section of the View 5.1 Installation Guide. 

4.3   Antivirus in the Virtual Desktop Sessions 
In order to ensure the DVS Enterprise 6020 environment validation was as representative of a 
production environment as possible Anti-Virus was deployed to all servers and virtual desktops. 

  The environment used McAfee VirusScan Enterprise 8.7i, this was managed centrally by the 
ePolicy Orchestrator which controls agent deployment, definition updates and policies. 

Since the Virtual desktops were based on a single read-only View Composer Replica there are a 
number of exclusions that were configured to optimize performance of the On-Access scanning, 
these are listed in the table below; 

 

Exclusion Exclude 
Sub 

folders 

Read/Write Notes 

C:\*.* Yes  Read This prevents files from the C drive of the desktops 
being scanned since these are scanned prior to 
setting the drive as read only, from which point on 
no permanent changes will be maintained across 
reboots of a machine.  Any files written (e.g. 
temporary files will be scanned on write) 

Pagefile.sys No Read/write  

C:\windows\system32\spool Yes Read/write Print spooler directory – Best practice 

C:Program Files\Liquidware 
Labs\Connector ID\tntgrd.exe 

No Read/write Liquidware Labs Stratusphere monitoring agent 
service 

                Antivirus Exclusions 

These exclusions will be set in a policy on the ePolicy Orchestrator server and deployed to all 
virtual desktops within the environment. 

 

Tip: VMware provides addition guidance on AV best practices which can be found HERE 

http://pubs.vmware.com/view-51/topic/com.vmware.ICbase/PDF/view-51-installation.pdf
http://www.vmware.com/files/pdf/VMware-View-AntiVirusPractices-TN-EN.pdf


 

34 DVS Enterprise – Dell Mobile Clinical Computing  –-  VMware View 5.1 --  Solution Architecture  
 

4.4   Management Infrastructure 
According to VMware and Dell DVS Engineering best practices all management infrastructure will 
reside on dedicated vSphere hosts. This includes vCenter 5 including View Composer, View 
Connection servers, SQL 2008 R2 SP1 database server and Windows File server. The Windows File 
server is valid for solutions up to 1000 users. It is recommended a File Server solution be put in 
place at this point, the DVS Enterprise 6020 leverages the EqualLogic FS7500 for this purpose. 

Given that all of the management environment runs on virtual machines it’s feasible in solutions 
below 500 users for pilot use cases to combine the management workloads on the same host as 
the virtual desktop sessions. This is not a recommended production best practice. 

The management workloads are configured against VMware and Microsoft sizing best practices. 
The following table outlines the core components and sizing for each. 

 

Role vCPU RAM 
(GB) 

NIC OS + Data 

vDisk (GB) 

Tier 2 Volume 
(GB) 

VMware vCenter  2 8 1 40 + 5 100 (VMDK) 

View Connection 
Server  

4 10 1 40 + 5 - 

SQL Server 2 8 1 40 + 5 210 (VMDK ) 

File Server 1 4 1 40 + 5 2048 (RDM) 

TOTALS 9 32 4 180 2358 
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Management Infrastructure Scaling 4.4.1   

Based on the best practices from VMware and DVS Engineering validation work the following 
scaling guidelines have been established for the virtual management infrastructure and the hosts. 

 

 

Onesign Appliance Scaling 4.4.2   

A single Onesign appliance is capable of supporting up to 25,000 users, far greater than the scope 
of this reference architecture.  A multi-site, multi-appliance implementation further increases the 
capacity as appliances in a single site natively load balance client connections from Onesign 
enabled endpoints and virtual desktops.  To ensure adequate capacity, failover sites must be 
equipped to service the entire environment.  For this reference architecture, a single appliance in 
the failover site will support the maximum View sessions and users supported.  For environments 
that adopt a biometric authentication modality, such as fingerprint, the maximum supported users 
will be slightly lower to maintain probability ratios for false positive fingerprint matches at better 
than 1:1,000,000.  

 

4.5   SQL Server 2008 R2 SP1 
The VMware databases will be hosted by a single dedicated SQL 2008 R2 Server VM in the 
management tier: 

• View Composer 

• VMware vCenter 

• VMware vCenter Update Manager (Optional) 

Click HERE for more information on Microsoft SQL Server 2008 R2 SP1 

Initial placement of all databases into a single SQL instance is fine unless performance becomes an 
issue, in which case database should be separated into instances. Enable auto-growth for each DB. 
See evolutionary section below for more information.  

Best practices defined by VMware should be adhered to, to ensure optimal database performance. 

Number of 
View 

Sessions
Physical Management Hosts

View 
Connection 

Server

Virtual 
Center & 

Composer

MS Server 
2008 R2 

File Server

Citrix 
Netscaler 

Option

MS Server 
2008 R2 
Standard 
License

MS SQL 
Server 2008 
R2 Standard

vCPU 
vRAM 
(GB)

0-500
Integrated into Compute Host 
vSphere Cluster

2 1 1 2 4 1 14 36

1000 2 x ESXi Management Hosts
Dedicated 

NAS 

2000 No add 1 FS 7500 1 2 8

3000 No add 1 FS 7500 1 4 10

4000 Add 1 Management Host 1 FS 7500 1 2 8

5000 No add 1 FS 7500 1 4 10

6000 No add 1 FS 7500 1 2 8

7000 Add 1 Management Host 1 FS 7500 1 4 10

8000 No add 1 FS 7500 1 2 8

9000 No add 1 FS 7500 1 4 10

10000 No add 1 FS 7500 1 2 8

otal Resource4 ESXi Management hosts 6 6 FS 7500 2 12 1 40 116

4
4 ESXi Management hosts 
Physical AVAILABLE resources at 

51 307

http://msdn.microsoft.com/en-us/library/bb418439(v=SQL.10).aspx


 

36 DVS Enterprise – Dell Mobile Clinical Computing  –-  VMware View 5.1 --  Solution Architecture  
 

The Equallogic PS series arrays utilize a default RAID stripe size of 64K. To provide optimal 
performance, disk partitions should be configured to begin from a sector boundary divisible by 
64K.  

Disks to be used by SQL Server should be aligned with a 1024K offset and then formatted with a 
64K file allocation unit size (data, logs, and tempdb). 

DISKPART> select disk x 

Disk x is now the selected disk. 

DISKPART> create partition primary align=1024 
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SQL Database High Availability 4.5.1   

High Availability for SQL will be initially provided by the 
vSphere HA mechanism to protect against physical 
host failure. To protect SQL further, a 3-server (Virtual 
Machine) synchronous mirror configuration will be 
used that includes a witness (High safety with 
automatic failover).   

This configuration will protect all critical data stored 
within the database from physical server as well as any 
virtual server problems.  DNS will be used to control 
access to the active SQL server, please refer to previous 
DNS load balancing section for more info. The principal 
Virtual Machine that will host the primary copy of the 
data should exist on the first Management host. The 
mirror and witness virtual machines should exist on the 
second or latter management hosts. All critical 
databases should be mirrored to provide HA 
protection. 

There are a number of steps required to successfully 
set up SQL mirroring per Microsoft’s best practices.  

Tip: The following article details the step-by-step 
mirror configuration: HERE  

Tip: Additional resources can be found in TechNet: HERE and HERE 

4.6   File Services 
The File Services role will be a dedicated virtual machine in solutions less than 1000 users. In the 
interest of portability, following the assumption of an eventual upgrade, the volumes should be 
presented to the file server virtual machine as a Raw Device Mapping (RDM) in virtual mode. This 
will ensure a cleaner transition for customers who 
upgrade to add an EqualLogic FS Series NAS head to 
their environments by keeping the data on the 
storage array and not inside a VMDK that would 
need to be copied out.  

File services will be used to store user profile and 
home drive data. Unless an advanced user profile 
abstraction tool is used, profiles and user data should 
be controlled using the folder redirection and profile 
management tools native to Windows and 
administered via Group Policy. 

http://www.sqlserver-training.com/how-to-setup-mirroring-in-sql-server-screen-shots
http://technet.microsoft.com/en-us/library/ms189047.aspx
http://technet.microsoft.com/en-us/library/ms188712.aspx
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5   End-user Workload Characterization 

It’s important to understand the user workloads when designing a Desktop Virtualization Solution. 
The Dell Desktop Virtualization Solution methodology includes a Blueprint process to assess and 
categorize a customer’s environment according to the workloads defined in this section. In the 
Dell Desktop Virtualization solution this will map directly to the SLA levels we offer in our 
Integrated Stack. There are three levels, each of which is bound by specific metrics and capabilities. 

Basic Workload Characterization 5.1.1   

The Basic User workload profile consists of simple task worker workloads. Typically a 
repetitive application use profile with a non-personalized virtual desktop image. Sample use 
cases may be a kiosk or call-center use cases which do not require a personalized desktop 
environment and the application stack is static. The workload requirements for a basic user 
is the lowest in terms of CPU, memory, network and Disk I/O requirements and will allow the 
greatest density and scalability of the infrastructure. 

 

User 
Workload 

VM 
Memory 

Allocation 

VM Memory 
Reservation 

User Data 
Disk Space 

OS Image Notes 

Basic 1GB 0.5GB 5GB This user workload leverages a shared 
desktop image emulates a task worker. 
Only two apps are open simultaneously 
and session idle time is approximately one 
hour and forty-five minutes. 

Standard Workload Characterization 5.1.2   

The Standard User workload profile consists of email, typical office productivity applications 
and web browsing for research/training. There is minimal image personalization required in 
a standard user workload profile. The workload requirement for a Standard User is moderate 
and most closely matches the majority of office worker profiles in terms of CPU, memory, 
network and Disk I/O. This will allow moderate density and scalability of the infrastructure. 

 

User 
Workload 

VM 
Memory 

Allocation 

VM Memory 
Reservation 

User Data 
Disk Space 

OS Image Notes 

Standard 1.5GB 1GB 5GB This user workload leverages a shared 
desktop image emulates a medium 
knowledge worker. Five applications are 
open simultaneously and session idle time 
is approximately 45 seconds. 

Premium Workload Characterization 5.1.3   

The Premium User workload is an advanced knowledge worker. All office applications are 
configured and utilized. The user has moderate-to-large file size (access, save, transfer 
requirements). There is some graphics creation or editing done for presentations or content 
creation tasks. Web browsing use is typically research/training driven, similar to Standard 
Users. The Premium User requires extensive image personalization, for shortcuts, macros, 
menu layouts etc. The workload requirements for a Premium User are heavier than typical 
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office workers in terms of CPU, memory, Network and Disk I/O. This will limit density and 
scalability of the infrastructure. 

 

User 
Workload 

VM 
Memory 

Allocation 

VM Memory 
Reservation 

User Data 
Disk Space 

OS Image Notes 

Premium 2.5GB 1.5GB 5GB This user workload leverages a shared 
desktop image emulates a high level 
knowledge worker. Eight applications are 
open simultaneously and session idle time 
is approximately two minutes. 

 

Workload Characterization Details 5.1.4   

User 
Workload 

VM 
Memory 

OS Image Workload Description 

Basic 1GB Shared This workload emulates a task worker.  
• The light workload is very light in comparison to medium.  

• Only 2 apps are open simultaneously.  

• Only apps used are IE, Word and Outlook.  

• Idle time total is about 1:45 minutes 
Standard 1.5GB Shared This workload emulates a medium knowledge working using Office, IE and 

PDF.  
• Once a session has been started the medium workload will repeat 

every 12 minutes.  

• During each loop the response time is measured every 2 minutes.  

• The medium workload opens up to 5 apps simultaneously.  

• The type rate is 160 ms for each character.  

• Approximately 2 minutes of idle time is included to simulate real-
world users.  

Each loop will open and use:  

• Outlook 2007, browse 10 messages.  

• Internet Explorer, one instance is left open (BBC.co.uk), one instance 
is browsed to Wired.com, Lonelyplanet.com and heavy flash app 
gettheglass.com. 

• Word 2007, one instance to measure response time, one instance to 
review and edit document.  

• Bullzip PDF Printer & Acrobat Reader, the word document is printed 
and reviewed to PDF.  

• Excel 2007, a very large randomized sheet is opened.  

• PowerPoint 2007, a presentation is reviewed and edited.  

• 7-zip: using the command line version the output of the session is 
zipped. 

Premium 2.5GB Shared plus 
Profile Virt,  
or, Private 

The heavy workload is based on the standard workload; the differences in 
comparison to the standard workload are:  
• Type rate is 130 ms per character.  

• Idle time total is only 40 seconds.  

• The heavy workload opens up to 8 apps simultaneously 
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6   Solution Performance and Testing 

6.1   Load Generation and Monitoring 

Login VSI – Login Consultants 6.1.1   

The Login VSI tool (developed by Login Consultants) was used to generate the desktop workloads. 
Login VSI is a widely-used tool for validation VDI environments and server-based computing / 
terminal services environments. It installs a standard collection of desktop application software 
(e.g. Microsoft Office, Adobe Acrobat Reader etc.) on each VDI desktop. It then uses launcher 
systems to connect a specified number of users to available desktops within the environment. 
Once the user is connected, the workload is started via a logon script. The test script starts once 
the user environment is configured by the login script. Each launcher system can launch 
connections to a number of “target” machines (i.e. VDI desktops). These launchers are managed via 
a Microsoft Management Console which is used to configure whether the sessions are launched in 
parallel (sessions are created from each launcher in a round robin mechanism) or sequential (all 
sessions to be connected from each launcher are connected before the next launcher is used). 
 

Liquidware Labs Stratusphere UX 6.1.2   

Stratusphere UX was used during each test run to gather data relating to User Experience and 
desktop performance.  Data was gathered at the Host and Virtual Machine layers and reported 
back to a central server (Stratusphere Hub).  The hub was then used to create a series of “Comma 
Separated Values” (.csv) reports which have then been used to generate graphs and summary 
tables of key information.  In addition the Stratusphere Hub generates a magic quadrate style 
scatter plot showing the Machine and IO experience of the sessions.  The Stratusphere hub was 
deployed onto the core network therefore its monitoring did not impact the servers being tested.   

Designed for VDI, Stratusphere architecture provides end to end monitoring of the entire desktop 
delivery:  

• Dissolvable agents gather OS, User and Applications metrics from inside the end point, 
guest VM and servers.  

• Network stations provide packet level monitoring of the network connections from/to the 
VM.  

• VCenter API gives visibility into the hypervisor and data store.  

 

 

All metrics gathered are time stamped, correlated and analyzed to provide true end to end 
visibility.  

User Experience & desktop performance are rated based on Liquidware composite performance 
index, VDI UXTM that automatically “learns” from the environment to determine normal/abnormal 
performance, hence quickly identifying issues (effect) and performance bottleneck (cause).  

VDI UX calculates the User Experience by monitoring key metrics within the Virtual Desktop 
environment, the metrics and their thresholds are shown in the following screen shot; 
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EqualLogic SAN HQ 6.1.3   

EqualLogic SANHQ was used for monitoring the Dell EqualLogic storage units in each bundle. SAN 
HQ has been used to provide IOPS data at the SAN level; this has allowed the team to understand 
the IOPS required by each layer of the solution.  This report will detail the following IOPS 
information; 

● VMware View IOPS  

● File Server IOPS for User Profiles and Home Directories 

● SQL Server IOPS required to run the solution databases 

● Infrastructure VM IOPS (the IOPS required to run all the infrastructure Virtual servers) 

VMware vCenter 6.1.4   

VMware vCenter has been used to gather key data (CPU, Memory and Network usage) from each 
of the desktop hosts during each test run; this data was exported via .csv files for each host and 
then consolidated to show data from all hosts.  Whilst the report does not include specific 
performance metrics for the two infrastructure host servers, these servers were monitored during 
testing and were seen to be performing at such a level that in the event one of these hosts should 
fail the remaining host would be able to deliver all services. 

6.2   Testing Methodology 
The validation undertaken by the DVS team was intended to provide a set of results that were as 
closely aligned with a production environment as possible within a lab environment.  In addition 
multiple runs for each workload were completed to allow the team to understand and record any 
performance differences within the environment. 

The following validation scenarios were completed for each user workload; 

› Pipe-Clean Run 

The pipe-clean run is used to ensure all components within the environment are functioning 
correctly and results are being gathered as expected 

› Run 1, 2 & 3 – Full bundle, pre-booted 

All hosts are available, all desktops are powered on and ready for users to connect, boot on 
demand tests were completed initially however a poor login and session performance was 
recorded for sessions already in progress when these boots were simultaneously occurring. It is 
noted that the inclusion of SSD’s would resolve this issue, however it would dramatically increase 
the per user cost. Dell and VMware’s experience with VDI customers is that they normally have 
100% of the desktops pre-booted.  
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› Runs 4, 5 & 6 – Single server 

Single Desktop host validation, this is performed when the desktops are only available on a single 
host and the Linked Clone data for these desktops is held on a local VMFS datastore. 

Login VSI has two modes for launching user’s sessions; 

Parallel 

› Sessions are launched from multiple launcher hosts in a round robin fashion; this mode is 
recommended by Login Consultants when running tests against multiple host servers.  In 
parallel mode the VSI console is configured to launch a number of sessions over a 
specified time period (specified in seconds) 

Sequential 

› Sessions are launched from each launcher host in sequence, sessions are only started from 
a second host once all sessions have been launched on the first host, and this is repeated 
for each launcher host.  Sequential launching is recommended by Login Consultants when 
testing a single desktop host server.  The VSI console is configure to launch a specified 
number of session at a specified interval specified in seconds 

All test runs which involved the desktop hosts were conducted using the Login VSI “Parallel 
Launch” mode, all sessions were launched over an hour to try and represent the typical 9am logon 
storm.  Once the last user session has connected, the sessions are left to run for 15 minutes prior 
to the sessions being instructed to logout at the end of the current task sequence, this allows every 
user to complete a minimum of two task sequences within the run before logging out.  The single 
server test runs were configured to launch user sessions every 60 seconds, as with the full bundle 
test runs sessions were left to run for 15 minutes after the last user connected prior to the sessions 
being instructed to log out. 

6.3   DVS  Enterprise 6020  VMware View 5.1 Testing Results 
A number of different R720 server configurations were used to identify the optimal configuration 
of the server for VDI workloads for VMware View. Initial tests were run to identify the maximum 
capacity that could be attained on the R720 server using an optimized configuration. Validation 
was done to identify the difference in capacity using the higher specification Intel processor and 
also to identify if using less local disks impacted performance for the same number of VDIs under 
test. 

The goal of the DVS Engineering validation was to identify a cost and performance optimized 
platform to support rack or blade compute hosts for the DVS Enterprise 6020. Validation was 
performed on the DVS Basic, Standard and Premium workloads to identify the maximum density 
that can be achieved with each load. 

 

• Intel E5-2690 – 2.9 GHz processors and Intel E5-2680 2.7 GHz processor  

• 16 146GB 15K disks in Raid 10 format giving approximately 1.1TB of useable capacity 

• 10 146GB 15K disks in Raid 10 format giving approximately 730GB of useable capacity 

• 192 GB Memory using 16 GB DIMMs in optimized mode 

• PERC H710P Raid controller with 1 GB cache 
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VMware View 5.1 Results Summary 6.3.1   

View 5.1 introduced the View Storage Accelerator which uses Content Based Read Cache (CBRC) - 
CBRC is an ESXi 5.0 server memory cache of common blocks. During peak I/O workloads such as 
logon boot storms, View desktops can access common blocks of the OS disk and shared 
applications in the main memory cache, improving performance, enhancing the user experience, 
and saving storage array costs. 

It was observed during the validation that CBRC offered a significant improvement for Read IOPS, 
this is consistent with VMware released literature which states that using linked clones caching 
offloads I/O activities from the array to the host memory in the form of a cache loaded into 
memory with track changes recorded in a digest disk located in the same folder as the VMware 
View replica disk. 

It was shown that the maximum configuration can support significantly increased numbers 
beyond the optimal configuration. In addition the standard workload test of 116 users on the 
maximum server configuration with 10 disks has less CPU usage than the 106 user test on the 
optimal server. With total IOPS of 1100 and the good user experience reported by the Stratusphere 
UX report this configuration shows no less capability to support the workload than the same server 
configuration using 16 disks. 

DVS Enterprise Compute Host Density 

The improved optimal configuration using the increased memory and higher speed DIMMs can 
support a small increase in user numbers for the Standard workload, and a good improvement 
(10%) for the Basic workload. 

Validation results show that 10 local disks in RAID 10 configuration can support all of the tested 
workloads with no indication of performance degradation. This can be observed especially in the 
Stratusphere results. For this reason the R620 rack server may be a good candidate for use in 
Virtual Desktop implementation if it can support the E5-2690 processor with 10 disks. 

Before choosing a lower disk configuration careful consideration should be given to how the 
linked clone virtual desktop will be used. If space requirements increase over time the 10 disks may 
not be sufficient to cater for the increased space required by the disks. Following VMware best 
practices for refreshing View Composer Replicas is advised to control disk growth. 

 

 

 

 

 

User Type 11G – 
View 5.0 

MK1 – 12G 
Optimized 
with View 5.0 

MK2 – 12 
Optimized 
(2.7GHz 
Blade) 
View5.1 

MK2 – 12G 
Maximized 
(2.9GHz Rack) 
View 5.1 

% Improvement 
11G View 5.0 – 
12G Max 
View5.1 

Basic 80 120 125 145 +81.25% 

Standard 60 96 106 116 +93.33% 

Premium 42 70 83 95 +126% 
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 Non-optimized 
MK1 (VMware 
5.0) 

Optimized (1) 
(VMware 5.1) 

Optimized (2) 
(VMware 5.1) 

Max config 

(VMware 5.1) 

CPU 2.7 2.7 2.9Ghz 2.9Ghz 

RAM 128GB 192GB  192GB 192GB 

Disks 16 10 10 16 

Users (basic) 120 125 145 145 

Cost (total) $18000 $18000 $19000 $21000 

Cost (per user) $150 $145 $130 $145 

DVS enterprise 6020 Basic User Rack Compute Host Cost Analysis Local T1 

User Type View5.1 Compute Rack 
(2.9GHz, 16/10 disk or 
Diskless) 

User Density/Per User IOPS 

VMware View 5.1 Sessions on PS6110XS tier 1 
storage 

Basic 145 / 8.8 795 (7000/8.8 per user IOPS) 

Standard 116 / 9.5 736 (7000/9.5 per user IOPS) 

Premium 95 / 11 636 (7000/11 per user IOPS) 

DVS Enterprise Rack Compute Host (2.9Ghz CPU) and EqualLogic PS6110XS overview 

 

R720 Local T1 DVS Standard User Login VSI workload 6.3.2   
validation 

This portion of the DVS engineering validation consisted of testing (4) different configurations for 
Rack servers with Local T1 disk.  

These configurations were: 

 

Local Tier 1 Compute Host – PowerEdge R720 2.9 Ghz with 16 or 10 HDD 

2 x Intel Xeon E5-2690 Processor (2.9Ghz) 2 x Intel Xeon E5-2690 Processor (2.9Ghz) 

192GB Memory (12 x 16GB DIMMs @ 1600Mhz) 192GB Memory (12 x 16GB DIMMs @ 
1600Mhz) 

VMware vSphere 5 on internal SD VMware vSphere 5 on internal SD 
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10 x 146GB SAS 6Gbps 15k Disks 16 x 146GB SAS 6Gbps 15k Disks 

PERC H710 Integrated RAID Controller – RAID10 PERC H710 Integrated RAID Controller – 
RAID10 

Broadcom 5720  1Gb QP NDC (LAN) Broadcom 5720  1Gb QP NDC (LAN) 

Broadcom 5720 1Gb DP NIC (LAN) Broadcom 5720 1Gb DP NIC (LAN) 

iDRAC7 Enterprise w/ vFlash, 8GB SD iDRAC7 Enterprise w/ vFlash, 8GB SD 

 2 x 750W PSUs  2 x 750W PSUs 

 

 

 

Local Tier 1 Compute Host – PowerEdge R720 2.7 Ghz with 16 or 10 HDD 

2 x Intel Xeon E5-2680 Processor (2.7Ghz) 2 x Intel Xeon E5-2680 Processor (2.7Ghz) 

192GB Memory (12 x 16GB DIMMs @ 1600Mhz) 192GB Memory (12 x 16GB DIMMs @ 
1600Mhz) 

VMware vSphere 5 on internal SD VMware vSphere 5 on internal SD 

10 x 146GB SAS 6Gbps 15k Disks 16 x 146GB SAS 6Gbps 15k Disks 

PERC H710 Integrated RAID Controller – RAID10 PERC H710 Integrated RAID Controller – 
RAID10 

Broadcom 5720  1Gb QP NDC (LAN) Broadcom 5720  1Gb QP NDC (LAN) 

Broadcom 5720 1Gb DP NIC (LAN) Broadcom 5720 1Gb DP NIC (LAN) 

iDRAC7 Enterprise w/ vFlash, 8GB SD iDRAC7 Enterprise w/ vFlash, 8GB SD 

 2 x 750W PSUs  2 x 750W PSUs 

Since the Intel Xeon E5-2680 2.9 Ghz CPU configuration yielded the highest density at the lowest 
costs, only the performance charts for those two configurations have been included. 
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6.3.2.1   VMware View Standard Login VSI workload on R720 with 2.9 Ghz & 16 
Disk 

The following validation was for 116 Standard users 100% pre-booted on R720 host with 2.9 GHz 
processor and (16) 146GB 15K disks. Validation was performed using DVS standard testing 
methodology using VSI to manage the linked clones and Stratusphere UX and ESXi to deliver 
performance results. The Standard workloads have previously been shown to produce the highest 
IOPs. 

 

 

 
The CPU usage peaks at 85% which is within the acceptable limit for VMware View hosts.  
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At the peak of the test period 1187 total IOPS were registered on the local disk volume. Read IOPS are 
significantly lower than we would see on previous versions of View. This is a result of View caching reads on the 
replica disks. 

 
The graph above shows the consumed and active memory on the ESX host. When all the sessions are logged 
we can see that the consumed memory is 186 GB of the available 192 GB. However as the test proceeds we see 
that the Active memory reduces significantly after the initial boot of the VMs. Active memory is a measure of 
the most recently accessed memory pages. 

 
Network usage for the host shows a peak of 14000Kbps. This is in line with previous validation performed on 
11G servers. This is still significantly within the capacity of even a single Nic on the server. 

 

0

50000000

100000000

150000000

200000000

250000000

5/9/2012 12:45 
5/9/2012 12:50 
5/9/2012 12:55 
5/9/2012 13:00 
5/9/2012 13:05 
5/9/2012 13:10 
5/9/2012 13:15 
5/9/2012 13:20 
5/9/2012 13:25 
5/9/2012 13:30 
5/9/2012 13:35 
5/9/2012 13:40 
5/9/2012 13:45 
5/9/2012 13:50 
5/9/2012 13:55 
5/9/2012 14:00 
5/9/2012 14:05 
5/9/2012 14:10 
5/9/2012 14:15 
5/9/2012 14:20 
5/9/2012 14:25 
5/9/2012 14:30 
5/9/2012 14:35 
5/9/2012 14:40 
5/9/2012 14:45 
5/9/2012 14:50 

K
B

 

ESXi Memory Performance 

Consumed Active

0

2000

4000

6000

8000

10000

12000

14000

16000

09/05/2012 12:45 
09/05/2012 12:50 
09/05/2012 12:55 
09/05/2012 13:00 
09/05/2012 13:05 
09/05/2012 13:10 
09/05/2012 13:15 
09/05/2012 13:20 
09/05/2012 13:25 
09/05/2012 13:30 
09/05/2012 13:35 
09/05/2012 13:40 
09/05/2012 13:45 
09/05/2012 13:50 
09/05/2012 13:55 
09/05/2012 14:00 
09/05/2012 14:05 
09/05/2012 14:10 
09/05/2012 14:15 
09/05/2012 14:20 
09/05/2012 14:25 
09/05/2012 14:30 
09/05/2012 14:35 
09/05/2012 14:40 
09/05/2012 14:45 
09/05/2012 14:50 

K
B

ps
 

Network Performance 

Usage



 

48 DVS Enterprise – Dell Mobile Clinical Computing  –-  VMware View 5.1 --  Solution Architecture  
 

 
Above shows the Liquidware Stratusphere UX performance graph of the VMs during the test cycle. As you can 
see all sessions were registered in the upper right quadrant signifying a good test run and good performance 
for each user. The subjective testing also showed that there were no performance issues during the test. It was 
noticed that the VDI profile settings had very low thresholds for paging activity. This was increased during later 
tests resulting in normally better performance data. 

This Standard test shows a significant increase in density from testing on R720 using the 2.7 GHz processor and 
1333MHz memory configuration with 128GB installed memory.  

In previous tests 96 sessions were run with CPU reaching 92% and IOPS of 13 per session. The combination of 
increased CPU, memory specification and VMware View 5.1 Storage Accelerator allows 116 users with reduced 
CPU usage and reduced IOPS per session of 9.5. 

  



 

49 DVS Enterprise – Dell Mobile Clinical Computing  –-  VMware View 5.1 --  Solution Architecture  
 

6.3.2.2   VMware View Standard Login VSI workload on R720 with 2.9 Ghz & 10 
disks 

A further validation was run for the 116 user Standard workload using 10 disks in a RAID 10 
configuration. The performance results below show no perceivable difference when compared to 
the 16 disk configuration. 
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EqualLogic 6110XS Hybrid Array View 5.1 Tier 1 6.3.3   
Validation 

 

The following test was a 100% prebooted test using DVS standard testing methodology using 
Login VSI to manage the linked clones and Stratusphere UX to deliver performance results based 
on the DVS Standard Workload. 

Boot storm represents the peak IOPS on the array where Multiple Virtual Machines are booted at 
the same time and compete for System resources. For the testing used here the full load booted 
was 720 Virtual Machines giving a total of 12360 IOPS during the boot storm. No latency was 
experienced during the boot storm which can be attributed to the View 5.1 Storage Accelerator 
(CBRC) functionality caching common blocks used by the link clones. 

 

 
For this test we booted all 720 Desktops and allowed the VM's settle before starting the test. At the 
peak of the test period 6964 total IOPS were registered on the Array. Read IOPS are significantly 
lower than we would see on previous versions of View. This is a result of View caching reads on 
the two replica disks, one for each pool performance during the test. 
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As you can see all sessions were registered in the upper right quadrant in Liquidware Stratusphere 
UX signifying good performance for each user. The subjective testing also showed that there were 
no performance issues during the test, in particular activities like playing HD videos live from 
YouTube showed excellent performance; this is to be due to the code improvements made in the 
View 5.1 client. 

Below is the CPU data for the 720 User test including management Hosts. CPU performed 
excellently throughout this validation work. CPU never exceeded 66% during steady state. 
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Above is the active memory data for all hosts used for this validation work. Memory utilization 
across all hosts was consistent with the active management host only registered a small % of the 
compute node utilization. 

 

 
Network data is also consistent across all hosts in use however the management host registered 
higher activity as it is handling network traffic at the management layer and ISCSI activity. 
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6.3.3.1   EQL 6110XS 720 User Test Results Summary Table 

Array Average IOPS Average 
Read IOPS 

Average 
Write IOPS 

Average 
Latency 

(ms) 

Average 
Read 

Latency 
(ms) 

M610-XS-01 2045.53 660.02 1385.50 1.91 4.15 1.19 

Averages 2045.53 660.02 1385.50 1.91 4.15 1.19 

 

The above table shows the average IOPS and latency figures for the duration of the validation 
workload. These figures are taken from the total duration of the test run indicating low latency on 
the array.  

Below are the Peak IOPS figures. It is important to note that these figures are based on the peak 
average IOPS during the 5 minute polling period. The latency dropped off again significantly at the 
next polling period, this represents a random spike in activity at that time and could contribute to 
some sessions being represented in yellow on the Stratusphere UX plotter graph. 

Array Peak IOPS Peak Read 
IOPS 

Peak Write 
IOPS 

Peak 
Latency 

(ms) 

Peak Read 
Latency 

(ms) 

M610-XS-01 12360 10371 5436 20.4 13.5 6.9 

Averages 12360 10371 5436 20.4 13.5 6.9 

 

Generating a peak load on the EqualLogic P6110XS array with Login VSI requires enough physical 
hosts to generate an actual workload. DVS Engineering leveraged IOMeter and the data from 
LoginVSI testing for read:write ratios, bock size, load ramp time etc. to push the EqualLogic 
PS6110XS further to identify peak IOP capacity of the controller before latency of 20 ms is reached 
with the DVS Workloads. At 20 ms of latency typically end user experience in the VDI sessions 
degrades. 
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The synthetic testing with IOmeter has shown that the PS6110XS storage controller is performing 
well during steady state at 9500 IOPS indicating that there is sufficient headroom for additional 
sessions. It should be pointed out that the Peak IOPS figure shown above is the peak generated 
during the boot process, the peak during steady state was just below 7000 IOPS, so the 9500 IOPS 
seen during the extended synthetic testing shows that we are well within the threshold of total 
IOPS. 

 
At RTS DVS the Enterprise 6020 will utilize the validated scaling numbers in the DVS Enterprise Advisor with a 
peak IOP of 7000 for Tier 1. Further validation testing is planned for August 2012 to ensure the synthetic test 
methodology is sound and user experience is acceptable. Once complete, advisor will be updated to the peak 
IOP of ~9500 which will impact user density and cost per user. 
 
DVS Engineering is very confident the synthetic 
numbers and peak IOP are valid as this aligns 
with similar testing completed by EqualLogic 
with View Planner, which is fundamentally 
similar to LoginVSI but has architectural 
advantages to allow the increased workloads to 
be generated. 
 
These scaling numbers are fine to utilize as a ballpark estimate as it must be understood these are peak IOP 
numbers, under peak load. This would be equal to 1000 users PC’s running at 100% resource utilization. In 
certain circumstances it is possible for this to occur, such as AV scans or updates, View Composer recompose 
operations etc. But easily avoided if best practices are followed to stagger AV scans/updates, tune target 
files being scanned etc. 
 
There is up to 13TB of useable disk capacity within the PS6110XS, the table below identifies the disk capacity 
requirements for each user workload  
 
The above numbers are based on the following calculation 
Page File (1.5x RAM to a maximum of 4GB) + Temporary Session Data 
+ VMware Swap File (1x 
Non-reserved RAM) 
―    Basic - (1x1.5) + 1 +0.5 = 3.00GB 
―    Standard – (1.5x1.5) + 1 +0.5 = 3.75GB 
―    Premium – (2.5x1.5) + 1 + 1 = 5.75GB 
 
There is sufficient disk space to allow the expansion of the desktop sessions disk requirements. 
  

User Type VMware View 5.1 Sessions 
Synthetic Testing 

Basic 1079 

Standard 1000 

Premium 863 

UserType VMware View 5.1 
Capacity 
requirement 

Basic 1079 3.2 TB 

Standard 1000 3.75 TB 

Premium 863 5 TB 
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DVS Enterprise T2 Storage Testing Summary 6.3.4   

The data below is an overview of the full bundle testing of DVS users for the PS4100e.  

The key to sizing Tier 2 storage will be: 

• User IOP (The data below indicates View 5 users 
require < 1 IOP. Using 2 across the board is a safe 
estimate) 

• User File Storage Required. 

• Management infrastructure required to support 
solution user density.  

The EqualLogic PS4100 arrays are primarily used to host the File Server to store User profiles and 
User Data. The following graphs show the overall IOPS usage for this array throughout the test run.  
As these show there is very little read activity on the arrays the bulk of the traffic is write related 
(approximately 97% write). 

The following diagrams illustrate Storage Array performance of a full 6020 stack with 100% of the 
user desktops pre-booted: 

 

 

4100E Storage Volumes – Full Stack, 100% Pre-booted 

 Average 
IOPS 

Average 
Read IOPS 

Average 
Write IOPS 

Average 
Latency (ms) 

Average Read 
Latency (ms) 

Average Write 
Latency (ms) 

SQL Data 6.86 0.002 6.86 0.51 0.75 0.51 

SQL Log 7.78 0.003 6.86 2.005 0.66 1.96 

User Data 114.37 0.30 114.07 7.73 4.84 7.76 

User Profiles 3.44 0.72 2.71 4.73 12.76 1.24 

Averages 24.12 0.19 23.84 2.81 6.26 2.17 

 

DVS Workload Peak Teir-2 IOPS 

Basic 0.71 

Standard 0.92 

Premium 1.08 
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7   Conclusion and Acknowledgements 

Conclusion 

DVS Enterprise 6020 Solution a VMware AlwaysOn Solution 

Dell Desktop Virtualization Solutions offering is a comprehensive solution portfolio designed to 
enable customers to experience the benefits of virtual end user computing. While there are several 
ways of delivering virtual desktops, this solution is built on the Virtual Desktop Infrastructure (VDI) 
model.  In a VDI environment, user desktops are hosted as virtual machines (VMs) in a centralized 
infrastructure and delivered over a network to an end-user’s client device.  

Getting the most out of VDI requires a well-developed, reliable, proven architecture.  If the VDI 
architecture is undersized in terms of processing, memory or storage, then performance will suffer 
and the user experience will be degraded from that of the traditional PC.  If the architecture is 
oversized, then the cost per virtual desktop will be economically unfeasible for VDI adoption. 

Under the hood, the Dell Desktop Virtualization Solutions leverages purpose built hardware, 
software and services ingredients to enable a “capable” architecture that maximizes IT control 
while enhancing the end user experience. Dell utilizes industry standard ingredients so that our 
customers have a clear path to expedient upgrades and full support through the life of this open 
solution without sacrificing choice and flexibility. Dell invests in extensive R&D and solution 
validation to ensure that our customers go through a fine-tuned deployment process that leads to 
deterministic operational costs. Coupled with Dell’s ability to offer a subscription based Desktop-
as-a-Service model to minimize capital costs, Dell makes its leading desktop virtualization solution 
more affordable for our customers. 
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The Dell DVS Enterprise 6020 with VMware View 5.1 architecture discussed in this brief can 
significantly reduce both CAPEX and OPEX of virtual desktop environments. The technical 
validation of a DVS Enterprise 6020 clearly confirms that at scale, executing a realistic workload, it 
is capable of hosting 1,015 concurrent virtual desktop sessions per cluster. The performance data 
indicates that there is still some CPU head room in the system which can absorb occasional spikes 
in virtualized CPU resource requirements. Similarly the memory head room in the system indicates 
that the free memory can be allocated to existing virtual machines. The virtual machine density 
achieved is a function of vSphere 5, View 5.1 and Dell PowerEdge 12th Generation servers, and 
helps drive lower datacenter infrastructure costs. By lowering costs, virtual desktop deployments 
are near, or on par with acquisition costs typically associated with physical PCs. Low acquisition 
costs, combined with the incremental benefits of a virtual desktop environment (security, 
scalability, management) will serve to further accelerate the already rapid market adoption of 
hosted virtual desktop environments.  
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