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Dell Mobile Clinical Computing - AlwaysOn Point of Care  

 

Dell and VMware Solution Architecture - Secure, Reliable and Continuous Access to EMR and 
Patient Care Applications 
 

 
Digitized medical records can reduce medical 
errors, improve patient safety and produce 
better clinical outcomes—but if the caregiver 
cannot access Electronic Medical Record (EMR) 
and clinical information systems efficiently or 
are required to change workstations to access 
particular applications, productivity suffers and 
user frustration can increase. Furthermore, 
security and HIPAA compliance requirements 
may stipulate that users provide login credentials 
for each application that is accessed, then exit 
from each application and log off the system 
when finished. These processes are 
cumbersome and time consuming, and the log 
off process may be overlooked altogether 
creating potential security and data protection 
issues.  
 
 
When electronic devices replace paper charts and physician prescription pads having quick secure 
and reliable access to the various applications from any device in clinical workspaces becomes critical. 
This is why modernization of the point-of-care desktop has become an urgent priority for hospital IT 
professionals as well as hospital caregivers. Desktops and patient care applications must be 
immediately accessible and available to caregivers regardless of workstation, device or location.   
 

 

Dell Mobile Clinical Computing (MCC) and VMware have a solution. The Dell Mobile Clinical 
Computing – VMware AlwaysOn Point of Care™ solution provides an innovative virtualization 
architecture solution for the specific application access and stringent security requirements of 
medical organizations.  By virtualizing desktops with VMware View™ and hosting them on VMware 
vSphere™, a key component of Dell’s Mobile Clinical Computing architecture, and using this validated 
architectural design, healthcare organizations can now have unparalleled desktop and application 
reliability and availability – and secure rapid access from virtually any device. The caregiver can 
rapidly and securely access their desktop and application workspace by tapping a proximity card, 
swiping their finger on a biometric device or entering their username and password and they will be 
immediately presented with their clinical desktop to resume caring for patients.   
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The Dell MCC - AlwaysOn Point of Care offering allows clinicians and staff to achieve the rapid, secure 
access and continuous level of availability they demand. In a typical IT environment only the 
production environment is backed up. But by having an active-active desktop environment running 
identical desktop images, even if there is a failure at the primary site, end users can promptly access 
their desktops and applications. If a healthcare provider’s infrastructure is compromised through a 
natural disaster or other unexpected outage, caregivers—who are many times among the first 
responders—can be assured they can reach their clinical desktops and applications where and when 
they are needed the most.  

 

 

 

This new Dell and VMware architectural design features 
continuous monitoring capabilities, as well as load 
balancing with constant data replication across sites to 
ensure that if the primary site is down VMware View will 
seamlessly failover to the secondary site so the caregiver 
experiences minimal disruption. As a result, IT can now 
deliver non-stop point of care desktops with all 
applications and data readily available where and when 
they are needed most.  

 
 
Solution Elements 
Dell and VMware have jointly validated the Dell Mobile 
Clinical Computing - AlwaysOn Point of Care offering. 
This purpose built architecture integrates Dell’s Mobile 
Clinical Computing solution with VMware and additional 
Dell technology partner solutions to meet the uniquely 
stringent need for security, data protection, flexible 
scaling, and multiple single sign on mechanisms for 
health care organizations.   
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Benefits 
• Validated Dell and VMware 

solution architecture 
• Rapid secure non-stop access to 

clinical desktops and Electronic 
Medical Record applications  

• Provides constant monitoring, load 
balancing and data replication 
features for optimizing 
performance and uptime 

• Single sign on access, session 
mobility, highly reliable  

•  End-to-end Dell and VMware 
View implementation with Dell 
Mobile Clinical computing  
Infrastructure  

• High performance, secure, reliable 
Dell Wyse thin clients  
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Figure 1: DVS Enterprise Pod Configuration 
 
 
 
Dell Mobile Clinical Computing  
Dell's Mobile Clinical Computing solution makes access to clinical applications faster and easier to use, 
giving health care providers more time with their patients. MCC combines virtual desktop technology 
with tools to enhance clinical productivity and mobility. It integrates applications into one simple 
interface that can be accessed anywhere from virtually any device to enhances clinical productivity, 
IT productivity and data protection and end user computing security.  
 
 
Dell Desktop Virtualization Solutions (DVS) Enterprise 

The DVS Enterprise 6020 leverages a core set of hardware and software components that have been 
tested and proven to provide optimal performance at the lowest cost per user. The DVS Enterprise 
architecture provides the flexibility to start with a small pilot and grow the solution as needs expand. 
The solution can be built on either Dell PowerEdge 12g Rack or Blade servers to suit a customer’s 
requirements. The core configuration leverages SAN based Tier 1 storage powered by Dell EqualLogic 
PS6110XS hybrid array and Dell PowerEdge R720 servers.  
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Dell Wyse Cloud Clients  
Dell Wyse cloud clients provide secure, economical, high-performance computing. Specifically for 
VMware environments, Dell Wyse offers the purpose-built P class PCoIP zero clients designed for 
VMware View. Dell Wyse also offers a broad variety of thin clients, including the cost-effective T class, 
the high-performance Z class desktop thin clients, and X class mobile thin clients with your choice of 
Windows® Embedded Standard, Linux or Dell Wyse ThinOS firmware for the ideal combination of 
capability, manageability and security. 
 
 
VMware View 
VMware View is a desktop virtualization solution that delivers virtual desktops, applications, and data 
from the datacenter. VMware View provides a highly scalable administrative interface that improves 
management and speeds up desktop provisioning. The solution provides increased control and 
security of the desktop environment through enhanced role-based administration and centralized 
desktop security policies. 
 
 
VMware vSphere ESXi 
vSphere ESXi provides a robust, production-proven, high performance virtualization layer that abstract 
server hardware resources and allow their sharing by multiple virtual machines. Unique memory 
management including memory compression and advanced scheduling capabilities of the vSphere 
host allow for the highest consolidation ratios and the best application performance, in many cases, 
even better than physical servers. 
 
 
Imprivata OneSign  
Imprivata OneSign® provides Single Sign On and strong authentication, permitting users to access all 
workstations and applications they are authorized to use. By configuring and linking multiple 
instances of virtual appliances at both sites with fault tolerance, during the site failover, desktop 
agents can continuously look up the next working instance without disrupting the workflow. Users 
easily connect to virtual desktops and applications via Imprivata OneSign single sign on from the 
access point all the way through to the EMR application.  
 

Dell and VMware Solutions for secure, reliable and continuous access to EMR and 
patient care applications 

Dell and VMware have created the Dell Mobile Clinical Computing - AlwaysOn Point of Care of Care 
offering - an innovative virtualization architecture solution for the specific application access and 
stringent security requirements of medical organizations. It integrates technology and solutions from 
Dell, Dell Wyse, VMware and our thriving ecosystem of technology partners.  
 
The solution leverages and integrates Dell’s Mobile Clinical Computing and a highly available VMware 
virtualization infrastructure, with single sign on and secure high performance thin clients validated to 
health care industry requirements. Together, Dell, VMware, and our partners can deliver rapid and 
secure access to high performance continuous desktops, critical medical applications and records. 
More than that, we deliver true peace of mind for medical professionals—and the highest levels of 
patient care.  
 
 
 
 
 
 

http://www.vmware.com/technical-resources/virtualization-topics/performance/overview.html
http://www.vmware.com/solutions/datacenter/consolidation/index.html
http://www.vmware.com/solutions/business-critical-apps/index.html
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For additional information about how the Dell Mobile Clinical Computing with VMware AlwaysOn 
Point of Care offer is built and validated, please consult the Reference Architecture 
at: www.dell.com/virtualdesktops                                                                                                                                                                       
or http://www.vmware.com/solutions/industry/healthcare/point-of-care.html                                
or contact you Dell Partner Direct Reseller www.dell.com/partnerdirect 
 
 
 
THIS PAPER IS FOR INFORMATIONAL PURPOSES ONLY, AND MAY CONTAIN TYPOGRAPHICAL ERRORS AND TECHNICAL 
INACCURACIES. THE CONTENT IS PROVIDED AS IS, WITHOUT EXPRESS OR IMPLIED WARRANTIES OF ANY KIND.  
Copyright © 2012 Dell, Inc. All rights reserved.   
 
Reproduction of this material in any manner whatsoever without the express written permission of Dell Inc. is strictly forbidden. 
For more information, contact Dell. Dell, the DELL logo, and the DELL badge are trademarks of Dell Inc. VMware, View, vSphere 
are registered trademarks or trademarks of VMware, Inc. in the United States and/or other jurisdictions. Other trademarks and 
trade names may be used in this document to refer to either the entities claiming the marks and names or their products. Dell 
Inc. disclaims any proprietary interest in trademarks and trade names other than its own. 
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http://www.vmware.com/solutions/industry/healthcare/point-of-care.html
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