&) vmware Technical Note

VirtualCenter Database Maintenance

VirtualCenter 2.0.x and Microsoft SQL Server

This document discusses ways to maintain the VirtualCenter database for increased performance and
manageability. It covers all versions of VirtualCenter 2.0.x. The recommendations in this document pertain
specifically to Microsoft SQL Server 2000, but the concepts and practices work equally well with SQL Server
2005. This document assumes the reader has a working knowledge of SQL Server.

This document covers the following topics:

B “Installation” on page 1

B “Backup and Recovery” on page 6

B “Reducing Database Privileges after Installation for Higher Security” on page 17
B “Performance” on page 17

B “Purging Old Data” on page 21

B “Enabling Automatic Statistics” on page 21

B “Upgrading to a New Version of SQL Server” on page 21

B “Appendix A: Purging Old Database Records” on page 21

B “Appendix B: Automating Connections to ESX Server Hosts” on page 21
B “References” on page 21

For further information on maintaining a SQL Server database, see “References” on page 21 or consult a
trained SQL Server database administrator.

Installation

When setting up the database for use by VirtualCenter, observe the principles described in the following
sections.

Use Supported Versions of the Database and the ODBC Drivers

It is important to use only supported versions of Microsoft SQL Server with VirtualCenter. Be sure that both
the database version and the ODBC driver version are supported for the particular version of VirtualCenter
you are using.

Check the product compatibility guides for the latest information on supported database and ODBC driver
versions. Support for new versions is often added with patch or update releases of VirtualCenter, so be sure
to check the compatibility guide and release notes whenever you upgrade VirtualCenter.

If you are using SQL Server 2005, follow the special setup instructions in VMware knowledge base article
6565318, “Requirements for Running VirtualCenter with MS SQL 2005.” For a link to this article, see
“References” on page 21.
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Separating Critical Files onto Separate Drives

When creating the SQL Server databases, make sure the database and transaction log files are placed on
separate physical drives. You should also place the tempdb database on a separate physical drive if possible.
This arrangement distributes the I/O to the database and dramatically improves its performance. If a third
drive is not feasible, place the tempdb files on the transaction log drive.

Sizing the Database Using the VirtualCenter Database Sizing Calculator

The VirtualCenter Database Sizing Calculator is an Excel-format spreadsheet that estimates the size of the
database according to specifications you enter. You need to specify the number of hosts and virtual machines
you expect your installation to include plus some additional information on the number of devices per host
and virtual machine. You much also specify which statistics collection level you plan to use, because this has
an extremely large impact on the size of the database. The spreadsheet uses this data to estimate the size to
which the database is expected to grow after one year. The spreadsheet also provides upper and lower bounds
on this estimate, as well as the expected maximum size of the tempdb database, which is used during the
calculation of averages and other roll-up values.

VMware recommends that you leave the autogrow option on and periodically monitor the size of the database,
to ensure that you can detect any problems with database growth without terminating VirtualCenter
unexpectedly. VMware does not recommend operating at statistics collection level 3 or 4 for extended periods
of time. For more information, see the paper “VirtualCenter Monitoring and Performance Statistics.”

To check the status of statistics rollup, you can download a script from the VMware Web site. When you run
the script against your database, it tells you if there are any outstanding records that were not rolled up during
the appropriate rollup period. You can use this script to determine if database performance or configuration
issues are preventing statistics rollups from operating properly. For details and a download link, see VMware
knowledge base article 3034858, “Statistics Rollup Stored Procedures-Optional Parameters and Diagnostics.”
For a link to this article, see “References” on page 21.

Selecting the Appropriate Database Recovery Model

SQL Server uses transaction logs to record changes made to the database. In the event of failure, it uses these
logs to recover the latest state of the database. When any information in a database is changed, SQL Server first
writes the change to the transaction log, then commits the transaction. It writes the change to the database itself
only when a checkpoint occurs. SQL Server periodically initiates a checkpoint for each database. During a
checkpoint, SQL Server writes all committed transactions to the database itself.

The recovery model you use in SQL Server affects the number of changes that are recorded. The setting also
greatly affects the size of the transaction logs. Set the database recovery model according to your business
continuity needs, operational procedures, and disk space limitations.

When you set the recovery model to full, SQL Server fully logs all operations of the database. The transaction
logs continue growing until you perform a backup of the database and the transaction logs. The rate of growth
depends on the transaction volume of the database. In the VirtualCenter database, the transaction volume is
determined by the number of hosts and virtual machines you are managing with VirtualCenter. If you set the
recovery model to full, you must back up your database and transaction logs regularly, or the transaction logs
continue to grow without any limit. You can recover the database either to the point of failure or to a specific
point, depending upon the configuration. This recovery model is usually appropriate for a production
installation of VirtualCenter.

When you set the recovery model to simple, SQL Server limits the size of the transaction logs and rotates the
data in the logs to maintain a specific size. However, in the case of a database crash, you can recover only the
last full or differential backup. This mode might be appropriate if you are using VirtualCenter in a
demonstration environment or have no intention of backing up transaction logs regularly.

For more information on SQL Server recovery models, see the Microsoft reference “Designing a Backup and
Restore Strategy” as well as VMware knowledge base article 1001046, “SQL Server Recovery Model Affects
Transaction Log Disk Space Requirements.” For links to these articles, see “References” on page 21.
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Do Not Use the Master Database for VirtualCenter

When you configure SQL Server, be sure to create a separate database for VirtualCenter. Beginning with
VirtualCenter 2.0.2, the VirtualCenter installer checks to determine if the chosen data source name (DSN)
points to the master database. You cannot continue if it does. However, earlier versions of VirtualCenter do
not perform this check. If you do not create a separate database, VirtualCenter creates its tables in the master
database. This is a bad practice because it mixes the VirtualCenter tables with the SQL Server system-related
tables.

Setting Up a New Database for VirtualCenter
1  1.Go to Start > All Programs > Microsoft SQL Server > Enterprise Manager.

2 Expand the tree, right-click Databases, and select New Database from the context menu.

':m S0QL Server Enterprise Manager - [Console Root'Microsoft SQL Servers|
Bﬁ] File  Action Yiew Tools ‘Window Help
= | BmE X 2RER 2B NGO ®BREG
D Console Rook Databases 51k
E|-- Microsoft SOL Servers
Eﬁ S0L Server Group

=y (local) (windows NT)
=23

model msc

all Tasks 3

Wiew 3
Tew \Window From Here
#-{] Data Refresh

[

& Man: Export List...
-0 Repli
[
[

H-] Secu. Help
7] Support Services |

3  Enter the name of your database in the Name field (VCDB in this example).

x
General | Data FiIesI Tranzaction Logl
Mare: IVEDBI
D atabase
Status: [Unknown]
Owner: [Unknown]
[rate created: [Unknown]
Size: [Unknown]
Space available: [Unknown]
Mumber of uzers: [Unknown]
Backup
Last databaze backup: Mone
Last tranzaction log backup: Mone
Maintenance
Maintenance plar: Mone
Collation name: I[Server default] j
ak. I Cancel | Help |

4 Verify that your data and transaction log files are located on the proper partitions. See “Separating Critical
Files onto Separate Drives” on page 2 for more information. After confirming the locations, click OK.

5  Right-click the VirtualCenter database (VCDB in this example) and select Properties from the context
menu.

6  Click the Options tab and select the proper recovery model for your environment. See “Selecting the
Appropriate Database Recovery Model” on page 2 for more information. After making this selection, click
OK.
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7 In Enterprise Manager, expand the Security folder, right-click Logins, and select New Login from the

context menu.

':m SQL Server Enterprise Manager - [Console Root'Microsoft SQL Servers

Bﬁ] File  Action Yiew Tools ‘Window Help

= | BEXTER| @B k| NLOBE
[Z1 Console Root Databases

E| Microsoft SOL Servers

masker model mse

-0 Data TransFormation Sel
-] Management

-2 Replication
EID Security

Tew \Window From Here

-] Support s Refresh
- Meta Dat:

Help

8  Enter the new log-in name in the Name field (VClogin in this example), select SQL Server

Authentication, and enter a password in the Password field, then click OK.

SOL Server Login Properties - New Login ﬂ

General | Server Holesl Database Accessl

% Mame: IVEIogin _I

Authentication

 Windows Authentication

[romait: j

Security access:

% Grant acoess

| Deny access

% S0OL Server Authertication

Password: I""""""’1

Defaults

Specify the default language and databaze for thiz login.

Databaze:

Language: I English j

NOTE Microsoft Windows NT authentication is not supported with remote SQL Server installations. SQL
Server authentication works equally well on both local and remote installations. This means that if you
decide at a later time to move the database to a remote SQL Server host, SQL Server authentication allows

you to do so in far fewer steps by following the backup and restore procedure in this document and
changing the VirtualCenter System DSN to point to the new server.
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9  Click the Database Access tab, select the VirtualCenter database (VCDB in this example) and the

db_owner database role, then click OK.

SOL Server Login Properties - New Login ﬂ
Gereral I Server Roles  Database Access |

Specify which databases can be acceszed by thiz login.

D atabase

master
O @ model
O @ tempdb

Databaze roles for "COB"

Permit in Database Role

1 € db_accessadmin
(] ﬁ db_zecurityadmin
1€ db deladmin =

Froperties |
ak. I Cancel | Help |

10 Re-enter the password, then click OK.

Confirm Password EHE

0ld password; I

Confirm new password: Ixxxxxx>1

™ Blank Password [not recommended]

()3 I Cancel |

Creating a VirtualCenter System DSN on the VirtualCenter Server Host

1  Go to Start > All Programs > Administrative Tools > Data Sources (ODBC).

2 Click the System DSN tab, click Add, select SQL Server, then click Finish.

3 Enter appropriate values in the Name, Description, and Server fields, then click Next.

Create a New Data Source ko SOL Server

connect to SOL Server.

what name do you want to use to refer to the data source?

x|

Thiz wizard will help you create an ODBC data source that you can use to

Mame: IVM ware VirtualCenter

How do you want to describe the data source?

Description: IVirtuaIEenter database

‘wihich SOL Server do you want to connect bo?

Server. |DE-WIN2003

Finizh I Mest » Cancel

Help
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4  Select With SQL Sever authentication using a login ID and password entered by a user, enter the
VirtualCenter database login and password created during the database setup, then click Next.

Create a New Data Source ko SOL Server

How should SGL Server verify the authenticity of the login 107

= with Windows NT authentication uzsing the netwark login 1D

ientered by the user,

o Mwith SUL Server authentication uzing a login D and pagzword

To change the network: library uzed to communicate with SOL Server,
click Client Configuration.

Client Configuration...

LConnect to SAL Server to obtain default settings for the:
v o . ; -
additional configuration options.

Login ID: [+Clogin

Password: I

x|

< Back I Mest » I Cancel | Help

5 Select Change the default database to and choose the VirtualCenter database, click Next, then click

Finish.

Create a New Data Source ko SOL Server
[V Change the default database to:

[vcDE |
™ Attach database filename:

v Lreate temporany stored|procedures for prepared SOHL statements
and|drop the stared procedures:

& Orlywhen you disconnest,

wihen vou disconnect and as appropriate while you are
cofinected.

v Use ANSI quated identifiers.
[V Use ANSI nulls, paddings and warnings.

r IUze the failover SEL Server if the primary SEL Server i nat
aiailabile;

x|

< Back I Mest » I Cancel | Help

6  Click Test Data Source. If the test is successful, a dialog box appears stating “Test completed

successfully.” Click OK, then click OK again to exit Data Sources.

Your VirtualCenter database is now ready for use.

Backup and Recovery

Proper backups are critical to database maintenance. This section covers both regular, day-to-day backups and
those that involve saving and restoring the entire database all at once, a procedure that is useful for disaster

recovery or migration.

Scheduling Regular Backups

To schedule backups of the database, launch the Database Maintenance Plan Wizard on SQL Server Enterprise
Manager or Management Studio. The recommended backup strategy for VirtualCenter databases is to have a
full backup daily and an hourly transaction log backup if you are using the full recovery model. Define the
backup retention policy according to your local needs. For more information on backup strategies, see
“Designing a Backup and Restore Strategy” on the Microsoft Web site. For a link to this article, see

“References” on page 21.
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What You Need to Restore the VirtualCenter Server and Database After a Disaster.

You may need some or all of the items listed below to restore VirtualCenter and its components in the event
of a system failure or disaster. Follow your company disaster recovery guidelines for storage and handling of
these items.

Installation media for the same version of VirtualCenter you are restoring
VMware Infrastructure 3 license file or running license server
SQL Server backup files

SSL files found in: C:\Documents and Settings\All Users\Application Data\VMware\VMware
VirtualCenter\SSL on the VirtualCenter host

Notes from the original installation regarding the selections, settings, and information used

Steps for Backup and Recovery of the VirtualCenter Database

This section provides instructions for creating a backup of the VirtualCenter database, then restoring that
database to another SQL Server host. The use cases for this two-stage process include:

Disaster recovery —If the primary VirtualCenter site, including database, fails catastrophically, you can
bring up a second instance of VirtualCenter Server with the most recent copy of the database, all running
at a secondary site. This document also covers recovering the VirtualCenter database and VirtualCenter
Server independently depending on the situation.

Database migration—If you need to move the VirtualCenter database to another server —for example, to
take advantage of better hardware —you can restore the data on the new server, then establish a
connection form your existing VirtualCenter installation.

You can copy data from one database to another in several ways:

Back up from within SQL Server, then restore to the new location —This method maintains all database
optimizations and allows you to specify the database user, thus avoiding any problems with user rights.
This is the method described in this paper for the backup and restore procedure. These instructions
assume both servers are running the same version of SQL Server.

Use the Database Copy Wizard —This method carries over the database optimizations but assumes that
the original database user exists on the target system with all the same permissions as on the original
system

Creating a Backup of the VirtualCenter Database

1
2

Make sure all users are disconnected from VirtualCenter Server.

On the VirtualCenter Sever host, go to Start > All Programs > Administrative Tools > Computer
Management > Services.
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3 Choose the VMware VirtualCenter Server service and click the Stop button.

; Services

File  Action  Wiew

=10l x|

Help

¢5 |HEFRR 2E > n I »

% Services (Local) | Mame  #

Whiware VitualCenter Server

L[

Wirdeue CardSnaca
4

| Descrip... | Stakus | Startup Type ;I
Tacl Schadla: Frisbles,,,  Started Aukomatic
ll & Started Automatic
‘Windows iz attempting to stop the following service on Local Computer... e Marnal
5 Disabled
.. Started Manual
S Disabled
... Disabled
in.... Manual
.. Manual
... Manual
T o rrove,., Started Aukomatic
%VMware virtual Infrastructure Web Access Allows ... Aukomatic
Whlweare Virtual Mounk Manager Extended Manual
%VMware VirtualCenter Server Provide... Started Aukomatic
%Volume Shadow Copy Manage... Manual
%Webclient Enables... Disabled
%Windows Audio Manage... Started Aukomatic
Cacwal Mzl

e

Extended #, Standard

4 On the SQL Server host, go to Start > All Programs > Microsoft SQL Server > Enterprise Manager.

5 Expand the server tree and choose Databases.

6  Right-click the VirtualCenter database (VCDB in this example) and choose All Tasks >Backup Database
from the context menu.

T Eile

Ackion

':m S0QL Server Enterprise Manager - [Console Root"

Wiew

Tools  Window  Help

rosoft SOL ServersSOL Server Group'(loc

=10l x|

JREDS]

e BEXETEER| @@

sl
i

N By

%3

D Console Rook

4

E|-- Microsoft SOL Servers

Eﬁ S0L Server Group

E& (local) (windows MNT)

45 Databases
D Data Transformation Ser
D Managernent
{1 Replication
D Security
D Support Services
D Meta Data Services

Databases

masker model

msdb

Irnpork Data, .,
Expork Data, ..

pubs

tempdb
Mew Database. ..

Maintenance Plan...
Generate SOL Scripk.. .

Tew \Window From Here

Restore Database. ..

Delete
Refresh

Properties

Shrink Database. ..
Detach Database. ..
Take Offline

Help

Copy Subscription Database. ..
‘Wiews Replication Conflicks, ..
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7 Inthe SQL Server Backup dialog box, select Database - complete, then under Destination click Add.

SQL Server Backup - ¥CDB =

General | Options |

[atabaze:

Mame: IVEDB backup

Drescription: I

Backup
' Database - complete
" Databage - differential
" Tranzaction log

" File and filegroup: I

Destination

Backup to: ! Tape & Disk

Fremove

Lontents...

Ovenwrite
& ppend to media
' Ovenwrite existing media

Schedule

URl:

" Schedule: I

ak. I Cancel | Help |

8  Enter the backup filename and location (C:\Backup.bak for this example), then click OK.

Select Backup Destination =

Select the file name or backup device to use for the
g backup operation. Backup devices can be created for files
that you uze frequently.

' File name:

IE:\B ackup.bak

" Backup device:

L

()3 | Cancel |

9  Click OK in the SQL Server Backup dialog box. A progress indicator appears, followed by a completion
notification.

SOL Server Enterprise Manager ﬂ

-
1 J The backup operation has been completed successfully,

10 Verify the file exists in the location you specified.

11 On the VirtualCenter Sever host, go to Start > All Programs > Administrative Tools > Computer
Management > Services.

12 Choose the VMware VirtualCenter Server service and click the Start button.

Restoring a Backup Copy of the VirtualCenter Database to a Different Server

1 Copy your backup file to the new SQL Server host (C: \Backup .bak in this example).

2 On the VirtualCenter Sever host, go to Start > All Programs > Administrative Tools > Computer
Management > Services.

Copyright © 2008 VMware, Inc. All rights reserved. 9
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3 Choose the VMware VirtualCenter Server service and click the Stop button.

; Services

File  Action  Wiew

=10l x|

Help

¢5 |HEFRR 2E > n I »

% Services (Local) | Mame  #

Whiware VitualCenter Server

L[

Wirdeue CardSnaca
4

| Descrip... | Stakus | Startup Type ;I
Tacl Schadla: Frisbles,,,  Started Aukomatic
ll & Started Automatic
‘Windows iz attempting to stop the following service on Local Computer... e Marnal
5 Disabled
.. Started Manual
S Disabled
... Disabled
in.... Manual
& Manual
Manual
T o rrove,., Started Aukomatic
%VMware virtual Infrastructure Web Access Allows ... Aukomatic
Whlweare Virtual Mounk Manager Extended Manual
%VMware VirtualCenter Server Provide... Started Aukomatic
%Volume Shadow Copy Manage... Manual
%Webclient Enables... Disabled
%Windows Audio Manage... Started Aukomatic
Cacwal Mzl

e

Extended #, Standard

4 On the new SQL Server host, go to Start > All Programs > Microsoft SQL Server > Enterprise Manager.

5 Expand the tree, right-click Databases, and choose All Tasks > Restore Database from the context menu.

':m S0L Server Enterprise Manager

Tools

File  Action  Wiew

Window  Help

= | BEZERE| 25

sl
i

M|

':m Console Root' Microsoft SOL Servers

Copyright © 2008 VMware, Inc. All rights reserved.

D Console Raot Microsoft SOL Servers 1 Item
>
Eﬁ S0L Server Group @
E& (local) (Windows NT)
- F—— SOL Server
G Mew Database. .. FFUUD
E Backup Database. ..
i
: - R el 0
E Tew \Window From Here Attach Daksbase. .
E-E e 2l Import Data...
EE Help Export Data...
- rompme
-2 Security Copy Database Wizard. ..
-2 Support Services
[-[C] Meta Data Services
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6  Type over the name shown to enter the name of the database you are restoring (in this example, clearing

master and entering VCDB), under Restore select From device, then click Select Devices.

x|

General | Options |

Bestore az database: IVEDB j

Restore: " Database " Filegroups or files ' From device

Devices:

Backup number: |1 Wiew Contents... |

' Rlestore backup set
' Database - complete
" Databage - differential
" Tranzaction log

" File or filegroup I

" Read backup set information and add ta backup history

ak. | Cancel | Help

7  Under Restore from select Disk, then click Add.

8  Enter the name and location of the backup file you copied to this server in step 1 (in this example
C:\Backup.bak), click OK, then click OK again.
Choose Restore Destin. =
Select the file name or backup device to use for the restore
g operation. Backup devices can be created for files that you
uze frequently.
' File name:
IE:\Backup.bak |
" Backup device:
()3 I Cancel |
9

In the Restore database dialog box, click the Options tab and select Force restore over existing database.

Restore database =
General Options |
™ Eject tapes [if any] after restaring each backup
™| Erompt before restoring each backup

v Force restore over existing database

Restore database files as: Fiead from media

Logical file name
WCDE_Data
WCDE_Log

Move to physical file name

C:\Program Files\Microsoft SOL Server\MSS0L...

— Recovery completion state

* | eave database operational. Mo additional transaction logs can be restored.
" Leave database nonoperational but able to restore additional transaction logs.

" Leave database read-only and able to restore additional transaction logs.

Wil files

C:\Program FileshMicrosaft SOL ServersMSSELABACKLPAUN J

ak. I Cancel | Help |
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10 Click OK. A progress indicator appears, followed by a completion notification.

SOL Server Enterprise Manager ﬂ

-
‘Ej) Restore of database "WCDE' completed successfully,

11 Right-click the VirtualCenter database and choose Properties. Click the Options tab and select the proper
recovery model for your environment. Refer to your original installation notes or see “Selecting the
Appropriate Database Recovery Model” on page 2 for more information. After selecting the recovery
model, click OK.

Creating a Login for an Existing VirtualCenter Database User

Because the database was restored from another server, the users and permissions still exist within the
database but have no corresponding login on this new server, leaving the users orphaned. If the original
VirtualCenter database login was created using the steps outlined in “Setting Up a New Database for
VirtualCenter” on page 3, your original login and user have the same name, because this is the SQL Server
default (see the examples below).

SOL Server Login Properties - New Login ﬂ

General | Server Holesl Database Accessl

m Mame: IVEIogin ﬁ |
Authentication
 indows Aol

[romait: I - l

Security access:

SOL Server Login Properties - New Login ﬂ

Generall Server Roles  Database Access |

Specify which databases can be acceszed by thiz login.

Reassociating the VirtualCenter Database User and Login

If you do not know your VirtualCenter database user name, see “Finding Orphaned VirtualCenter Database
User Names” on page 13.

1 Open SQL Query Analyzer from the Tools menu in Enterprise Manager.

2 Type the following commands into the Query input box, replacing <login>, <password>,
<database_name>, and <user> with the appropriate entries for your organization (vcdb is the database
and VClogin is the user in the example shown in the screen shot), then click Execute Query.

USE MASTER

GO

EXEC SP_ADDLOGIN '<login>', '<password>', '<database_name>'
GO

USE <database_name>
EXEC SP_CHANGE_USERS_LOGIN 'AUTO_FIX', '<user>'
GO
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i Query - DB-WIN2003.¥CDB.DB-WIN20034 Administrator - Untitled1* P[] 59
TUZE MASTER =]
GO
EXEC ZFP_ADDLOGIN 'VClogin', 'password', 'wodb!

GO

USE wedb

EXEC 3P _CHANGE TU3ERZ LOGIN 'AUTO FIX', 'VClogin'

GO -
4| | o
ew login created. =5

The row for user 'VWllogin' will be fixed by updating its login link to a login already in existence.

The nurmber of orphaned users fixed by updating users was 1.

The nuwber of orphaned users fixed by adding new logins and then updating users was 0.

-
4| |
] Grids Meszages I

|query batch completed. [pE-winzoo3 (5.0) |DE-WINZ0O3\Administrator (52) [vCDE [ 0:00:00  [Drows [ln4, Colg? 4

Close and reopen SQL Server Enterprise Manager to refresh the data throughout the console.

Finding Orphaned VirtualCenter Database User Names

1
2

Open SQL Query Analyzer from the Tools menu in Enterprise Manager.

Type the following commands into the Query input box, replacing <database_name> with the
appropriate entry for your organization (vcdb is the database in the example shown in the screen shot),
then click Execute Query.

USE <database_name>
GO
EXEC SP_CHANGE_USERS_LOGIN 'REPORT'

The output lists any orphaned users and their associated SIDs.

—

UserName |UserSID |
1 VClogin OxEBABEOS3556F3554658587EZ10EEFS65F 12

Use this information to recreate the VirtualCenter login using the steps described in “Reassociating the
VirtualCenter Database User and Login” on page 12.

Testing the VirtualCenter Database User

1

On the SQL Server host, go to Start > All Programs > Microsoft SQL Server > Query Analyzer. Do not
open Query Analyzer from within Enterprise Manager.

Type the name of your server if it is not already listed.
Select SQL Server authentication and enter your VirtualCenter database login and password.

Type the following commands into the Query input box, replacing <database_name> with the
appropriate entry for your organization (vcdb is the database in the example shown in the screen shot),
then click Execute Query.

USE <database_name>
GO
SELECT * FROM VPX_SEQUENCE

Copyright © 2008 VMware, Inc. All rights reserved. 13
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5  The results should look similar to those below and should not include any errors.

i Query - localhost.¥CDB.¥clogin - Untitled1* =]
USE wedb =5
GO
SELECT # FROM VPX_SEQUENCE =
-
| |_’|_
[rane |1p | N
|1 |VPX ACCESS_SEQ 1
|2 |VPX_ALARM_SEQ 5
|3 |VPX_DRSRULES_SEQ 0 -
|4 |VPX_ENTITY_SEQ 1
|5 |vPX_EVENT_SEQ 20
|6 |vPX_FIELD_DEF_SEQ 0
7 |vPZ INVENTORY SEQ 0 x|
i [ Grids I Messagesl
|Query batch c||0ca|host (5.00 |vclogin (51} |VCDB |D:DD:DD |14 rows |Ln 3, Cdzr g

Reestablishing the VirtualCenter System DSN to Use a Restored Database

Follow the steps in this section if you need to reestablish the DSN so VirtualCenter uses a restored database.

NOTE If the VirtualCenter database was originally set up to use SQL Server authentication and the login and
password are unchanged, updating the VirtualCenter system DSN to use the restored database is all that is
required.

1  On the VirtualCenter Server host, go to Start > All Programs > Administrative Tools > Data Source
(ODBCQ).

2 Click the System DSN tab, choose the data source created during the original VirtualCenter installation,
and click Configure.

3 Inthe Server field, choose the database server that contains your restored database, then click Next.

Microsoft SQL Seryer DSN Configuration =

Thiz wizard will help you create an ODBC data source that you can use to
connect to SOL Server.

what name do you want to use to refer to the data source?

Mame: IVM ware VirtualCenter

How do you want to describe the data source?

Description: IVirtuaIEenter database

‘wihich SOL Server do you want to connect bo?

Server.

Finizh I Mest » Cancel Help
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Be sure that SQL Server authentication is selected, update the entries in the Login ID and Password fields

if necessary, then click Next.

Microsoft SQL Server DSN Configuration

How should SGL Server verify the authenticity of the login 107

= with Windows NT authentication uzsing the netwark login 1D

< wiith SOL Server authentication using a login ID and password
entered by the uzer.

To change the network: library uzed to communicate with SOL Server,
click Client Configuration.

Client Configuration...

LConnect to SAL Server to obtain default settings for the:
v o . ; -
additional configuration options.

Login ID: [+Clogin

Password: I

x|

< Back I Mest » I Cancel | Help

Select Change the default database to, choose your restored database, and click Next, then click Finish.

Microsoft SQL Server DSN Configuration

[+ ‘Change the default database tod

[vcDE |

™ Attach database filename:

v Lreate temporany stored|procedures for prepared SOHL statements
and|drop the stared procedures:

& Orlywhen you disconnest,

wihen vou disconnect and as appropriate while you are
cofinected.

v Use ANSI quated identifiers.
[V Use ANSI nulls, paddings and warnings.

r IUze the failover SEL Server if the primary SEL Server i nat
aiailabile;

x|

< Back I Mest » I Cancel | Help

The SQL Server ODBC Data Source Test box opens.

Click Test Data Source. If the test completes successfully, click OK, then clock OK again to exit the Data

Sources dialog box.

S0L Server ODBC Data Source Test ﬂ

r Test Result

Microsoft SOL Server ODBC Driver Version 03.86.3353 ;I
Funning connectivity tests. .

Attempting connection

Connection established

erifying option settings

Dizconnecting from server

TESTS COMPLETED SUCCESSFULLY!

On the VirtualCenter Sever host, go to Start > All Programs > Administrative Tools > Computer

Management > Services.

Choose the VMware VirtualCenter Server service and click the Start button.
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Installing a New Instance of VirtualCenter to be Used with an Existing Database

You may need to install a new instance of VirtualCenter to be used with an existing database if you lose your
original server or if you want to move VirtualCenter to different hardware. The installation described here uses
the typical setup. The custom setup options are beyond the scope of this document. For information about
custom setups, refer to the VMware Infrastructure 3 Installation and Upgrade Guide. For a link to this guide, see
“References” on page 21.

If the IP address of the new instance of VirtualCenter Server is different from the original, connect the
appropriate ESX Server hosts to the new instance of VirtualCenter Server. To establish the connections
manually, re-enter the authorization password for each server. To establish the connections automatically, use
the script discussed in “Appendix B: Automating Connections to ESX Server Hosts” on page 21. To use the
automatic process, you must install an exact copy of the SSL certificates from the original VirtualCenter Server
host on the new VirtualCenter Server host. Copy the files found in the following directory from the original
server to the new one:

C:\Documents and Settings\All Users\Application Data\VMware\VMware VirtualCenter\SSL

1 Onyour VirtualCenter Server host, set up the system DSN as described in “Creating a VirtualCenter
System DSN on the VirtualCenter Server Host” on page 5.

Start the VirtualCenter Server installation using the same version that was previously installed.
Read and accept the license agreement, then click Next.

Enter the user name and organization, then click Next.

Verify the destination folder, then click Next.

Select Typical, then click Next.

Select Use an existing database server, then click Next.

xR NN S G ok WN

Enter the VirtualCenter DSN name you created before starting this installation. Enter the VirtualCenter
database login and password, then click Next.

i'é" ¥Mware YirtualCenter Si B

Database Information

Enter additional database configuration information.

Enter the Data Source Mame (DS for the YMware VirtualCenter database, To set up a DSH
click the ODEC DSM Setup button,

WirkualCenter QDEC DSN Setup |

Enter the username that yvou entered in the ODEC Data Source Administrataor,

|VCIOgin

Enter the password for this database connection,

I*******

InistallShield

< Back | et = I Cancel |

9 If your DSN, login, and password are correct, a message about reinitializing the database appears. Click
No.

¥Mware YirtualCenter Server 2.0 Installation =]

[} The DSM YMware YirtualCenter' points ko an existing Yiware VirbualCenter repositary,
. Do you wantk to reinitialize the database and start over with a blank configuration?
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10 If your database is set to the full recovery model (see “Selecting the Appropriate Database Recovery
Model” on page 2 for details) a message appears. Click OK.

¥Mware YirtualCenter Server 2.0 Installation =

‘four SOL Server database is currently set to the Full recovery model, Without reqular transaction log backups, they will eventually
! consume all available disk space. Please see the following KB article For more information.

htkp: fikb, wrmware, comfkbf 1001046

If you choose to change the recovery model, you may do so either now or after the VirtualCenter Server installation completes.,

11 Select your license model, then click Next.

12 Verify the license server settings or browse to your license file, then click Next.
13 Verify that the Web service ports are correct, then click Next.

14 Verify your Web server settings, then click Next, Install, and Finish.

15 On the VirtualCenter Sever host, go to Start > All Programs > Administrative Tools > Computer
Management > Services.

16  Select the VMware VirtualCenter Server service and click the Start button if it is not already started.

Reducing Database Privileges after Installation for Higher Security

When you install VirtualCenter, the database user you assign to it must have full privileges to create and
modify tables. You can grant the appropriate privileges by assigning this user the db_owner role.

During normal operations, in order to increase security, you may restrict this user's permissions to the
following:

®  Invoke/execute stored procedures
B Select, update, insert

®  Drop

NOTE If you need to perform an upgrade to VirtualCenter, you must reinstate the db_owner role, because
upgrades often involve changes to the database schema.

Performance

This section covers approaches to improving the performance of a VirtualCenter database that has been
running for an extended period of time.

Fragmentation

Fragmentation is a phenomenon in which the logical order of pages within an index deviates from the physical
order of the pages on the disk. Fragmentation in the VirtualCenter database occurs mostly as a result of
statistics updates and rollup —that is, the calculation of the daily, weekly, monthly, and yearly averages. When
excessive fragmentation exists, transactions with the database can suffer performance degradation, thus
slowing down the overall performance of VirtualCenter.

There are two primary options for dealing with fragmented indexes —defragmentation and reindexing. The
following sections use examples to explain the steps for determining index fragmentation and defragmenting
the indices.

Index Defragmentation

The defragmentation procedure rebuilds the index for a specific table. It is an online operation—that is, you
can perform it while VirtualCenter is running without major impact to performance. The process occurs
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incrementally, which means that if it is stopped before it is complete, whatever work has been done up to that
point is in effect, and the next time you run the command, the process picks up where it left off.

Use the Microsoft SQL Query Analyzer tool to perform the following steps.
1 Check the statistics on fragmentation.
Enter the following commands:

USE <VirtualCenter database name>

GO

DBCC SHOWCONTIG (VPX_HIST_STAT,VPXII_HIST_STAT)
GO

SQL Query Analyzer displays its results in the following format:

DBCC SHOWCONTIG scanning 'VPX_HIST_STAT' table...
Table: 'VPX_HIST_STAT' (805577908); index ID: 3, database ID: 6
LEAF level scan performed.

— Pages Scanned.......... it 173933

- Extents Scanned............ il 21904

— Extent Switches............ it 79082

— Avg. Pages per Extent............. ...l 7.9

— Scan Density [Best Count:Actual Count].......: 27.49% [21742:79083]
- Logical Scan Fragmentation ..................: 38.79%

- Extent Scan Fragmentation ...................: 84.35%

- Avg. Bytes Free per Page..............coo... 517401

- Avg. Page Density (full).....................1 36.07%

DBCC execution completed. If DBCC printed error messages, contact your system administrator.

The above example shows a scan density of 27.49 percent. Ideally, this should be close to 100 percent. The
logical scan fragmentation is at 38.79 percent. For good performance, this number should be below 30
percent. Both these metrics indicate that the database is underperforming and you should defragment its
index.

2 Defragment the index.
Enter the following command:

DBCC INDEXDEFRAG ('VirtualCenter', 'VPX_HIST_STAT', 'VPXII_HIST_STAT")
GO

SQL Query Analyzer displays its response in the following format:

DBCC execution completed. If DBCC printed error messages, contact your system administrator.
Pages Scanned Pages Moved Pages Removed
173941 63527 110406

3 Check the statistics on fragmentation again.
Enter the following command:

DBCC SHOWCONTIG (VPX_HIST_STAT,VPXII_HIST_STAT)
GO

SQL Query Analyzer displays its results in the following format:

DBCC SHOWCONTIG scanning 'VPX_HIST_STAT' table...
Table: 'VPX_HIST_STAT' (805577908); index ID: 3, database ID: 6
LEAF level scan performed.

— Pages Scanned.......... it iiii et 63592

- Extents Scanned............ .. i 8038

- Extent Switches............ .. ot 8141

- Avg. Pages per Extent............. ... 7.9

— Scan Density [Best Count:Actual Count].......: 97.63% [7949:8142]
- Logical Scan Fragmentation ..................: 1.22%

- Extent Scan Fragmentation ...................: 92.77%

— Avg. Bytes Free per Page...........covvvnna.t 99.9

- Avg. Page Density (full).........ccvuuvunn...: 98.77%

DBCC execution completed. If DBCC printed error messages, contact your system administrator.

The results show improvements in three key areas.
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B The number of pages has been reduced from 173331 to 63592, indicating the database is smaller
because the indices are ordered more efficiently.

B The scan density is up to 97.63 percent.
B The logical scan fragmentation has been reduced to 1.22 percent.

The database should be much more responsive to queries. This means VirtualCenter performance should
be greatly improved.

Although you can perform this defragmentation process online—that is, while VirtualCenter is still
running —you may occasionally encounter a deadlock issue that causes the INDEXDEFRAG session to
terminate. If the session terminates in this way, there is no adverse impact on the database, and the
database continues running normally. You can issue the INDEXDEFRAG command again and the operation
resumes where it left off.

4 After the index defragmentation is complete, update the statistics to continue providing accurate metrics.
Enter the following command:

UPDATE STATISTICS VPX_HIST_STAT WITH FULLSCAN
GO

Reindexing

The INDEXDEFRAG command does not fix indexes that have become interleaved within a data file, nor does it
correct extent fragmentation on indexes.

Interleaving occurs when index pages for an index are not completely contiguous within the data file.
Interleaving can occur even when there is no logical fragmentation, because index pages are not necessarily
contiguous, even when logical ordering matches physical ordering.

To address this problem, you must re-create the indexes for a table. The DBREINDEX command provides a way
to do this automatically. This operation rebuilds statistics automatically, thus preserving the performance
optimizations. However, this is an offline operation. While it is running, the underlying table is unavailable to
users of the database. If, after you run the INDEXDEFRAG command, SHOWCONTIG still shows a value for logical
scan fragmentation of more than 30 percent, or when you suspect that indexes might be interleaved on the
disk, consider reindexing.

Use the Microsoft SQL Query Analyzer tool to perform the following steps.
1  Shut down VirtualCenter Server.

On the VirtualCenter Server host, go to Start > All Programs > Administrative Tools > Computer
Management > Services.
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Choose the VMware VirtualCenter Server service and click the Stop button.

. Services

File  Action

=10l x|

Help

&= ||EEFER 2E > 8 1w

Wirdeue CardSnaca
4

% Services (Local) Igﬂme 2 | Descrip, .. | Skatus | Startup Type ;I
Tacl Schadla: Frisbles,,,  Started Aukomatic
ll e... Started Automatic
‘Windows iz attempting to stop the following service on Local Computer... e Marnal
5 Disabled
Whiware VitualCenter Server ... Started Maral
S Disabled
,ﬁ ... Disabled
in.... Manual
.. Manual
... Manual
T o rrove,., Started Aukomatic
%VMware virtual Infrastructure Web Access Allows ... Aukomatic
Whlweare Virtual Mounk Manager Extended Manual
%VMware VirtualCenter Server Provide... Started Aukomatic
%Volume Shadow Copy Manage... Manual
%Webclient Enables... Disabled
%Windows Audio Manage... Started Aukomatic

M zraial

Extended #, Standard

2 Reindex the table.

Enter the following command:

USE <VirtualCenter database name>

GO

DBCC DBREINDEX ('VPX_HIST_STAT',

GO

||’ 70)

Comparison of Defragmentation and Reindexing

If you can schedule downtime for the VirtualCenter server to be offline, DBREINDEX generally rebuilds indexes
faster than INDEXDEFRAG. DBREINDEX takes advantage of multiprocessor systems by creating the index in
parallel across the available processors. By contrast, INDEXDEFRAG is designed to be less intrusive to a

production environment. The following table compares the two options for handling index fragmentation.
Table 1. Reindexing compared to defragmenting indices

Defragmentation Option DBCC DBREINDEX

DBCC indexdefrag

Online operation No Yes
Fixes out-of-order pages Yes Yes
Fixes out-of-order extents Yes No
If stopped, remembers where it left off No Yes
Automatically updates statistics Yes No
Allows changing the fill factor Yes Yes

Log usage Moderate log usage Fully logged; generates the most
amount of log
Space Usage Can use the existing space Will re-arrange pages with in the same

Extent

General Rule: (should be used with
what level of fragmentation)

Over 30% Logical Fragmentation or
less than 70% Scan Density

Between 10% and 30% Logical
fragmentation

Copyright © 2008 VMware, Inc. All rights reserved.
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Purging Old Data

In certain situations, you might find it appropriate to purge the database of old data on tasks, events, and
statistics. For example, your time window for maintaining a record of events and tasks might extend back only
a few months, or you might have archived these records already and so do not need to keep them in the live
database. In these cases, you can run SQL commands that remove data older than a specified number of days.
When you remove old data, you can reduce the size of the database, thus improving overall performance.

A script that removes records of events, tasks, and performance statistics samples is discussed in “Appendix
A: Purging Old Database Records” on page 21. Before you run this script, make sure to perform a full backup
of the VirtualCenter database.

Enabling Automatic Statistics

SQL Server contains a cost-based optimizer. To take advantage of the optimizer, you should enable automatic
creation and updating of statistics. These statistics allow the database to optimize queries based on observed
patterns of access, greatly improving performance. The overhead cost of enabling this feature is very minimal
compared with the potential benefits. SQL Server enables Auto update statistics by default, the setting for
which can be found on the database Properties, Options tab.

Upgrading to a New Version of SQL Server

The procedure to upgrade to a new version of SQL Server is beyond the scope of this document. For
information on upgrading to SQL Server 2005, see the Microsoft documentation at
http://www.microsoft.com/sql/solutions/upgrade/default.mspx.

Appendix A: Purging Old Database Records

VMware knowledge base article 1000125 includes a SQL script you can use to purge the VirtualCenter
database of records for events, tasks, and performance statistics samples that are older than 180 days. You can
modify the number of days into the past beyond which data is deleted by editing the CUTOFF_DATE variable.
Before you run this script, make sure to do a full backup of the VirtualCenter database. The knowledge base
article provides full details on using the script. For a link to this article, see “References” on page 21.

Appendix B: Automating Connections to ESX Server Hosts

VMware knowledge base article 1003343 includes a script you can use to reconnect VirtualCenter Server to the
ESX Server hosts that are already listed in the VirtualCenter database. This script works only if the SSL
certificate originally used to connect the hosts is in place on the VirtualCenter Server host. The script takes
advantage of this SSL certificate to avoid a duplicate authorization step, because the ESX Server hosts are
already authorized with this certificate.

To run this script, you must have the VMware Infrastructure Perl Toolkit installed on a system that also has
Perl installed. For more information, see knowledge base article 1003343. See “References” on page 21 for a
link to the toolkit and the article.

References
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