
LOCATION
Palo Alto, California

KEY CHALLENGES:
• Deliver secure mobile device 

management at scale
• Simplify mobile access to 

VMware’s internal network
• Integrate AirWatch into overall 

endpoint management
• Streamline and secure access 

to VPN services through 
certificate of authority

BUSINESS BENEFITS:
• Deliver one-touch access to 

internal network from mobile 
devices

• Implement hybrid cloud 
approach by using cloud-
based service providers to 
authenticate user access to 
on-premises and SaaS 
applications

• Use case for working with 
AirWatch Professional 
Services

• Deliver secure enterprise 
mobile management at scale

• Improve user experience by 
delivering a simple way to 
handle travel and expense 
forms via mobile devices

VMware AirWatch Delivers 
Secure Enterprise Mobile 
Management

Users get simpler access to internal and supported mobile 
applications; IT gets advanced security and endpoint 
management

The Challenge: Deliver a Great User Experience Securely
Delivering an easy, secure way to streamline access to the internal network was about 
more than providing end users with a great experience. Leveraging VMware® AirWatch 
simplifies access to the applications most frequently used by VMware employees and 
is one way VMware IT is making AirWatch attractive and relevant in order to boost 
adoption of its enterprise mobile management platform. The core underlying issue—
securing corporate information on personally-owned devices—was a top priority 
driving a recent project to roll out new mobile services on the AirWatch platform.

Today, virtually everyone uses a mobile phone in the course of business. The problem 
faced by VMware IT is one every organization deals with today: securing corporate 
assets and data on employee’s personal phones and gaining their trust that their 
personal apps and data will remain undisturbed. Increasingly, VMware employees 
expect to access the internal network from their mobile device, which is normally done 
over VPN (Virtual Private Network) using a triple authentication approach with a 
secure token from RSA. Another challenge: users need a simple way to find and use 
enterprise applications regardless of where they are hosted—in the cloud or 
on-premises. VMware’s applications for employee travel and expense reporting are 
hosted in both public and private clouds, adding to the complexity of IT’s challenge 
when seeking to deliver both over AirWatch.

The Solution: VMware AirWatch 
VMware IT implemented AirWatch to deliver secure mobile access  to VPN with 
certificate-based authentication. This provides a one-touch user experience that is 
actually multi-factor but shields users from that complexity, noted Alexander Price, 
director of IT architecture and strategy, VMware. With VPN, employees can use the 
company’s intranet, collaboration sites, business intelligence tools and services for 
which they would once have had to use at least a laptop computer, if not a desktop. 
Today employees can log a help ticket, approve a purchase order, review sales metrics 
or change their HR profile—all from their mobile phones. The current deployment 
includes iOS and Android. For end users, VPN access is now reduced from at least 3 
steps to essentially one thanks to the Certificate distribution managed by AirWatch 
that trusts the device without passwords. This simplifies the end user’s experience  as 
the certificate can be used from any device, even as they switch from one type to 
another throughout the day.

The solution is “consumer simple, enterprise secure” as VMware likes to say. But 
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getting there was a little more complicated. 

Price and his team of five began the project in early 2015, starting with mapping the 
infrastructure dependencies of AirWatch. It’s easy to think of AirWatch as a mobile 
environment, but the enterprise side of it starts with integration on the back end like 
any other enterprise app, noted Price. Over the course of about 7 months, more than 
40 people were involved in phases such as proof of concept, testing, training and 
operationalization. Ultimately, AirWatch Professional Services and a partner were also 
involved, as the scope required the deployment of an enterprise mPKI (managed 
Preshared Key Infrastructure) solution.

As the second major initiative in its AirWatch deployment (AirWatch has been 
available to VMware employees in North America for over a year and globally for 
roughly a year), IT worked to deliver the new applications with an eye toward a 
sustainable framework that would gradually grow to include more applications. 
Specifically, AirWatch includes a catalog framework that allows end users to choose 
what they want to use on their mobile devices. For IT, that means understanding the 
infrastructure dependencies of every app in the catalog.

“AirWatch comes with a catalog framework that can be populated with whatever 
applications the line of business needs,” said Price. “Users can browse it, read reviews 
from other users, and select what they want. The more difficult part is understanding 
the application integration on the back end.” 

Multi Factor Authentication was another key issue. AirWatch simplifies this for mobile 
users through the use of a “certificate authority,” which serves as a kind of electronic 
license. The certificate validates that the user’s device is trusted, thus replacing the 
need for a token.  The certificate plus the user’s credentials make up the dual factor 
required to access the network. The IT team tapped AirWatch’s Professional Services 
team to assist with certificate service integration. 

 “The certificate authority not only simplifies the user’s experience, it delivers 
advanced security features right out to the endpoint where IT needs it,” said Charles 
He, professional services consultant with AirWatch. “Even if your phone was stolen, the 
certificate cannot be stolen.”

The certificate distribution can be issued through AirWatch for mobile as well as 
Windows and OS X clients, noted He, adding that his team helped IT map 
infrastructure dependencies specific to AirWatch integration. 

“IT came to us with a vision for delivering advanced security features,” said He. “We 
worked with them to stand up a thorough process for certificate authorization, one 
that could carry users back and forth between their iOS or Android phones and their 
laptops, including Macs,” said He.

They engaged in February and a proof of concept was completed by May.

“We took our time to do thorough testing and deliver stable services,” said He. “Most 
customers want the quickest deployment possible. With our own IT organization, they 
were laying the groundwork for AirWatch to be a foundational part of securing the 
enterprise.”

AirWatch securely delivers the certificate to the user’s phone. If there’s a “jailbreak,” 

“The problem we had to address 
is one faced by every IT 
organization today—essentially, 
we had corporate data existing 
on personally-owned devices 
and no way to control it.”

– Alexander Price,  
Director of IT Architecture and Strategy, 
VMware IT
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the certificate is automatically revoked. AirWatch silently monitors devices and, if it 
detects viruses, will take action to secure enterprise resources. This addresses one of 
the biggest threats out there today – that hackers are piggybacking on user’s mobile 
phones to get beyond corporate firewalls, and often in a “low and slow” manner that 
escapes detection. AirWatch scans devices constantly; users can elect to be notified or 
not but IT will know if a threat is detected.

In early fall, Professional Services recommended IT engage Entrust, a third party, 
cloud-based provider, to host and manage the certificate authority.  Entrust helped 
implement a managed PKI (mPKI) for additional resiliency in an enterprise setting.

The advanced security delivered by AirWatch is so essential in today’s environment 
that eventually IT plans to make it the only way to access the internal network and 
services from a mobile device.

 “Today we’re taking a ‘carrot’ approach, where we hope we’ve made it attractive to 
users to use this mobile alternative to VPN,” said Price, adding that the new services 
went live in December 2015. “Eventually, it will be more of a ‘stick’ where we’ll require 
users to adopt this approach, because this kind of enterprise security is vital. We chose 
a few of the most commonly used applications to compel users to come on board, and 
clearly if you’re a traveling employee your mobile is probably more relevant than any 
other device.” 

VMWARE ON VMWARE
As the leading proponent of  
our own products, VMware  
is committed to passing on  
the lessons learned by our 
internal IT group in applying 
virtualization and cloud 
management technology  
to solve business challenges.  


