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Step 2: Setting Up Log Collection for ESX/VMware ESXi Hosts 
The vilogger interface can be used to have vMA collect log files from the target

ESX/VMware ESXi hosts according to the specified log policy.

1.	 Run vilogger enable for the hosts that you wish to enable logging for. 

Figure 3.7 d. Enabling logging on target hosts

2.	 Run vilogger list to list the names of all the logs available for collection from the target hosts.

Figure 3.7 e. Listing showing location of logs in vMA, collection period, number of log rotations to maintain and maximum size log can grow before it is 
rotated.
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3.8. PowerCLI

Programmability PowerCLI 3.8 Using PowerCLI to perform vSphere management 
tasks
1.  Enabling VMotion on all VMs
2.  Storage VMotion with PowerCLI
3.  Simple Automated Reporting with PowerClI

60 minutes

What it is: VMware vSphere PowerCLI is a powerful tool for managing and automating VMware vSphere. Graphical 
tools like VMware vSphere Client are very easy to use when configuring or deploying vSphere or the VMs within 
them. However, when you find that you need to do something dozens, or even hundreds of times, you need to 
automate. PowerCLI provides an extremely powerful command line environment, and along with the very active 
community VMware has built around it, it’s one of the best ways to automate your vSphere environment.

VMware vSphere PowerCLI provides a rich set of functionality, but some of its most important uses include:

•	Provisioning an enormous volume of VMs all at once

•	Simultaneously transforming large numbers of VMs

•	Adding storage to a mass of ESX hosts all at the same time

•	Configuring network resources altogether across a multitude of ESX hosts

System Requirements:
1.	 Windows XP, 2003, Vista or 2008

Hardware Requirements:
1.	 256 MB of RAM or higher.

2.	 500 MHz CPU or higher.

3.	 100 MB of disk space.

Software Requirements:
1.	 �Windows PowerShell (available as a free download from Microsoft).

Getting Started with PowerCLI.
PowerCLI is based on Microsoft Windows PowerShell, which is an automation framework used by Microsoft’s 
server technologies. PowerShell offers an extensible framework that allows management packs called “snap-ins” 
to be easily added by Microsoft and by 3rd parties. Commands in PowerShell are called “cmdlets,” and are small, 
reusable pieces of management logic that can be easily combined to form very powerful management applications.

PowerCLI adds 165 cmdlets to PowerShell that cover all aspects of managing and automating VMware vSphere.

PowerCLI is a standalone tool that can be downloaded by visiting http://vmware.com/go/powershell. Once 
you’ve installed PowerCLI you can launch it by navigating to Start > VMware > VMware vSphere PowerCLI > 
VMware vSphere PowerCLI.

The first time you launch PowerCLI, you will be prompted whether you want to run software from an untrusted 
publisher. The PowerCLI code is digitally signed by VMware, but chances are you don’t have VMware in your 
list of trusted publishers. You can choose to “Run once” (R) or “Always run” (A). Choosing “Always run” is 
recommended. It will prevent you from having to answer this question in the future.

By default, PowerShell is configured with a very restrictive security policy that doesn’t allow scripts to be 
run. Relaxing this policy is recommended, both because scripts are very useful, but also because you get a 
more user friendly experience if you allow running scripts. If you want to run scripts, you must first type this 
command at the prompt: Set-ExecutionPolicy RemoteSigned. 

http://vmware.com/go/powershell
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If you allow scripts and re-start PowerCLI, you will see this welcome screen:

Figure 3.8 a. The Welcome Screen

From here, you can see a listing of all command shipped with PowerCLI by typing Get-VICommand. As 
mentioned before, there is quite a large set of cmdlets, 165 in total. In the remainder of this section, you will go 
through a number of samples that will give you an idea of the power of PowerCLI. Since it’s impossible to cover 
such a large set of commands in such a short time, you will instead see a few useful examples that will give you a 
feel for what you can do with PowerCLI. Online resources that you can use to help you get started are mentioned 
at the end of this section.

The first thing you will need to do after starting PowerCLI is log in to your vCenter server or ESX host. You do 
this using the Connect-VIServer command. Connect-VIServer requires an argument that specifies the host 
name or IP address of your vCenter or ESX host. When you connect you will be prompted for credentials as 
depicted below. Log in using the same credentials you would use if you were using VSphere Client.

Figure 3.8 b. Log In

When you log in, you will see connection information in the window’s title bar. Now that you are logged in, take 
a look at some of the power of PowerCLI.

Step 1: Enabling VMotion on all VMs
VMotion allows VMs to be moved from one ESX host to another while the VM is still running. However, if a 
VM has floppy or CD-ROM drives connected, VMotion can fail. This creates an operational challenge to using 
VMotion, because it’s very difficult within the VSphere Client  to determine if there are any connected CD-ROM 
drives within a large set of VMs. So in this section, you will take a look at how easy it is with PowerCLI to ensure 
that all CD-ROM drives are disconnected. Running scripts like this on a periodic basis gives you assurance that 
VMotion will work when you need it to.

First, see if there are any connected CD-ROM drives. Do this using the following command:

•	Get-VM | Get-CDDrive | Select –Expand ConnectionState
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(Note that PowerShell is case insensitive.) When you do that, you get output as shown here.

Figure 3.8 c. CD-ROM Connection State

You can do this in your environment to get a similar report. Notice that you have a number of connected 
CD-ROM drives. To disconnect all these drives run:

•	Get-VM | Get-CDDrive | Set-CDDrive –connected:$false –confirm:$false

You can see the results of this command here.

Figure 3.8 d. Detaching CD-ROM Drives

Finally, re-run the report to make sure the changes have been successful.

Figure 3.8 e. Updated Status with CD-ROM Drives Detached

Step 2: Storage VMotion with PowerCLI
The last example explained a bit about VMotion, which lets you move a VM from one ESX host to another. 
Storage VMotion is similar, but instead of changing the ESX host where a VM runs, it changes the storage that a 
VM uses. Storage VMotion is extremely valuable, for example if you have a VM on a storage array that is running 
out of space. With Storage VMotion, it is very easy to move the VM to another storage array while it is still 
running.
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Because Storage VMotion relocates all VM data, it can take a very long time to execute, so if you need to move 
lots of VMs, it’s great to be able to script it. 

Below you see that the environment has one datastore that is nearly full, and one datastore that is hardly used at all.

Figure 3.8 f. The Current State of Datastores

PowerCLI makes it easy to determine what VMs are located on a datastore using this command:

•	Get-Datastore FC_Set01_05 | Get-VM

(If you want to try this for yourself, you should use your own datastore name in place of FC_Set01_05.) 

The results of this are shown here: 

Figure 3.8 g. Listing all VMS on a Particular Datastore

Now you’ll want to move a number of these VMs from the nearly-full datastore to the datastore that is almost 
empty. To do this use the Move-VM cmdlet as follows:

•	Get-VM DB* | Move-VM –Datastore FC_Set01_06
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Figure 3.8 h. Storage Motion is Easy with the Move-VM cmdlet

Read this command starting at the beginning. First, get all VMs that start with DB (i.e. DB Cluster 1, DB Cluster 2, 
etc.). Then pipe those results into the Move-VM cmdlet. Give Move-VM a parameter of –Datastore FC_Set01_06, 
which instructs it to move these VMs to the new datastore.

Figure 3.8 i. After Moving Several VMs, Storage Usage is More Balanced

After moving these VMs there is plenty of space on FC_Set01_05. The Move-VM cmdlet is extremely powerful. 
It also allows you to VMotion VMs, or to perform migration, and its ability to easily move multiple VMs makes it 
a very useful and powerful resource.

Step 3: Simple Automated Reporting with PowerCLI.
Many users have found PowerCLI to be a good tool for simple, automated reporting. PowerCLI scripts can 
be scheduled using the Windows Task Scheduler, and scripts can be written to email results directly to you. In this 
section, we’ll take a look at some simple reports you can write with PowerCLI. Many more examples are available 
through online resources. This section goes through a number of simple reports users find extremely helpful.

The first report simply shows how to count up all VMs in your environment.

Figure 3.8 j. Counting the Total Number of VMs
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There’s no real magic here, but this same command works whether you have 1 host or 50 hosts, and when run 
periodically can help you keep an eye on VM expansion. The next example shows how to count up all snapshots. 
This example is a bit more interesting because snapshots tend to be hard to find.

Figure 3.8 k. Counting the Number of Snapshots

PowerCLI also makes it easy to determine the age of snapshots, as follows:

•	Get-VM | Get-Snapshot | Select Name, VM, Created

Snapshots that are more than a week old deserve special scrutiny, since it’s easy to forget to clean them up, 
and they can fill up your datastores.

Figure 3.8 l. Showing the Age of Snapshots

To summarize, in addition to the extremely powerful automation capabilities PowerCLI brings, it’s also a very 
handy tool for writing simple reports that can help you understand and monitor your environment.
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4. Troubleshooting

4.1. Basic Network Troubleshooting

Basic Network Troubleshooting Basic network troubleshooting scenarios:
1.  Using vNetwork Distributed Switch (vDS) Configuration Panel

1. Using vNetwork Distributed Switch (vDS) configuration panel
The vNetwork Distributed Switch provides the same troubleshooting feature set as the Standard Switch. 
In addition, network and server admins will find the vDS configuration panel (under Home> Inventory > 
Networking) provides a wealth of information useful in troubleshooting the virtual network.

When looking at the vDS for this example environment there are a few things to note:

•	Clicking on the actual DV Port Group (e.g. dv-management) will highlight the network path taken by those 
endpoints through the vDS. This will determine which dvUplinks and which vmnics are used for traffic to and 
from this DV Port Group.

•	Clicking on the “i” or information icon shows the properties and settings for that port group. In this example, 
you can see no VLAN is assigned (so native VLAN is in use) for the management ports and that they use 
dvUplink1 which maps to vmnic0 on all the hosts.

Figure 4.1 a. vDS Panel Showing DV Port Group Information and Network Path

You can drill down further by selecting the actual port.

•	Clicking on the port (in this example vswif0 on 10.91.248.109) shows the actual network path through the vDS 
to the vmnic (vmnic0 on esx09a.tml.local in this example).
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•	Clicking on the i information icon next to the port shows the Port ID, MAC address, IP address, and mask. 

Figure 4.1 b. vDS Panel showing port information and actual path through network

You can also look at the physical network connection. 

•	Clicking on the “i” information icon next to the vmnic will show the CDP (Cisco Discovery Protocol) information picked 
up by that vmnic. In the next example, you can see vmnic0 on esx09a.tml.local is connected to interface 

“GigabitEthernet 0/9” on the adjacent physical Cisco switch. You can also see the management address of the 
switch and what features/capabilities are enabled (e.g. multicast, etc).

Note: You need a Cisco switch with CDP enabled for this information to show up on the VMware ESX and 
vCenter Server.

Each of the individual ESX hosts can be configured to “down”, “listen”, “advertise”, or “both.” CDP is configured 
through the ESX Service Console command line interface.

The mode is displayed by entering:

esxcfg-vswitch –b <vswitch>

The CDP mode is configured or changed by:

esxcfg-vswitch –B <mode> <vswitch> where <Mode> is one of “down”, “listen”, “advertise”, or “both”.

For more information on configuring CDP, refer to the ESX Configuration Guide. 



VMware vSphere 4

E VA L U AT O R ’ S  G U I D E  /  1 2 5

Figure 4.1 c. Physical NIC (vmnic) and CDP information

4.2. Basic Storage Troubleshooting

Basic Storage Troubleshooting Basic storage troubleshooting scenarios:
1.  Detecting and resolving stale locks on storage devices
2.  Verifying disk space usage by thin-provisioned disks
3.  Troubleshooting Storage vMotion

1. Detecting and Resolving Stale Lock on Storage Device
LVM: OpenDevice:3723: Device <(mpx.vmhba1:C0:T1:L0:1, 3573783040), 47e8b8f9-d92da758-86c4-
001a6467a6de> locked by 48e90aa5-6bccdad8-d017-001a6467a6dc at 1225385007187365 (1 tries left)

LVM: OpenDevice:3723: Device <(mpx.vmhba1:C0:T1:L0:1, 3573783040), 47e8b8f9-d92da758-86c4-
001a6467a6de> locked by 48e90aa5-6bccdad8-d017-001a6467a6dc at 1225385007187365 (0 tries left)

WARNING: LVM: OpenDevice:3777: Device mpx.vmhba1:C0:T1:L0:1 still locked. A host may have crashed 
during a volume operation. See vmkfstools -B command.

LVM: ProbeDeviceInt:5697: mpx.vmhba1:C0:T1:L0:1 => Lock was not free

This message in the vmkernel log means that a host may have crashed and left a stale lock on the device. To 
break the lock, a new vmkfstools -B option was introduced to ESX 4.0

The sample command to break the lock is:

# vmkfstools -B /vmfs/devices/disks/mpx.vmhba1\:C0\:T1\:L0:1

(you will get the following prompt)
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•	The VMware ESX host is online

•	You can connect directly to the VMware ESX host with vSphere Client

•	The vCenter Server computer is running

•	The vCenter Server service is running

•	Connectivity is fine between the vCenter Server and the vCenter Server database server

•	The vpxa daemon is running on the VMware ESX host

•	Network connectivity between the vCenter Server and the host is fine

If all of this is true and you still cannot get your vCenter Server to connect to your VMware ESX host, then you 
probably have a vpxuser account problem. The vpxa daemon is used as a communications interface between 
the vCenter Server and the VMware ESX host. This service is created automatically by the vCenter Server the 
first time you add a VMware ESX host to its inventory. When the vpxa daemon is set up the vCenter Server also 
creates the vpxuser account and sets a password. The password is stored in the vCenter Server’s database. 
Each VMware ESX host has a unique password.

Figure 4.3 c. Check if the vpxuser account is present on the VMware ESX host

Has either the vpxuser account been deleted or the vpxuser password been reset? 
YES. You may automatically recreate the vpxuser account and/or reset the password by simply disconnecting 
and reconnecting the host from the vCenter Server’s inventory.

NO. You may have significant problems with the VMware ESX host. As a last resort, you may consider reinstalling 
the VMware ESX host from scratch. However, it is recommended that you contact VMware Support prior to 
reinstalling VMware ESX.

3. Troubleshooting in vCenter Linked Mode
Please refer to the ESX and vCenter Server Installation Guide for troubleshooting vCenter Linked Mode.


