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Updated RPMs and Security Fixes 
ESX Server 3.0.2

Revised: 7/31/2007

This release contains an update to the Service Console kernel and Service Console RPMs. The ESX Server 3.0.1 
Service Console was based on RHEL 3.0 Update 6 plus security fixes. ESX Server 3.0.2 Service Console is based 
on RHEL 3.0 Update 8 plus security fixes. 

ESX Server 3.0.2 contains the latest security updates based on the RHEL 3.0 Update 8 distribution. 

The following sections list those contents and the security alerts that are addressed:

RPMs Updated

Service Console Kernel (vmnix) Update

RPMs Updated
The following Service Console RPMs are updated in ESX Server 3.0.2. They originate from RHEL 3.0 Update 
8. A few RPMs have been patched by Red Hat after the release of RHEL 3.0 Update 8. Those security patched 
RPMs have been included in this distribution. 

Be sure to test any customizations you make to these RPMs or scripts that run in the service console after the 
upgrade.

RPM RPM

bash‐2.05b‐41.7.i386.rpm
bind‐libs‐9.2.4‐14_EL3.i386.rpm
bind‐utils‐9.2.4‐14_EL3.i386.rpm
binutils‐2.14.90.0.4‐42.i386.rpm
chkconfig‐1.3.13.4‐0.3.i386.rpm
compat‐db‐4.0.14‐5.3.i386.rpm
coreutils‐4.5.3‐28.4.i386.rpm
cpp‐3.2.3‐56.i386.rpm
e2fsprogs‐1.32‐15.3.i386.rpm
file‐3.39‐9.EL3.4.i386.rpm
findutils‐4.1.7‐9.1.i386.rpm
ftp‐0.17‐17.2.i386.rpm
gcc‐3.2.3‐56.i386.rpm
gdb‐6.3.0.0‐1.132.EL3.i386.rpm
glibc‐2.3.2‐95.44.i686.rpm
glibc‐common‐2.3.2‐95.44.i386.rpm
glibc‐devel‐2.3.2‐95.44.i386.rpm
glibc‐headers‐2.3.2‐95.44.i386.rpm
grep‐2.5.1‐24.6.i386.rpm
groff‐1.18.1‐28.EL3.3.i386.rpm

gzip‐1.3.3‐13.rhel3.i386.rpm
info‐4.5‐3.el3.1.i386.rpm
initscripts‐7.31.31.EL‐1vmw.i386.rpm
iputils‐20020927‐11.30.5vmw.i386.rpm
kbd‐1.08‐10.6vmw.i386.rpm
kernel‐utils‐2.4‐8.37.15.i386.rpm
krb5‐libs‐1.2.7‐61.i386.rpm
kudzu‐1.1.22.15‐3vmw.i386.rpm
libgcc‐3.2.3‐56.i386.rpm
libstdc++‐3.2.3‐56.i386.rpm
logrotate‐3.6.9‐2.RHEL3.i386.rpm
losetup‐2.11y‐31.18vmw.i386.rpm
man‐1.5k‐13.rhel3.i386.rpm
man‐pages‐1.60‐5.rhel3.noarch.rpm
mkinitrd‐3.5.13.6‐1vmw.i386.rpm
mount‐2.11y‐31.18vmw.i386.rpm
net‐snmp‐5.0.9‐2.30E.20.i386.rpm
net‐snmp‐libs‐5.0.9‐2.30E.20.i386.rpm
net‐snmp‐utils‐5.0.9‐2.30E.20.i386.rpm
nfs‐utils‐1.0.6‐44EL.i386.rpm
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Service Console Kernel (vmnix) Update
The service console kernel is based on security‐patched version RHEL 3.0 U8 kernel. This version is 
kernel‐vmnix‐2.4.21‐47.0.1.EL.

nscd‐2.3.2‐95.44.i386.rpm
openldap‐2.0.27‐22.i386.rpm
openldap‐clients‐2.0.27‐22.i386.rpm
openssh‐3.6.1p2‐33.30.13vmw.i386.rpm
openssh‐clients‐3.6.1p2‐33.30.13vmw.i386.rpm
openssh‐server‐3.6.1p2‐33.30.13vmw.i386.rpm
openssl‐0.9.7a‐33.21.i686.rpm
pam‐0.75‐69.i386.rpm
pam_passwdqc‐1.0.2‐1vmw.i386.rpm
parted‐1.6.3‐48vmw2.i386.rpm
pciutils‐2.1.10‐7.EL3.1.i386.rpm
perl‐5.8.0‐94.EL3.i386.rpm
perl‐XML‐Parser‐2.31‐16.EL3.i386.rpm
popt‐1.8.2‐30_nonptl.i386.rpm
procps‐2.0.17‐13.10.i386.rpm

psmisc‐21.3‐2.1.i386.rpm
python‐2.2.3‐6.5.i386.rpm
samba‐3.0.9‐1.3E.13.2vmw.i386.rpm
samba‐client‐3.0.9‐1.3E.13.2vmw.i386.rpm
samba‐common‐3.0.9‐1.3E.13.2vmw.i386.rpm
sed‐4.0.7‐8.EL3.i386.rpm
shadow‐utils‐4.0.3‐26.RHEL3.i386.rpm
tar‐1.13.25‐15.RHEL3.i386.rpm
tcl‐8.3.5‐92.7.i386.rpm
tzdata‐2007d‐1.el3.noarch.rpm
util‐linux‐2.11y‐31.18vmw.i386.rpm
vmware‐hwdata‐1.00‐7vmw.noarch.rpm
ypbind‐1.12‐5.21.9.i386.rpm
yum‐2.0.7‐4vmw.noarch.rpm
zlib‐1.1.4‐10.EL3.i386.rpm
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