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1. vCloud Architecture 

1.1 Overview 

VMware has comprehensive architectural guidance for cloud environments in the form of the 
vCloud Architecture Toolkit (vCAT). VMware also publishes comprehensive installation and 
administration documentation for each VMware product, supported by a collection of 
knowledgebase articles. 

This document is intended to augment the existing documentation, in order to aid in creating a 
cloud that incorporates vCloud Integration Manager (vCIM).  

This document is intended for, but not limited to, those involved in planning, designing, and 
implementing VMware vCloud solutions. The target audience is one familiar with VMware 
products, particularly VMware vSphere

®
, VMware vCloud Director™, VMware vShield Manager™ 

(VSM), and VMware vCenter Chargeback™. It is assumed that the reader has knowledge of and 
familiarity with vSphere concepts.  

Table 1. Related Documentation 

Subject Area Found At 

vCloud Integration Manager 
Administrator Guide 

www.vmware.com/pdf/vCloudIntegrationManager10_AdminGuide.pdf  

vCloud Integration Manager 
API Reference 

www.vmware.com/pdf/vCloudIntegrationManager10_API_Reference.pdf  

vCloud Integration Manager 
Release Notes 

www.vmware.com/support/vcim/doc/rel_notes_vcloud_integration_manag
er_10.html 

vCloud Architecture Toolkit 
(vCAT) 

http://www.vmware.com/cloud-computing/cloud-architecture/vcat-
toolkit.html  

VMware vCloud Director™, 
VMware vSphere

®
, VMware 

vShield Manager™ (VSM), and 
VMware vCenter 
Chargeback™ product 
documentation 

http://www.vmware.com/support/pubs 

and 

http://www.vmware.com/resources/techresources/  

 

Since there is no ―one size fits all‖ cloud, the vCIM vCloud architecture attempts to address a 
specific use case: the creation of a vCloud environment by a knowledgeable and experienced 
administrator, in a ―green field‖ environment where a minimum amount of infrastructure is pre-
installed or preconfigured.  

The vcim-util package is specifically designed to be usable by a knowledgeable administrator 
who has access to configure switches and other network equipment, has access to iLO 
functionality on a set of blades, and can set up a vSphere Management Assistant on a laptop and 
connect it directly into the switching infrastructure where the cloud will be built, with the goal of 
scaffolding up a vCloud environment along the lines of what is prescribed in the vCIM vCloud 
architecture that is described in this document. 

http://www.vmware.com/pdf/vCloudIntegrationManager10_AdminGuide.pdf
http://www.vmware.com/pdf/vCloudIntegrationManager10_API_Reference.pdf
http://www.vmware.com/support/vcim/doc/rel_notes_vcloud_integration_manager_10.html
http://www.vmware.com/support/vcim/doc/rel_notes_vcloud_integration_manager_10.html
http://www.vmware.com/cloud-computing/cloud-architecture/vcat-toolkit.html
http://www.vmware.com/cloud-computing/cloud-architecture/vcat-toolkit.html
http://www.vmware.com/support/pubs
http://www.vmware.com/resources/techresources/
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Overall, the vCIM vCloud architecture is a prescriptive VMware vCloud Director environment 
designed for security, simplicity, self-sufficiency, flexible scalability, and economy. It is designed 
to bootstrap all the essentials needed to have a fully functional cloud, and yet be customizable 
and extensible for special needs, while being compatible with stringent compliance requirements.  

The architecture is intended to follow best practices and be flexible with respect to the hardware 
platforms chosen. It is designed for a Service Provider scenario, where the vCIM product is being 
leveraged. Administrators must be able to create a vSphere Management Assistant (vMA) virtual 
machine, and connect it to the ESXi console network and the private management network for 
the to-be-deployed cloud, while having it mount an NFS share that contained the needed OVFs. 
This could be accomplished using a blade temporarily dedicated for the installation process, or a 
laptop with the needed virtual machines on it, using VMware Fusion or Workstation.  

1.2 VLANS in the vCloud Networking Stack 

This section describes the VLANs used for this prescriptive vCIM vCloud architecture.  

The full vCIM vCloud networking stack consists of ten VLANs, nine of which also require IPv4 IP 
address space.  

The following diagram shows the components from the Internet connection, connecting down into 
both the management pod and the resource pods. It also shows all the backend connections 
required for virtual machines that connect to the physical ESXi blades to manage them, once the 
full cloud stack is up and running. 

Note No physical layout or wire map is shown, since the physical details will depend on 
hardware choices, cloud size, and other things not stipulated by this architecture. 

VLANs are assigned for segregation of traffic and for reasons of security and performance. There 
is a set of VLANs (VLANs E, F, G, and H in the network diagram following) which are, collectively, 
―management networks‖ that exist largely for clusters of ESXi hosts to communicate with each 
other. This includes the management interface of the ESXi hosts, plus Fault Tolerance, vMotion, 
and Storage traffic. The vCloud systems stack includes 18 prescribed virtual machines to support 
the management infrastructure for a cloud. 
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Table 2. VLAN Descriptions 

VLAN Description 

A The load balancer external network, solely for the external VIP (virtual IPs) of the load balancers. 
The load balancers are built into the architecture as an HA pair, but without any requirements 
beyond being able to load balance connections to the vCIM cell and the vCloud Director cells. 
These should be used to reach the vCIM cell and the vCloud Director cells. (It is anticipated that 
future releases of vCIM will accommodate having multiple cells, and so while only one is used now, 
the architecture uses the load balancer for it, so no structural change need be made in the future.)  

The central firewall also has an interface on this VLAN, to act as a default gateway to the Internet. 

B The DMZ, is where the vCIM and vCloud Director cells reside. These have a unique role as they 
are the publicly accessible API endpoint. Since they may run Internet-accessible services they may 
be targeted by attacks. They are isolated on a DMZ for security and compliance reasons. They use 
the load balancers as a default gateway. The central firewall also has an interface on VLAN B, and 
the vCIM and vCloud Director cells will use a static route pointing at that firewall in order to reach 
VLAN D and E. 

This routing was chosen so that the vCloud Director and vCIM cells can see the ―real‖ IP address of 
any connecting client. If you opt to use sNAT (source NAT) on the load balancers, which is widely 
supported, then these cells can use the firewall as a default gateway again, as the Internet 
connections will all appear to come from the load balancers. The architecture is compatible with 
either methodology, but by default, we make the assumption that the provider of the vCloud 
environment prefers to log the real IP address of clients. 

C The external connection of the entire environment to the Internet. The external interface is 
presumed to be the external interface of a firewall, either physical or virtual, so long as there is 
multi-interface and NAT capability. The firewall exists to do three things: 

 Allow inbound access to the vCIM and vCloud Director VIPs on the load balancers 

 Allow outbound access from VLAN B, VLAN D, and VLAN E hosts to the Internet (for 
retrieving patches, and so on) 

 Allow limited, audited connections from the VLAN B (the DMZ) to the private management 
network (VLAN D), and the ESXi network (VLAN E) 

The firewall is the only device on this VLAN, other than your upstream routing and switching 
equipment. 
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VLAN Description 

D The primary private management network. It is intended to reside on RFC1918 IP address space, 
to conserve addresses, although using an Internet-legal CIDR block would also be feasible. 

Virtual machines on this subnet use the central firewall as a default gateway. Other than the virtual 
machines mentioned in VLANs A and B, all the ones used to run a vCloud environment are here. In 
keeping with the best practices for separating management and resource ESXi hosts, a separate 
vCenter Server runs the virtual machines on separate physical hardware in the management pod; 
another vCenter Server runs the resources intended for consumption by vCloud tenants, as part of 
the resource pod. 

For vCloud purposes, a vShield Manager must be attached here with each resource vCenter to 
vCloud director. A pair of Infoblox NIOS 1050 virtual appliances in HA mode provides DNS, NTP, 
DHCP, and IPAM services. 

A pair of Active Directory servers supports the use of LDAP by vCloud Director and acts as a 
domain controller for the Windows machines on this subnet. 

VLAN D also has four SQL servers: 

 Two for management components (the management vCenter Server, the vCenter 
Operations server, vCloud Usage Meter), 

  Two for resource components (the resource pod vCenter Server, and vCloud Director) 

This architecture does not prescribe a specific choice for providing for the availability of these, but 
they are prescribed in pairs so that some solution resilient to failure can be implemented. 

There is also a vCenter Operations server for gathering and viewing operational data and 
performance statistics, as well as a vSphere Management Assistant appliance. The vCIM 
architecture calls for you to make some changes to the vMA appliance so that it can also receive 
syslog data from various vCIM components, as well as act as an NFS server to the vCloud Director 
cells, allowing them to mount an NFS share for their transfer data store, without the vCloud Director 
cells needing to directly access the storage VLAN (VLAN H). 

E The main management VLAN for the ESXi hosts in the vCIM environment. All the ESXi hosts, both 

management and resource, are presumed to have a primary vmkernel interface on this interface. 

These will be accessed by components which require direct access to the ESXi hosts to function 
(vShield Manager, vCenter Server, and vCloud Director). The Infoblox appliance also resides here 
to provide its network services (NTP, DNS, DHCP) to the ESXi blades. This is private, RFC1918 
address space, and is not intended to be reached from outside. The ESXi hosts use the central 
firewall as a default gateway, although it is not required to allow them to connect to the Internet. 

F & G Used for Fault Tolerance and VMware vMotion™ respectively. Depending on how many physical 
interfaces are available to your ESXi hosts, VMware recommends (if possible) to allocate FT and 
vMotion to a separate set of physical NICs for performance reasons. This is private, RFC1918 
address space which is unrouted. There is no default gateway. This VLAN is only for the ESXi 
hosts to pass vMotion and Fault Tolerance traffic. 

H The storage network. VMware recommends using NFS datastores. VLAN H is private, RFC1918 
address space, and is unrouted and has no default gateway, as only the ESXi blades should need 
to communicate with the storage equipment. 
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VLAN Description 

J T he tenant external network, used for all the collected vShield Edge external interfaces for NAT 
routed organization external networks created by vCloud Director. The IP addresses used on VLAN 
J are those assigned to the provider external networks created in vCloud Director. The presumption 
is that each tenant will be allocated 8 IP addresses. Using a large, shared VLAN for the external 
firewall interfaces allows them to use a shared gateway. Dividing this network into /29 CIDR blocks 
would consume a gateway, a broadcast, and a subnet IP, leaving only 5 addresses, and making 
expansion more difficult. Each tenant’s external, Internet-visible IPs reside on the same subnet, but 
they cannot cross-talk, as traffic from one tenant to another must pass through each tenant’s 
firewall, so the traffic of another tenant is no different than Internet traffic. 

K Used for vCloud Director network isolation-backed (VCD-NI) encapsulated traffic. This is used for 
tenant organization internal and organization external networks. It is important to note that VCD-NI 
traffic requires a higher layer 2 MTU on your networking equipment; instead of the default 1500-
byte MTU, VCD-NI requires a 1524-byte MTU on both the vSwitch that carries the VLAN K traffic, 
and the physical switching infrastructure. 

1.3 VLAN vSwitch Allocation 

This structure is flexible; VLANs can be distributed all to a single vSwitch or to up to four 
vSwitches. If four interfaces are available, VMware recommends to first separate all management 
traffic from tenant traffic; meaning that VLAN J and K will be moved to one pair of interfaces, and 
all other VLANs to the other pair. Given four pairs, vMotion and Fault Tolerance will be 
segregated, as will storage. 

Configure your network to present VLANs to the correct interfaces on each ESXi host. The 
VLANs are allocated to vSwitches depending on the number of interfaces. This table shows 
which VLANs are assigned to each vSwitch, dependent on the number of physical interfaces. The 
specific physical interfaces assigned to each vSwitch depend on your hardware. 

Regardless of the actual VLAN ID for VLAN E (ESXi), VMware recommends that you configure 
your switches to present this VLAN to the ESXi hosts as untagged. This will preserve the 
flexibility to use DHCP, PXE boot, and network crash dumps. 

Table 3. VLAN vSwitch Allocation 

Interfaces vSwitch pNICs VLAN Allocation 

8 vSwitch0 

vSwitch1 

vSwitch2 

vSwitch3 

vmnic0,vmnic1 

vmnic2,vmnic3 

vmnic4,vmnic5 

vmnic6,vmnic7 

E 

management hosts: A, B, C, D; resource hosts: J, K 

H 

F, G 

6 vSwitch0 

vSwitch1 

vSwitch2 

vmnic0,vmnic1 

vmnic2,vmnic3 

vmnic4,vmnic5 

E, F, G 

management hosts: A,B, C, D; resource hosts: J, K 

H 

4 vSwitch0 

vSwitch1 

vmnic0,vmnic1 

vmnic2,vmnic3 

E, F, G, H 

management hosts: A, B, C, D; resource hosts: J, K 

2 vSwitch0 vmnic0,vmnic1 all 
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Dual-interface virtual machines have largely been avoided. In particular, the vCloud Director cells 
must communicate with other components such as vCenter Server and the ESXi blades, via a 
firewall. This allows all traffic to be audited and logged, allowing for compliance with strict data 
security standards. The Infoblox appliances have an Interface on both VLAN D and VLAN E so 
they can provide DHCP services on both. VMware recommends to initially set up the Infoblox 
appliances to respond only to preconfigured MAC addresses on VLAN E; for VLAN D, the 
Infoblox appliances are configured to also respond to general DHCP requests from virtual 
machines. 

One vCenter Server for the management pod and one vCenter Server for resource pod are 
indicated. Larger cloud environments can add vCenter Servers for resource cluster management 
to provide greater scale. For greater redundancy, Fault Tolerance could be utilized, or VMware 
vCenter Server Heartbeat™. 

No management network is explicitly included in this design, although it is anticipated that 
administrators will have out-of-band management capabilities to reach VLANs B, D, and E for 
management purposes. Some organizations may opt to accomplish this using a VPN connection 
terminated at the central firewall. 

For reasons of consistency, simplicity, and predictable behavior, our architecture avoids dealing 
with odd numbers of NICs, or NICs which only carry certain VLANs in the case of failover. We 
always group NICs in pairs, and we expect that a failure of a single NIC will never change the 
characteristics of the traffic being carried. 

When more than one pair of NICs is available, we segregate virtual machine traffic from 
―infrastructure‖ traffic (ESXi, vMotion, Fault Tolerance, Storage) as a priority. Part of this is 
availability - we expect more consistency from the infrastructure components than from each 
individual virtual machine. This is particularly true in the Resource Pods when end-users can 
impact the environment. It also offers the best security improvement. 

After the 4-NIC case, additional pairs segregate storage traffic, and then vMotion and Fault 
Tolerance traffic. This choice was made for performance reasons. If 10 NICs are available, vcim-
util will configure a vSwitch4 (the 5th vSwitch overall) and use the last 2 NICs for it, but does 
not move any traffic to it. Choosing to separate Fault Tolerance and vMotion, or add extra NICs 
for storage traffic, or adding another pair of NICs for vMotion, is left as an exercise for the 
administrator depending on their expectations. 

1.4 Routing and Public Endpoints 

The vCloud Director cells should be the only component that requires a static route; the IP 
address block associated with vLAN E must be routed to the firewall interface on VLAN B. The 
default gateway for the vCloud Director cells must be the load balancers.  

All public endpoints are firewalled. The vcim-util architecture assumes the use of a multi-
interface firewall that can support at least 5 interfaces. VMware expects that it is virtual but does 
not require it. The load balancers are behind a firewall and are the primary public endpoint, with 
their external interfaces on VLAN A. They have VIPs for the vCIM appliance and the vCloud 
Director cells. 

Only the vCloud Director cells and the vCIM appliance might potentially need to be publicly 
facing. If address translation is provided by the load balancers, then these can also be on private 
address space. You may prefer to NAT on the load balancers from one public address to another, 
so that the public addresses can be tested individually. Note that the load balancer must have 
separate VIPs for the vCloud Director UI/API addresses and the vCloud Director Console Proxy 
addresses. 
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The vCloud Director cells pose a special use case, as they are a public endpoint, but they must 
also have access to VLAN E. As such, they also become the only component in the architecture 
with a static route. They are specifically sandwiched between the firewalls protecting VLAN A, 
behind the load balancers, and forced to route through the firewall interface on VLAN B, 
specifically to audit traffic from the vCloud Director cells to the ESXi hosts. Since the vCloud 
Director cells are reachable by clients on the public Internet (assuming VLAN A and B are not on 
RFC1918 address space behind a VPN endpoint), the endpoints are considered ―high risk.‖ As 
such, the goal is to minimize the amount of traffic permitted from VLAN B to VLAN E, and to log 
all connections. 

Note For a maintained list of important TCP/UDP ports required for communication that you 
can use in crafting your firewall rules, see TCP and UDP Ports required to access 
vCenter Server, ESX hosts, and other network components, at: 
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayK
C&externalId=1012382 

Normally, VLAN B would also require access to VLAN H, because vCloud Director cells require 
access to an NFS share for their transfer store. This architecture opts to virtualize that NFS 
access. Rather than having the vCloud Director cells directly access the storage network, the 
vMA/syslog/NFS server has a disk added to it via vSphere that is the appropriate size. It then 
exports that disk, allowing the vCloud Director cells to access its NFS port on VLAN D. This 
means that VLAN H can remain unrouted and not directly accessible to any virtual machine. This 
improves security significantly, at the cost of modestly slowing the performance of the data 
transfer store. 

There are no other public endpoints, except for tenant networks. Tenants all are intended to 
receive NAT-routed Organization External networks via vCloud Directory. Each of those networks 
is protected by vShield Edge, automatically deployed by vCloud Director. VLAN J is the external 
network for those interfaces. By using one large shared VLAN J, IP addresses can be saved. 
Since each organization network can be assigned a subset of the IP addresses, each does not 
need an individual broadcast and gateway IP, nor additional reserved IPs for functions like VRRP 
on the upstream routing and switching equipment. Traffic from one tenant to another will be 
treated by each vShield Edge the same as traffic from the Internet; no tenant has any special 
privilege to access another, so this does not create any additional risk. Even layer 2 interference 
is not possible, since the only layer 2 access to VLAN J is by the vShield Edge appliances. 

1.5 Databases 

The architecture includes 4 SQL servers, intended to be used in pairs; one pair being for 
management, the other being for activities of tenants. Thus the first pair is for the management 
pod vCenter server, vcOps, and vCloud Usage Meter. The second pair is for the resource pod 
vCenter server(s) and the vCloud Director cells. This setup was chosen to isolate the impact of 
the ―management‖ and ―resource‖ silos on each other; it can allow management maintenance 
without affecting customer workloads, and protect the management infrastructure from impact by 
any runaway usage by tenants. 

Pairs are allocated for redundancy, but the architecture does not specifically recommend a 
method for achieving redundancy for the pairs. 

  

http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1012382
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2. Prerequisites 

2.1 Software Checklists 

The following three tables describe required, third party, and optional software to be used in 
installing a vCloud (as per the vCloud Build Out Plan).  

Table 4. Checklist—Required VMware Products 

□ Software Sample File Name and Source 

□ 
 vCenter Operations, 
Standard Edition 

VMware-vcops-5.0.0.0-554150-vapp.ova 

via: Download Center > VMware vCenter Operations 

□ 
vCloud Director 1.5 vmware-vcloud-director-1.5.0-464915.bin 

via: Download Center > VMware vCloud Director > VMware vCloud 
Director 1.5 

□ 
vCloud Integration 
Manager 1.0 

Download the .zip file via: 
http://www.vmware.com/downloads/download.do?downloadGroup=VCI
M-VA 

□ 
vCloud Usage Meter 
2.3 

vCloudUsageMeter-2.3.0.0-632601_OVF10.ova 

via: 
http://www.vmware.com/downloads/download.do?downloadGroup=UM
SV2_3 

□ 
VMware ESXi 5 via: Download Center > VMware vSphere > VMware ESXi 5.0 

Installable 

Correct file to download varies with intended usage. For standard 
installations, choose an ISO image. If you need to customize your 
image, choose an Offline Bundle. Please check available files for 
drivers, format, and other options. 

□ 
vShield Edge 5 

vShield Manager 5 

VMware-vShield-Manager-5.0.0-473791.ova 

via: Download Center > VMware vShield Edge > vShield Bundle 5 

□ 
vSphere Client 5 

vCenter Server 5 

VMware-VIMSetup-all-5.0.0-456005.iso 

via: Download Center > VMware vSphere > VMware vCenter Server 
5.0 and modules 

(Optional) Install Authentication Proxy,AutoDeploy, ESXi Dump 
Collector, Syslog Collector, Update Manager, Update Manager 
Download Service. 

□ 
vSphere Management 
Assistant 5 

vMA-5.0.0.0-472630.zip 

via: Download Center > VMware vSphere > VMware vCenter Server 
5.0 and modules > Related Drivers and Tools > vSphere Management 
Assistant 5 

 

Table 5. Checklist—Required Third Party Software 

https://downloads.vmware.com/d/
https://downloads.vmware.com/d/
http://www.vmware.com/downloads/download.do?downloadGroup=VCIM-VA
http://www.vmware.com/downloads/download.do?downloadGroup=VCIM-VA
http://www.vmware.com/downloads/download.do?downloadGroup=UMSV2_3
http://www.vmware.com/downloads/download.do?downloadGroup=UMSV2_3
https://downloads.vmware.com/d/
https://downloads.vmware.com/d/
https://downloads.vmware.com/d/
https://downloads.vmware.com/d/
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□ Software Notes 

□ 
Infoblox-VM-1050 Virtual 
Appliance for VMware 

Features: vNIOS, DNS, DHCP, Grid http://www.infoblox.com.  

Obtain the Infoblox appliance, but do not deploy it. It will be deployed 
later, as described in the vCloud Build Out Plan. 

□ 
Microsoft SQL Server 
Enterprise  

 

□ 
Red Hat Enterprise Linux 
5.6 

 

□ 
Windows Server 2008 R2 
Enterprise 

 

 

Table 6. Checklist—Optional VMware Products 

□ Software Notes 

□ ESXi 
SNMP 
MIBs 

VMware-esx-mibs-1.0.1-368563.zip 

http://www.vmware.com/downloads/download.do?downloadGroup=snmp_mibs 

□ Fusion http://www.vmware.com/products/fusion/overview.html  

□ ovftool VMware-ovftool-2.1.0-467744-win-i386.msi 
VMware-ovftool-2.1.0-467744-win-x86_64.msi 
VMware-ovftool-2.1.0-467744-lin.i386.bundle 
VMware-ovftool-2.1.0-467744-lin.x86_64.bundle 
VMware-ovftool-2.1.0-467744-mac.i386.tar.gz 

http://communities.vmware.com/community/vmtn/server/vsphere/automationtools/ovf 

(Optional) Install ovftool on your MacOS, Windows, or Linux system to deploy the 
VMware Management Assistant (vMA) directly to ESXi. If your host environment for 
the vMA is VMware Fusion or Workstation, not ESXi, you will need to convert the vMA 
OVF to VMX format to deploy to Fusion or Workstation. 

□ vCloud 
Connector 
1.5 

http://pubs.vmware.com/hybridcloud/index.jsp 

via: Download Center > VMware vCloud Director > VMware vCloud Director 1.5 > 
Related Drivers and Tools (tab) > VMware vCloud Connector > VMware vCloud 
Connector 1.5 

□ vSphere 
PowerCLI  
(includes 
ESXi Image 
Builder) 

VMware-PowerCLI-5.0.0-435426.exe 

via: Download Center > VMware vSphere > Drivers and Tools (tab) > Automation 
Tools and SDKs > VMware vSphere PowerCLI 5 

□ Workstation http://www.vmware.com/products/workstation/overview.html 

 

http://www.infoblox.com/
http://www.vmware.com/downloads/download.do?downloadGroup=snmp_mibs
http://www.vmware.com/products/fusion/overview.html
http://communities.vmware.com/community/vmtn/server/vsphere/automationtools/ovf
http://pubs.vmware.com/hybridcloud/index.jsp
https://downloads.vmware.com/d/
https://downloads.vmware.com/d/
http://www.vmware.com/products/workstation/overview.html
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2.2 Network Allocation 

Allocate VLAN id numbers and appropriately-sized IP networks as indicated in the network 
allocation table below. The VLAN keys and port group names correspond to the logical network 
diagram.  

The IP networks for VLANs A, B, C, and J must be publicly routed. Others may be RFC-1918 
networks. 

Table 7. Network Allocation 

Network VLAN 
Key 

Port Group IP Addresses Required 

Management A lbExt + Number of IP addresses per network for your monitoring and 
problem resolution solution (may vary per network)  

+ Number of IP addresses per network for your firewall (includes 
individual routers’ IPs in addition to VIP, VRRP IP, and so on) 

+ Number of IP addresses per network for your load balancer 
(includes individual routers’ IPs in addition to VIP, VRRP IP, and 
so on) 

B dmz + Number of IP addresses per network for your monitoring and 
problem resolution solution (may vary per network) 

+ Number of IP addresses per network for your firewall (includes 
individual routers’ IPs in addition to VIP, VRRP IP, and so on) 

+ Number of IP addresses per network for your load balancer 
(includes individual routers’ IPs in addition to VIP, VRRP IP, and 
so on) 

+ number of vCIM cells 

+ number of vCloud Director cells 

C mgmtExt + 1 (for source NAT for outbound requests, such as DNS and 
NTP requests from Infoblox) 

+ destination NAT for the number of management application 
systems you wish to administer or monitor from the Internet link 

D mgmtPrivate 

mgmtInfoblox 

+ Number of IP addresses per network for your monitoring and 
problem resolution solution (may vary per network) 

+ Number of IP addresses per network for your firewall (includes 
individual routers’ IPs in addition to VIP, VRRP IP, and so on) 

+ 2 × (number of vCenter Servers for resource hosts) 

+ 1 × (number of SQL Servers) 

+ 2 (for Infoblox HA pair) 

+ 6 (for vCenter Server, Active Directory 1 and 2, vCloud Usage 
Meter, vCenter Operations Standard, and vSphere Management 
Assistant/syslog) 
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Network VLAN 
Key 

Port Group IP Addresses Required 

ESXi E esxi 

esxiNet 

esxInfoblox 

+ Number of IP addresses per network for your monitoring and 
problem resolution solution (may vary per network) 

+ Number of ESXi hosts 

+ Number of IP addresses per network for your firewall (includes 
individual routers’ IPs in addition to VIP, VRRP IP, and so on) 

+ 6 (for Infoblox HA pair) 

F ft + Number of IP addresses per network for your monitoring and 
problem resolution solution (may vary per network) 

+ Number of ESXi hosts 

G vmotion + Number of IP addresses per network for your monitoring and 
problem resolution solution (may vary per network) 

+ Number of ESXi hosts 

H storage + Number of IP addresses per network for your monitoring and 
problem resolution solution (may vary per network) 

+ Number of ESXi hosts 

+ number of directly attached NFS servers 

Tenant J tenantExt The minimum allocation is #MP + #GW + the number of tenant 
Org networks. The recommended allocation is one /24 network 
per 30 tenants, allowing an average of 8 publicly routed IP 
addresses per tenant.  

The recommended allocation is 8 publicly routed IP addresses 
per tenant in addition to the #MP and #GW addresses shared by 
all tenants. 

K tenant  
VCD-NI 

Not applicable—see vCloud Director product documentation at 
http://www.vmware.com/support/pubs. 

 

  

http://www.vmware.com/support/pubs
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2.3 Resource Requirements of Virtual Machines 

The following table describes lists resource requirements for the virtual machines in the 
management pod. You will need this information when planning your compute resources. You will 
also need it as you configure individual virtual machines after they are deployed by the vCIM 
utility cloudDeploy.pl. 

Table 8. Resource Requirements 

Virtual 
Machine 

CPU 
(vcpus) 

RAM Disk Notes 

mgmt-
infoblox1 

2 8 50 vApp 

mgmt-
infoblox2 

2 8 50 vApp 

mgmt-log 1 1 20 Linux 
+ add disk if used as syslog server 
(amount depending on your requirements) 
+ add disk if used as NFS server 
(for more information, refer to ―transfer service storage‖ 
in the vCloud Director Installation and Configuration 
Guide, http://www.vmware.com/support/pubs) 

mgmt-ad1 1 2 50 Microsoft Windows 

mgmt-ad2 1 2 50 Microsoft Windows 

mgmt-sql1 4 22 140 Microsoft Windows 

mgmt-sql2 4 22 140 Microsoft Windows 

mgmt-sql3 4 16 100 Microsoft Windows 

mgmt-sql4 4 16 100 Microsoft Windows 

mgmt-vc1 2 8 20 Microsoft Windows 

mgmt-vc-
res1 

2 8 20 Microsoft Windows 

mgmt-vsm-
res1 

1 3 8 vApp 

mgmt-vcd1 1 2 20 Linux 

mgmt-vcd2 1 2 20 Linux 

mgmt-vcim 2 2  12 vApp 

http://www.vmware.com/support/pubs


 vCloud Integration Manager 
Guidelines for a Public Cloud 

 

© 2012 VMware, Inc. All rights reserved. 

Page 18 of 35 

Virtual 
Machine 

CPU 
(vcpus) 

RAM Disk Notes 

mgmt-
usagemeter 

2 2 100 vApp 

mgmt-vcops 2 8 135 vApp 
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3. vCloud Build Out Plan 

This section provides specific steps for the creation of a vCloud environment in a ―green field‖ 
environment, with a minimum amount of infrastructure pre-installed or preconfigured.  

3.1 Enter Initial Configuration Information  

1. Plan a configuration for your VLANs, IP networks, storage, logging, and so on.  
 
When choosing your installation support systems, keep in mind that both the Management 
Assistant (vMA) and the vSphere client require access to VLAN E (ESXi) and VLAN D 
(Management Private). 

2. Enter your configuration into the vCIM utility configure.pl. See Running vcim-util scripts. 

3. Set up your network, storage, and compute systems, including the network attachment to 
cable your hosts Attach your hosts to the network as described in VLAN vSwitch Allocation. 

4. Since the Infoblox appliance will be used for DHCP, NTP, and DNS services, find the IP 
address for these services using /opt/vmware/vcim/bin/getinfo.pl.  
 
For example: 

Set your working directory to the directory in which you ran configure.pl. 

Use getinfo.pl to find the IP address assigned to the Infoblox appliance on the 
Management Private network (VLAN D) 

> getinfo.pl mgmt-infoblox1 

Networking information for mgmt-infoblox1: 

 On VLAN ESXi: 

  IP Address: 10.255.64.103 

  Netmask: 255.255.255.128 

  Gateway: 10.255.64.125 

 On VLAN mgmtPrivate: 

  IP Address: 10.255.64.143 

  Netmask: 255.255.255.128 

Gateway: 10.255.64.253 

5. If you plan to use mgmt-log as your syslog server, use getinfo.pl to find its address as well. 

6. Install vCIM Utilities RPM on the vMA. 

7. Provide the vMA access to the software required by the vCIM utility cloudDeploy.pl in 
either a local or NFS-mounted directory (for more information, see table Creation of Symbolic 
Links, vCIM-Util Scripts). 
 
Install vSphere client on a Windows system, which may be a virtual machine running on the 
same host as the vMA (see the table Checklist—Required VMware Products, Software 
Checklists). If your hardware requires ESXi image customization, such as special drivers, you 
will also need to install PowerCLI and Image Builder (see the table Checklist— Optional 
VMware Products, Software Checklists). 
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3.2 Prepare Template Virtual Machines 

1. Prepare a Windows Server template: 

a. Create a virtual machine, apply basic setup, install Windows OS, apply patches, enable 
remote login, and so on. 

b. Use ovftool to create a set of OVF files for Windows Server. See the table Creation of 
Symbolic Links, in vCIM-Util Scripts, for the name required by the vCIM utility 
cloudDeploy.pl. 

2. Prepare a Red Hat Server template: 

a. Create a virtual machine, apply basic setup, install Linux, apply patches, enable remote 
ssh, enable DHCP, set up DNS, NTP, and syslog to point to servers in vCIM blueprint, 
and so on. 

b. Use ovftool to create a set of OVF files for Red Hat Enterprise Linux. See the table 
Creation of Symbolic Links, in vCIM-Util Scripts, for the name required by the vCIM utility 
cloudDeploy.pl. 

3.3 Configure the ESXi Hosts and Infoblox Appliances 

1. Set the system hardware clock to the correct date and time. 

2. Install ESXi on each host using the bootable ISO installer. 

3. Power off all except the first two ESXi hosts. 

4. Set your working directory to the directory in which you ran configure.pl. 

5. Use getinfo.pl to find the IP address, netmask, and gateway assigned to VLAN E for each 
of the first two ESXi hosts, esx1 and esx2.  
 
For example: 

> getinfo.pl esx1 

Networking information for esx1: 

 On VLAN ESXi: 

  IP Address: 10.255.64.11 

  Netmask: 255.255.255.128 

  Gateway: 10.255.64.125 

 On VLAN vMotion: 

... 
 

6. On the first two ESXi hosts, use the direct console user interface (DCUI), to set the 
management network parameters: static addressing option, IP address, netmask, and 
gateway.  

7. From the vMA support system, run the vCIM utility hostConfig.pl to configure the first two 
hosts. 

8. From the vMA support system, run the vCIM utility cloudDeploy.pl. In its first few steps, it 
will deploy the Infoblox appliances. 

When prompted, use vCenter client console access to perform initial configuration of the 
Infoblox appliances, as described in Deploying an Infoblox Appliance. 
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9. When prompted by cloudDeploy.pl, power on or restart the remaining ESXi hosts and run 
hostConfig.pl on each. The hosts will have obtained their initial IP configuration via DHCP 
from the Infoblox appliance. 

3.4 Deploy Virtual Machines 

1. Return to the vCIM utility cloudDeploy.pl and type <enter> to inform it that the requested 
manual step is complete. It will proceed to deploy the rest of the management virtual 
machines, start them up, and make them accessible via the network.  

2. Using the vSphere client, set CPU and memory resources for each virtual machine according 
to Resource Requirements. Note that you will have to connect separately to each 
management ESXi host to edit all virtual machines, since vCenter Server is not yet 
operational. 

3.5 Configure Services 

1. Configure services on the virtual machine mgmt-log.  

a. You may use an existing syslog server to collect logs from the management servers and 
ESXi hosts. If you want to log services to be provided by the cloud infrastructure, use 
vCenter client to create an additional disk for mgmt-log, build a Linux file system, and 
mount it. Then configure syslog services on mgmt-log, using the new file system to store 
logs. 

b. You may use an existing NFS server to provide the Transfer Storage Service required for 
the vCloud Director server group (see ―transfer service storage‖ in the vCloud Director 
Installation and Configuration Guide, http://www.vmware.com/support/pubs). If you want 
NFS service to be provided by the cloud infrastructure, use vCenter client to create an 
additional disk for mgmt-log. Then build a Linux file system and mount it. Export the file 
system to the vCloud Director server group. 

c. If you do not want to use mgmt-log as a log collector or as an NFS server, you may 
power it off or delete it. 

2. Install Windows Active Directory on mgmt-ad1 and mgmt-ad2. 

3. Configure w32time on the Active Directory servers to use NTP. NTP services. (See step 4 in 
Enter Initial Configuration Information for the NTP server procedure.) 

For instructions on configuring NTP on an Active Directory server, see VMware 
KnowledgeBase article Timekeeping best practices for Windows, including NTP at 
http://kb.vmware.com/kb/1318. 

Also see How to configure an authoritative time server in Windows Server at 
http://support.microsoft.com/kb/816042. 

3.6 Prepare for vCenter Server Installation 

1. Review the following documentation: 

vCenter Server Prerequisites: http://pubs.vmware.com/vsphere-
50/topic/com.vmware.vsphere.install.doc_50/GUID-C6AF2766-1AD0-41FD-B591-
75D37DDB281F.html 

Required Information for Installing vCenter Server: http://pubs.vmware.com/vsphere-
50/topic/com.vmware.vsphere.install.doc_50/GUID-200B9E03-D46B-44A9-9B0E-
4863D067CFFF.html 

http://www.vmware.com/support/pubs
http://kb.vmware.com/kb/1318
http://support.microsoft.com/kb/816042
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-C6AF2766-1AD0-41FD-B591-75D37DDB281F.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-C6AF2766-1AD0-41FD-B591-75D37DDB281F.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-C6AF2766-1AD0-41FD-B591-75D37DDB281F.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-200B9E03-D46B-44A9-9B0E-4863D067CFFF.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-200B9E03-D46B-44A9-9B0E-4863D067CFFF.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-200B9E03-D46B-44A9-9B0E-4863D067CFFF.html
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Best Practices for vSphere Users: http://pubs.vmware.com/vsphere-
50/topic/com.vmware.vsphere.security.doc_50/GUID-59E7E876-975E-425B-81C4-
A6A3F8DB2451.html  

2. Install Microsoft SQL Server on mgmt-sql1, -sql2, -sql3, and –sql4. 

a. Prepare SQL Servers for vCenter Server installation. See ―vCenter Server Database 
Patch and Configuration Requirements‖: 
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-
5CD7D461-E778-4771-9339-72FFCAB23CB5.html 

b. Prepare SQL Servers for vCOps Standard Installation (mgmt-sql1 and –sql2 only). 
 
If you wish to use Microsoft’s Failover Clustering as a database availability solution, 
please read ―Setup for Failover Clustering and Microsoft Cluster Service‖ at 
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.mscs.doc_50/GUID-
1A2476C0-CA66-4B80-B6F9-8421B6983808.html. 
 

3. Install vCenter Server for the Management Cluster on mgmt-vc1, using databases on mgmt-
sql1 and –sql2 

a. Prepare the database: 

i. Create a 64-Bit DSN. See http://pubs.vmware.com/vsphere-
50/topic/com.vmware.vsphere.install.doc_50/GUID-33460995-D02B-4F1F-
8A76-41B3CBA67088.html. 

ii. Configure the database user, schema, stored procedures, and scheduled 
jobs. 
 
Read the recommended database installation and configuration method 
described in DB_and_schema_creation_scripts_MSSQL.txt. Adapt the 
scripts to your choices for database and user names, passwords, log file 
locations, and so on. When you reach the comment ―User should have DBO 
Privileges or VC_ADMIN_ROLE,‖ choose the VC_ADMIN_ROLE alternative. 
This applies both to the MSDB and to the application- and vCenter Server-
specific database known as ―VCDB‖ in the template scripts.  
 
DB and schema creation scripts MSSQL.txt can be found on the VMware-
VIMSetup ISO in the folder vCenter-Server/dbschema.  
 
For background, see ―Set Database Permissions By Manually Creating 
Database Roles and the VMW Schema‖, at http://pubs.vmware.com/vsphere-
50/topic/com.vmware.vsphere.install.doc_50/GUID-42194A63-DD8B-4ACF-
A480-4B0002260969.html. 
 
For individual scripts with commentary, see ―Configure Microsoft SQL Server 
Databases‖ at http://pubs.vmware.com/vsphere-
50/topic/com.vmware.vsphere.install.doc_50/GUID-36B92A8C-074A-4657-
9938-62AB97225B91.html, sections ―Create a SQL Server Database and 
User for vCenter Server,‖ ―Use a Script to Create a Microsoft SQL Server 
Database Schema and Roles,‖ and ―Use a Script to Create Microsoft SQL 
Server Database Objects Manually‖ 

iii. Configure a SQL Server ODBC Connection. See 
http://pubs.vmware.com/vsphere-

http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.security.doc_50/GUID-59E7E876-975E-425B-81C4-A6A3F8DB2451.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.security.doc_50/GUID-59E7E876-975E-425B-81C4-A6A3F8DB2451.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.security.doc_50/GUID-59E7E876-975E-425B-81C4-A6A3F8DB2451.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-5CD7D461-E778-4771-9339-72FFCAB23CB5.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-5CD7D461-E778-4771-9339-72FFCAB23CB5.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.mscs.doc_50/GUID-1A2476C0-CA66-4B80-B6F9-8421B6983808.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.mscs.doc_50/GUID-1A2476C0-CA66-4B80-B6F9-8421B6983808.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-33460995-D02B-4F1F-8A76-41B3CBA67088.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-33460995-D02B-4F1F-8A76-41B3CBA67088.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-33460995-D02B-4F1F-8A76-41B3CBA67088.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-42194A63-DD8B-4ACF-A480-4B0002260969.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-42194A63-DD8B-4ACF-A480-4B0002260969.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-42194A63-DD8B-4ACF-A480-4B0002260969.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-36B92A8C-074A-4657-9938-62AB97225B91.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-36B92A8C-074A-4657-9938-62AB97225B91.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-36B92A8C-074A-4657-9938-62AB97225B91.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-E83D153B-F6DB-4355-8806-357C8E1F01CF.html
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50/topic/com.vmware.vsphere.install.doc_50/GUID-E83D153B-F6DB-4355-
8806-357C8E1F01CF.html 

iv. Configure Microsoft SQL Server TCP/IP for JDBC. See 
http://pubs.vmware.com/vsphere-
50/topic/com.vmware.vsphere.install.doc_50/GUID-B15AB8CF-A123-482D-
8988-F73A836EE4A7.html 

b. Install vCenter Server. See http://pubs.vmware.com/vsphere-
50/topic/com.vmware.vsphere.install.doc_50/GUID-2420AEAC-6299-44D6-8212-
239E5DFE3663.html 

c. Configure a Microsoft SQL Server database user to enable database monitoring. See 
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-
99C9156D-546E-46E9-AFEF-7669AA27E273.html) 

4. Install vCenter Server for the Resource Cluster on mgmt-vc-rsrc1, using databases on mgmt-
sql3 and –sql4. 

Note The steps are identical to those for installing vCenter Server for the Management Cluster 
except for host, database, and user names; passwords; DSNs; and so on.  

a. Prepare the database: 

i. Create a 64-Bit DSN. 

ii. Configure a SQL Server ODBC Connection. 

iii. Configure Microsoft SQL Server TCP/IP for JDBC.  

b. Install vCenter Server. 

c. Configure a Microsoft SQL Server Database User to Enable Database Monitoring 

3.7 Configure vCenter Add-ons for both vCenter Servers 

1. Configure vSphere Distributed Resource Scheduler (DRS)  
 
See ―About vSphere Resource Management‖, at http://pubs.vmware.com/vsphere-
50/topic/com.vmware.vsphere.resmgmt.doc_50/GUID-98BD5A8A-260A-494F-BAAE-
74781F5C4B87.html. 
 
See ―Creating a DRS Cluster‖, at http://pubs.vmware.com/vsphere-
50/topic/com.vmware.vsphere.resmgmt.doc_50/GUID-8ACF3502-5314-469F-8CC9-
4A9BD5925BC2.html. 
 
See ―Using DRS Clusters to Manage Resources‖, at http://pubs.vmware.com/vsphere-
50/topic/com.vmware.vsphere.resmgmt.doc_50/GUID-0B9D99DC-71B3-4693-86EF-
E0F037F8F016.html. 

2. Configure vSphere High Availability (HA). See http://pubs.vmware.com/vsphere-
50/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-50-availability-guide.pdf. 

  

http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-B15AB8CF-A123-482D-8988-F73A836EE4A7.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-B15AB8CF-A123-482D-8988-F73A836EE4A7.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-B15AB8CF-A123-482D-8988-F73A836EE4A7.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-2420AEAC-6299-44D6-8212-239E5DFE3663.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-2420AEAC-6299-44D6-8212-239E5DFE3663.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-2420AEAC-6299-44D6-8212-239E5DFE3663.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-99C9156D-546E-46E9-AFEF-7669AA27E273.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.install.doc_50/GUID-99C9156D-546E-46E9-AFEF-7669AA27E273.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.resmgmt.doc_50/GUID-98BD5A8A-260A-494F-BAAE-74781F5C4B87.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.resmgmt.doc_50/GUID-98BD5A8A-260A-494F-BAAE-74781F5C4B87.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.resmgmt.doc_50/GUID-98BD5A8A-260A-494F-BAAE-74781F5C4B87.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.resmgmt.doc_50/GUID-8ACF3502-5314-469F-8CC9-4A9BD5925BC2.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.resmgmt.doc_50/GUID-8ACF3502-5314-469F-8CC9-4A9BD5925BC2.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.resmgmt.doc_50/GUID-8ACF3502-5314-469F-8CC9-4A9BD5925BC2.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.resmgmt.doc_50/GUID-0B9D99DC-71B3-4693-86EF-E0F037F8F016.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.resmgmt.doc_50/GUID-0B9D99DC-71B3-4693-86EF-E0F037F8F016.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.vsphere.resmgmt.doc_50/GUID-0B9D99DC-71B3-4693-86EF-E0F037F8F016.html
http://pubs.vmware.com/vsphere-50/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-50-availability-guide.pdf
http://pubs.vmware.com/vsphere-50/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-50-availability-guide.pdf
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3.8 Configure vSphere Distributed Switches on Resource 
Hosts 

Networks for tenant virtual machine networks will be managed by vCloud Director and must be 
implemented by Distributed Virtual Switches or by DvFilter Virtual Switches.  

3.9 Install vCloud Director Server Group  

1. Review the vCloud Director Server Group overview at http://pubs.vmware.com/vcloud-
director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm - href=install/GUID-D0D2F313-C34E-43BA-
8DC0-DF6724B4AA99.html.  

2. Install and configure vShield Manager for each vCenter Server. See 
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm - 
href=install/GUID-92ACED8F-B540-4CB6-943F-6031112B282A.html) 
 
Use the vShield for VMware Cloud Director license key you received when you purchased 
vCloud Director. You can use this license key in multiple vCenter Servers. See 
http://kb.vmware.com/kb/1026479. 

3. Prepare a database for the group on mgmt-sql1 and –sql2. See 
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm - 
href=install/GUID-C3C2E2DA-D760-413A-AA8A-A4BC674C068F.html. 

4. Create transfer server storage (NFS) and export to the server group. 
 
If you do not wish to use an existing NFS server, the mgmt-log virtual machine is 
recommended as the host for this export.  

5. Configure IP addresses for the virtual machines in the server group.  
 
Each Linux server that runs vCloud Director needs two IP addresses. Both will be assigned 
by configure.pl. One (mgmt-vcd1, -vcd2) will be configured automatically by DHCP, using 
a MAC address configured by cloudDeploy.pl.  
 
The second IP (mgmt-vcd1-conproxy, -vcd2-conproxy) must be configured manually using 
the standard Linux ―ethX-cfg‖ mechanism.  

a. Get the IP address using ―getinfo.pl <hostname>‖, where hostname is mgmt-vcd1-
conproxy or mgmt-vcd2-conproxy. 

b. Use the IP address to configure a second address on the same port group as the mgmt-
vcd1 or –vcd2 address.  

6. Install vCloud Director on mgmt-vcd1.  
 
Defer installation and configuration of an AMQP Broker until after vCIM is installed. Refer to 
the vCloud Integration Manager Administrator Guide (see the table, Related Documentation, 
Overview). 

Save the response file. You will use it for subsequent vCloud Director installations. See 
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm - 
href=install/GUID-31826354-88B9-4B77-93EA-80F8CF2C070A.html. 

7. Install vCloud Director on mgmt-vcd2. Perform a non-interactive install using installation file 
and the response file created on the first install. See http://pubs.vmware.com/vcloud-director-

http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-D0D2F313-C34E-43BA-8DC0-DF6724B4AA99.html
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-D0D2F313-C34E-43BA-8DC0-DF6724B4AA99.html
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-D0D2F313-C34E-43BA-8DC0-DF6724B4AA99.html
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-92ACED8F-B540-4CB6-943F-6031112B282A.html
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-92ACED8F-B540-4CB6-943F-6031112B282A.html
http://kb.vmware.com/kb/1026479
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-C3C2E2DA-D760-413A-AA8A-A4BC674C068F.html
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-C3C2E2DA-D760-413A-AA8A-A4BC674C068F.html
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-31826354-88B9-4B77-93EA-80F8CF2C070A.html
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-31826354-88B9-4B77-93EA-80F8CF2C070A.html
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-B90C7AAE-0C6E-486A-A81D-FA833446DB81.html
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1-5/wwhelp/wwhimpl/js/html/wwhelp.htm - href=install/GUID-B90C7AAE-0C6E-486A-A81D-
FA833446DB81.html. 

8. Create a Microsoft Sysprep Deployment Package on one of the servers. Copy it to other 
servers and restart each one. See http://pubs.vmware.com/vcloud-director-1-
5/wwhelp/wwhimpl/js/html/wwhelp.htm - href=install/GUID-8FE90EF1-1278-48DD-9D1A-
8CEED2FDB16F.html. 

3.10 Configure the vCIM Appliance 

The vCIM appliance has been deployed as mgmt-vcim. See the vCloud Integration Manager 
Administrator Guide (see the table of related documentation in Overview).  

3.11 Configure Operations Support Appliances 

1. Configure the vCenter Operations Manager Standard appliance 

vCIM utility configure.pl has assigned IP addresses for the vCenter Operations Manager’s 
virtual machines. You can find them by running: 

getinfo.pl mgmt-vcops-ui 

getinfo.pl mgmt-vcops-analytics 

For general information, see https://www.vmware.com/support/pubs/vcops-pubs.html. Check 
the Release Notes at https://www.vmware.com/support/vcops/doc/vcops-5-release-
notes.html. To install and configure the appliance, see https://www.vmware.com/pdf/vcops-5-
installation-guide.pdf. 

cloudDeploy.pl does not automatically deploy vCenter Operations Manager.  

2. Connect vCOps to mgmt-vc1, the vCenter Server that manages the management virtual 
machines. The vCIM blueprint includes vCenter Operations Manager Standard to monitor the 
management virtual machines. It is not intended to monitor resource (customer) virtual 
machines. 

3. Configure the Usage Meter appliance. 
See http://communities.vmware.com/community/vmtn/server/vcd/vcloud_usage_meter for 
information.  

  

http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-8FE90EF1-1278-48DD-9D1A-8CEED2FDB16F.html
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-8FE90EF1-1278-48DD-9D1A-8CEED2FDB16F.html
http://pubs.vmware.com/vcloud-director-1-5/wwhelp/wwhimpl/js/html/wwhelp.htm#href=install/GUID-8FE90EF1-1278-48DD-9D1A-8CEED2FDB16F.html
https://www.vmware.com/support/pubs/vcops-pubs.html
https://www.vmware.com/support/vcops/doc/vcops-5-release-notes.html
https://www.vmware.com/support/vcops/doc/vcops-5-release-notes.html
https://www.vmware.com/pdf/vcops-5-installation-guide.pdf
https://www.vmware.com/pdf/vcops-5-installation-guide.pdf
http://communities.vmware.com/community/vmtn/server/vcd/vcloud_usage_meter


 vCloud Integration Manager 
Guidelines for a Public Cloud 

 

© 2012 VMware, Inc. All rights reserved. 

Page 26 of 35 

4. Appendix 

4.1 vCIM-Util Scripts 

The vcim-util scripts are intended to be installed on a vSphere Management Assistant virtual 
machine, which is available from vmware.com as a free download. After installing vcim-util, 
you need to add a drive, either as a new virtual disk or as an NFS mount, for the vMA to hold the 
OVFs used by the cloudDeploy.pl script. 

During the configuration process you are asked to identify a ―primary blade‖ by MAC address. 
Once configure.pl is done, you should run hostConfig.pl to configure that initial blade. 

You can then run cloudDeploy.pl; at different points during cloudDeploy.pl you will be 
prompted to set up the Infoblox appliances, which will provide DHCP, DNS, IPAM, and NTP 
services, and at another point, to power on all the rest of your ESXi blades; since you supply the 
MAC addresses of the blades to the configure.pl script, cloudDeploy.pl invokes 
lib/infobloxSetup.pl to configure the Infoblox appliances, so they can assign IP addresses to 
the rest of your ESXi blades. This minimizes the amount of configuration you need to perform. 

When cloudDeploy.pl finishes, all the appliances and base OS images should be on your 
blades. You are then ready to begin the process of building your vCloud environment, with all the 
blades configured and all the virtual machines deployed and automatically receiving IP addresses 
via DHCP, and having DNS and NTP services. 

The vcim-util package allows you to save valuable time by performing deployment and 
configuration of ESXi hosts and deployment of management virtual machines needed to support 
your vCloud environment 

The vcim-util scripts are a set of perl scripts which leverage the vSphere SDK for Perl, the 
Infoblox Perl SDK, and a few open source modules to try to organize and speed up the 
deployment of a cloud environment. 

A best practice is to write down all of your CIDR blocks and VLANs, and to gather the MAC 
addresses of the interfaces of your servers that will be used for the ESXi Management Network). 

Part of the build out process is gathering several base images in the form of OVFs, to be used to 
deploy the cloud environment.  

Note that vcim-util will allow you to specify a path to the OVFs you gather, but the OVF 
filenames must match the names from this build out plan. For example, the Windows template is 
named ―win2k8r2_template.ovf‖, so if your base mount point is ―/mnt/vcim/‖, then you must 
have a file located at ―/mnt/vcim/win2k8r2_template.ovf‖ that is your Windows 2008 R2 
Server template (also see Software). 

Some software is deployed automatically by the vCIM utility cloudDeploy.pl. The utility runs on 
a vMA, a Linux system, and symbolic links are recommended to allow the software distribution 
files that will be deployed to be named, organized, and stored as you wish, while appearing to be 
located in a single directory and named generically, as cloudDeploy.pl requires.  

Unlike OVA files, OVF files include internal references to other files such as manifests or disk 
templates. The OVF file itself must be named, or linked to, via the generic name required by 
cloudDeploy.pl. The additional files should retain their original names, whether they are copies 
or symbolic links. 
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Table 9. Creation of Symbolic Links 

Generic Name Required by cloudDeploy Example Path 

vCloudUsageMeter_template.ova 

 

/mnt/vmware/vCloudUsageMeter-2.3.0.0-
610146_OVF10.ova 

VMware-vShield-Manager_template.ova  

 

/mnt/vmware/VMware-vShield-Manager-5.0.0-
473791.ova 

Infoblox-nios-appliance.ovf  

  

/mnt/infoblox/nios-6.2.1-132678-2011-08-09-09-50-37-
50G-1050.ovf 

nios-6.2.1-132678-2011-08-09-09-50-37-50G-
disk1.vmdk 

 

/mnt/infoblox/nios-6.2.1-132678-2011-08-09-09-50-37-
50G-disk1.vmdk 

vCIM_template.ovf  

 

/mnt/vmware/vCIM-1.0.0.0-617204_OVF10.ovf 

vCIM-1.0.0.0-617204_OVF10.mf 

 

/mnt/vmware/vCIM-1.0.0.0-617204_OVF10.mf 

vCIM-1.0.0.0-617204-system.vmdk 

 

/mnt/vmware/vCIM-1.0.0.0-617204-system.vmdk 

rhel5_template.ovf 

 

/mnt/os/rhel5/rhel5_template.ovf 

rhel5_template-disk1.vmdk  

 

/mnt/os/rhel5/rhel5_template-disk1.vmdk 

rhel5_template.mf 

 

/mnt/os/rhel5/rhel5_template.mf 

win2k8r2_template.ovf  

 

/mnt/os/windows/win2k8r2_template.ovf 

win2k8r2_template-disk1.vmdk 

 

/mnt/os/windows/win2k8r2_template-disk1.vmdk 

win2k8r2_template.mf  

 

/mnt/os/windows/win2k8r2_template.mf 

 

Note that vcim-util assumes that your ESXi Management Network will be on vSwitch0, and that 
vmnic0 and vmnic1 will always be used on vSwitch0. It likewise assumes that for each additional 
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pair of NICs available that a new vSwitch will be added, up to 10 NICs. It will automatically 
reallocate port groups to the NICs according to best practices. With 4 NICs, virtual machine traffic 
(for both Management Pod virtual machines and Resource Pod virtual machines) will be 
separated. With 6 NICs, Storage traffic will be separated. With 8 NICs, vMotion and Fault 
Tolerance traffic will be separated. 

4.1.1 Script Execution 

The vcim-util package is divided into three major parts: 

1. configure.pl: this script is interactive, and prompts for all the information needed to 
continue the deployment; number of NICs, VLAN ids, CIDR block information, the path to 
your OVFs gathered per the discussion above. This information is stored into a configuration 
file called user.conf; the file is saved in the same place that configure.pl loaded your 
vcim.conf from. By default, it looks for ./etc/vcim.conf; if that is not there, it uses the 
default vCIM installation location, /opt/vmware/vcim/etc/vcim.conf. The vcim.conf and 
user.conf files are json formatted configuration files. 

2. hostConfig.pl: this script can be run using a --server flag to target individual ESXi 5 
systems. It will configure them according to your configuration. It will set up vmNICs, 
vSwitches, port groups and VLAN IDs, security settings, and storage. The ESXi system 
should then be ready to receive virtual machines. 

3. cloudDeploy.pl: this script is the scaffolding engine of vcim-util. After it is invoked, it will 
begin deploying the templates you assembled as part of the process of gathering the items 
from the prerequisites (see Software Checklists). The configure.pl script prompted you for 
a path for the location of these files; cloudDeploy.pl will find the OVFs there and begin 
deploying. It is interactive for some steps, as there are some manual steps required; for 
example, you must use the vSphere Client to console onto the Infoblox appliance and give 
them their basic networking configuration, before cloudDeploy.pl can continue. The 
cloudDeploy.pl script invokes several other scripts from the lib/ directory to carry out 
commands. 

4.1.2 Under the Hood 

The vcim-util scripts take advantages of existing VMware tools to simplify the vCloud 
deployment process. They use the VI Perl SDK and the VMware OVF Tool, on top of the vSphere 
Management Assistant, to quickly automate some of the slow work of building out your 
environment. These scripts are paired with a prescriptive architecture, to ease the process. 

4.1.3 Running vcim-util scripts 

The vcim-util package contains several scripts for assisting an experienced administrator in 
scaffolding up a vCloud environment. Combined with the vcim-util documentation, this can be 
used to: 

 Gather all the information ahead of time for a robust vCloud environment, including 
VLANs, IP addresses, and software 

 Assign IPs to all hosts (the vCIM term for an individual ESXi server or blade) 

 Assign IPs and MACs to all virtual machines in the standard vCIM architecture 

 Automatically configure an Infoblox DNS/DHCP/NTP/IPAM appliance 

 Automatically configure all hosts with vNIC, vSwitch, Storage, port group, security, and 
other configuration settings 
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 Pre-deploy all the base images needed to begin a vCloud build 

 

The scripts are discussed in the order that they were intended to be used. 

bin/configure.pl 

The configure.pl script reads in standard configuration data from a vcim.conf file, and then 
begins to interrogate an administrator for key information. Once that information has been 
entered, the script generates a full configuration using the user-supplied information, and saves 
that into a user.conf file. 

This information is used for the other scripts in the vcim-util package to run. The configure.pl 
script can be re-executed; previous responses become the default responses when possible. 

Although responses are saved, any dynamically generated configuration details, such as IP 
addresses, Mac Addresses, port assignments, and so on, may be modified. You can rerun 
configure.pl many times, but it is not intended to be re-executed using the same configuration 
file after a successful deployment. 

Executing with a local configuration 

If you execute configure.pl from a directory where a ./etc/vcim.conf file exists, 
configure.pl will use that local vcim.conf and save the user.conf to that directory. You can 
create this anywhere. See this example: 

 

 

If using this local configuration, the user.conf file containing the user-supplied responses and 
other computed information will be in the same directory as the local vcim.conf file. 

Executing with a global configuration 

If a local configuration is not found (that is, there is no vcim.conf file in ./etc/ from the current 
working directory), then the global configuration is used. See this example: 

 

 

If this global configuration is used, then the /opt/vmware/vcim/etc directory will be used for the 
configuration, as shown. 



 vCloud Integration Manager 
Guidelines for a Public Cloud 

 

© 2012 VMware, Inc. All rights reserved. 

Page 30 of 35 

The configure.pl script prompts the administrator for all the information needed to complete the 
host configuration and virtual machine pre-deployment. 

Note that if the configure.pl script believes an answer supplied is invalid, it provides a chance 
to re-enter that, or keep the supplied value. The default is to re-enter it. It is strongly 
recommended to be absolutely certain if you opt to keep a value the script believes to be invalid; 
the subsequent scripts may fail if an invalid configuration is used. 

Some of the things that the configure.pl script prompts for are lists. In particular, it prompts for 
the MAC addresses of hosts to be added, for both the management and resource clusters, and 
the datastores. You can add new hosts or datastores to the old each time you run the 
configure.pl script, or you can discard the old list. 

Once you have answered all of the questions, your configuration is saved. If you are using a local 
directory (that is, ./etc/), then you should keep the same current working directory to run the rest 
of the scripts. If you change directories, a different configuration file may be used. 

bin/hostConfig.pl 

The hostConfig.pl script will push your configuration onto a target host. 

hostConfig.pl supports a --help option for flags. Standard usage will be: 

hostConfig.pl --username root --server <ip address or dns name of server> 

The ip address for the host must be an IP address of a known host produced by the 
configure.pl script, or an error will be printed and hostConfig.pl will exit with a failure code. 

The typical use of hostConfig.pl is to configure a single host manually with an IP, run 
hostConfig.pl, specifying that IP as the server, and then run cloudDeploy.pl. 

bin/cloudDeploy.pl 

The cloudDeploy.pl script is a miniature automation engine designed to push virtual machines 
into your management cluster, and to execute other commands during the process. The 
cloudDeploy.pl script will provide information about what it is doing, and when action is needed 
on your part, it will advise you. When the cloudDeploy.pl script says that a management action 
is required, complete that action before continuing. 

The system running cloudDeploy.pl should have unfettered network access to both your ESXi 
console network (also known as esxiNet, or VLAN E in the reference network diagram), and your 
private management network (also known as mgmtPrivate, or VLAN D in the reference network 
diagram). 

The cloudDeploy.pl script invokes some external scripts, such as lib/infobloxSetup.pl, 
during its execution. 

The cloudDeploy.pl script supports several command line options which can be seen by 
invoking cloudDeploy.pl --help. 

Finishing 

Once all three scripts have successfully run, you should be able to connect to your hosts and 
begin setting up the operating system settings on your virtual machines, and installing necessary 
software, such as Active Directory, vCenter Server, and vCloud Director. 

4.2 Deploying an Infoblox Appliance 

The Infoblox appliances are a third-party appliance that provide a number of utility functions. They 
are not a required component of a vCloud environment in general, but they do have a number of 
capabilities that are required for smooth service. They perform DNS, DHCP, NTP, and IPAM 
functions. Standardizing these also makes it possible to automate most of the configuration, and 
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speed up the installation process. For example, vcim-util preconfigured the Infoblox appliances 
with DHCP values, and the cloudDeploy.pl script deploys the management pod virtual 
machines with those MAC addresses, so they can be powered on and network accessible without 
further configuration from an end user. That means that if the administrator preparing the base 
Windows image sets a password and enables Remote Desktop, for example, that once the vcim-
util package deploys and powers on those virtual machines, they are immediately accessible. 

The Infoblox likewise allows the network configuration of a large number of ESXi blades, so that 
one blade can be configured manually, and then the rest, when powered on, can receive network 
information via DHCP, and then the hostConfig.pl script can be used to push a full 
configuration to them. (The Infoblox appliance also has the capability to serve as a PXE boot 
server, although that function is not presently utilized by vcim-util.) 

In the event IP addresses were set statically, and external DNS and NTP services were utilized, 
the Infoblox appliances could be removed. One of the goals of the prescriptive architecture was to 
be as self-sufficient as possible, however, and the Infoblox appliances provide essential services 
in a fault-tolerant way. 

Part 1: Deploying to ESXi 

Note: if you have deployed Infoblox using the vCIM utility, then skip to Part 2. 

 

Begin by saving the OVF for the Infoblox appliance. 

Connect to your ESX node using the vSphere client. 

Once connected, you can choose File -> Deploy OVF Template: 

 

 

Then select the location on disk where your OVF is located: 
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Begin going through the OVF wizard. Following the reference implementation, you will eventually 
deploy more than 1 Infoblox Appliance, and this appliance is named ―mgmt-infoblox1‖: 
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Then select the network ―infobloxHA‖ as the new network for the management interface:

 

 

Leave ―power on after deployment‖ unchecked, and finish the wizard. The Infoblox appliance will 
be deployed onto the ESXi node. 

Repeat this process, naming the second appliance ―mgmt-infoblox2‖. 

Part 2: Initial Infoblox Configuration 

From the directory where you store your vCIM files (where you ran bin/configure.pl, and so 
on), get network information needed to configure the two Infoblox servers using the following 
commands: 

bin/getinfo.pl mgmt-infoblox-HAvip 

bin/getinfo.pl mgmt-infoblox2 
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Note that the first server is configured with the HA VIP address. It will receive its own unique 
address when vCIM configures it. 

Log into the ESXi node using the vSphere client. Right click on the server labeled ―mgmt-
infoblox1‖ and select ―open console‖. Log in (the default username and password are admin / 
infoblox ). 

Run the command ―set network‖. 

  

 

Enter the IP address and network information for the Infoblox, using the information received from 
the getinfo.pl script. 

So in this example, the Infoblox IP would be 10.255.65.120, netmask 255.255.255.128, and a 
gateway of 10.255.65.125. 

When asked if you want to join a grid, select no (n). 

Then you must run ―set license‖ and add your license string, or run ―set temp_license‖ to add a 
temporary license. 

If you add the temporary license, then select ―(2) DNSone with Grid (DNS, DHCP, Grid)‖, select 
―no‖ when asked if you want to reboot. Run ―set temp_license‖ again, and select ―(9) add vNIOS 
license‖. The system will restart. 
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And for the vNIOS license: 

 

 

Now, you can close the console. Then open the console for mgmt-infoblox2, and repeat the same 
steps, using the network information that getinfo.pl reported for mgmt-infoblox2. 

You are now ready to return to the cloudDeploy.pl script and let it continue. 


