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About This Book

The VMware vCloud Connector User's Guide provides information about installing and using
vCloud Connector.

This product is designed for vSphere administrators to use their vSphere Client interface as a single-pane-of-
glass view across hybrid clouds. They can see, copy and perform basic operations on virtual machines, vApps,
vApps and VM templates across multiple instances of vSphere and vClouds.

Intended Audience
This book is intended for vSphere administrators who use the vSphere Client.

VMware, Inc.  5



vCloud Connector User's Guide

6  VMware, Inc.



Introducing vCloud Connector 1
vCloud Connector (vCC) allows the vSphere Administrators to use their familiar vSphere Client as a single-
pane-of-glass view across hybrid clouds.

They can perform the following operations.

n See a list of virtual machines, vApps, virtual machine templates, and vApp templates on vSphere and
vCloud Director-based private and public clouds (including vCloud Datacenter Services).

n Copy virtual machines, vApps, virtual machine templates, and vApp templates between vSphere and
vCloud Director-based private and public clouds.

n Perform basic operations (for example, power on/off, suspend, reset, delete) on virtual machines and
vApps in vSphere and vCloud Director-based private and public clouds.

n Deploy vApp templates as vApps (fenced mode) in vCloud Director-based private and public clouds.

n Access vCloud vApp consoles*.

n Directly launch the vCloud URL

For more information on vApps, vApp templates, and catalogs see these documents.

n VMware vCloud Director Administrator's Guide

n VMware vCloud Director User's Guide

*This is only available on specific update releases of vSphere Client 4.0 and 4.1. Click the Support link on the
top right side of the vCloud Connector User Interface in the vSphere Client for the specific releases.

vCC does not require a license key to operate. To obtain support from VMware on this product, you need to
be current on your support contract with VMware on either VMware vSphere or vCloud Director.

VMware, Inc.  7



vCloud Connector Architecture
vCC is a server, which is a virtual appliance that installs in vSphere and handles all the business logic of dealing
with other clouds. The user interface (UI) is displayed in the vSphere Client through its browser plug-in.

This is the architecture of vCC.

Figure 1-1.  Architecture of vCloud Connector
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Getting Started with
vCloud Connector 2

To get started, you must deploy vCC in vSphere through the vSphere Client and then configure the virtual
appliance before you can use it.

This chapter includes the following topics:

n “System and Deployment Requirements,” on page 9

n “Deploy vCloud Connector in vSphere,” on page 9

n “Configure vCloud Connector,” on page 10

n “Open vCloud Connector in the vSphere Client,” on page 11

n “Unregister or Reregister vCloud Connector,” on page 12

n “Uninstall vCloud Connector,” on page 12

System and Deployment Requirements
You must ensure that your system meets the minimum requirements before you deploy the vCC in vSphere
through the vSphere Client.

To successfully deploy and configure vCC, you need the following:

n vSphere 4.x

vCC is a virtual appliance to be deployed on vSphere. After deploying vCC, you need to register it with
a vCenter server so that vCC's UI appears as a browser plug-in in the vSphere Client that connects to that
vCenter server. The vCenter server can be the same one that manages the vSphere in which vCC is
deployed or a different one.

n A Microsoft Windows desktop

n Microsoft Internet Explorer 7 or higher

This is a requirement for the vSphere Client plug-in.

Deploy vCloud Connector in vSphere
To use vCC, you must deploy it in vSphere.

Prerequisites

n You are a vSphere administrator.
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Procedure

1 Download vcc.zip from the VMware Web site and extract all the files in a local folder (for example,
Downloads).

2 Log into vSphere Client.

3 Select File > Deploy OVF template.

4 Select Deploy from File.

5 Click Browse.

6 Navigate to the OVF folder and locate the vccp-1.0.0.0-<build number>_OVF10.ovf file and select it.

7 Click Open and Next.

8 Proceed through the wizard.

9 In the vSphere client, select Inventory > VMs and Templates to see the created virtual machine in the tree.

What to do next

See “Configure vCloud Connector,” on page 10.

Configure vCloud Connector
After you deploy vCC, you must configure it.

Prerequisites

n You have deployed vCC in vSphere through the vSphere Client.

Procedure

1 Locate the vCC virtual appliance you just deployed.

2 Power it on.

3 Right-click on the vCC virtual appliance and select Open Console.

4 At the prompt, type the password for the following users:

n Console user name - root

n Console user name with access via ssh - admin

n vCloud Connector user name for vSphere plugin registration - admin

The Console user is for accessing the vCloud Connector virtual appliance console. The vCloud Connector
user (also known as the vCC Admin user) is for registering vCloud Connector with a specific vCenter so
it can be viewed in the corresponding vSphere Client.

5 Retype the password.

You should make a note of this password.

6 (Optional) The console login screen appears with these options.

n Login

n Configure Network

n Set Timezone

Make a note of the registration URL in the console login screen, because you will need it in Step 10.

7 (Optional) Select Configure Network to determine your network parameters.

You can configure your network IP, using DHCP or static IP, and proxy settings on this page.
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8 (Optional) Select Set Timezone and configure your time zone.

9 (Optional) Select Login and type your console user credentials.

The credential are the ones you created in Step 4.

10 In a browser, type the vCC registration URL.

11 In the login screen, type your vCC admin user password.

The password is the one you created in step Step 4.

12 In the registration screen, type the following:

n The vCenter server IP address or the Fully Qualified Domain Name (FQDN)hostname.

n The vCenter user name.

n The vCenter user password.

This allows the vSphere Client to connect to that vCenter to see vCC.

13 Click Register.

The message that the registration is successful appears.

14 Restart the vSphere Client.

vCC icon appears under Solutions and Applications in the Home page.

Open vCloud Connector in the vSphere Client
After you configure vCC, you can access the vCC UI in the Home page under Solutions and Applications.

Prerequisites

Verify the following:

n You have installed and configured vCC in a vCC-installed vSphere.

n vCC is registered to a specific vCC-registered vCenter.

n Microsoft Internet Exporer 7.0 or higher is installed in your vSphere Client machine.

Procedure

1 Log in to your vSphere Client for the vCC-registered vCenter.

You are logged in as the vSphere client user.

2 On the Home page, under Solutions and Applications, click vCloud Connector.

These buttons appear in the top left side:

n Workloads

n Catalogs

n Add Cloud

What to do next

To add a cloud, see “Add a Cloud,” on page 13.

Chapter 2 Getting Started with vCloud Connector
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Unregister or Reregister vCloud Connector
You can unregister or register vCC with any vCenter.

Prerequisites

You are a vSphere administrator.

Procedure

1 To unregister vCC from the vCC-registered vSphere, complete the following steps.

a In a browser, type the registration URL from the Configure vCloud Connector procedure on 
Step 10 and press Enter.

This URL appears in the console login screen during configuration. If you are logged into the console,
you can log out to see the console login screen.

b Click OK in the message that appears reminding you that vCC is already registered.

c Click Unregister.

2 To reregister vCC to vSphere, complete the following steps.

a In a browser, type the registration URL.

This URL appears in the console login screen during configuration. If you are logged into the console,
you can log out to see the console login screen.

b Type the following:

n The vCenter server IP address or FQDN hostname.

n The vCenter user name.

n The vCenter user password.

c Click Register.

d Restart the vSphere Client.

Uninstall vCloud Connector
You can uninstall vCC when you no longer need it.

Prerequisites

You are a vSphere administrator.

Procedure

1 Unregister vCC from the vCC-registered vCenter.

See “Unregister or Reregister vCloud Connector,” on page 12 for more information.

2 Log in to the vSphere Client.

3 Select Inventory > VMs and Templates.

4 Locate the vCC virtual machine in the tree and power it off.

5 Right-click, and select Delete from Disk.

vCloud Connector User's Guide
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Working with Clouds 3
In vCloud Connector, you can add, delete, or update cloud settings.

This chapter includes the following topics:

n “Add a Cloud,” on page 13

n “Delete a Cloud,” on page 14

n “Update Your Cloud Settings,” on page 15

n “Reload Data,” on page 15

Add a Cloud
You must add a cloud to vCC to manage it.

vCC supports a maximum of five clouds.

Prerequisites

n You have access to a cloud.

n You are a vSphere Client user.

Procedure

1 Log in to the vSphere Client.

2 On the Home page, under Solutions and Management, click vCloud Connector.

3 Click Add Cloud.

This adds the cloud you want to access.

4 Select a cloud type.

n VMware vSphere

n VMware vCloud Director
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5 If you selected VMware vSphere, provide this information.

a Type a vSphere name.

b Type a vCenter IP/host name.

If you type a fully qualified domain name (FQDN) instead of the IP address. (The domain must be
valid and the proxy settings must be correct for that domain.)

NOTE   If you do not have a DNS entry for that FQDN, edit the /etc/hosts file in vCC and add a DNS
entry.

c Type the user name and password.

d Select the Ignore SSL Certificate check box, if needed.

e (Optional) Select the Use Proxy to connect check box, if needed.

If you set the proxy in the vCC console (in the Configure vCloud Connector procedure on Step 7),
this check box appears in this dialog box. The check box is selected by default, so you must deselect
the check box to prevent vCC from using this proxy for the cloud you are trying to add.

6 If you selected VMware vCloud Director, provide this information.

a Type a cloud name.

b Type a URL for the cloud.

The cloud URL can be, for example, https://acme.com/org/hr.

c Type the user name and password.

Depending on your LDAP settings, the user name can be joe or joe@acme.com. Check with your system
administrator.

d Select the Ignore SSL Certificate check box, if needed.

e Select the Use Proxy to connect check box, if needed.

If you set the proxy in the vCC console (in the Configure vCloud Connector procedure on Step 7),
this check box appears in this dialog box. The check box is selected by default, so you must deselect
the check box to prevent vCC from using this proxy for the cloud you are trying to add.

7 Click Add.

The cloud you selected is added to the cloud list.

What to do next

You can copy virtual machines, vApps, VM templates, or vApp templates between added clouds.

Delete a Cloud
You can delete a cloud when you no longer want to use it in the vCloud Connector. For example, you might
no longer plan to move workloads to and from this cloud.

Prerequisites

n You have access to a cloud.

n You are a vSphere Client user.

vCloud Connector User's Guide
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Procedure

1 Log in to the vSphere Client for the vCC-registered vCenter.

2 Select a cloud.

3 Right-click and select Delete.

When you delete a cloud, it is only removed from the vCC database. The instance of the cloud instance
and its vApps and virtual machines are not deleted.

Update Your Cloud Settings
You can update your cloud settings to, for example, to change the user name or change the cloud name.

Procedure

1 Log in to the vSphere Client for the vCC-registered vCenter.

2 Select a cloud, right-click, and select Update.

3 Modify the necessary settings and click Update.

Reload Data
If inventory has changed in vSphere or a vCD-based public or private cloud, you can reload the data from the
underlying vSphere or vCD-based public or private cloud instance. This operation can take a long time if the
underlying instance has many virtual machines, vApps, or templates to reload.

Prerequisites

You must be a vSphere adminstrator.

Procedure

1 Log in to the vSphere Client for the vCC-registered vCenter.

2 On the Home page, under Solutions and Management, click vCloud Connector.

3 Select a cloud.

4 Right-click and select Reload data.

5 Click OK.

Chapter 3 Working with Clouds
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Displaying Workloads and Catalogs in
a Cloud 4

In the Catalog and Workloads views, you can complete basic operations on a virtual machine, access the virtual
machine console, deploy vApps, or select a network.

This chapter includes the following topics:

n “Display Workloads in a Cloud,” on page 17

n “Display Catalogs in a Cloud,” on page 18

n “Launch the vCloud URL,” on page 18

n “Perform Basic Operations on vApps and Virtual Machines in a Cloud,” on page 18

n “Access Virtual Machine Console in a Cloud,” on page 19

Display Workloads in a Cloud
You can view the virtual machines or vApps in vSphere or vCloud instance attached to vCC. You can determine
which virtual machines or vApps you want to copy or deploy to another instance of vSphere or a vCloud.

Prerequisites

You are a vSphere administrator.

Procedure

1 Log in to vCenter through the vSphere Client.

2 Click the vCC icon and open the vCC UI.

3 Expand the appropriate cloud node.

4 Select a virtual machine or vApp in the right pane.

Since vCC loads entities from vCloud and vSphere in batches, when you initially click on a cloud instance,
all of your entities may not appear in the right pane. When you see the message, Loading data … on the
top right side of the page, click Refresh to display additional information.

After all the entities have been loaded, the message Loading complete.  appears.

What to do next

You can copy virtual machines and vApps between clouds.
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Display Catalogs in a Cloud
You can view catalogs that contain VM template or vApp templates in vSphere or vCloud. You can determine
which VM templates or vApp templates you want to copy or deploy to another instance of vSphere or a vCloud.

Prerequisites

You are a vSphere administrator.

Procedure

1 Log in to vCenter through the vSphere Client.

2 Click the vCC icon and open the vCC UI.

3 Expand the appropriate cloud node and click Catalogs.

4 Select a VM or vApp template in the right pane.

Since vCC loads entities from vCloud and vSphere in batches, when you initially click on a cloud instance,
all of your entities may not appear in the right pane. When you see the message, Loading data …  on the
top right side of the page, click Refresh to display additional information.

After all the entities have been loaded, the message Loading complete.  appears.

What to do next

You can copy vApp templates or VM templates between clouds.

Launch the vCloud URL
You can launch vCloud Director directly in vCC.

Procedure

1 Log in to the vSphere Client for the vCC-registered vCenter.

2 On the Home page, under Solutions and Management, click the vCloud Connector icon.

3 Select a vCloud cloud and expland the node.

4 Right-click an organization in the cloud and select Launch VCD.

You can log into vCloud Director.

Perform Basic Operations on vApps and Virtual Machines in a Cloud
In vCC, you can complete basic operations on vApps and virtual machines.

Procedure

1 Log in to vSphere through the vSphere Client.

2 Click the vCC icon and open the vCC UI.

3 In the Workload view, select a cloud.

4 In the right pane, select a vApp or virtual machine, and right-click to see these options.

n If the vApp or virtual machine is powered off, you can power on, copy, or delete.

n If the vApp or virtual machine is powered on, you can power off, suspend, or reset.

When you select Suspend, the current state is saved. If you select Reset, the virtual machine clears state
(memory, cache, and so on), but the vApps and virtual machines continue to run.

vCloud Connector User's Guide
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Access Virtual Machine Console in a Cloud
You can access a virtual machine console in a vApp from a vCloud director-based cloud.

Prerequisites

n You are a console administrator user.

n The virtual machine is powered on.

Procedure

1 Log in to vCC and click Workloads.

2 Select a vCloud director based-cloud.

3 Click on a console thumbnail.

The virtual machine console appears.

NOTE   This is only available on specific update releases of vSphere Client 4.0 and 4.1. Click the Support link
for the specific releases.

Chapter 4 Displaying Workloads and Catalogs in a Cloud
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Copying Virtual Machines, vApps, VM
Templates, and vApp Templates 5

You can copy virtual machines, vApps, VM templates and vApp templates between clouds.

This chapter includes the following topics:

n “Copy Resources Between Clouds,” on page 21

n “Delete a Copied Resource,” on page 22

Copy Resources Between Clouds
You can copy resources, such as virtual machines, vApps, vApp templates, and VM templates between clouds.

vCC supports a maximum of ten concurrent copy operations. If you initiate more than ten concurrent
operations, vCC queues the additional operations and starts them as soon as one of the ten completes.

Prerequisites

n The virtual machines and vApps you want to copy are powered off.

n You are a vSphere administrator.

Procedure

1 Log in to vCC.

2 In the left pane, select a cloud.

3 Select the vApp, virtual machine, vApp template, or VM template you want to copy.

4 Right-click and select Copy to.

5 Select a target cloud.
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6 If you select a vSphere cloud, complete these steps.

NOTE   You may have to click Refresh in order to see all the relevant information about the target cloud.

a Type the vApp name.

b Select a datacenter.

c Select a folder.

d Select a host.

e Select a datastore.

f Determine your disk format.

g (Optional) Select Power on after copy.

h Click OK.

7 If you select a vCloud Director cloud, complete this steps.

NOTE   You may have to click Refresh in order to see all the relevant information about the target cloud.

a Type a vApp template name.

b Select an organization vDC.

c Select a catalog.

d (Optional) Select a fenced network.

e Select the appropriate checkboxes.

n Save template in catalog.

n Deploy in target cloud.

n Power on after deployment.

f Click OK.

If you selected Save template in catalog, the copied virtual machines or vApps are saved as vApp
templates.

Delete a Copied Resource
After you successfully copy virtual machines, vApps, VM templates, or vApp templates to a different vSphere
or vCloud, you can delete them from the source cloud.

Prerequisites

n You have powered off your virtual machines and vApps.

n You are a vSphere administrator.

Procedure

1 Log into the vSphere Client for the vCC-registered vCenter.

2 On the Home page, under Solutions and Management, click the vCC

3 Select the source cloud and expand it.

4 Locate the original version of a copied object.

vCloud Connector User's Guide
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5 Select an object, right-click, and select Delete.

6 Repeat for each copied object you want to delete.

The copied objects are deleted from the source location.

Chapter 5 Copying Virtual Machines, vApps, VM Templates, and vApp Templates
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Preparing for Production Use 6
This section describes the tasks you should complete to prepare vCC for use. There is also information on
working with log files.

This chapter includes the following topics:

n “Change the Password of the vCC Admin User,” on page 25

n “Replace Your Self-Signed Certificate,” on page 25

n “Collect Application-Specific Logs Using vccsupport,” on page 26

n “Adjust the Logging Level,” on page 27

n “Understanding Staging Storage,” on page 27

Change the Password of the vCC Admin User
The password for the vCC Admin user is initially entered at the first boot. This password is required to register
or unregister vCC from vSphere and can be changed.

Prerequisites

You can log in to vCC virtual appliance console using your Console user (root or admin) password you set up
in the Configure vCloud Connector procedure on Step 4.

Procedure

u Run this script.

/opt/vmware/vccp/scripts/change-admn-password.sh

The password is changed.

Replace Your Self-Signed Certificate
vCC comes with a self-signed SSL certificate, but for production use, you need a certificate signed by a
Certification Authority (CA).

You have access to the vCC virtual appliance console.
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Procedure

1 Generate a certificate signing request (CSR), run this script:

bash /opt/vmware/vccp/scripts/generate-csr.sh

This creates a certificate signing request (CSR) and puts the request in the file named vcc.csr.

a Import the CA's certificate by running this script.

bash /opt/vmware/vccp/scripts/import-ca-cert.sh cacert.cer

cacert.cer is the CA's certificate. If there is more than one CA, you must import each of their
certificates.

b Submit this file to a CA, such as VeriSign.

The CA authenticates you off-line and returns a certificate, signed by the CA, authenticating your
public key.

2 Import the CA reply.

You can import the certificate reply and replace your self-signed certificate with a certificate chain.

If, for example, you sent your certificate signing request to VeriSign, you can import the reply by running
the following script, which assumes that the returned certificate is named VSVCC.cer:

bash /opt/vmware/vccp/scripts/import-cert.sh VSVCC.cer

A certificate is generated from a trusted CA.

Collect Application-Specific Logs Using vccsupport
When you run vccsupport, it collects application-specific logs to help resolve support issues.

Prerequisites

You are a vSphere administrator.

Procedure

1 Run the vccsupport script by typing this command.

sudo vccsupport -w /opt/vmware/vccp/staging/

Option -w specifies the output directory.

2 Attached the generated file when you submit the incident report.

The file name can be, for example,  /opt/vmware/vccp/staging/vcc-<generated date>.tgz

3 (Optional) Run
sudo scp /opt/vmware/vccp/staging/vcc-<generated date>.5065.tgz user@hostname:/tmp to copy the
compressed archive file to your workstation or another host from which you can submit an incident report.

4 To copy the collected logs from vCC to a Windows workstation, complete these steps.

a Run this command.

 sudo chmod a+r /opt/vmware/vccp/staging/

vcc-*.tgz

b In a client, run this script.

scp admin@<vcc ip address>:/opt/vmware/vccp/

staging/vcc*.tgz

vCloud Connector User's Guide
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Adjust the Logging Level
You can change the logging level while vCC is running

Prerequisites

You are a vSphere administrator.

Procedure

1 Do the following in a running vCC.

a To change the log level to debug, edit this file.

/usr/local/tcserver/springsource-tc-server-standard/

tomcat-6.0.26.A-RELEASE/webapps/vccp/WEB-INF/classes/log4j.xml

b Change this:

<logger name="com.vmware.vccp"> 

<level value="info" /> 

</logger>

to the following:

<logger name="com.vmware.vccp"> 

<level value="debug" /> 

</logger>

2 To change the vCD level to debug, do the following:

a Change this:

RestUtil.level = WARNING 

Organization.level = SEVERE 

Catalog.level = WARNING 

Vapp.level = WARNING 

VappTemplate.level = WARNING 

OrgNetwork.level = WARNING 

VcloudClient.level = WARNING

to the following:

RestUtil.level = FINE 

Organization.level = FINE 

Catalog.level = FINE 

Vapp.level = FINE 

VappTemplate.level = FINE 

OrgNetwork.level = FINE 

VcloudClient.level = FINE

b Restart vCC by running the following in a command line:

service vccp-tomcat restart

Understanding Staging Storage
Copy operations rely on staging storage when you copy resources between clouds.

The staging storage is a mount point in the vCC virtual appliance at /opt/vmware/vccp/staging/. This mount
point is initially mounted to the data disk with a size of 40G, but you can mount to any available storage. For
example, you can add another disk and mount to it, or you can mount to a NFS storage.

Chapter 6 Preparing for Production Use
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Increase Staging Storage
When you copy resources between clouds, these operations rely on staging storage. To successfully copy
resources, you need to configure the Logical Volume Manager (LVM) and resize the data disk.

Prerequisites

n You are a vSphere administrator.

n You have taken a snapshot of the virtual appliance.

Procedure

1 Log into vSphere through the vSphere Client.

2 In the tree, select the vCC virtual appliance.

3 Right-click and select Edit Settings.

4 In the left pane, select Hard disk 2.

5 Modify the size and click OK.

6 Run this command to configure LVM.

sudo /opt/vmware/vccp/scripts/create_lvm.sh

sudo /opt/vmware/vccp/scripts/resize_disk.sh

7 If the size of staging storage size needs to be increased again, repeat steps 1 to 5.

8 Run the following command.

 sudo /opt/vmware/vccp/scripts/resize_disk.sh

vCloud Connector User's Guide
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