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About This Book

The VCM Backup and Disaster Recovery Guide describes the steps required to ensure the preparation and
implementation of a successful disaster recovery plan for VMware vCenter Configuration Manager
(VCM), and describes:

m Backup procedures
= Recovery procedures
m Database restoration procedures

Read this document and complete the procedures to prepare for a successful disaster recovery plan. The
VCM Backup and Disaster Recovery Guide covers VCM version 5.3.

Intended Audience

The information presented in this manual is written experienced Windows and VCMsystem
administrators.

To use this information effectively, you must have a basic understanding of how to configure network
resources, install software, and administer operating systems. You also need to fully understand your
network’s topology and resource naming conventions.

Document Feedback

VMware welcomes your suggestions for improving our documentation. If you have comments, send
your feedback to docfeedback@vmware.com.

VMware VCM Documentation

The vCenter Configuration Manager (VCM) documentation consists of the VCM Hardware and Software
Requirements Guide, VCM Installation and Getting Started Guide, VCM Foundation Checker User's Guide, VCM
online Help, and other associated documentation.

VMware, Inc. 5
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Technical Support and Education Resources

The following technical support resources are available to you. To access the current version of this book
and other books, go to http://www.vmware.com/support/pubs.

Online and Telephone To use online support to submit technical support requests, view your product and contract
Support information, and register your products, go to http://www.vmware.com/support.

Customers with appropriate support contracts should use telephone support for priority 1
issues. Go to http://www.vmware.com/support/phone_support.html.

Support Offerings To find out how VMware support offerings can help meet your business needs, go to
http://www.vmware.com/support/services.

VMware Professional VMware Education Services courses offer extensive hands-on labs, case study examples,

Services and course materials designed to be used as on-the-job reference tools. Courses are
available onsite, in the classroom, and live online. For onsite pilot programs and
implementation best practices, VMware Consulting Services provides offerings to help you
assess, plan, build, and manage your virtual environment. To access information about
education classes, certification programs, and consulting services, go to
http://www.vmware.com/services.
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Implementing a Disaster Recovery Plan

To provide a disaster recovery plan for vCenter Configuration Manager (VCM), VMware recommends
that you implement these procedures for an “Active Production / Standby Spare” recovery model.

This guide provides a baseline to configure the proper backup schedules and information on how to
recover a system using these prepared backups. You may adjust the frequencies and retention values
provided to meet specific service-level agreements and retention requirements.

When implementing a Disaster Recovery Plan, ensure the following:
m Historical data is retained. The data will be as current as the last scheduled database backup.

m Duplicate hardware of the production VCM Collector is available in an alternate location for recovery
tasks.

m  The recovery Collector is prepared with all software prerequisites for a VCM installation that matches
the product versions of the production Collector.

VMware, Inc.
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Performing Backup Procedures

Use these procedures to ensure that all required databases have been properly backed up in compliance
with your corporate standards. The maintenance plan created for this process should be used in addition
to other database integrity and re-indexing maintenance plans. Although you may combine backup plans
and other maintenance tasks into a single SQL Maintenance Plan, creating separate plans can assist in
future troubleshooting and Maintenance Plan organization.

IMPORTANT Although the procedures in this document apply to SQL Server, you should apply the
concepts about backing up your data to any third-party software you are using.

Backing Up the Database

The example provided in this guide assumes a weekly full backup and a daily differential backup of each
database. Transaction log (point-in-time) backups are not available because the VCM databases are
configured in Simple Recovery mode, which is an advanced topic that is not covered in this document. For
more information about Simple Recovery mode, see the SQL Server documentation.

VMware, Inc. 9
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Perform a Full Backup

Full backups remain available on-disk for 28 days and differential backups remain available for 7 days.
When adjusting the frequency or retention of backup schedules, ensure that the required amount of disk
space is available for the maximum number of backup sets.

Procedure

1. Select Start > All Programs > Microsoft SQL Server 2008 R2 > SQL Server Management Studio.

2. Connect to the VCM Database Server using an account with SQL Administrative privileges.

R Microsoft SQL Server Management Studio =loix|
File Edit View Debug Tools Window Community Help

F o Newuery | [y | £ 0 i | Oy |5 H & | )

Comnect- @ 83 m T 2] B
&l [ flocal) (SQL Server 10.50. 1600 - DEV20C
[ Databases
[ security
(1 Server Objects
3 Replication
E] [ Management
Data-tier Applications
% Palicy Management
Data Collecton
3] Resource Governor

1ain ans:
SQL Server Logs
13 Database Mail
g Distributed Transaction Coordina
3 Legacy
[ sQL server Agent

O —]

Ready

3. In Object Explorer, navigate to the Maintenance Plans node.

Mew Maintenance Plan. ..

| Maintenance Plan YWizard

Yiew History

Reports »

Refresh

4. Right-click Maintenance Plans, and then select Maintenance Plan Wizard.
I Maintenance Plan Wizard =]

» SQL Server Maintenance
. Plan Wizard

Thiz wizard helps you create a maintenance plan that SOL
Server Agent can ruk on a reqular basis. With this wizard
you can perfarm routine database administration tasks such

as
ﬁ“ # Check database integrity
i .‘ ® Perform index maintenance
v g » Update database statistics
» Peiform database backups
- Thiz wizard will create maintenance plans that can be
4 .' edited in SOL Server Management Studio. E dit
maintenance plans to add new tasks or define workflow
among the tasks.

[T Do not show this statting page again.

Help I < Back | Finish | Cancel |

4

5. Click Next, and then enter a name and description for the maintenance plan.
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mr‘laintenance Plan Wizard [_ O] =]

Select Plan Properties
How do pou want ta schedule your maintenance tasks?

by

MName:

Description:

" Separate schedules for each task

WM Full Databaze Backup

‘Weekly Full Backup of all VCM and requisite databases, ;'

+ iEingle scheduls for the antire plan of ho schedule ®

Schedule

Mot scheduled [On Demand] LChange...

Helo |

< Back | Hext > I Einish | Cancel |

4

6. Click Change to create a schedule for the Full Backup Plan.

Job Schedule Properties - ¥CM Full Database Backup

Name:;

Schedule type:

IVEM Full Database Backup Jobs in Schedule

IF\acumng j ¥ Enabled

One-time occurence
Diate:

[eranamn = Time: [a5z5TPH =

Frequency

Oeccurs:

Becurs evenr:

IWssk\y 'I
|1 3: week(s) on

™ Monday [~ Wednesday [~ Friday [ Saturday
™ Tuesday [~ Thursday ¥ Sunday

Daily frequency
1= Oceurs once at

" Dceurs eveny:

| ZO000 AW ==
|1 3: haur(z] - Starting at: |12:UU:UU Ak j
Ending at: |11-59-59 =

Duration

Start date:

I 8/30/2Mm0 x " End date: I 8/30/2010 VI

Summary

Drescription:

IDcculs evern week on Sunday at 2:00:00 Ak, Schedule will be uzed starting on 8/30/2070. jl

oK I Cancel I Help I

4

7. Ensure that the schedule is enabled as a Recurring schedule type.

Performing Backup Procedures

Back up regularly. Depending on your corporate policy, you may need to back up daily rather than

weekly.

8. Configure the schedule at a time when minimal Collector activity will be occurring, and click OK and

then Next.

VMware, Inc.
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[ Maintenance Plan Wizard [_ O] x]
Select Maintenance Tasks
‘which tasks should this plan perform? W

Select one or more maintenance tasks:

[] Check Database Integiity
[] Shrink Database

[] Reargarize Indesx

] Rebuild Index

[] Update Statistics

[] Clean Up History

[] Back Up Database [Differential]
[] Back Up Database [Transaction Log)
[] Maintenance Cleanup Task

\i,a The Back Up Database [Full] task allows you ta specify the source databases. destination
files: or tapes, and averwite options for & full backup

Help I < Back | Hest > I Einish | Cancel |

4

9. On the Select Maintenance Tasks page, select Back Up Database (Full) and click Next.

¥ Maintenance Plan Wizard =]

Select Maintenance Task Order
In which order should these tasks be performed? N .

Select the order for the tasks to execute:

tave Up, Mave Dowrn...

i) The Back Up Database [Full task allows you to specify the source databases, destination
files or tapes, and ovenarite options for a full backup.

Einizh | Cancel |

Help | < Back |

4

10. On the Select Maintenance Task Order page, if you are combining this backup task with other tasks, set

an appropriate execution order and place the backup task after all the other tasks.

12
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[ Maintenance Plan Wizard [_ O] x]
Define Back Up Database (Full) Task

Configure the maintenance task

Backup type: |Fu\| j

Databasze(s);

Backup companent
% Database

) Files and flemaups: |

= Backup set will expire:

%) pfter |14 3: days
1 n EGEE T

Back uptoe (% Djsk € Tape

" Back up databases across one o mare files:

Add

Femove
Cantents

IF backup files egist: Append j

¢ Create a backup file for every datsbase
™ Create a sub-directory for each database
Folder: C:4Program Files\Microsoft SOL ServerMSSELIWMSSAL\Ba

Backup file extension bak

r “erify backup integrity

Sohedule:

Mat scheduled [On Demand)] LChange...
Help I < Back | Tlext > I FEiriish ] | Cancel |

4

Performing Backup Procedures

11. On the Define Back Up Database (Full) Task page, click the Database(s) drop-down menu and select

the databases to back up.

=]

Define Back Up Database (Full) Task

Corffigure the maintenance task. \‘
Backup type: IFuII j =
Database(s): I <Select one or more> j
Backup component

¥ Datsbase
€ Files and filegroups:
I™ | Backup set wil expie: ' Al databases
& Afer s P,
 On ystem databases
Backupto: % Disk ¢ T ¢~ Aluser databases (sxcluding master, madel, medb,
tempdb)
" Back up databases acros
& These databases
™ ReportServerTempDE ;I

¥ vCM

¥ VCM_Coll
™ VCM_Raw |
If backup files exist: e -

' Create a backup fiie for &1 ™ Ignore databases where the state is not orline
I™ Create a sub-directory
Folder: [c

[ ok |

Cancel |

&

Help |

|-

Include these databases in the backup set: CSI_Domain, master, msdb, ReportServer, VCM, VCM_
Coll, and VCM_UNIX. If alternate names were used during the initial installation, select the

corresponding databases.

12. Click OK to select the databases and return to the Define Back Up Database (Full) Task.

VMware, Inc.
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[ Maintenance Plan Wizard [_ O] x]
Define Back Up Database (Full) Task

Corfigure the maintenance task [
Backup type: |Fu\| j
Databasels]: I Specific databases j
Backup component

¥ Datshase
1 Files andflemoups: [

v Backup set wil expire:

o Mfter 28 3: days
 On 371342010 =]
Back upto: & Dijsk ' Tape

" Back up databases across one or maore fles:

fdd

Hemove
Contents

If backup files exist IAppend j

' Create a backup file for every database
¥ Cieate a sub-directory for each database
Falder [E:\MSS AL Backup

Backup file extension bak

IV ey Backup intedri

Shedule:

Mot zcheduled [On Demand] LChange...
Help | < Back | Hewt > I Finish >3] | Cahcel |

4

13. Click OK to select the databases and return to the Define Back Up Database (Full) Task.
I Maintenance Plan Wizard Hi=] E3

Define Back Up Database (Differential) Task

Conlfigure the maintenance tazk. \\
Backup type: | Diifferential j
Database[s]): I Speciic databazes LI

Backup compaonent
(= Datahase

. Files and fileqroups: | |

v Backup set will expire;
& piter 7 = davs
C on [ 3142010 =l
Backupte: ¢ Disk " Tape

" Back up databases acrozs one or more files:

Add..

Femove |
Contents |

If backup files egist: Append j

¢ Create a backup file for every database

ectory for each databass
C:\Program Files\Microsoft SOL Server\MS50L1WMSSALBE . |

Backup file extension: bak.

v Werify backup integrity

Schedule:

Mat zcheduled [On Demand] LChange... |
Help < Back | Mext » I Eirizh > | Cancel |

4
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Performing Backup Procedures

Configure the additional settings:

m Backup set will expire: Specify After 28 days. Depending on your corporate backup policies and
disk space available, you might need to modify this setting to match your policy.

= Back up to: Select Disk.

m  Create a backup file for every database: Select this option and Create a sub-directory for each
database. Then specify the folder for the designated backup drive and folder structure.

m  Backup file extension: Specify the extension as bak.
m  Verify backup integrity: Select this option.

14. Click Next and on the Select Report Options page make sure Write a report to text file is selected and
a folder location is specified.

ETMaintenance Plan Wizard M= E
Select Report Options
Select options for zaving or distributing a report of the maintenance plan N
achions ~
IV (it 2 renort to. bt file!
Folder lacation: |C “Program FilestMicrosoft SAL ServerMSSEL1Y |
™ E-mai repart
To I j
Help | < Back | Mext > I Einish o2 | Cancel |
4%

15. On the Complete the Wizard page, verify all of the selected options are correct.
=lold

Complete the Wizard

Verify the choices made in the wizard, and then click Finish \‘

Click Finish to perform the following actions:

[=- Maintenance Plan Wizard
- Create Maintenance Plan "'VCM Full Database Backup®
i Single schedule selected
. 50L Server Agent job is scheduled to run : Occurs every week on Sunday at 12:00:.0
(=) Define Back Up Database (Full) Task
‘.. Backup Datzbase on
- Databases: CS|_Domain master.msdb Report Server VCM WVCM_Coll VCM_UNDX
Type: Ful
Append existing
- Backup set will expire: After (in days) 28
i Destination: Disk
‘... Backup Compression (Default)
[=- Selected reporting options
; Report will be generated in folder: C:\Program Files'Microsoft SGL Server\MSSQL10,

| | 0

Hep | < Back wees | Rmen | cancel |

16. Click Finish to complete the maintenance plan.

VMware, Inc. 15
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mMaintenance Plan Wizard

Maintenance Plan Wizard Progress
Click Stop to interupt the operation.

5 Tatal 0 Enar
@ Success 5 Success 0 Warning
Details:
| Action | Statug | Messa
Crealing maintenance plan "CM Full Database Backup'"  Success
Adding tasks ta the maintenance plan Success
Adding scheduling options Success
Adding reparting options Success
Saving maintenance plan "Ch Full Database Backup"  Success

4] | i

Stop | Beport  w |

Close

4

17. Ensure all tasks complete successfully.
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Perform a Differential Backup
You should perform a daily, differential backup.

Procedure

Performing Backup Procedures

1. Select Start > All Programs > Microsoft SQL Server 2008 R2 > SQL Server Management Studio.

2. Connect to the VCM Database Server using an account with SQL Administrative privileges.

I Microsoft SQL Server Management Studio

File Edit View Debug Tools Window Community Help

§ L New Query | [y | &5 0 5 | [ | 7 H & | 5 o

Conect- 33 @ m T [F] B
=l [} (ocal) (5QL Server 10.
[ Databases
(3 Seaurity
[ Server Objects
[ Replication
B 3 Management

Data-tier Applications
¥ Palicy Management

Data Collection
3| Resource Governor

Maintenance Plans:
[ 5QL Server Logs
13 Database Mail
& Distributed Transaction Coordina
[ Legacy
[ sQL server Agent

jEI

Ready

4

3. Navigate to the Maintenance Plans node in the Object Explorer.

Mew Mainkenance Plan...

| Maintenance Plan Wizard |

iew Histary

Reports 3

Refresh

4. Right-click Maintenance Plans and select Maintenance Plan Wizard.

» SAL Server Maintenance
——— Plan Wizard

This wizard helps you create a maintenance plan that SOL
Server Agent can un on a regular basis. ‘With this wizard
wou can perform routine database administration tasks such

a1
# Check database integrity
. .‘ » Pertorm index maintenance
o w Update database statistics
> # Pertorm database backups
- Thiz wizard will create maintenance plans that can be
4 ' edited in SOL Server Management Studio. E dit

maintenance plans to add new tasks or define workflow
among the tasks.

[T Do not show this statting page again.

Help I < Back |

Finish | Cancel |

4

5. Click Next, and then enter a name and description for the maintenance plan.

VMware, Inc.
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E{Maintenance Plan Wizard =]
Select Plan Properties
Haow do you want to schedule your maintenance tasks? \‘
MName: VCM Differential D atabase Backup
Description: Daily Differential Backup of all YCM and requisite ;I
databases.
" Separate schedules for each task.
" {Bingle schedule for the entire plan or no schedule
Schedule:
Mot scheduled [On Demand)] Change..
Help | < Back | Mext > Einish | Cancel |
Y

6. Click Change to create a schedule for the Differential Backup Plan.

ﬁ Job Schedule Properties - ¥CM Differential Database Backup [_ o]

Name:; IVEM Differential Database Backup Jobs in Schedule

Schedule type: [Recuring | ™ Enabled

Onetime occurence

Date | 8/31/2010 x Time: | 315:29PM ==
Frequency

Ooours: Iﬁ
Fiecurs evens: m dayls]

Daily frequency
o BT

" Docurs every: [ = [houw ~ Staling at: (B
Ending at: [Tr5asarn =

Duration
Start date: I /3120 >  End date: I 843172010 'I
o
Summary
Drescription: Ocours every day at 3:00:00 AM. 5chedule will be used starting on 8/31/2010, d

oK I Cancel I Help I

4

Ensure that the schedule is enabled as a Recurring schedule type.

Back up regularly. Depending on your corporate policy, you may need to back up daily rather than

weekly.

Configure the schedule at a time when minimal Collector activity will be occurring, and click OK and

then Next.

VMware, Inc.



Performing Backup Procedures

[F Maintenance Plan Wizard | _ (O] x|

Select Maintenance Tasks

“which tasks should this plan perfom? \‘

Select one or mare maintenance tasks:

[[] Check D atabaze Integrity

[] Shiink Database

[[] Reorganize Index

[[] Rebuild Index

[[] Update Statistics

[[] Clean Up History

[] Execute SGEL Server Agent Job
[[] Back Up Database [Full)

al)
p Database [Tranzaction Log)
[] Maintenance Cleanup T ask

i) The Back Up Database [Differential) task allows you to specify the source databases,
destination filez or tapes, and overwrite options for a differential backup.

Help | < Back | Mest » I FEinizh | Cancel |

A

9. On the Select Maintenance Tasks page, select Back Up Database (Differential) and click Next.
E]"M intenance Plan Wizard H=] B3

Select Maintenance Task Order

In which order should these tasks be performed? \‘

Select the arder for the tasks to execute:

Mave Up... awve Dawn,..

i) The Back Up Database [Differential] task allows vou to specify the source databases,
destination files or tapes, and ovenwrite options for a differential backup

Help | < Back | Einizh | Canicel |

4

10. On the Select Maintenance Task Order page, if you are combining this backup task with other tasks, set
an appropriate execution order and place the backup task after all the other tasks.

VMware, Inc. 19
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E]'Maintenante Plan Wizard [_[O0]

Define Back Up Database {Differential) Task
Configuie the maintenance task.

Backup type: |D\[ferent\al j

Databasels):

Backup component
= Database

€ Files and filegrups: | |
[ Backup set will expire:
= After 4 = days
£ 0y 941472010 v

Back upto: & Djsk € Tape

¢ Back up databases aciogs one or more files

2l

Remove: |
Contents |

If backup fles exist: Append j

% Create a backup file for every database
[ Cieate a sub-directary for each database
Folder |C \Frogram Files'Microsoft SOL Server\MSSOL1AMSS0LYBa |

Backup file extension: bak

u “Werify backup integrity

Schedule:

Mot scheduled [On Demand) LChange... |
Help | < Back | Hert> I Eiriishy 2| | Cancel |
4

&

11. On the Define Back Up Database (Differential) Task page, click the Database(s) drop-down menu and
select the databases to be backed up.

i Maintenance Plan Wizard _[Of =]
Define Back Up Database (Differential) Task

Configure the maintenance task, ~~
Backup type: IDillarent\aI |
Database(s) I <Select one or mores LI

Backup component
& Database

1 Files and flegroups: 4l databases
= Backup st will expire;

= After
£ On

" System databases

All user databases [excluding master, model, msdh,
tempdb)
Back upts: % Djsk € 7 ]

" Back up databases acios (% These databases:

v CSI_Daomain
™ model
¥ msdb
¥ RepoServer
™ ReponServerTempDB
@ VCM
IF backup files exist: ¥ WCM_Coll

™ WOM_Raw
@ Create a backup file for e

™ Create a sub-directory

Folder IE
Backup file extension: Cancel /l

%

Include these databases in the backup set: CSI_Domain, msdb, ReportServer, VCM, VCM_Coll, and
VCM_UNIX. If alternate names were used during the initial installation, select the corresponding

databases.

12. Click OK to select the databases and return to the Define Back Up Database (Differential) Task.

20 VMware, Inc.



Performing Backup Procedures

f Maintenance Plan Wizard | _ (O] x|
Define Back Up Database (Differential) Task

Conlfigure the maintenance tazk. \‘
Backup type: I Diifferential d
Database[s]): I Specific databazes ﬂ

Backup component
(% [Datahase

€ Files and fileqrovps: I |

v Backup set will expire:
7« After I? = das
C on [ 3n4s2mo =l

Backupte: * Disk  Tape

" Back up databases acrozs one or more files:

Add..

Femnve |
Contents |

IF backup files egist: Append j

¢ Create a backup file for every database

Folder. C:M\Program Files\Microzoft SOL ServerMSSULTWMSS0LE |

Backup file extension: bak.

v Werify backup integrity

Schedule:

Mot scheduled [On Demand) Chanae.. |
Help | < Back | Mest » I Eirizh 2| | Cancel |

4

Configure the additional settings:

m Backup set will expire: Specify After 7 days. Depending on your corporate backup policies, you
might need to modify this setting to match your policy.

= Back up to: Select Disk.

m  Create a backup file for every database: Select this option and Create a sub-directory for each
database. Then specify the folder for the designated backup drive and folder structure.

m Backup file extension: Specify the extension as bak.
m  Verify backup integrity: Select this option.

13. Click Next and on the Select Report Options page make sure Write a report to text file is selected and
a folder location is specified.

VMware, Inc. 21
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ETMaintenance Plan Wizard M= E
Select Report Options

Select options for zaving or distributing a report of the maintenance plan N
actions. N
Folder location: IC “Program Files\Microsoft SOL Server\MS50L1% |

™ E-mai repart

Ie: | =

Help | < Back I Mext > I Eirish > | Cancel |

4

14. On the Complete the Wizard page, verify all of the selected options are correct.

=

Complete the Wizard

Verify the choices made in the wizard, and then click Finish. \\

Click Finish to perform the following actions:

[=- Maintenance Plan Wizard
[=]- Create Mairtenance Plan VCM Differertial Database Backukp’
. i.Single schedule selected
H No SQL Server Agent job is scheduled
(I Define Back Up Databass (Differertial) Task
- Backup Database on
Databases: CS1_Domain msdb, Report Server, VCM VCM_Coll VCM_UNIX
- Type: Differertial
- Append existing
- Backup sst will expire: After {n days) 7
- Destination: Disk
Backup Compression (Default)
[I- Selected reporting options
Report will be generated in folder: C:\Program Files\Microsoft SQL Server\MSSQL10,

< | i

Hep | < Back nea: | Fmsh | camed |

15. Click Finish to complete the maintenance plan.

IFMaintenance Plan Wizard M= 3

Maintenance Plan Wizard Progress v -
Click. Stop to interupt the operation. N
(Y
@ 5 Total 0 Emor
Success 5 Success 0 ‘wamning
Dietails:
| Action | Status | Meszar
Creating maintenance plan "YC Differential D atabase Backup”  Success
Adding tasks to the maintenance plan Success
Adding scheduling options Success
Adding reparting oplions Success
Saving maintenance plan "YCM Differential Databaze Backup” Success
< | [
Stop: | Repart = |
Close |
Y

16. Ensure all tasks complete successfully.

22
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Perform a File System Backup

Performing Backup Procedures

You may perform file system backups using corporate standard tools or simple scripted file copies. It is
not necessary to back up the entire file system or the VCM Program directory structure.

At a minimum, create a backup of the entire content of the CMFILES$ share at the default location of

C:\Program Files

(x86) \VMware\VCM\WebConsole\L1033\Files. If customizations have been

made to your Collector, or if reports have been exported to a non-default location, you must also ensure
that these additional files are backed up as needed.

Back up HTTP Certificates

If HTTP Agents are in use, you must ensure that your HTTP Certificates are available for disaster recovery
purposes. The certificates must only be exported once for each new server and maintained in a secure
location for disaster recovery purposes.

Procedure

1.

3. From the File menu, select Add/Remove Snap-in to add a new Snap-in.

VMware, Inc.

On the Collector server, click Start > Run.

Run HER

- Type the name of a program, folder, document, or
E Internet resource, and Windows will open it for you,

open; lﬁ j
OF I Cancel | Browse... I

Enter mmc to start the Microsoft Management Console.

'Hi Console1

File Action \iew Favorites Wi

Tew Chrl+r
Cpen... Chrl+0
Save Chrl+5
Save As...

Chrl+M

Opkions

Recent File

Exit

23



VCM Backup and Disaster Recovery Guide

24

RE

Fle Acion View Favorites Window Help [T

< x

~ ' You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:

Snap-n | Vendor | = (=] Console Roat Edit Extensions... |
=" ActiveX Control Microsoft Cor...

{TH Authorization Manager Microsoft Cor... Pz |
fi Microsoft Cor...

= Component Services Microsoft Cor... Move Up |

A computer Managem... Microsoft Cor... —

s Device Manager Microsoft Cor... Move Dewn |
Add >

{=7 Disk Management Microsoft and...
2] Event viewer Microsoft Cor....
~| Folder Microsoft Cor...

_: Group Policy Object ... Microsoft Cor...
(4P internet Information.... Microsoft Cor...
@. IP Security Monitor Microsoft Cor...

\g IP Security Policy Ma... Microsoft Cor... = 3

= Link to Web Address_ Microsoft Cor... = &I
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

ot

4. In the Add or Remove Snap-ins window, select Certificates and click Add >.

Certificates snap-in

Thiz snap-in will alwaps manage certificates for:
My user account

7 Service accourt

5. In the Certificates snap-in window, select Computer account to manage certificates for a computer
account and click Next.

Select Computer E2

Select the computer vou want this snap-in to manage.

This shap-in will alwaps manage:

" L ocal computer. [the computer this console is unning onk

" Anather computer; | Browsze... |

[ Allow the selected computer to be changed when launching fom the cormand line. Thiz
only applies if you save the console.

6. In the Select Computer window, select Local computer for the snap-in to manage certificates on the
local computer and click Finish.

7. Click OK to close the Add or Remove Snap-ins window and return to the Console.

8. From the Console Root, navigate to Trusted Root Certification Authorities and click Certificates.
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Performing Backup Procedures

File Action Wiew Favorites Window  Help

& = |

] Console Roat Issued To / I Issued B

E-@ Certificates {Local Computer) = verisign Trust Metwark, werisign Trust Metwark
(22 Persanal = verisign Trust Netwark Werisign Trust Networlk
(123 Trusted Roct Certification Autho = verisign Trust Netwark ‘eriSign Trust Network

i3] Certificates

{7 Enterprise Trust

[ Intermediate Certification Autho
1 Trusted Publishers

{2 Untrusted Certificates

{21 Third-Party Roak Certification AL

Verisign Trust Metwark, Yerisign Trusk Network
Verisign Trust Metwark, Yerisign Trusk Network

VeriSign Trusk Metwark. YeriSign Trusk Metwork

M Ente
Ewp-cavpnssL-ca

W Eniter
wp-CSYPMSSL-CA

(23 Trusted Peaple Ewracn WPGCO1
(3 5pc Eweacn an WPGCOL
— £
al | ks Copy
|E><port a certificate Delete I |

9. Right-click VMware VCM Enterprise Certificate and select All Tasks > Export.
x

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

= Back I Next > I Cancel |

10. On the Certificate Export Wizard Welcome page, click Next.
x

Export Private Key
‘You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
' Yes, export the private key

~ Mo, do not export the private key

Learn more about exporting private keys

< Back I Next > I Cancel |

11. On the Export Private Key page, select to export the private key with the certificate and click Next.
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Certificate Export Wizard x|

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

" DER. encaded hinary %, 508(,GERY

" Base-64 encoded %509 ( CERY

€ Cryptographic Message Syntax Standard - PKES #7 Certificates (.P7E)
I | Include all certifizates in the certification path if possible

¥ personal Information Exchange - PKCS #12 (PFX)
I Indude all certificates in the certification path if possible
™ Delete the private key if the export is successful
™ Export all extended properties

" Microsaft Serislized Certificate Stare (55T

Learn more about certificate file formats

< Badk I Next > I Cancel |

12.  Accept the Personal Information Exchange default setting and click Next.

Certificate Export Wizard

Password
Ta maintain security, wou must protect the private key by using a password.

Type and confirm a password,

Password:

Confirm passwaord:

13. Enter a password for the certificate export and click Next.

Certificate Export Wizard

File to Export
Specify the name of the file you want ko export

File name:

E:\BackupitCM Enterprise Certificate. pfx| Browse. .. |

14. Enter a location and name for the VMware VCM Enterprise Certificate.

26
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Certificate Export Wizard x|

Completing the Certificate Export
Wizard

» You have successfully completed the Certificate Export
= wizard,

— You have specified the following settings:

Yes

Export Keys
Indude all certificates in the certification path No

File Format Person

i

<Back [ Fosh | cancel |

15. Verify your selected options and click Finish to complete the export process. The Certificate Export
Wizard reports the export was successful. Click OK to close the Certificate Export Wizard window.

16. Expand Personal > Certificates and locate your Personal Certificate.

7= Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates! O 5[

H\E Action View Favorites Window Help |;|i|ﬂ

em|HEl 4 e XE=H
| Console Root
= Ea_l‘ Certificates (Local Computer)
=[] Personal
| Certificates
=] [ ] Trusted Root Certification AL
| Certificates Cut Request Certificate with New Key... m
| Enterprise Trust Copy Renew Certificate with New Key... Bctions »
| Intermediate Certification AL Delete
| Trusted Publishers ————  Manage Private Keys...
| Untrusted Certificates Properties Advanced Operations 4
| Third-Party Root Certificatior
= Hel T,
| Trusted People il e
| Smart Card Trusted Roots
| Trusted Devices

Issued To_ =~ Actions

Certificates -

o rch'uns 4

4| | K| | i

|Cnmzms actions that can be performed on the item. | ‘

17. Right-click the Personal Collector Certificate and select All Tasks > Export to use the VMware VCM
Collector Certificate as the Personal Certificate to export.
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You must verify that the prerequisites check completed successfully and that the SSRS Report folder is

accessible.

Procedure

1. Use the VCM 5.4 Installation and Getting Started Guide to install and validate all VCM prerequisites on

the recovery server.

Gather System Information

vmware

Installation Manaper w

requirements for the installation process have been met.
Introduction and License

Agresment:

Setting results into file
Checking function ID: 300
Setting resuks into file
Checking function ID: 500
Setting results into file
Checking function ID: 550
Setting results into fils

Prepare System for
Installation

Select and Corfigure
Components to Activate

Syschecks ran, determining results. .

Checks were successful
£ Im

Install vem

The Installation Manager is gathering information about yaur syskem ko determine if the

o e

| e

2. Ensure the prerequisites check completed successfully.

3. Open Internet Explorer and navigate to http:

the name of the recovery server.

{ZHome - Report Manager - Windows Internet Explorer

@:}-]g i

i Fevorites |5 £ eb e ol -

2.8 2003 wp,

- ~ [ f= - Page -~ Safety - Tools - @+

ts/F ages Foldsr, asp =l &

// [SERVERNAME] /reports, where SERVERNAME is

JH[= E3

3| % | Bing

] SOL Server Reporting Services
Home

4 Mew Folder . Mew Data Source b Report Builder 4 Folder Settings

ECM Reparts -

4. Ensure that ECM Reports appears.

VMware, Inc.

Home | My Subscriptions | Site Settings | Help =]

E )

T Upload File | Details view
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You must add the Certificate snap-in to the Microsoft Management Console.
Procedure

1. On the Collector server, click Start > Run.

Run HE

- Type the name of & program, felder, document, or
Internek resource, and Windows wil open it for you.

=
ok | Coneal | Emwsaml

2. Enter mmc to start the Microsoft Management Console.

File Action Miew Favorites Wi

Mew Chrl+M
Qpen... Chrl+O
Save Chrl+5
Save As...

Recent Flz

Exit

3. From the File menu, select Add/Remove Snap-in to add a new Snap-in.

Add or Remove Snap-ins 5'

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
@(tenybla snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:

Snap-in | Vendor | = [] Console Root Edit Extensions... |
- | ActiveX Control Microsoft Cor... ?)J Certificates {Local Computer)
thorization Manager Microsoft Cor... Remae |
. Component Services  Microsoft Cor... Move Up |
"éf Computer Managem... Microsoft Cor... =

5 Microsoft Cor...
=x Device Manager Microsoft Cor... Mowe Dawn |
Add > |

=4 Disk Management Microsoft and...
E Event Viewer Microsoft Cor...
I Folder Microsoft Cor...

_: Group Policy Object ... Microsoft Cor...
P Internet Information... Microsoft Cor...
g IP Security Monitor Microsoft Cor...
g IP Security Policy Ma... Microsoft Cor.

= link to Web Address  Microsoft Cor... LI &I

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

|

In the Add or Remove Snap-ins window, select Certificates and click Add >.

Certificates snap-in

This shap-in will always manage certificates for;

" My user account

 Service account

In the Certificates snap-in window, select Computer account to manage certificates for a computer

account and click Next.
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Select Computer | |

Select the computer you want this snap-in to manage.

Thig shap-in will always manage:

= | ocal computer: [the computer this consale i running onf

" Another computer I Browse. |

I~ liow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

6. In the Select Computer window, select Local computer for the snap-in to manage certificates on the
local computer and click Finish.

7. Click OK to close the Add or Remove Snap-ins window and return to the Console.

8. Locate the Trusted Root Certification Authorities and the Certificates store.

= Consolel - [Console Root\Certificates (Local Computer)\Trusted Rook Certi o |=]| x||
‘& Fle Acon View Favorites Window Help ‘ = 5||
s Al Eal =N NERER |G
~ Console Root + | | Actions
& () Certificates (Local Computer) [lClass 3 Public Primary Certification... Class 3 Puk .
&[] Personal (5] Class 3 Public Primary Certification... Class 3Puk
“ Certificates EglConfiguresoft Configures More Actions b
= [ Trusted Root Certification Authorities #Cnnﬁguresﬂft Configures:
- 97 Microsoft Corp.  Copyright (
| Enterpris —\:I;::—F csIcA
= IT:EEdei View cssix cssix
= Uintrusted New Window from Here Entrust.net Secure Server Certific... Entrust.nel
| ThirdPar New Taskpad View... GTE CyberTrust Giobal Root GTE Cyber™
TrstedF——— y/Microsoft Authenticode(tm) Root .. Microsoft A
<) smartca  Refresh Microsoft Root Authority MicrosoftR.
“ Trustegr  EXportlist.. Microsoft Reot Certificate Authority MicrosoftR,_|
[ Certificates (| el NO LIABILITY ACCEPTED, ()97 V... NO LIABILT
;] Thawte Timestamping CA Thawte Tim
5)vMware VCM Enterprise Certficat... VMware VC _
Tovom mevimmine ~a U
4] 1 Bllsl | |

[Contains actions that can be performed on the item. [ |

9. Right-click Certificates, select All Tasks > Import.

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which iz issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back I Mext > I Cancel |

10. On the Certificate Export Wizard Welcome page, click Next.
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Certificate Import Wizard

R — T

11. Locate and select the VCM Enterprise Certificate from the production system.

Certificate Import Wizard

12. Enter the required password, verify the "Mark this key as exportable" check box is selected and click
Next.

Certificate Import Wizard
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13. Select to place all certificates in the Trusted Root Certification Authorities store and click Next.

x
Completing the Certificate Import
Wizard

ry

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate St i PRVERY Trusted Root Certifice

Content PFX
File Mame C:\WCM Enterprise Ce
‘ o

< Back I Finish I Cancel |

14. Verify your selected options and click Finish to complete the import process. The Certificate Export
Wizard reports the import was successful. Click OK to close the Certificate Import Wizard window.

15. Expand Personal > Certificates and locate your Personal Certificate.

"fi Console Root'\Certificates {Local Computer})'Personal

D Console Roat | | Object Type

EHEP Certificates (Local Computzr) (Cdcertificates

ERS Frersonal

L] Certi Find Certificates...

ED Trusted | Find Certificates... |
[ Certi
-] Enterpris  View » Request MNew Certificate, .

[0 Inkermec Mew Window From Here

Mew Taskpad View, ..

Refresh
Export List...

F-(] Trusted |

Fl

Add a certificate to a el

16. Right-click the Personal Collector Certificate and select All Tasks > Import to import the VCM
Collector Certificate into the Personal certificate store.
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Restoring the Databases

Database restoration must occur in three phases and in the proper order. First, to restore proper user

access and scheduled jobs, the system database is restored. Next, to recover SQL Reporting Services, the
SQL Report Server databases is restored. Finally, the VCM Database is restored.

Restore the System Database

You must take extra steps to properly restore the system databases. To restore the master database, you

must first place the SQL Server in single-user mode. After the master database has been restored, you
must run a command to update the SQL Server name.

You must be an Administrator to start and stop the SQL Server services.

Procedure

1. Place the SQL Server in Single-user Mode by selecting Start > Administrative Tools > Services.

File Action Wiew Help

e @]

&y Services (Local)

B|E2E »r =0

SOL Server (MSSQLSERVER) Name _/ | Description | Status | Startup Typs | Logonas | N
% Security Accounts Manager The startu.. Started  Adtomatic Local System
Stop the service %Sewer Supports fil...  Started Automatic Local System
;:‘;:;E’;i:ig‘sie i shell Hardware Detection Providesn.. Starked  Automatic Lacal System
smart Card Manages a... Manual Local Service
s Special Administration Co Marual Lacal System

Description:
Provides storage, processing and s s
contraled accese of data and rapid %500 Server Active Directory Helper Enables in
transaction processing. #4501 Server Agent (MISQLSERVER) Executesj.. Started  Automatic Local System

Services (Local)

nsole Helper Allows ad

VER) Automatic

Disabled Metuor]

2. Right-click the SQL Server (MSSQLSERVER) service and select Stop.

3. Ifyou are prompted to stop other services, such as the SQL Server Agent, select Yes and wait for the

service to stop.

4. Start the SQL Server service in single-user mode in a command window by entering:

NET START MSSQLSERVER /c /m

5. Wait for the service to start successfully.

6. Start SQL Server Management Studio.

7. When you are prompted for login credentials, select Cancel to avoid opening the Object Explorer.

Microsoft SQL Server Management Studio

Fle Edit Vview Tools Window Community Help

_.J_ MNew Query

bk b EHS| B

Object Explorer

Connect~ & 22

VMware, Inc.
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10.

11.

12.

13.

14.
15.
16.

17.

36

Click New Query to start a new query definition.

E!Connect to Server ﬂ
Microsoft*

2 SQLServer2008r2

Server type: IDatabase Engine j
Server name: II j
Authentication: IWindows Authentication j

User name: IDE"v"E KBBONNIE\Administrator j

Password: I

™| Rememberpassword

Connect I Cancel I Help | Options = |

Log into the SQL Server with the local SQL account.

In the query window, enter the command to restore the MASTER Database from backup:

USE MAITEER

e

RESTORE DATAEBASE [master]

FROM DISE = N'E:\M330L\Backupimaster\master backup 201003021337.hak’
WITH FILE=1, NOUNLOAD, EEFPLACE, 3TATS = 10

i

Click Execute and wait for SQL Server to restart and display the message:

The master database has been successfully restored. Shutting dowm SQL Server.
BE0L Serwver is terminating this process.

Select New Query to reconnect to the SQL server using Administrative privileges and the local account
or Windows Authentication.
Rename the SQL Server @@servername definition with the command:

USE master

jea]

DECLARE [ENew3erwverName warchar (254)

SET BNewlerverMName = Convert (varchar (254), sServerproperty [('Serverlams'])
EXEC sp_DropServer [fservernsme

EXEC sp_addserver [New3erverName, local

o9

Click Execute.

Restart the SQL Server Service and reconnect using an account with Administrative privileges.
Restore the msdb database with the command:

RESTORE DATAEBARE [madh]
FRECM DISK = N'E:'\Backup'msdb'msdb backup 201003021337 .bhak!
WITH FILE=1, NOUNLOALD, EREPLLCE, 3ITATI = 10

69

Click Execute.
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Restore the Report Server Database

To recover SQL Reporting Services, you must next restore the SQL Report Server databases.

Procedure

1.

10.

11.

12.

Stop the SQL Server Reporting Services service by selecting Start > Administrative Tools > Services.

%, Services BEIES
o |[mEFRR(@E > 0 -

# Services (Local)

QL Server Reparting Services ame_/ | Description | Status | StartupType [ logonds |
(MSSQLSERVER) 501 Server (MSSQLSERVER) Provides st... Started  Automatic Local System

450U Server Active Directory Helper Enables int. .. Disabled Hetwork Ser..
%;%;ﬂi;z’:ﬁm 8501 Server Agent (M3SQLSERVER) Executes j.. Started  Automatic Local System
— 850L Server Analysis Services (MSSQLSERVER)  Supplieson..,  Started  Automatic Local System

5L server Browser Provides 5.. Disabled Local System
Description: #4501 Server FulText Search (MSSQLSERVER) Quickly cre...  Started  Automatic Local System
Manages, executes, renders, schedules
and delivers reports. p 5QL Server Integration Services Provides m.,,  Started Automatic Hetwark Ser ..

b red  Jutonatc =

, Extended 4 Standard /

Right-click the SQL Server Reporting Services (MSSQLSERVER) service and select Stop.

Stop Internet Information Services (IIS) with the iisreset /stop command and wait for the services
to stop.

Restore the ReportServer Database from SQL Management Studio.

FESTORE DATABAZSE [FEeportlerver]
FROM DISE = N'E:‘Backup\ReportServer'ReportServer bhackup 201003021337.bak'
WITH FILE=1, NOUMNLOAD, REPLLCE, STATI = 10

6
Click Execute.

Right-click the SQL Server Reporting Services (MSSQLSERVER) service and select Start.

Open a command window and reset the encrypted key store using the command rskeymgmt -d, and
when prompted to delete all encrypted data from the report server database, enter y.

Enter rsconfig -c -s <SQLSERVERNAME> -d ReportServer -a Windows, and wait for the
command to complete successfully.

Restart the SQL Server Reporting Services service.

Restart IIS using the command iisreset /restart, and wait for the IIS services to stop and restart
successfully.

Open Internet Explorer and enter http:// [SERVERNAME] /Reports/ to navigate to the Report
Server and verify that SSRS is operating properly.

{ZHome - Report Manager - Windows Internet Explorer M=l B3

(< ]1S

iy Favorites |5 @] Web Slice Galery =

i - B - L0 o=h - Page - Safety -+ Tools - @

|'g hitp:ffdevkBlorim?, devz003, wp. PagesiFolder. aspx j B+ X | Bing R~

Home | My Subscriptions | Site Settings | Help =]
SOL Server Reporting Services

—& Home Search [2
4 New Folder ) New Data Source Esi) Report Builder [ Folder Settings 8 3 Upload File |1 Details view
Al
e ECM Reports -

In the Report Manager window, select ECM Reports to access and edit the shared connection string.
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{2 £CM Reports - Report Manager - Windows Internet Explorer I
€1 ol

G rovrtes |5 ] websies

<[] repiidovacion

v FReporafPavslroldr sp Pt B[ <] oes

5 < 0 - page - sefety= Took @
ome

Home | My Subscriptions | Site Settings | Help ]
| SOL Server Reporting Services

% ECM Reports

Search »
CaNew Folder 4 New Data Source | iyReport Buider (4 Folder Settings |t Upload File 1 Details view
x| o
| Ecman [ Eomu
x| n o
|} Exchange Lgue
1 Provisionin
2} Provisioning

1 Senvice Desl
., Serice Desk

Standard

intualization

1 ecm B

[ [ [T [ [ I internet | Protected Mode: OFf

[Fa - [Riov% -

13. Click ECM to select the shared data source. The Properties General tab appears, displaying the

14.

15.
16.

Connection string.

#ZECM - Report Manager - Windows Internet Explorer

[_[O[x]
@;‘/‘ - |g hitp e akelonma, dev2003.mwp. feifReportsiPages/Datasour =] | 3 ||| X | Bing R~
S Favorkes | o @ weh Slie Gl -
fi v B - 0 e - Page - Safety~ Tools - @~
l_l SOL Server Reporting Services =

ECM

=N

X Delete 2 Move (] Generate Model

Properties
Subscriptions Mane IECM
Description -
Dependent ltems ’ 2l
Security -
I~ Hide in tile view
¥ Enable this data source
Data source type:  [Microsoft SGL Server |
Connection string: | urity=SSPLData =
Source=DEY2KBLORIMZ; Intial
Catalog=VCht LANGUAGE=us_english; =

Connect using
™ Credentials supplied by the user running the report

Display the following text to prompt user for a user name and password

|Type ar enter a user narme and password to access the data source
[T Use as Windows credentials when connecting to the data source

 Credentials stored securely in the repart server

User name, |

Password: |

[T Use as Windows credentials when connecting to the data source
I Impersonata the authenticated user after a connection has been made to the data source
@ Windows integrated security

© Credentials are not required

Apply

[ [ [ | [ | [& mtemet|Protected Made: off [7 - [HRwooe ~

Select Windows integrated Security and enter the value into the Connection string field:

Integrated Security=SSPI;Data Source=SERVERNAME;Initial

Catalog=VCM; LANGUAGE=us english;

Click Test Connection to ensure the connection is created successfully, and click Apply.

Click Home to return to the SSRS home page.
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2 Home - Report Manager - Windows Internet Explorer H=l
@@v |é http:Hdevzkﬁlurlmz.dEvZEIEIS.wp‘FslfRepmtsfFages/Fu\der‘asj W fr] X | Bing Pl
i Favortes | @] Web Sice Gallery =

f - B - (7 p= - Page - Safety - Toos - @@

Home | My Subseriptions | Site Settings | Help =]
SQL Server Reporting Services

—+ Home Search [2
4 MNew Folder ) New Data Source Esij Report Builder [ Folder Seftings t Upload File [ petails view
Al
W ECM Reports

17. Click Folder Settings to begin the process of removing any stranded accounts in SSRS.

{Z- Report Manager - Windows Internet Explorer =l
@ - |é http:f/devzkﬂ\ummz‘devZDDS‘wp‘FS\fREpurtsiPagesﬂFu\der‘asj B+ X | Bing Pl

iy Favorttes | s | wieb sica Gallery

- Bl - 0 = - Page- Safety - Toos- @)-

Home | My Subscriptions | Site Settings | Help =]

] SQL Server Reporting Services

—& Home Seaich |P
X Delete 247 New Role Assignment

Security r + Role(s)
[~ Edit BUILTINVAdrinistrators Cantert Manager

18. If any users other than the BUILTIN \ Administrators and ECMSRSUser exist, click the check box next
to each user account and click Delete.

Restore the VCM Databases

You must restore the VCM Databases.

Procedure
1. Log into SQL Server Management Studio as a user with Administrative privileges.
2. Enter this command to restore the VCM database and click Execute:

RESTORE DATABA3IE [VCH]

FROM DISE = N'E:'Backup\VCHAVCH backup 201003021337.hak!
WITH FILE=1, NOUNLOCAD, REPLACE, 3TATS = 10

GO

3. Enter this command to restore the VCM_UNIX database and click Execute:

EE3STORE DATABASE [WVCM TNIX]

FROM DISK = N'E:%Backup\VCHM UNIX\WCHM UNIX backup 2Z01003021337.hak'
WITH FILE=1, NOUNLOAD, REFLACE, 3TATS = 10

el

4. Enter this command to restore the VCM_Coll database and click Execute:

REZTORE DATARASE [VCH Coll]

FROM DISE = N'E:%Backup VCM CollZWCM Coll hackup 201003021337 .hak!
WITH FILE=1, NOUMNLOAD, EEFLACE, 3TATS = 10

G0

5. Enter this command to restore the CSI_Domain database and click Execute:
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RESTORE DATAELSE [C3I Domain]

FROM DIIK = N'E:%Backup' CSI_DDmain‘\.CSI_DDmain_hackup_zDlDDSDZ133".-‘.ha}c'
WITH FILE=1, NOUNLOAD, EREPLACE, STALTI = 10

ele]

6. Drop the definition of the VCM_Raw database, which is a temporary database that is automatically re-
created during the installation.

IF EXISTS [(SELECT name FROM sys.databases WHERE name = N'VCH Raw')
DEOP DATABASE [VCH Raw]

7. Update the path of exported reports using "Script for Exported Reports” on page 43.
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Installing VCM

The recovery server is now ready for you to install VCM. During the installation, select the existing
database instances and certificates. For all other installation options, see the VCM Installation Manager
online Help.

Procedure

1. Start the VCM installation.

| VMware vCenter
Configuration Manager™

Run

2. Select Run Installation Wizard and continue through the wizard to the Configure Components page
that shows the Database Instance.

Installation Manager
Configure Components
are Component-specific information is required before installation can proceed
Specify the product database for collecting data from machines in your enterprise and
press the 'Validate’ button to validate your database selection
Introdiction andlicense:
Agreement Database Instance [oev2cs |
Name [vem ] validate
Frepare System for
¥ nstaleiion
Data files (mdf) [ C:\Program Files\Mirosoft SQL Server WsSQL| —
Log files (Idf) [:\Program Files\Microsoft SQL Server\MssaL] =
Select and Configure i
Components to
Activate Size @ AutoGrow [10_|%
Install VEM Database validation successful.
o [ e ][ o
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3. When prompted to select a database instance, make sure your existing database name is selected and

click Validate.

4. Continue through the wizard to the page to select or generate certificates.

nstallation Manager

vmware

Introduction and License.
¥ greenment

Prepare System for
¥ nctallsion

Select and Configure
‘Components to
Activate

Install vaM

Configure Components

Component specific information is required before installation can proceed

The product uses certificates to communicate securely over HTTP. If you already have
certificates, select them below, otherwise use the Generate Certificates option to have
Instalation Manager areate them for you,

Select or Generate your Collector Certificate:

[ ]| select Generate

Select your Enterprise Certificate:

Note on generating certificates:

If you wil be instaling more then one collector that wil communicate with the same
agent(s), or if you are planning to replace the product generated certficates at a later
date, see the VCM Installation and Getting Started Guide for details about certificates.

5. When prompted to select or generate a certificate for HTTP Agents, click Select, and then select the
VMware VCM Collector Certificate to use the existing HTTP Certificate. The Collector Certificate

and Enterprise Certificate fields will populate with the selected certificate.

6. Continue through the installation until the process completes and click Finish to complete the

installation.
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Restoring File System Components

After the VCM installation completes, restore the file system components from the CMFiless$ share
locations, along with any other corporate standard items. If additional custom components are installed,
refer to the disaster recovery guides for each customization.

Script for Exported Reports

The majority of scheduled reports exported from the old Collector include a hard-coded server name. The
scripts update the old server name export location with the new name by modifying the parameters
passed and the Ul string.

Any Ul strings that are greater than 8000 characters must be handled differently. In these cases, the
exports will work properly. However, if you edit the scheduled job the report shows the old location.

If you edit one of these exceptions and click Finish without first correcting the export location, the
connection to the report will break.

IMPORTANT Before you run this script, edit the @oldserver and @newserver variables.

Declare Boldserver wvarchar|(32)
Declare @Enewserver wvarchar (32)

set EBoldserver = 'OLDSE
et Enewserver "HEW

T,

EWSERVERNAME'

update dbo.ecm_rpt_reports_scheduled
set export_path = "\\' +
Enewserver +
a:betri:g{expnrt_path;;&:{@o;dser?eru—E, len (export path) -
(len (Boldserver) +2))
where export path like '%' + Boldserver + '%°'

update dbo.ecm sysdat actions ul_definition text xref
set definition text =

replace (cast (definition_text as wvarchar (max)), Bold=server, Enewserver)
where

definition text like '%' + foldserver + '%¥'
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