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About This Book

This manual, VCM Backup and Disaster Recovery Guide, describes the steps required to ensure the
preparation and implementation of a successful disaster recovery plan for VMware vCenter Configuration
Manager (VCM). This document contains the following information:

m Backup procedures
= Recovery procedures
m Database restoration procedures

Read this document and complete the associated procedures to prepare for a successful disaster recovery
plan. The VCM Backup and Disaster Recovery Guide covers VCM version 5.3.

Intended Audience

The information presented in this manual is written for system administrators who are experienced
Windows or UNIX/Linux/Mac OS X system administrators and who are familiar with managing network
users and resources, and performing system maintenance.

To use the information in this guide effectively, you must have a basic understanding of how to configure
network resources, install software, and administer operating systems. You also need to fully understand
your network’s topology and resource naming conventions.

Document Feedback

VMware welcomes your suggestions for improving our documentation. If you have comments, send
your feedback to docfeedback@vmware.com.

VMware VCM Documentation

The vCenter Configuration Manager (VCM) documentation consists of the VCM Hardware and Software
Requirements Guide, VCM Hardware and Software Requirements Guide, VCM Foundation Checker User's Guide,
VCM online Help, and other associated documentation.

VMware, Inc. 5
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Technical Support and Education Resources

The following technical support resources are available to you. To access the current version of this book
and other books, go to http://www.vmware.com/support/pubs.

Online and Telephone
Support

Support Offerings

VMware Professional
Services

To use online support to submit technical support requests, view your product
and contract information, and register your products, go to
http://www.vmware.com/support.

Customers with appropriate support contracts should use telephone support for
priority 1 issues. Go to http://www.vmware.com/support/phone_support.html.

To find out how VMware support offerings can help meet your business needs,
go to http://www.vmware.com/support/services.

VMware Education Services courses offer extensive hands-on labs, case study
examples, and course materials designed to be used as on-the-job reference tools.
Courses are available onsite, in the classroom, and live online. For onsite pilot
programs and implementation best practices, VMware Consulting Services
provides offerings to help you assess, plan, build, and manage your virtual
environment. To access information about education classes, certification
programs, and consulting services, go to http://www.vmware.com/services.
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Implementing a Disaster Recovery Plan

To provide a disaster recovery plan for vCenter Configuration Manager (VCM), VMware recommends
the following procedures be implemented for an “Active Production / Standby Spare” recovery model.

This guide provides a baseline for configuring the proper backup schedules and information on how to
recover a system using these prepared backups. The frequencies and retention values provided may be
adjusted to meet specific service-level agreements and retention requirements.

When implementing a Disaster Recovery Plan, ensure the following:
m Historical data should be retained, and will be as current as the last scheduled database backup.

m Duplicate hardware of the production VCM Collector will be available in an alternate location for
recovery tasks.

m The recovery Collector will be prepared with all software prerequisites for a VCM installation matching
the product versions of the production Collector.

VMware, Inc. 7
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Performing Backup Procedures

The following steps should be taken to ensure that all required databases have been properly backed up in
compliance with your corporate standards. The maintenance plan created for this process should be used
in addition to other database integrity and re-indexing maintenance plans. Although both backup plans, as
well as other maintenance tasks, may be combined into a single SQL Maintenance Plan, creating separate
plans can assist in future troubleshooting and Maintenance Plan organization.

IMPORTANT Although the procedures in this document apply to SQL Server, you should apply the
concepts about backing up your data to any third-party software you are using.

Backing Up the Database

The example provided in this guide assumes a weekly full backup and a daily differential backup of each
database. Transaction log (point-in-time) backups are not available, as the VCM databases are configured
in Simple Recovery mode and should not be modified.

VMware, Inc. 9
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Perform a Full Backup

Full backups will remain available on-disk for four weeks and differential backups will remain available for
seven days. When adjusting the frequency or retention of backup schedules, ensure that the required
amount of disk space is available for the maximum number of backup sets.

Procedure
1. Start Microsoft SQL Server Management Studio.

2. Connect to the VCM Database Server using an account with SQL Administrative privileges.

[ Microsoft SQL Server Management Studia [- O[]
Ele Edt Yew Iools Window Communty Help
Dewouery | [y | Fhth G| & | Safei H @B BB S
Object Explorer Details | - x
Connect | 22 = BEe
E) [ DEVCOLLZ? (SOL Server 9.0,4035 - DEVZO03iecr

= [ Databases .
23 Syt Databases | Maintenance Plans
[ Database Snapshots DEYCOLL23ManagementiMaintenance Plans 0 Item(s)

| ) c51_pomain
|1l ReportServer
| ) ReportServerTempD8 Hame: [ Owner [ Created |
[ vem

| vem_coll
| vom_Raw
[ vem N
(3 Securiby

[ server Objects
(3 Repiication
[ Management

mWEEE

3 5QL Server Logs
4] Activity Monitor
1 Database Mail
Distributed Transaction Coordinator
Full-Text Saarch
3 Legacy
[ Metification Services
[ 5L server agent

< L

Ready 4

3. In Object Explorer, navigate to the Maintenance Plans node.

Hew Maintenance Plan. ..

| Maintenance Plan Yizard

Yiews History

Reports »

Refresh

4. Right-click Maintenance Plans, and then select Maintenance Plan Wizard.

I Maintenance Plan wizard [_10] x|

» SQAL Server Maintenance
Plan Wizard

This wizard helps you create a maintenance plan that SOL
Server Agent can run on a regular basis. With this wizard
you can perform routing database administration tasks such

a5
 Check database integrity

4 7 = Perform index maintenance
| 4 » Update database statistics
» Perform database backups
This wizard will create maintenance plans that can be
edited in SAL Server Management Studio. Edit
maintenance plans to add new tasks or define warkflow
arong the tasks.

[~ Do not shaw this starting page again

wob | ot |l e | teed |

4

5. Click Next, and then enter a name and description for the maintenance plan.
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mr‘laintenance Plan Wizard [_ O] =]
Select Plan Properties
How do pou want ta schedule your maintenance tasks? \ ..‘
Mame: WCh Full Database Backup

Description:

" Separate schedules for each task

‘Weekly Full Backup of all VCM and requisite databases, ;'

+ iEingle scheduls for the antire plan of ho schedule ®

Schedule

Mot scheduled [On Demand] LChange...

Helo |

< Back | Hext > I Einish | Cancel |

4

6. Click Change to create a schedule for the Full Backup Plan.

Job Schedule Properties - ¥CM Full Database Backup

IVEM Full Database Backup Jobs in Schedule

Name:;

Schedule type:

IF\acumng j ¥ Enabled

One-time occurence
Diate:

[eranamn = Time: [a5z5TPH =

Frequency

Oeccurs:

Becurs evenr:

IWssk\y 'I
|1 3: week(s) on

™ Monday [~ Wednesday [~ Friday [ Saturday
™ Tuesday [~ Thursday ¥ Sunday

Daily frequency
1= Oceurs once at

" Dceurs eveny:

| ZO000 AW ==
|1 3: haur(z] - Starting at: |12:UU:UU Ak j
Ending at: |11-59-59 =

Duration

Start date:

I 8/30/2Mm0 x " End date: I 8/30/2010 VI

Summary

Drescription:

IDcculs evern week on Sunday at 2:00:00 Ak, Schedule will be uzed starting on 8/30/2070. jl

oK I Cancel I Help I

4

7. Ensure that the schedule is enabled as a Recurring schedule type.

Performing Backup Procedures

8. Configure the schedule at a time when minimal Collector activity will be occurring.

9. Click Next. The Select Maintenance Tasks page appears.

VMware, Inc.
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[ Maintenance Plan Wizard [_ O] x]

Select Maintenance Tasks

‘which tasks should thiz plan perform™ LTS

Select one or more maintenance tasks:

[] Check Database Integiity
[] Shrink Database

[] Reargarize Indesx

] Rebuild Index

[] Update Statistics

[] Clean Up History

[] Back Up Database [Differential]
[] Back Up Database [Transaction Log)
[] Maintenance Cleanup Task

\i,a The Back Up Database [Full] task allows you ta specify the source databases. destination
files: or tapes, and averwite options for & full backup

Help I < Back | Hest > I Einish | Cancel |

4

10. Select Back Up Database (Full), and then click Next. The Select Maintenance Task Order page appears.

¥ Maintenance Plan Wizard =]

Select Maintenance Task Order

In which order should these tasks be performed? N .

Select the order for the tasks to execute:

tave Up, Mave Dowrn...

i) The Back Up Database [Full task allows you to specify the source databases, destination
files or tapes, and ovenarite options for a full backup.

Help | < Back | Einizh | Cancel |

4

11. If you are combining this backup task with other tasks, set an appropriate execution order. VMware

recommends performing the backup after all other tasks. The Define Back Up Database (Full) Task

page appears.

12
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Performing Backup Procedures

[ Maintenance Plan Wizard [_ O] x]
Define Back Up Database (Full) Task

Configure the maintenance task

Backup type: |Fu\| j

Databasze(s);

Backup companent
% Database

) Files and fileqraups: |
= Backup set will expire:
%) Aftes |14 = das
Clin EIEZ 2

Back uptoe (% Djsk € Tape

" Back up databases across one o mare files:

Add

Femove
Cantents

IF backup files egist: Append j

¢ Create a backup file for every datsbase
™ Create a sub-directory for each database
Folder: C:4Program Files\Microsoft SOL ServerMSSELIWMSSAL\Ba

Backup file extension bak

r “erify backup integrity

Sohedule:

Mat scheduled [On Demand)] LChange...
Help I < Back | Tlext > I FEiriish ] | Cancel |

4

12. Click the Database(s) drop-down menu and select the databases to be backed up.

Define Back Up Database (Full) Task

Configure the maintenance task A
Backup ype: [Fun =l
Databasefsk: [ <elect ane or more> |

Backup component
% Database

£ Files and flegroups 4l databases
[ Backup set will expire:

% After
LalNifj}

©~ Spstem databases

¢~ Alluser databases [excluding master, model, msdh,

tempdb]
Backupta: ) Dk € 1 ]

o

These databases:

¥ CSI_Domain

¥ master

™ model

7 madb

W ReportServer

I ReportServerTempDB

" Back up databases acios

IF backup files exist ¥ WM
¥ WCM_Call
£ Create a backup file for & ™ VCM_Raw
™ Create a sub-diectary ~E [

Folder. IE

Eackup file extension:

Cancel /|

™ Veiify backup integrity %

The following databases should be included in the backup set (select corresponding databases if
alternate names were used during the initial installation): CSI_Domain, master, msdb, ReportServer,
VCM, VCM_Coll, and VCM_UNIX.

13. Click OK to select the databases and return to the Define Back Up Database (Full) Task.

VMware, Inc. 13
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[ Maintenance Plan Wizard [_ O] x]
Define Back Up Database (Full) Task

Corfigure the maintenance task [
Backup type: |Fu\| j
Databasels]: I Specific databases j
Backup component

¥ Datshase
1 Files andflemoups: [

v Backup set wil expire:

o Mfter 28 3: days
 On 371342010 =]
Back upto: & Dijsk ' Tape

" Back up databases across one or maore fles:

fdd

Hemove
Contents

If backup files exist IAppend j

' Create a backup file for every database
¥ Cieate a sub-directory for each database
Falder [E:\MSS AL Backup

Backup file extension bak

IV ey Backup intedri

Shedule:

Mot zcheduled [On Demand] LChange...
Help | < Back | Hewt > I Finish >3] | Cahcel |

4

14. Click OK to select the databases and return to the Define Back Up Database (Differential) Task.
I Maintenance Plan Wizard Hi=] E3

Define Back Up Database (Differential) Task

Conlfigure the maintenance tazk. \\
Backup type: | Diifferential j
Database[s]): I Speciic databazes LI

Backup compaonent
(= Datahase

. Files and fileqroups: | |

v Backup set will expire;
& piter 7 = davs
C on [ 3142010 =l
Backupte: ¢ Disk " Tape

" Back up databases acrozs one or more files:

Add..

Femove |
Contents |

If backup files egist: Append j

¢ Create a backup file for every database

ectory for each databass
C:\Program Files\Microsoft SOL Server\MS50L1WMSSALBE . |

Backup file extension: bak.

v Werify backup integrity

Schedule:

Mat zcheduled [On Demand] LChange... |
Help < Back | Mext » I Eirizh > | Cancel |

4
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Performing Backup Procedures

Configure the additional settings:

m  Backup set will expire: Specify After 28 days. Depending on your corporate backup policies, and
disk space available, you may need to modify this setting to match your policy.

= Back up to: Select Disk.

m  Create a backup file for every database: Select this option and the sub option: Create a sub-
directory for each database. Then specify the folder for the designated backup drive and folder
structure.

= Backup file extension: Specify the extension as bak.
m  Verify backup integrity: Select this option.
15. Click Next. The Select Report Options page appears.

Select Report Options

Select options for zaving or distributing a report of the maintenance plan N
achions N
IV it a tenat
Folder lacation: |C “Program FilestMicrosoft SAL ServerMSSEL1Y _I
™ E-mai repart
To I j

Help | < Back | Mext > I Einish o2 | Cancel |

4

16. On the final Maintenance Plan Wizard page, verify all selected options.

Complete the Wizard

“erify the choices made in the wizard, and then click Finish, |.~

Click Finish to perform the following actions:

=] Maintenance Plan Wizard
[=I- Create Maintenance Plan WCH Full Databass Backup'
i+ Dieseription: Weekly Full Backup of all VCM and requisite databases.
i Single schedule selected
- S0L Server Agent job is scheduled to run : Ocours every week on Sunday at 2:00:00
[=I- Defing Back Up Database [Fulll Task
- Backup Databaze on
- Databases: C51_Daomain,master,medb,Reports erver VT WCM_Coll VT _LIMIX
- Type: Full
- Append existing
- Destination: Disk
= Selected reporting options
.. Rreport will be generated in folder: C:\Program Files\Miciosaft SOL Server\WMSSOLTY

Ll | |
Help | < Back I Mgt > | Finizh | Cancel |

4

17. Click Finish to complete the maintenance plan.
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mMaintenance Plan Wizard

Maintenance Plan Wizard Progress
Click Stop to interupt the operation.

5 Tatal 0 Enar
@ Success 5 Success 0 Warning
Details:
| Action | Statug | Messa
Crealing maintenance plan "CM Full Database Backup'"  Success
Adding tasks ta the maintenance plan Success
Adding scheduling options Success
Adding reparting options Success
Saving maintenance plan "Ch Full Database Backup"  Success

4] | i

Stop | Beport  w |

Close

4

18. Ensure all tasks complete successfully.

16 VMware, Inc.



Performing Backup Procedures

Perform a Differential Backup

You should perform a daily, differential backup.

Procedure
1. Start Microsoft SQL Server Management Studio.

2. Connect to the VCM Database Server using an account with SQL Administrative privileges.

B Microsoft SQL Server Management Studio [_[O]
Ele Edt Yiew Tools Window Community Help
Aewouery | [ [ BB M| B St H S BB ERES

Object Explorer Details | - X

Cannect + | 23 = aE2 ‘

| (b DEVCOLLZ3 (SQL Server 9.0.4035 - DEV20NGecr

=20 Databases .
3 sy Databases | | Maintenance Plans
[ Database Snapshots DEYCOLLZ3\ManagementiMaintenance Plans 0 Item(s)

|J) €SI_Domain

| ) Reportserver

|J ReportServerTempDs Name [ owner [ created |

| vem

| viem_coll

1)) vem_Raw

[0 vem_Uns

[3 Security

[ Server Obiects

[ Replication

[ Management

8% Haintenance Plans

[ 50L Server Logs
4] Activity Monitor

5 Database mail
Distributed Transaction Coordinator
Ful-Text Search
[ tegacy
[ Motification Services
[ 5QL Server Agent

mE® @

4 (|

Ready 4

3. Navigate to the Maintenance Plans node in the Object Explorer.

Mew Mainkenance Plan...

| Maintenance Plan Wizard |

iew Histary
Reports 3

Refresh

4. Right-click Maintenance Plans, and then select Maintenance Plan Wizard.

Eﬂ"MaintenancE Plan Wizard M= =3

» SQL Server Maintenance
Plan Wizard

This wizard helps you create a maintenance: plan that SOL
Server Agent can run on a regular basis. With this wizard
you can perform routing database administration tasks such

a1

# Check database integrity

q P # Perform index mainlenance

| 4 # Update database statistics

» Perform database backups

Thiz wizard will create maintenance plans that can be
edited in SOL Server Management Studio. E dit
maintenance plans to add new tasks or define workflow
arong the tasks.

[~ Do not shaw this starting page again

e | O o

A

5. Click Next, and then enter a name and description for the maintenance plan.

VMware, Inc. 17
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E{Maintenance Plan Wizard =]
Select Plan Properties
Haow do you want to schedule your maintenance tasks? \‘
MName: VCM Differential D atabase Backup
Description: Daily Differential Backup of all YCM and requisite ;I
databases.
" Separate schedules for each task.
" {Bingle schedule for the entire plan or no schedule
Schedule:
Mot scheduled [On Demand)] Change..
Help | < Back | Mext > Einish | Cancel |
Y

6. Click Change to create a schedule for the Differential Backup Plan.

ﬁ Job Schedule Properties - ¥CM Differential Database Backup [_ o]
Name:; IVEM Differential Database Backup Jobs in Schedule

Schedule type: [Recuring | ™ Enabled

Onetime occurence

Date | 8/31/2010 x Time: | 315:29PM ==

Frequency

Oceurs: IDa"sj -I
Fiecurs evens: |1 3: dayls]

Daily frequency

% Ocowrs once at B

" Docurs every: [ = [houw ~ Staling at: (B
Ending at: [Tr5asarn =

Duration

Start date: I /3120 >  End date: I 843172010 'I

Summary
Drescription: Ocours every day at 3:00:00 AM. 5chedule will be used starting on 8/31/2010, d
]
oK I Cancel I Help I
4

7. Ensure that the schedule is enabled as a Recurring schedule type.

8. Configure the schedule at a time when minimal Collector activity will be occurring.

9. Click Next. The Select Maintenance Tasks page appears.

VMware, Inc.



Performing Backup Procedures

[F Maintenance Plan Wizard | _ (O] x|

Select Maintenance Tasks

“which tasks should this plan perfom? \‘

Select one or mare maintenance tasks:

[[] Check D atabaze Integrity

[] Shiink Database

[[] Reorganize Index

[[] Rebuild Index

[[] Update Statistics

[[] Clean Up History

[] Execute SGEL Server Agent Job
[[] Back Up Database [Full)

] E ack Up Dat: tial]
[[] Back Up Database [Tranzaction Log)
[] Maintenance Cleanup T ask

i) The Back Up Database [Differential) task allows you to specify the source databases,
destination filez or tapes, and overwrite options for a differential backup.

Help | < Back | Mest » I FEinizh | Cancel |

A

10. Select Back Up Database (Differential), and then click Next. The Select Maintenance Task Order page
appears.

ﬁfMaintenance Plan Wizard M=] 3

Select Maintenance Task Order
In which order should these tasks be performed?

Select the order for the tasks to execute:

[Differential]

Mave Up... awve Dawn,..

é') The Back Up Database [Differential] task allows pou ta specify the source databaszes,
destination files or tapes, and ovenwrite aptions for a differential backup.

Help | < Back | Einish | Cancel |

Y

11. If you are combining this backup task with other tasks, set an appropriate execution order. VMware
recommends performing the backup after all other tasks. The Define Back Up Database (Differential)
Task page appears.

VMware, Inc. 19
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E]'Maintenante Plan Wizard [_[O0]

Define Back Up Database {Differential) Task
Configuie the maintenance task.

Backup type: |D\[ferent\al j

Databasels):

Backup component
= Database

€ Files and filegrups: | |
[ Backup set will expire:
= After 4 = days
£ 0y 941472010 v

Back upto: & Djsk € Tape

¢ Back up databases aciogs one or more files

2l

Remove: |
Contents |

If backup fles exist: Append j

% Create a backup file for every database
[ Cieate a sub-directary for each database
Folder |C \Frogram Files'Microsoft SOL Server\MSSOL1AMSS0LYBa |

Backup file extension: bak

u “Werify backup integrity

Schedule:

Mot scheduled [On Demand) LChange... |
Help | < Back | Hert> I Eiriishy 2| | Cancel |
4

&

12. Click the Database(s) drop-down menu and select the databases to be backed up.

Define Back Up Database (Differential) Task

Configure the maintenance task, \~
Backup pe [Ditterenta I
Databaze(s) I «Select one or more> ;I
Backup component

) Database
1 Filzs and flegroups: 4l databases

= Backup st will expire;

=1 hfter
£ 0n

" System databases

Al user databases [excluding master, model, medb,
c termpdb]
Backupts: % Djsk 7

" Back up databases acios ' These databases:

W CSI_Domain
™ model
¥ msdb
¥ RepoitServer
[ RepoitServeiTempDB
[ WCM
IF backup files esist ¥ WCM_Col
-

@ Create a backup file for e

" Create a sub-directory
Folder: IE

Backup file extension: Cancel /l

a

The databases that should be included in the backup set include (select corresponding databases if
alternate names were used during the initial installation): CSI_Domain, msdb, ReportServer, VCM,
VCM_Coll, and VCM_UNIX.

13. Click OK to select the databases and return to the Define Back Up Database (Differential) Task.

20 VMware, Inc.



Performing Backup Procedures

f Maintenance Plan Wizard | _ (O] x|
Define Back Up Database (Differential) Task

Conlfigure the maintenance tazk. \‘
Backup type: I Diifferential d
Database[s]): I Specific databazes ﬂ

Backup component
(% [Datahase

€ Files and fileqrovps: I |

v Backup set will expire:
7« After I? = das
C on [ 3n4s2mo =l

Backupte: * Disk  Tape

" Back up databases acrozs one or more files:

Add..

Femnve |
Contents |

IF backup files egist: Append j

¢ Create a backup file for every database

Folder. C:M\Program Files\Microzoft SOL ServerMSSULTWMSS0LE |

Backup file extension: bak.

v Werify backup integrity

Schedule:

Mot scheduled [On Demand) Chanae.. |
Help | < Back | Mest » I Eirizh 2| | Cancel |

4

Configure the additional settings:

m Backup set will expire: Specify After 7 days. Depending on your corporate backup policies, you
may need to modify this setting to match your policy.

= Back up to: Select Disk.

m Create a backup file for every database: Select this option and the sub option: Create a sub-
directory for each database. Then specify the folder for the designated backup drive and folder
structure.

= Backup file extension: Specify the extension as bak.
m  Verify backup integrity: Select this option.

14. Click Next. The Select Report Options page appears.
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mMaintenance Plan Wizard M= E
Select Report Options

Select options for zaving or distributing a report of the maintenance plan N
actions. ~
Folder location: IC “Program Files\Microsoft SOL Server\MS50L1% |

™ E-mai repart

Ie: | =

Help | < Back I Mext > I Eirish > | Cancel |

4

15.  On the final Maintenance Plan Wizard page, verify all selected options.

ml“laintenance Plan Wizard [_ O]
Complete the Wizard

ey the choices made in the wizard, and then click Finish

Y

Click Finizh to perform the following actions:

= Maintenance Plan ‘wWizard
(= Create Maintenance Plan "CM Differential Database Backup'
- Descriptior: Daily Differential Backup of all VCM and requisite databases
- Single schedule selected
SOL Server Agent job s scheduled to run : Occurs every day at 3:00:00 M. Schedu
[=- Defing Back Up Database [Differential] Task,
- Backup Databaze on
- Databases: C51_Daomain,msdb, Reports erver VO WCM_Coll WCh_LIMI
- Type: Differential
- ppend existing
- Backup set will expire: After [in days) 7
t-- Diestination: Disk.
[=- Selected reporting options
i Repart will be generated in folder: C:\Program Filest\Microsoft SOL Server\MSSOLTY

4| | 0
Help | < Back I st | Einish | Cancel |

4%
16. Click Finish to complete the maintenance plan.
i Maintenance Plan Wizard H[=]
Maintenance Plan Wizard Progress v .
Click Stop to interrupt the operation. (Y
W
@ 5 Total 0 Emor
Success 5 Success 0 ‘wWarning
Details:
I Action I Status I I essar

Creating maintenance plan "YCM Differential Database Backup”  Success
Adding tagks to the maintenance plan Success
Adding scheduling options Success
Adding reporting options Success
Saving maintenance plan "WCM Differential Databaze Backup” Success

. | i

Stop | Hepart = |

Cloze |

4

17. Ensure all tasks complete successfully.

22
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Perform a File System Backup

Performing Backup Procedures

File system backups may be performed using corporate standard tools or simple scripted file copies. It is
not necessary to back up the entire file system or the VCM Program directory structure.

At a minimum, VMware recommends you create a backup of the entire contents of the CMFILESS share
(default location: C: \Program Files\VMware\VCM\WebConsole\L1033\Files).If customizations
have been made to your Collector, or if reports have been exported to a non-default location, you must

also ensure that these additional files are backed up as needed.

Back up HTTP Certificates

If HTTP Agents are in use, you must ensure that your HTTP Certificates are available for disaster recovery
purposes. The certificates must only be exported once for each new server and maintained in a secure
location for disaster recovery purposes.

Procedure

1.

On the Collector server, click Start | Run.

Run HER

- Type the name of a program, folder, document, or
E Internet resource, and Windows will open it for you,

open; lﬁ j
OF I Cancel | Browse... I

Enter mmc to start the Microsoft Management Console.

File Action \iew Favorites Wi
Tew Chrl+r
Cpen... Chrl+0
Save Chrl+5
Save As...

Chrl+M

Opkions

Recent File

Exit

3. From the File menu, select Add/Remove Snap-in to add a new Snap-in. The Add/Remove Snap-in

VMware, Inc.
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Add/Remove Snap-in 2] x|
Standalone |Extansmns |

Use this page to add or remove a stand-alone snap-in from the console,

Snap-ins added ta: Ia Console Root j @I

Add Standalone Snap-in [ 7] x]

Available standalone snap-ins:

Snap-in | Vendar | -
QL"Q.NET Framework 1.1 Configuration  Micrasoft Corporation
éj; .MET Framework 2.0 Configuration  Microsoft Corporation
e’EActwe Directory Domains and Trusts  Microsoft Corporation
ﬁnctwe Directary Sites and Services Microsoft Corporation

Description @Actwe Directary Users and Compu... Microsoft Corporation

gjﬁActweX Control Microsoft Corporation

[T3 autharization Manager Micrasoft Corporation

(Certificate Templates Microsoft Corporation

add Microsoft Corporation
b (= @Certmcatmn Authority Microsoft Corporation LI

[~ Description
The Certificates snap-in allows you ko browse the contents of the
certificate stores for yourself, a service, or a computer,

Click Add. In the Add Standalone Snap-in window, select Certificates, and then click Add. The
Certificates snap-in window appears.

Certificates snap-in

Thiz snap-in will alwaps manage certificates for:

= My user account

" Service account

Select Computer account to manage certificates for a computer account

Click Next.

Select the computer vou want this snap-in to manage.

This znap-in will always manage:

" Local computer. [the computer this console is unning onk

" Anather compter; I Browise... |

[ Allow the selected computer bo be changed when launching fom the cormmand line. This
ahly applies if you save the console.

Select Local computer for the snap-in to manage certificates on the local computer. Click Finish.

Close the Add Standalone Snap-in wizard page, and then click OK to close the Add/Remove Snap-in
wizard page and return to the Console.

From the Console Root, navigate to Trusted Root Certificate Authorities and select Certificates.

VMware, Inc.



Performing Backup Procedures

File Action Wiew Favorites Window  Help

& = |

] Console Roat Issued To / I Issued B

E-@ Certificates {Local Computer) = verisign Trust Metwark, werisign Trust Metwark
(22 Persanal = verisign Trust Netwark Werisign Trust Networlk
(123 Trusted Roct Certification Autho = verisign Trust Netwark ‘eriSign Trust Network

i3] Certificates

{7 Enterprise Trust

[ Intermediate Certification Autho
1 Trusted Publishers

{2 Untrusted Certificates

{21 Third-Party Roak Certification AL

Verisign Trust Metwark, Yerisign Trusk Network
Verisign Trust Metwark, Yerisign Trusk Network
VeriSign Trusk Metwark. YeriSign Trusk Metwork
14 Enke
Ewp-cavpnssL-ca

W Eniter
wp-CSYPMSSL-CA

(23 Trusted Peaple Ewracn WPGCO1
(3 5pc Eweacn an WPGCOL
— £
al | ks Copy
|E><port a certificate Delete I |

10. Right-click VMware VCM Enterprise Certificate and select Export. The Certificate Export Wizard
appears.

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revacation lists from a certificate
stare ko vour disk,

A certificate, which is issued by a certification autherity, is
a confirmation of yaour identity and contains infarmation
used ko protect data or ko establish secure network.
connections. A certificate store is the system area where
certificates are kept,

Ta continue, click Mext.

= Back Cancel

11. Click Next. The Export Private Key page appears.

Export Private Key
‘fou can choose ko export the private key with the certificate,

Private keys are password protected, IF you want to export the private key with the
certificate, wou must type a password on a later page.

Do wou want to export the private key with the certificate?

" Mo, do not export the private key

< Back I Mext = I Cancel |

12. Select to export the private key with the certificate. Click Next.
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Certificate Export Wizard | x|

Export File Format
Certificates can be expaorted in a variety of file Farmats,

Select the Format vou want to use:
" DER encoded binary #5091, GER)
" Base-64 encoded ¥,509 1, CER)
| Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7E)

™ Include all certificates in the cettification path if possitle

(%" Personal Information Exchange - PKCS #12 [ PFX)

I~ Include &l certificates in the cartification path if possible
¥ Enable strong protection (requires IE 5.0, MT 4.0 5P4 or above)

I Delete the private key i the export is successful

< Back I Mext = I Cancel |

13. Accept the Personal Information Exchange default setting to enable strong protection. Click Next. The
Password page appears.

Certificate Export Wizard

Password
Ta mainkain security, you must protect the private key by using a passward.

Type and confirm a password.

Password:

Confirm passwaord:

14. Enter a password for the certificate export. Click Next. The File to Export page appears.

File to Export
Specify the name aof the file you want ko expart

Eile name:

E:{Backup\WCM Enterprise Certificate.pFx| Browse. .. I

15. Enter a location and name for the VMware VCM Enterprise Certificate.

Certificate Export Wizard

Completing the Certificate Export
Wizard

ou have successfully complated the Certificats Export
wizard.

ou have sperified the folowing settings:

Export Keys es

Include all certificates in the certification path Mo

File Format Person
Bl

< Back I Finish I Cancel |

16. Verify your selected options, and then click Finish to complete the export process. The Certificate
Export Wizard should report the export was successful. Click OK.

17. Locate your Personal Certificate.
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[ Console Roat
=P Certificates (Local Computer)
(=] Personal
i 423 Certificates
(23 Trusted Root Cestification Au

Open

(3 Certificates ut Request Certificate with New Key..,
(23 Enterprise Trust Copy Request Certificate with Same Key...
Delete Renew Certificate with New Key...

(23 ntermediate Certification Au
(23 Trusted Publishers
(23 untrusted Certificates
(20 Third-Party Root Cartificatior Help
[#-(_] Trusted People -
i |
A

Renew Certificate with Same Key.

Properties

4 » 4| |

[Export a certificate [ |

18. Repeat the steps above to export your personal Collector Certificate, selecting the VMware VCM
Collector Certificate as the Personal Certificate to export.
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Performing Recovery Procedures

You must verify that the prerequisites check completed successfully and that the SRS Report folder is

accessible.

Procedure

1. Use the VCM 5.3 Installation and Getting Started Guide to install and validate all VCM prerequisites on

the recovery server.

Installation Manaper w

Gather System Information

vmware

The Installation Manager is gathering information about yaur syskem ko determine if the
vequirements for the installation process have been mek.
Introduction and License

Agresment:
Setting resuls inko file b]
Checking function ID: 300
Setting resuls into file
Prepare System for Checking function ID: 500
Installation Setting results into file

Checking function ID: 550

Setting results into file

Syschecks ran, determining results. .

Checks were successfull
v

o | @
Install yCm

Select and Corfigure
Components to Activate

—p— — —

2. Ensure the prerequisites check completed successfully.

3. Open Internet Explorer.

2} Repork Manager - Microsoft Internat Explorar

Elle Edt Yew Favorites Tools Help

=] E3
G

@oack ~ ) - (<) 2] 0| P seach oFavarites &1 | 0 L B -

Address [{&] httpjdeveoll 4/reports

RN ‘Llnks ®

Home | My Subscriptions | Site Settings | Help ;l

!

SOL Server Reporting Services
Home i 9 Search far: Go

[iMew Folder &} Mew Data Source 4] Upload File 5] Report Builder

Show Details

4 ECM Reports

4. Navigate to http:// [SERVERNAME] /reports, where SERVERNAME is the name of the recovery

server.
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Import HTTP Certificates

You must add the Certificate snap-in to the Microsoft Management Console.

Procedure

1. On the Collector server, click Start | Run.

Run HE

- Type the name of & program, felder, document, or
Internek resource, and Windows wil open it for you.

=

ok | Coneal | Emwsaml

2. Enter mmc to start the Microsoft Management Console.

File Action Miew Favorites Wi

Mew Chrl+M
Qpen... Chrl+O
Save Chrl+5
Save As...

Recent Flz

Exit

3. From the File menu, select Add/Remove Snap-in to add a new Snap-in. The Add/Remove Snap-in
window appears.
Add/Remove Snap-in 7]

Standalone |Extenslons |

Use this page to add or remove a stand-alone snap-in from the console,

Snap-ins added to: Ia Console Root | @l

Add Standalone Snap-in [ 7]

Available standalone snap-ins:

Snap-in | Vendar | -
f;‘;.NET Framework 1,1 Configuration  Microsoft Corporation
:9‘5; MET Framework 2.0 Configuration  Microsoft Corporation
e’EActwe Directary Domains and Trusts  Microsoft Corporation
m»ﬂctwe Directary Sites and Services Microsoft Corporation

Description @Actwe Directary Users and Compu...  Microsoft Corparation
gﬁlnctwex Cantrol Micrasoft Corporation
Authorization Manager Microsoft Corporation
Certificate Templates Microsoft Corporation
Microsoft Corporation
Gl [ @Certlﬁcatmn Authority Microsoft Corporation ;I
-

[~ Description
The Certificates snap-in allows you ko browse the contents of the
certificate stores for yourself, a service, or a computer.

4. Click Add. In the Add Standalone Snap-in window, select Certificates, and then click Add. The
Certificates snap-in window appears.

Certificates snap-in

This shap-in will alway: manage certificates for;

= My user account

" Service account

5. Choose Computer account to manage certificates for a computer account
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6. Click Next. followed by the option to manage certificates on the local computer.

Select Computer | |

Select the computer you want this snap-in to manage.

Thig shap-in will always manage:

= | ocal computer: [the computer this consale i running onf

" Another computer I Browse. |

I~ liow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

7. Click Finish.
8. Close the Add Standalone Snap-in wizard page, and then click OK to close the Add/Remove Snap-in

wizard page and return to the Console.

9. Locate the Trusted Root Certification Authorities and the Certificates store.

':m Console Root' Certificates {Local Computer)' Trusted Root Certification

(Z1 Console Roak
E‘@ Certificates {Local Computer)
ED Personal
§ L[] Certificates
E| [ Trusted Root Certification Au

Issued To #
[ElaBa ECoM Root CA

(& autoridad Certificadora de la Asoriar
[El autoridad Certificadara del Colegio I

-

iiew B HET SecureMet CA Class B
Mew Window from Here B HET SecureMet Ca Root
Bl HET SecureMet CA S5GC Rook

Mew Taskpad View,. .
L Ertisign - Autoridade Certificadora

(2 Trustec
1l Refresh

add a certificate to : %
10. Right-click Certificates, select All Tasks, and then select Import. The Certificate Import Wizard

appears.

Certificate Import Wizard E

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your diskto a
certificate skore.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko protect data of ko establish secure network.
connections. & certificate store is the system area where
certificates are kept.

To continue, click Mext,

< Back I Text = I Cancel

11. Click Next. The File to Import page appears.
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icate Import

File to Impork

Specify the file you want ko import,

File name:
CiiBackupYCM Enterprise Certificate. pfx

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PRCS #7 Certificates {.P7E)
Microsoft Serialized Certificate Store {.55T)

< Back | Mext = | Cancel |

12. Locate and select the VCM Enterprise Certificate from the production system.

icate Import Wizard E

Password

Ta mainkain security, the private key was protected with a password.

Type the password For the private key,

Password:

I™ Enable strong private key protection, Youwil be prompted every bme the
private key isused by an application if vou enable this option,

¥ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

< Back I Mext = I Cancel |

13. Enter the required password and verify the "Mark this key as exportable" check box is selected. Click

Next. The Certificate Store page appears.

Certificate Import

Certificate Store

Certificate stores are system areas where certificates are kept,

‘Windows can aukomatically select a certificate store, or you can specify a location For

£~ automatically select the certificate store based on the type of certificate

o Place all certificates in the following store!

Certificate store!

Trusted Rook Certification Authorities Browise. .. |

< Back I Mext = I Cancel |

14. Select to place all certificates in the Trusted Root Certification Authorities store. Click Next.

32
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Certificate Import Wizard B

Completing the Certificate Import
Wizard

Wou have successfully completed the Certificate Import
wizard,

1| |

< Back I Finish I Cancel |

15. Verify the Certificate Import operation, and then click Finish complete the wizard. Make sure the
wizard reports that the import was successful.

" Console Root'\Certificates {(Local Computer)Personal

D Caonsole Root = | | Ohject Type
E-@ Certificates (Local Computer) Dcart\ficates
ER=ocrsorald

L et Find Certificates... |
- Trusted |

Find Certificates... |

View
Mew Windaw From Here

quest New Certificate

Mew Taskpad View. ..

Refresh
Export List...

Add & certificate bo a =

16. Repeat the steps above to import the VCM Collector Certificate into the Personal certificate store.
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Restoring the Databases

Database restoration must occur in three phases, and in the proper order. First, to restore proper user
access and scheduled jobs, the system database will be restored. Next, to recover SQL Reporting Services,
the SQL Report Server databases will be restored. Finally, the VCM Database will be restored.

Restore the System Database

You must take extra steps to properly restore the system databases. To restore the master database, you
must first place the SQL Server in single-user mode. After the master database has been restored, you
must run a command to update the SQL Server name.

Procedure

1. Place the SQL Server in Single-user Mode by accessing the Control Panel and selecting Administrative
Tools | Services.

£ Services =l E3
Fle Acion Wew Help

e A EEE2m > n 0w

g Services (Local) #4, Services (Local)

=l

SQL Server (MSSQLSERVER) Name / | Description | status | Startup Type | Logonas |
“n Security Accounts Manager The startu.. Started  Atomatic Local System

Stop the service B server Supports fl,.. Started  Autamatic Local System

Baise the service By shell Hardware Detection Providesn.. Started  Automatic Lacal System

Restart the service
Manual Local Service

Manual Local System

B smart Card Manages
Special Adninistrstion Consale Helper Allows adh

Description:

Provides storage, processing and
controled access of data and rapid Helper
transaction processing, #4501 Server Agent (MISQLSERVER) Executes

Stortod  Automaic

2. Right-click the SQL Server (MSSQLSERVER) service and select Stop.

3. Start the SQL Server service in single-user mode with the following command:
NET START MSSQLSERVER /c /m

4. Wait for the service to start successfully.

5. Start SQL Server Management Studio.

6. When you are prompted for login credentials, select Cancel to avoid launching the Object Explorer.

Microsoft SQL Server Management Studio

File Edit Wiew Tools ‘Window Community  Help

&

L New query | [0y | ©of iy B | [ | 5 Y &% H &

7. Click New Query to start a new query definition.
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8.
9.

10.

11.

12.

13.
14.
15.

16.

36

Microsoft /4 Windows Server System
SQL Server 2005

Server pe: IDatabase Engine j

Server name: IVCMCDLL34 j

Authentication: ISQL Server Authentication j

Login: Isa j
[— I xxxxxxxx z

" Remember password
,ml Cancel | Help | Options »> |

Log into the SQL Server with the local SQL account.

In the query window, enter the following command to restore the MASTER Database from backup:

USE HMASTEER

G0

RESTORE DATAEASE [master]

FROM DISE = N'E:\M330L)\Backupimaster\master backup 201003021337.hak’
WITH FILE=1, NOUNLOAD, EEFPLACE, 3ITATS = 10

e

Click Execute. Upon success, the SQL Server will be restarted and display the following message:

The master database has been successfully restored. Shutting down 50L Serwer.
20L Serwver is terminating this process.
Select New Query to reconnect to the SQL server using Administrative privileges using the local

account or Windows Authentication.

Rename the SQL Server @€servername definition with the following command:

USE master

GO
DECLARE [ENewSerwverName warchar (254)
SET BNewServerName = Convert (warchar (254), serverproperty ['ServerMame'))

EXEC sp DropServer [fservernsame
EXEC zp_addserver Aew3erverName, local

&9

Click Execute.

Restart the SQL Server Service and reconnect using an account with Administrative privileges.
Restore the msdb database with the following command:

RESZTORE DATAEBAZE [mm=zdb]
FRCHM DISK = N'E:'%Backup'msdb'msdb backup 201003021337 .hak!
WITH FILE=1, NOUNLOALD, EREPLALCE, 3ITATI = 10

&9

Click Execute.
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Restore the Report Server Database

To recover SQL Reporting Services, you must next restore the SQL Report Server databases.

Procedure

1. Stop the SQL Server Reporting Services service by accessing the Control Panel and selecting
Administrative Tools | Services.

10.

Services [_[o]x]

o |mEEE 2 80w
% Services (Local) %, Services (Local)

QL Server Reparting Services ame_/ | Description | Status | StartupType [ logonds |
(MSSQLSERVER) 5QL Server (MSSQLSERVER) Provides st... Started  Automatic Local System
SQL Server Active Directory Helper Enables int. .. Disabled Hetwork Ser..
o th
Stop the service
B e e % 50L Server Agent (MSSQLSERVER) Executes .. Started  Automatic Local System
8 S0L Server Analysis Services (MSSQLSERVER)  Supplieson..,  Started  Automatic Local System
SQL Server Browser Provides 5. Disabled Lacal System =
Description: % 50L Server FulText Search (MSSQLSERVER) Quickly cre...  Started  Automatic Local System
Manages, exectes, renders, schedules
and delivers reports. 5QL Server Integration Services Provides m.,,  Started Automatic Hetwark Ser ..
rted fukomatic =

, Extended 4 Standard /

Right-click the SQL Server Reporting Services (MSSQLSERVER) service and select Stop.

Stop Internet Information Services (IIS) with the following command: iisreset /stop. Wait for the
services to stop.

Restore the ReportServer Database from SQL Management Studio.

RESTORE DATAEARE [Reportierver]
FROM DISE = N'E:‘Backup\ReportServer'ReportServer backup 2010030Z1337.bak!
WITH FILE=1, NOUMNLOAD, REPLLCE, 3TATS = 10

59
Click Execute.
Right-click the SQL Server Reporting Services (MSSQLSERVER) service and select Start.
Open a command window and reset the encrypted key store using the following commands:
rskeymgmt -d
When prompted to delete all encrypted data from the report server database, enter y.
rsconfig -c -s <SQLSERVERNAME> -d ReportServer -a Windows
Wait for the command to complete successfully.
Restart the SQL Server Reporting Services service.
Restart IIS using the following command:
iisreset /restart
Wait for the IIS services to stop and then restart successfully.

Open Internet Explorer and enter http:// [SERVERNAME] /Reports/ to navigate to the Report
Server and verify that SRS is operating properly. The Report Manager window appears.

Fle Edt View Favorites Tools  Help | w
QBack - ) - (=] 2] 0| O search Favorites @) | (0 0 (B -
Agress [ €] http:fideveollL ireports I B8e ‘L\nks »
Home | My Subscriptions | Site Settings | Help &
SQL Server Reporting Services
L& Home Search for: EI
[y MNew Folder “»New Data Source 4] Upload File 5] Report Builder i show Details
[ ECM Reports
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11. Select ECM Reports to access and edit the shared connection string.

A Report Manager - Microsoft Internet Explorer
Ele Edt Vem Favortes Tools Helbp

Qback ) - [¥ 2] ] O Search rFavorites [ (0 L B -
Address |ej.‘ p: ,, n: PFECT it
SOL Server Reporting Services Home |

"1 Home >
l_j ECM Reports

[yMew Folder &k Mew Data Source 4] Upload File 2] Report Builder

3 ECM [ Service Desk
3 ECMAD L3 5Ms

[ ECMu [ Standard

(3 Exchange 3 sum

CaLe (3 Temp

(3 provisiohing 3 wirtualization

12.

Connection string.

|
Report Manage: osoft Internet Explorer M= &3

Filz  Edit View Favortes Tools Help | o
@Back ~ () - x) 2) (0| O Search oFavortes ) | 0- u B -
Address [ ] http:/fdeveol 1 4/Reports/Pages(Datasource. aspx?TtemPath=":2fECM+Reports¥:2fECH B> ‘Llnks =
. SOL Server Reporting Services Home | My Subscriptions | Site Settings | Help =
ﬁ"h Home > ECM Reports > Search for: Go
ECM
v [T p———
m
Name: IECM
General
Description: ’ ;l
Security
™ Hide in list view
[¥ Enable this data source
Connection type: IMu:mstt SOL Server =]
Connection string:  (Integrated Security=SSPI; Data =
Source=YCMCOLLZ4; Initial
Catalog=YCM; LANGUAGE=us_english; ;l
Connect using:
 Credentials supplied by the user running the report
Display the following text to prompt user for a user name and password:
IType or enter a user name and password to access the data sou
IT Use as Windows credentials when connecting to the data source
€ Credentials stored securely in the report server
User name: I
Password: I
7 Use as Windows credentials when connecting to the data source
I Impersonate the authenticated user after a connection has been made to the
data source
& windows integrated security
 Credentials are not required
Apply | Move | Generate Model | Delete | =
] F T T | mtemet Y

13.
field:

Integrated Security=SSPI;Data Source=SERVERNAME;Initial

Catalog=VCM; LANGUAGE=us english;

14. Click ECM Reports to begin the process of removing any stranded accounts in SRS.

Click ECM to select the shared data source. The Properties General tab appears, displaying the

Select Windows integrated Security, and then enter the following value into the Connection string
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|
/3 Report Manager - Microsoft Internet Explorer M=
File Edt View Favortes Tooks Help | o
Qeack - O - [ &) (S

Auiress [&] hitp: fdeveal L4/Reports/Pages{Folder asp

search Favarites 47 |

=

ZFECMHR AT abld:

basele ¥ | £ Go ‘Links ®

Home | My Subscriptions | Site Settings | Help d

Search for: EI

) SOL Server Reporting Services
I_L_]] Home =
“  ECM Reports

K Delete | #FNew Role Assignment

&Revert to Parent Security
Genearal

r Group or Userd Role(s)
[~ Edit BUILTIN\Administrators  Content Manager

i
[~ Edit DEVCOLL14
YECMSRSUser

Security

.

Content Manager

15. Click the Properties tab, and then click Securities.

16.
to each user account, and then click Delete.

Restore the VCM Databases

You must restore the VCM Databases.

Procedure

1. Log into SQL Server Management Studio as a user with Administrative privileges.

2. Restore the VCM database by entering this command, and then click Execute:
REZTORE DATAEBAZE [VCHM]

FROM DISKE = N'E:%Backup'\VCHMV\VCH backup 201003021337 .hak!
WITH FILE=1, NOUNLCOAD, EEFLACE, 3TATI = 10
e

3. Restore the VCM_UNIX database by entering this command, and then click Execute:
EE3STORE DATABASE [WVCM TNIX]

Restoring the Databases

If any users other than the BUILTIN \ Administrators and ECMSRSUser exist, click the check box next

FROM DISK = N'E:%Backup\VCHM UNIX\WCHM UNIX backup 2Z01003021337.hak'
WITH FILE=1, NOUNLOAD, REFLACE, 3TATS = 10
0

4. Restore the VCM_Coll database by entering this command, and then click Execute:
REZTORE DATABASE [VCH Coll]

FROM DISK = N'E:'\Backup\VCM CollZVCM Coll hackup Z01003021337.hak'
WITH FILE=1, NOUMLOAD, REFLALCE, 3TATS = 10
e

5. Restore the CSI_Domain database by entering this command, and then click Execute:

RESTORE DATABASE [C3I_ Domain]

FROM DISK = N'E:%BackupiC3I Dowmain'C3I Domain backup 201003021337 .hak!
WITH FILE=1, MNOUNLOAD, REPLLCE, 3TALTI = 10
GO

6. Drop the definition of the VCM_Raw database, which is a temporary database that is automatically re-

created during the installation.

IF EXIZTE (SELECT nawme FROM svs.datsbhases WHERE name =
DROP DATABASE [VCH Raw]

N'VCHM Raw')

7. Update the path of exported reports by using "Script for Exported Reports" on page 43.
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Installing VCM

The recovery server is now ready for the installation of VCM. During the installation, you will select the
existing database instances and certificates. For all other installation options, refer to the VCM Installation
and Getting Started Guide.

Procedure

1. Start the VCM installation.

r ‘ VMware vCenter

Configuration Manager™

2. Select Run Installation Wizard, and continue through the wizard, to the Configure Components page.

Ins|a Tation Manager 1

Configure Components

Companent-specific information is required before installation can proceed

vmware
Specify the product database For collecting data from machines in your enterprise and
press the "alidate' button to validate your database selection,
Introduction and License
¥ Lgreement Database Instance |ycmcoLLa2 [+

Name [ram | [ valdate |

Prepare System for
¥ Instalation

Data files (mdf) [ C:\Program Files\Microsoft QL Server|M55Q)| e

Log files (1dF) [C:AProgram Filesicrossft QL ServeriMssa | ——

Select and Configure
Components to

Activate size 250 MB fuka Grow %
Install i Database validation successful.

N

3. When prompted to select a database instance, make sure your existing database name is selected, and
then click Validate.
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4. Continue through the wizard to the page to select or generate certificates.

Insla llation Manager W

4

4

vmware

Introduction and License.
Agresment

Prepate System for
Instalation

Select and Configure
Components to
Activate

Install YcM

Configure Components

Companent-specific information is required before installation can proceed

The product uses certificates ko communicate securely over HTTP. IF you already have
certificates, select them below, otherwise use the Generate Certificates option to have
Installation Manager create them for you.

Select or Generate your Collector Certificate:

[ || select || gererate

Select your Enterprise Certificate:

Note on generating certificates:

TF you wil be instaling more than one collector that will communicate with the same
agent(s), or F you are planning to replace the product-generated certificates at a later
date, cick Help to view the Installation and Getting Started Guide.

5. When prompted to select or generate a certificate for HTTP Agents, click Select, and then select the
VMware VCM Collector Certificate to use the existing HTTP Certificate. The Collector Certificate

and Enterprise Certificate fields will populate with the selected certificate.

6. Continue through the installation until the process completes.

Instﬂllﬂliun Hanagen 1

L4

vmware

Introduction and License
Agreement:

Prepare System For
Installation

Select and Configure
Components ko Activate

Install YoM

Installation Complete

The Installation Manager has completed 2nd verified the instalation process. The
Following companents have been installed and activated:

WM For Yirtualization

¥CM Remote

VO Patching

WM Management Extensions for Assets
WM For Active Directory

wCH for Oracle

[] Laurch Product Partal

Click Finish to exit the Installation Manager,

7. Click Finish to complete the installation.
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Restoring File System Components

After the VCM installation is complete, you must restore the file system components from the CMFiless$
share locations, along with any other corporate standard items. If additional custom components are
installed, refer to the disaster recovery guides for each customization.

Script for Exported Reports

The majority of scheduled report exports from the old Collector will have a hard-coded server name.
These scripts will update the old server name export location with the new name by modifying the
parameters passed and the Ul string. Any Ul strings that are over 8000 characters must be handled
differently. The exports will still work correctly, but editing the scheduled job will still show the old
location. If you edit one of these exceptions and click Finish without correcting the export location, it will
break.

IMPORTANT You must remember to edit the @oldserver and @newserver variables before running this
script.

Declare @oldserver wvarchar(32)
Declare Enewserver varchar (32)

set Roldserver = 'OLDSERVERNZME'
set Enewserver = 'HNEWSE HZME"'

update dbo.ecm rpt_ reports_scheduled
set export_path = "\\' +
Enewserver +
E:bat:i:g{export_path;;&:{@U;daerveru—S, len (export_path) -
(len (Boldserver) +2))
where export_path 1ike '3' + Boldserver + "%°'

update dbo.ecm sysdat_actions ul _definition text xref
zet definition text =

replace (cast (definition_text as varchar (max)), Boldserver, Enewserver)
where

definition text like '%#' + foldserver + '%'
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