Vmwa I’e® Technical Note

Updated RPMs and Security Fixes

ESX 4.0 Update 1

This release contains an update to the VMware RPMs, the Service Console RPMs, and the Service Console
kernel. The ESX 4.0 Service Console is based on VMware source code and the Red Hat Enterprise
Linux (RHEL) 5.2 distribution.

ESX 4.0 Update 1 contains the following;:

®  The latest security fixes of RHEL 5.2

B Feature updates and critical bug fixes of the VMware code base
The following sections list the RPMs addressed by this release:

®  “RPMs Updated” on page 1

m  “Service Console Kernel (vmnix) Update” on page 4

RPMs Updated

The following Service Console RPMs are updated in ESX 4.0 Update 1. Those security patched RPMs have
been included in this distribution.

Be sure to test any customizations you make to these RPMs or scripts that run in the service console after the
upgrade.

NOTE For RPMs modified by VMware, the build number of the RPM is part of the RPM filename. For third
party modules and code libraries, the version number provided by the third party is part of the filename.

The RPMs listed in this section are the latest versions of all RPMs that have been modified since ESX 4.0 became
generally available. The list of modified RPMs is as follows:

Service Console RPMs
audispd-plugins-1.7.13-2.el5.x86_64
audit-1.7.13-2.el5.x86_64
audit-libs-1.7.13-2.e15.i386
audit-libs-1.7.13-2.el5.x86_64
audit-libs-python-1.7.13-2.el5.x86_64
bind-libs-9.3.6-4.P1.el5.i386
bind-libs-9.3.6-4.P1.el5.x86_64
bind-utils-9.3.6-4.P1.el5.x86_64
emulex-cim-provider_400.2.0.27.1-164009
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Isi-provider_400.04.V0.24-140815
curl-7.15.5-2.1.el5_3.5.i386
curl-7.15.5-2.1.el5_3.5.x86_64
glibc-2.5-34.1994.vmw.i686
glibc-2.5-34.1994.vmw.x86_64
glibc-common-2.5-34.1994.vmw.x86_64
gnutls-1.4.1-3.el5_3.5.x86_64
kernel-400.2.6.18-128.1.9.208167.x86_64
krb5-libs-1.6.1-31.el5_3.3.i1386
krb5-libs-1.6.1-31.el5_3.3.x86_64
krb5-workstation-1.6.1-31.el5_3.3.x86_64
libxml2-2.6.26-2.1.2.8.i386
libxml2-2.6.26-2.1.2.8.x86_64
libxml2-python-2.6.26-2.1.2.8.x86_64
net-snmp-5.3.2.2-5.e15_3.2.x86_64
net-snmp-libs-5.3.2.2-5.el5_3.2.x86_64
net-snmp-utils-5.3.2.2-5.el5_3.2.x86_64
ntp-4.2.2p1-9.el5_3.2.x86_64
pam-krb5-2.2.14-10.i1386
pam-krb5-2.2.14-10.x86_64
pam-passwdqc-1.0.5-1.1885.vmw.i686
pam-passwdqc-1.0.5-1.1891.vmw.x86_64
python-2.4.3-24.el5_3.6.x86_64
sudo-1.6.9p17-3.el5_3.1.x86_64
udev-095-14.20.el5_3.x86_64

VMware RPMs
vmware-esx-apps-4.0.0-1.9.208167.i1386
vmware-esx-backuptools-4.0.0-1.9.208167.i386
vmware-esx-cim-4.0.0-1.9.208167.i1386
vmware-esx-docs-4.0.0-1.9.208167.i386
vmware-esx-drivers-ata-libata-400.2.00-2vmw.1.9.208167.x86_64
vmware-esx-drivers-ata-pata-serverworks-400.0.3.7-2vmw.1.9.208167 .x86_64
vmware-esx-drivers-block-cciss-400.3.6.14.8vmw-2vmw.1.9.208167.x86_64
vmware-esx-drivers-net-bnx2x-400.1.45.20-2vmw.1.9.208167.x86_64
vmware-esx-drivers-net-e1000-400.8.0.3.1-2vmw.1.9.208167.x86_64
vmware-esx-drivers-net-e1000e-400.0.4.1.7-2vmw.1.9.208167.x86_64
vmware-esx-drivers-net-enic-400.1.1.0.68b-1vmw.1.9.208167.x86_64
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vmware-esx-drivers-net-forcedeth-400.0.61-2vmw.1.9.208167.x86_64
vmware-esx-drivers-net-igb-400.1.2.44.3-2vmw.1.9.208167.x86_64
vmware-esx-drivers-net-ixgbe-400.1.3.36-2vmw.1.9.208167.x86_64
vmware-esx-drivers-net-nx-nic-400.4.0.301-2vmw.1.9.208167.x86_64
vmware-esx-drivers-net-s2i0-400.2.1.4.13427-2vimw.1.9.208167.x86_64
vmware-esx-drivers-sata-ahci-400.2.0-2vmw.1.9.208167.x86_64
vmware-esx-drivers-sata-ata-piix-400.2.00ac6-2vmw.1.9.208167.x86_64
vmware-esx-drivers-scsi-fnic-400.1.1.0.109.2vimw-2vmw.1.9.208167.x86_64
vmware-esx-drivers-scsi-hpsa-400.3.6.14.28vmw-2vmw.1.9.208167.x86_64
vmware-esx-drivers-scsi-iscsi-linux-400.1.0.0-2vmw.1.9.208167.x86_64
vmware-esx-drivers-scsi-lpfc820-400.8.2.0.30.52vmw-2vmw.1.9.208167.x86_64
vmware-esx-drivers-scsi-megaraid2-400.2.00.4-2vmw.1.9.208167.x86_64
vmware-esx-drivers-scsi-megaraid-sas-400.4.0.08.15vmw-2vmw.1.9.208167.x86_64
vmware-esx-drivers-scsi-mpt2sas-400.02.00.00.00.2vmw-2vmw.1.9.208167.x86_64
vmware-esx-drivers-scsi-mptsas-400.4.00.37.00.27vmw-2vmw.1.9.208167.x86_64
vmware-esx-drivers-scsi-mptspi-400.4.00.37.00.27vmw-2vmw.1.9.208167.x86_64
vmware-esx-drivers-scsi-qla2xxx-400.821.k1.43vmw-2vmw.1.9.208167 x86_64
vmware-esx-drivers-scsi-qla4xxx-400.5.01.00.vm1-2vmw.1.9.208167.x86_64
vmware-esx-drivers-vmklinux-vmklinux-4.0.0-1.9.208167.x86_64
vmware-esx-esxcli-4.0.0-1.9.208167.i1386
vmware-esx-esxupdate-4.0.0-1.9.208167.i386
vmware-esx-guest-install-4.0.0-1.9.208167.i1386
vmware-esx-ima-qla4xxx-4.0.0-1.9.208167.i386
vmware-esx-iscsi-4.0.0-1.9.208167.i386

vmware-esx-Inxcfg-4.0.0-1.9.208167.i386

vmware-esx-1si-4.0.0-1.9.208167.i1386
vmware-esx-microcode-4.0.0-1.9.208167.i386
vmware-esx-nmp-4.0.0-1.9.208167.i386
vmware-esx-perftools-4.0.0-1.9.208167.i386
vmware-esx-scripts-4.0.0-1.9.208167.i386
vmware-esx-srvrmgmt-4.0.0-1.9.208167.i1386
vmware-esx-tools-4.0.0-1.9.208167.i386

vmware-esx-uwlibs-4.0.0-1.9.208167.i386
vmware-esx-vimkctl-4.0.0-1.9.208167.i1386
vmware-esx-vimkernel64-4.0.0-1.9.208167.i386
vmware-esx-vmnixmod-4.0.0-1.9.208167.i386
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vmware-esx-vmware-release-4-4.0.0-1.9.208167.i386
vmware-esx-vmx-4.0.0-1.9.208167.1386
vmware-hostd-esx-4.0.0-1.9.208167.i386

vmware-webcenter-esx-4.0.0-202115.i386

Service Console Kernel (vmnix) Update

The service console kernel is based on VMware source code and upon security-patched version RHEL 5.2
kernel. This version is kernel-400.2.6.18-128.1.9.208167.x86_64.

If you have comments about this documentation, submit your feedback to: docfeedback@vmware.com
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