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The best customer engagement is still
driven from the store

There is a lot going on in retaill Whether it is curbside pickup or using augmented reality to try new
clothes, consumers expect personalized omni-channel service. Retailers need to reimagine the
shopping experience.

To deliver a great customer experience, retailers are turning to technology—Ileveraging
modern applications and cloud/edge services. To deliver this, a high-performing network
is foundational.

It’s not like the old days with manual cash registers, when you could get by if the
power went out. Today retailers rely on secure connectivity and compute
regardless of store size or location—their stores can lose valuable business
and credibility if either of these are lost.

e,
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Imagine the Retail Store

W‘Wa re® Current Trends of the Future

Retail technology shifts from cost center to profit center

Retail marketing used to be focused on getting people into your store: people would walk in, browse
the merchandise and purchase. Now, the buyer’s journey is very different: retailers need to lead
people into the store, cross-promote to them inside the store, connect with them via multimedia
channels, and be there any time and anywhere the buyer might decide to purchase.

Customer satisfaction is a differentiator, so after the purchase retailers must ensure seamless
fulfilment and return processes in order to gain repeat business.

Therefore, retail CIOs are now tasked not just with cost-optimization, but also with revenue creation.

Technology is at the forefront of this transformation.

« 88% of retail executives reported that they have increased investment in digital-first experiences,
according to VMware Retail Executive Pulse, June 2021

«73% of retail executives report that their organization has faced at least one major security breach,
according to VMware Retail Executive Pulse, Sep 2021

ClOs must guide and support the business in deploying a modernized technology foundation to
create new value streams for competitive advantage.

1. Source: VMware: VMware Q2 Executive Pulse
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Retall store of the future drivers

Let’s take a look at the integration and spending on technology for the store-of-the-future, where
retail and technology will become even more inseparable.
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Retail store of the future drivers

To support digital transformation the retail store is becoming increasingly complex to maintain. In the brick and
mortar store you not only have to carry physical inventory, but you also must present it well. The space must be
approachable and pleasant, in order to provide a modern omnichannel experience.

Couponing, Virtual Video
Loyalty, CRM Assistant Training

Guest
Wi-Fi Internet

Digital
Catalogues

Self
Checkout

1F

Digital Signage
& Kiosks

Physical Security
Devices

Infinite Mobile & Web Virtual Tablets &
Inventory Point-of-Sale Laptop Smart Devices

“Stores providing unique in-store experiences will thrive.”
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To become a retail hub, the modern store must be teeming with technology that helps support a user friendly and
engaging shopping experience. Stores that provide unique in-store experiences will thrive. The retail store of

the future must embrace features such as:

 Self-checkout using a smartphone

e Simple guest Wi-Fi access

« Mobile and web point of sale

 Digital signage and catalogs

 Digital coupons redeemable on a mobile device

e Customer loyalty programs

« Physical and device security, including payment card industry (PCIl) compliance
« Virtual assistant for customers

«Video training for employees

It is no surprise that the role of technology in retail is shifting from a
cost center (supporting systems for logistics, point of sale (POS),
ordering) to a profit center (multimedia, omnichannel, video,

voice, text, and loT).

Retailers Need a VMware SD-WAN
Modern Network Benefits
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In-store retall workers must be equipped with the right
tools, now

« Store associates, managers and those responsible for store fulfillment need access to the right tools
to provide customers with a great in-store experience.

« Store associates can utilize mobile devices and applications to help customers source goods and to
order out of stock items for store or home delivery.

« Store managers can use tools for managing and scheduling their teams as well as using common
communication tools to engage store associates.

« Store fulfilment can tie the back of house and front of house communications together when they’re

fulfilling orders for delivery or pickup. Like store associates, they need to be more connected and be
able to access co-workers, in other work areas of the business, with ease.

« Engagement goes beyond the customer as well, to the employee themselves. Mobile devices and
applications should also be used to help make them feel more connected to the broader
organization, giving them access to training, open positions, employee benefits, extra shifts etc.

Retailers Need a VMware SD-WAN
Modern Network Benefits
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In-store POS systems need a facelift

Behind-the-scenes in an economy where customers expect instant service online or off, virtualizing
the point-of-sale (POS) system can help optimize back-office processes that contribute to friction, as
well as inject a level of agility never before seen from POS. Leveraging virtual desktop infrastructure
(VDI) with POS can help retailers comply with critical standards and regulations while also providing
customers with a high-quality user experience through on-screen interactive functionality.

Retailers are investing in their POS and self-checkout systems. According to IDC’s May 2021 Global
Retailer Survey, retailers identified “POS/payment/self-checkout” applications as an important
factor in driving implementation of in-store edge computing.

By running systems in the cloud, technicians can perform routine patching, troubleshooting,
and repairs remotely instead of traveling to individual stores, saving time and expense.

Source: IDC: How Retailers Use Edge for the Greatest Benefits Both Inside and Outside of Stores

Retailers Need a VMware SD-WAN
Modern Network Benefits
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Technology is enabling personalized omni-channel experiences
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The current network cannot meet the evolving needs of retail

There are some challenges in attaining the right network design for retailers. Advanced applications and
engaging features will not help if the underlying network architecture cannot keep pace with the technological

advancements in the retail store.
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There are many challenges that retailers face, including:

« Poor quality of experience (QoE) due to the inability to apply business policies to the network.
« Unsecured internet leaving the location open to intrusion.

« Bandwidth constraints that limit the quality of multimedia applications or that impact application
performance—for retailers working in the store or from their home.

- Lengthy provisioning times for circuits that can delay store openings.
- Lack of visibility into application performance.

« NO app prioritization, meaning the business-critical transactions could be impacted by
non-critical traffic.

« Backhauling to the data center over the WAN using expensive links with limited
bandwidth.

« Point of sale and self-checkout systems are becoming more bandwidth
intensive and require low latency connectivity.

Retailers Need a VMware SD-WAN
Modern Network Benefits
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Retallers need a modern network
(Hint: VMware SD-WAN)

The answer to all of the common network challenges in retail is to change the network to one that is
more responsive. In a modernized network, retailers need:

« Application traffic prioritization to ensure critical data gets through and provide a guaranteed
quality of experience.
 Built in security and the ability to chain to external services for secured Internet.

« The ability to combine connectivity links (broadband, LTE, MPLS) so that that you get
maximized bandwidth.

« Rapid provisioning from a centralized orchestrator.

« Application performance management tools to provide 360-degree
visibility.

« Hosted gateways to provide a direct link to the cloud with no
backhaul to the data center.

Let’s Reimagine the Shopping Experience | 11 @ @
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What should retailers look for in an SD-WAN solution?

SD-WAN needs to deliver the framework and features that address today’s network requirements.

It needs to create a virtual overlay on your existing network by connecting Edge devices that sit in your retail stores to
hub devices in the data center or cloud, where your applications are hosted. These capabilities are provided by
VMware SD-WAN™, part of VMware SASE™, and make your network ready for the needs of today’s retail store.
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Assured application performance

For application performance, VMware SD-WAN provides continuous link monitoring, auto-detection of provider and autoconfiguration
of link characteristics, routing and QoS settings. VMware Dynamic Multipath Optimization™ (DMPO) technology delivers sub-second
protection against service drops to improve application availability. It remediates link degradation through forward error correction,
activating jitter buffering and synthetic packet production.

How it works

For a retailer that relies on VolIP for their business and has a lot of phone conversations e
whether in the store or working from anywhere, voice service is critical. If it fails, their - _
AFTER
business is impacted. DMPO monitors the link quality constantly and uses dynamic per-
packet steering to send traffic to the best available link. "1 | —
BEFORE [Jfnm
I EE §

On-demand remediation fixes any problems with the signal. For one retailer, MPLS links

were preferred for voice, but the link failed. They had a backup link using cable, but it osmo orao [N

experienced reduced connectivity conditions. VMware SD-WAN remediated the single e

cable link cable with no impact to the business. ™ Packetloss  Ortcel
Remediation uses a jitter buffer to mitigate the jitter. It uses policy-based QoS when Upsream gacke s st L56K.

Edge enabled ferward arror correction to

rvilligalie (v issan

packet loss is detected on the line, then it turns on forward error correction and starts
duplicating and retransmitting packets.
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Security and PC| compliance

SD-WAN can assist retailers with the payment card industry data security standard (PCl DSS). VMware SD-WAN
ensures PCl compliance in a simple, efficient, and cost-effective manner. VMware SD-WAN is the only solution
offering a PCl-certified, cloud-delivered SD-WAN and is validated by the PCI Security Standards Council and
Coalfire, an industry certification organization. pg_14_ pci

VMware SD-WAN Hosted PCI-Certified PoP VMware SD-WAN Orchestrator Partner Gateway

VMware SD-WAN VMware SASE @ Internet
Controller Orchestrator @» Guest
& Q

‘i\‘ / PCIl Network

J L EntA-Branch

EntA-Hub
Orchestration Data-Plane
e Multienant e 2-Factor Authentication « IPsec with AES 256 e Local Access Control
« TLS 1.2 « Event and firewall logs/APIS * PKI « Segmentation for hosted Controller

» Role-based access contol/Radius e Built-in certification server

Let’s Reimagine the Shopping Experien



W r ® Current Trends Imagine the Retail Store
of the Future

VMware SD-WAN is ready for enterprise on-premises or cloud PCl audits and is certified for PCI DSS 3.2. The
hosted VMware SD-WAN Orchestrator and Controllers are available with a PCI certification or an Attestation of
Compliance (AOC), which demonstrates that a business has performed the appropriate self-assessment.

Retailers can present the VMware SD-WAN AOC to simplify their own audit process. VMware SD-WAN
has a full set of security features needed for PCl compliance in the data plane and management. It
provides virtual network firewall (VNF) for Intrusion Protection Section (IPS), and single sign-on

(SSO) with OpenlD connect support.

Retailers benefit from a PClI AOC to help pass and simplify the PCI audit and know that
solution components are PCI compliant. This means that you can use VMware
SD-WAN with confidence in your PCIl environment.

Retailers Need a VMware SD-WAN
Modern Network Benefits
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Distributed services insertion

An important part of a security strategy is the ability to use outside services. VMware SD-WAN makes this easy with a
service chaining capability that directs traffic to cloud hosted security services, such as web firewalls and URL filtering
services. With this feature you can transparently forward select traffic to a cloud-based security service based on

business-policy definitions without any branch-by-branch or application-based configuration required. Features
include:

« DMPO that delivers application performance and reliability to cloud

 Single-click application-aware policies for granular service insertion Cloud Security Service

« Automated tunneling that eliminates site by site configurations

VMware SD-WAN Dynamic Multipath
------ Optimization™ delivers application
R g performance and reliability to cloud internet /web

VMware SD-WAN @
Gateways
Dynamlc Multipath Optimization
. Data center

Branch VMware VMware
Site SD-WAN Edge SD-WAN Edge
Virtual Branch Services On Premises Security
Corporate / Regional

& Single-click Application-Aware Policies
APP for granular service insertion

Automated tunneling eliminiates
site by site configurations
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High availability

VMware SD-WAN Edge devices can be configured in high availability (HA) pairs to maintain business continuity and
resiliency. In this setup, one Edge becomes standby and one Edge is active. VMware SD-WAN is always measuring the
quality of each link to select the best path. If an issue happens on the active Edge, the switch-over is sub-second, so
that the store experiences no downtime.

Standards-based, flexible options are used for configuration of the HA feature, which works with existing VMware
SD-WAN devices. This eliminates the L2 switch/router requirement on the WAN, as the Edge device can replace it.

WANT WAN2
A A Standards-based flexible options
for High Availability
Works with
Active Standby existing devices
VMware LAN for HA (heartbeats) VMware Eliminates L2 Switch/Router

requirement on WAN

SD-WAN Edge SD-WAN Edge

Q Hitless Q Sub-second failover 0 Requires modem with 2

Sub-second stateful failover

with VMware Only Edge HA

upgrades and convergence ports or external switch

VMware SD-WAN
Modern Network Benefits
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Multitenancy

VMware SD-WAN enables an increasingly common multitenant site use case. Often networks need to
serve more than one tenant. In retail, this could be a store-in-store or a pop-up store. Multiple retail
locations can be co-tenants in a store-in-store model. What this means is that the manager of this
shared space can offer each tenant a portal view of their own network segment. Each tenant has
different business applications and priorities that are supported by per-tenant QoS and dynamic
application policies providing for different bandwidth utilization and application prioritization.

This model supports charging tenants by their respective use of the shared WAN circuits. The
multitenancy features of VMware SD-WAN provide for:

e Policy and management separation: each tenant network can be managed separately.

e Multitenant orchestration: features for each tenant can be orchestrated separately.

e Voice, data, internet: traffic for each managed per-tenant.

e Multitenancy and segmentation: the network can be segmented per-tenant.

e Per tenant QoS: can be applied to ensure quality of service per-tenant.

« Dynamic Multipath Optimization: can be applied per-tenant for application performance
management.

Tenant A A"
T@nant 5 — 3 , § Per-Tenant
enan =: i) ' QOS
Tenant C :-"

 e—

--
M
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Deployment, management, monitoring and analytics

The VMware SASE Orchestrator provides a console for your entire SD-WAN solution. It enables zero-touch provisioning of new
sites and branches to rapidly bring up new branches. The Orchestrator provides for simple configuration of devices and policy

management of application traffic. It also provides ongoing visibility into network and application performance and agile
troubleshooting of issues.

Making sure that applications are performing as needed and being able to troubleshoot and fix issues is critical to running
applications over the WAN.

VMware SD-WAN continuously computes a VMware SD-WAN Quality Score to assess performance of critical voice, video,
or data applications at any given time with the ability to alert IT staff. This analysis provides administrators a comprehensive
before-and-after view into application behavior on individual links and the VMware SD-WAN enhancements made.

- ey

CA-Mountain-View-Branch

- &2y » 0T - BCEYS ,y - ’ 123 - .
Fue -~ . ~< ey N 3
wis ® LW 3 e A R
A .o i ‘/ Ve
—rirta - 1 W A MM . " Lot LI DTUS wptent s e sor s
1 " i M —_— . = b s - - "
Asmowteen - Sty | Ured St " we
. ' -
. N Lw ua e he 2
(0 fvn'as . “Tem cwy vl TAT Ser v s NTOWNCT? $005w0pe | 3088 e
Rl \J . — ®ai Sy 3% e | @ e
¢ Ry N
onigaret L e 3 o e & Conrnionon I~ NTERNETY VI T T e
) ™ "Nw e IRl S trilaeh AR e | M
[ o e .
Aralis | L)
2 T
‘ i
) : v ~ ) o LA L
' ™ “ Rand el Vi i ) e N e o
et e
! 1 L
v B g wami Tt ia Shepley X0 5 e e e
S e 35 oa e
venle
. Coge ’ ’ . oie _—— o
Arwmar Lo Uste ¥ oo "
L YAty e [ et .- S L LV AR rre safuns P
i K Sancoestramb G YN iy e f—a anty oa
1 JVTows . [ [ 4 1] e T Ve
O O ioverm =0 e L [ e
O © 2vverm [we 1] VN S e
R Q coveine [#e 1} N YRS
L T e Qevmom =N N
ol O e - e

Let’s Reimagine the Shopping Experien




® Current Trends Imagine the Retail Store Retailers Need a VMware SD-WAN
mWa re of the Future Modern Network Benefits

Network segmentation

Segmentation is the process of dividing the network into logical sub-networks using isolation technigues on a
forwarding device, such as a switch, router, or firewall. Network segmentation is essential when traffic from different

organizations and/or data types must be isolated. While there are many benefits to segmentation, implementing it
has been difficult using traditional methods.
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Segmentation is critical for retailers and ensures that traffic is isolated and protected. VMware
SD-WAN makes it easy to keep data traffic isolated and secure. The segmentation features of
VMware SD-WAN include:

e Simple management interface: to segment the network into PCI traffic, guest traffic, and corporate
traffic.

« Segment-aware topology: different VPN topologies can be enabled for each segment.

e |solation & overlapping IP: network address translation (NAT) supports multiple networks.

e Cloud & on-premises: segments can be extended to the cloud from the branch office.

e Scalable roll-out: segments can easily be added as needed.

Segmentation is an important tool for security in the enterprise. With segmentation:

« Guest traffic can be segmented from corporate traffic, and PCI traffic further isolated.

« Each segment can have its own topology (i.e. dynamic B2B for voice, but backhaul guest internet
traffic to central firewall).

« Multiple stores can be on the same network.

Using VMware SD-WAN, segmentation is simplified with a global segment ID. Neither complex
firewall rules nor IPSec tunnels per VLAN are required.

Retailers Need a VMware SD-WAN
Modern Network Benefits
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laaS/SaaS access

Because so many applications for the retail store are hosted in the cloud, easy access with high
performance is a necessary part of an SD-WAN solution. VMware SD-WAN Gateways are an important
part of the VMware SD-WAN infrastructure that provide access to Software as a Service (SaaS)
applications and cloud infrastructure. These hosted Gateways terminate connections from the Edge
devices and direct traffic over high-speed links to the applications.

The VMware SD-WAN Gateways are hosted in points of presence (PoPs) close to the
applications for the best performance. The Gateways also provide access to cloud
platforms. VMware SD-WAN has a built-in service that enables connection to the top

cloud provider services.
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Bringing it all together

VMware SD-WAN provides a complete solution for the retail store of the future.

For more information see, sase.vmware.com.

Monitoring, Analytics

.

Application Prioritization
Assured application performance over any transport

Segmentation
Reliable, efficient and secure traffic management

Cloud-
Delivered
SD-WAN
for Retail

©

Service Insertion

High Availability
Business continuity and resiliency

Multi-Tenancy
Departmental and business unit separation

SaaS & laaS Access

Secure and reliable access
to Cloud applications and laaS

Security & Compliance

Complete security and compliance engine,
including PCI
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Experience the next-generation SD-WAN

VMware offers the industry-leading SD-WAN solution with VMware SD-WAN. SD-WAN is evolving
from a connectivity infrastructure that solves many legacy WAN problems to a service platform that

addresses organizations’ changing requirements at the edge.

Begin Your Journey

Learn more about VMware SD-WAN

Start your free trial

Join us online

0000
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