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Managing Certificates

If the replicator certificate is about to expire or to replace a self-signed certificate with a signed certificate, the self-signed
certificate can be regenerated or a signed certificate can be imported.

Note: For operation without service interruptions, it is important that before the expiration date of the current certificate, the self-
signed certificate must be regenerated or the new signed certificate must be imported.

Self-signed certificate regeneration
To regenerate the self-signed certificate of the replicator:

1. In the left pane, click Settings.

2. Under Appliance settings, next to Certificate click the Regenerate link.
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3. In the Regenerate Certificate window click Apply.
Note: The replicator restarts and after a few minutes resumes operations.

Regenerate Certificate
Are you sure you want to regenerate certificate?
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This will restart the service.
* You will be logged out, then for a few minutes you will not be able to login.
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4. Log back in and under Appliance settings, next to Certificate validate the new certificate expiration date.
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Import signed certificate
To import a signed certificate for the replicator:

1. In the left pane, click Settings.
2. Under Appliance settings, next to Certificate click the Import link.
3. In the Import Certificate window, to upload a certificate click Browse, provide the certificate password and click Apply.

Note: The replicator restarts and after a few minutes resumes operations.

Import Certificate X

Are you sure you want to import custom certificate?
The old certificate will be backed up and stored on the appliance
This will restart the service.

* You will be logged out, then for a few minutes you will not be able to login.

@ e certificate of this service will not be exposed to your users, 5o you can keep the defauit self-signed one and only
regenerate it before it expires. If you decide to import a custom certificate, please make sure it is not used by any other
service from the VMware Cloud Director Availability stack and PKCS#12 file meets the other requirements in the product
documentation.
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4. Log back in and under Appliance settings, validate the signed certificate by expanding the Certificate section.

Update the Lookup Service registration and repair the cloud site

After importing a new certificate or regenerating the self-signed certificate, the Lookup Service registration and the cloud pair
must be updated.
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1. In the left pane, click Settings.

2. To update the Lookup Service registration, under Service endpoints next to Lookup Service Address click the Edit link (2) and
provide the Lookup Service SSO credentials.

3. To update the cloud site pairing, under Site details, next to Pairing click the Repair link (3) and follow the wizard as per
the Pair steps in Guide # 7. Connect to the provider cloud.
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4. Optional: Verify Incoming Replications and Outgoing Replications status to validate that the replications are operational after the
certificate replacement.
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