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KPMG!

KPMG LLP

Suite 1100

4655 Executive Drive

San Diego, CA 92121-3132

Independent Service Auditor’s Report

Board of Directors of VMware, Inc.:

Scope

We have examined VMware, Inc.’s (VMware) accompanying assertion titled “VMware, Inc.’s Assertion”
(assertion) that the controls within VMware, Inc.’s Aria Suite System (system) were effective throughout the
period October 1, 2021 to September 30, 2022 to provide reasonable assurance that VMware’s service
commitments and system requirements were achieved based on the trust services criteria relevant to Security
and Availability (applicable trust services criteria) set forth in TSP section 100, 2017 Trust Services Criteria for
Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria).

VMware uses the subservice organizations identified in Attachment A to perform some of the services provided
to user entities. Attachment A indicates that complementary subservice organization controls that are suitably
designed and operating effectively are necessary, along with controls at VMware, to achieve VMware’s service
commitments and system requirements based on the applicable trust services criteria. Attachment A presents
the applicable trust services criteria, and the types of complementary subservice organization controls assumed
in the design of VMware’s controls. Attachment A does not disclose the actual controls at the subservice
organization. Our examination did not include the services provided by the subservice organizations, and we
have not evaluated the suitability of the design or operating effectiveness of such complementary subservice
organization controls.

Service Organization’s Responsibilities

VMware is responsible for its service commitments and system requirements and for designing, implementing,
and operating effective controls within the system to provide reasonable assurance that VMware’s service
commitments and system requirements were achieved. VMware has provided the accompanying assertion
about the effectiveness of controls within the system. When preparing its assertion, VMware is responsible for
selecting, and identifying in its assertion, the applicable trust services criteria and for having a reasonable basis
for its assertion by performing an assessment of the effectiveness of the controls within the system.

Service Auditors’ Responsibilities

Our responsibility is to express an opinion based on our examination, on whether management’s assertion that
control within the system were effective through the period to provide reasonable assurance that the service
organization’s service commitments and system requirements were achieved based on the applicable trust
services criteria. Our examination was conducted in accordance with attestation standards established by the
American Institute of CPAs (AICPA). Those standards require that we plan and perform our examination to
obtain reasonable assurance about whether management’s assertion is fairly stated, in all material respects.
We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis for our
opinion.

Our examination included:

e obtaining an understanding of the system and the service organization’s service commitments and system
requirements

e assessing the risks that the controls were not effective to achieve VMware’s service commitments and
system requirements based on the applicable trust services criteria
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e performing procedures to obtain evidence about whether controls within the system were effective to
achieve VMware’s service commitments and system requirements based on the applicable trust services
criteria

Our examination also included performing such other procedures as we considered necessary in the
circumstances.

Service Auditors’ Independence and Ethical Responsibilities

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant
ethical requirements relating to the examination engagement.

Inherent Limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of
human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide reasonable assurance that the
service organization’s service commitments and system requirements were achieved based on the applicable
trust service criteria. Also, the projection to the future of any conclusions about the effectiveness of controls is
subject to the risk that controls may become inadequate because of changes in conditions or that the degree of
compliance with the policies or procedures may deteriorate.

Opinion

In our opinion, management’s assertion that the controls within VMware’s Aria Suite system were effective
through the period October 1, 2021 to September 30, 2022 to provide reasonable assurance that VMware’s
service commitments and system requirements were achieved based on the applicable trust services criteria is
fairly stated, in all material respects, if the subservice organizations applied the complementary controls

assumed in the design of VMware’s controls throughout the period, and if those complementary controls
assumed in the design of VMware’s controls operated effectively throughout the period.

Restricted Use

This report is intended solely for the information and use of VMware, user entities of VMware’s Aria Suite
system during some or all of the period October 1, 2021 to September 30, 2022, business partners of VMware
that were subject to risks arising from interactions with VMware’s Aria Suite system, and practitioners providing
services to such user entities and business partners, who have sufficient knowledge and understanding of the
following:

e the nature of the service provided by the service organization

¢ how the service organization’s system interacts with user entities, business partners, subservice
organizations, and other parties

e internal control and its limitations

e complementary subservice organization controls and how those controls interact with the controls at the
service organization to achieve the service organization’s service commitments and system requirements

e user entity responsibilities and how they may affect the user entity’s ability to effectively use the service
organization’s services

o the applicable trust services criteria

o the risks that may threaten the achievement of the service organization’s service commitments and system
requirements and how controls address those risks.
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This report is not intended to be and should not be used by anyone other than these specified parties.

KPMe LIP

San Diego, California
January 18, 2023
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VMware, Inc.’s Assertion

We are responsible for designing, implementing, operating, and maintaining effective controls within
VMware, Inc.’s (VMware) Aria Suite System (system) throughout the period October 1, 2021 to
September 30, 2022 to provide reasonable assurance that VMware’s service commitments and system
requirements were achieved based on trust services criteria relevant to Security and Availability
(applicable trust services criteria) set forth in TSP section 100, 2017 Trust Services Criteria for Security,
Availability, Processing Integrity, Confidentiality, and Privacy, in AICPA Trust Services Criteria. Our
description of the boundaries of the system is presented in Attachment A and identifies the aspects of the
system covered by our assertion.

We performed an evaluation of the effectiveness of the controls within the system through the period
October 1, 2021 to September 30, 2022, to provide reasonable assurance that VMware’s service
commitments and system requirements were achieved based on applicable the trust services criteria.
VMware’s objectives for the system in applying the applicable trust services criteria are embodied in its
service commitments and system requirements relevant to the applicable trust services criteria. The
principal service commitments and system requirements related to the applicable trust services criteria
are presented in Attachment A.

VMware uses the subservice organizations identified in Attachment A to perform some of the service
provided to user entities. Attachment A indicates that complementary subservice organization controls
that are suitably designed and operating effectively are necessary, along with controls at VMware, to
achieve VMware’s service commitments and system requirements based on the applicable trust services
criteria. Attachment A presents the applicable trust services criteria and the types of complementary
subservice organization controls assumed in the design of VMware’s controls. Attachment A does not
disclose the actual controls at the subservice organizations.

There are inherent limitations in any system of internal control, including the possibility of human error
and the circumvention of controls. Because of these inherent limitations, a service organization may
achieve reasonable, but not absolute, assurance that its service commitments and system requirements
are achieved.

We assert that the controls stated within the system were effective through the period October 1, 2021 to
September 30, 2022 to provide reasonable assurance that VMware’s service commitments and system
requirements were achieved based on the applicable trust services criteria if complementary subservice
organization controls, assumed in the design of VMware’s controls, operated effectively throughout the
period October 1, 2021 to September 30, 2022.

VMware, Inc.
January 18, 2023



Atlachment A

VMware, Inc.’s Description of the
Boundaries of its Aria Suite System
and Principal Service Commitments
and System Requirements
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SYSTEM OVERVIEW
COMPANY BACKGROUND

VMware, Inc. (“VMware”) was founded on January 1, 1998 and currently has more than 39,000 employees
worldwide. VMware software powers the world’s complex digital infrastructure. The company’s cloud, app
modernization, networking, security, and digital workspace offerings help customers deliver applications on
cloud environments. VMware provides infrastructure, services, and cloud solutions to organizations of all
sizes. Headquartered in Palo Alto, California, and strategic business offices around the globe, VMware is
committed to being a force for good, from its breakthrough technology innovations to its global impact.

THE VMWARE ARIA SUITE

VMware Aria Suite, now part of Unified Hybrid and Multi-Cloud Management are a set of Software-as-a-
Service (SaaS) based services that enable information technology (IT) administrators, DevOps engineers,
and developers, the ability to provision, automate, manage, and optimize their applications and
infrastructure availability, cost, security and performance across any cloud, both private and public. The
following list of services together form the set of Aria suite

B VMware Aria Automation™ (formerly vRealize Automation) consists of the following component
services:

o VMware Aria Automation Assembler™ (formerly VMware Cloud Assembly) — Cloud
automation service purpose-built for provisioning and managing workloads in software-
defined data centers (SDDCs), VMware Aria Suite Cloud on AWS-based clouds, and
public clouds. Cloud Assembly offers infrastructure-as-code capabilities to build, deploy,
and iterate on applications with agile governance.

o VMware Aria Automation Pipelines™ (formerly Code Stream) — SaaS-based application
release automation offering that helps customers automate their continuous integration
and continuous delivery processes. Aria Automation Pipelines focuses on ease of release
pipeline modeling, deep integration with other VMware products such as Aria Automation
Assembler, source code control systems, and provide reporting through dashboards to
help DevOps teams with deep visibility and automation of the software release process.

o VMware Aria Automation Consumption™ (formerly Service Broker) — Storefront for self-
service consumption of ready-to-use templates and services with guardrails. This collection
of ready-to-consume cloud services and templates is aggregated from multiple cloud
platforms and providers. Automation Consumption offers IT organizations a maintainable
and controlled platform for brokering cloud services and templates. With Automation
Consumption, developers can acquire the tools or managed services they need (e.g., cloud
database) on demand, freeing them from day-to-day management of these services, and
allowing them to focus on their applications.

o VMware Aria Central Subscription™ (formerly vRealize Subscription Manager) —VACS
service manages your license consumption across on-premise and cloud services. For on-
premise products, Aria Central Subscription integrates with Aria Universal Suite to monitor
the license consumption for the corresponding license keys, and provides billing services
for your Aria Suite of products.

o VMware Aria Operations for Logs™ (formerly Log Insight Cloud) — Log-based monitoring
and troubleshooting service purpose-built for SDDCs, VMware Cloud on AWS, and public
clouds. Aria Operations for Logs offers administrators rapid IT troubleshooting and
operational visibility across multiple cloud environments, enabling IT teams to solve issues.
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o VMware Aria Hub and Graph (formerly Project Ensemble) — VMware Aria Hub and Graph
provides centralized views and controls to manage the entire multi cloud environment. Aria
Hub is powered by a graph-based data store, known as Aria Graph, that captures the
resources and relationships of a multi-cloud environment.

VMware Aria Operations for Networks™ (formerly vRealize Network Insight Cloud) — Network and
security analysis service purpose-built for SDDCs and public clouds. Aria Operations for Networks
enables network visibility and understanding of traffic flows between applications to enable cloud
security planning and network troubleshooting. Aria Operations for Networks also provides intuitive
user interface (Ul), simplifying search criteria for monitoring and administration allowing cloud
administrators to manage and troubleshoot VMware NSX and public cloud deployments.

VMware Aria Operations™ (formerly vRealize Operations) platform powered by artificial
intelligence (Al) to optimize, plan and scale hybrid and multi-cloud deployments, from apps to
infrastructure. The service delivers continuous performance, capacity and cost optimization,
intelligent remediation and integrated compliance through Al/Machine Learning and predictive
analytics.

EXAMINATION SCOPE

The scope of this description is limited to VMware Aria Suite, including the infrastructure, software, people,
procedures. Data that are managed by VMware Aria Suite excludes collector and proxy agents installed on
customer infrastructure.

In addition, there are certain controls that are operated and managed at the entity level by VMware
Corporate Operations (“Corporate Operations”). These Corporate Operations include relevant processes
and controls within the following domains:

Access Control

Asset Management

Business Continuity Management
Communications Security

Compliance

Human Resource Security

Information Security Incident Management
Organization of Information Security
Physical and Environmental Security

Risk Management

Supplier Relationships

System Acquisition, Development, and Maintenance
System Monitoring

Vulnerability Management
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SERVICE COMMITMENTS AND SYSTEM REQUIREMENTS

The processes and procedures managed by VMware Aria Suite are implemented to help ensure the
Security and Availability of its service. VMware has communicated its service commitments and service
level agreements (“SLAs”) to customers within documentation posted on the publicly available VMware
website.

VMware will protect the information systems used to deliver the service offering over which VMware
has sole administrative level control.

VMware will monitor security events involving the underlying infrastructure servers, storage,
networks, and information systems used in the delivery of the service over which VMware has sole
administrative control. This responsibility stops at any point where the customer has some control,
permission, or access to modify an aspect of this service.

VMware will maintain the systems used to deliver the service, including the application of patches
for the target systems.

VMware will perform routine vulnerability scans to surface risk areas for the systems used to deliver
the service offering and address vulnerabilities in a timely manner.

VMware will encrypt customer data at rest. Customer data transmitted over public networks will be
encrypted using TLS v1.2 or higher.

VMware will maintain systems and processes to meet the commitments communicated in its
published Service Level Agreement.

VMware will monitor the availability of the VMware Aria Suite and communicate availability via the
status page at https://status.vmware-services.io.

To meet its service commitments to its customers, VMware has defined a set of system requirements for
the operations of VMware Aria Suite. VMware communicates these requirements in the policies and
procedures that it provides to all employees working on the system.
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COMPONENTS OF THE SYSTEM
INFRASTRUCTURE

The VMware Aria Suite production system is operated by VMware but hosted on Amazon Web Services
(“AWS”) in the following locations. The production system includes related servers and databases as
indicated below. In addition, VMware has its corporate headquarters and corporate data center in the
following locations that support, and are managed by, VMware Corporate Operations:

COMPONENT DESCRIPTION

VMware Aria Automation™ AWS - availability zones (“AZs”):
B us-west-2

ca-central-1

ap-southeast-1

ap-southeast-2

ap-northeast-1

ap-south-1

eu-central-1

eu-west-2

sa-east-1

VMware Aria Operations for Networks ™ AWS - availability zones (“AZs”):
B us-west-2
B ca-central-1WW
ap-southeast-2
ap-northeast-1
ap-south-1

eu-central-1

eu-west-2
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COMPONENT DESCRIPTION

VMware Aria Operations™

Corporate Data Center

Operations Support

AWS - availability zones (“AZs”):
B us-west-2

ca-central-1

ap-southeast-1

ap-southeast-2

ap-northeast-1

ap-south-1

eu-central-1

eu-west-2

sa-east-1

VMware owned and managed data center supporting
Corporate Operations is in the following location until
March 31, 2022. On April 1,2022, a third-party subservice
organization, Sabey Data Center Properties LLC
(“Sabey”), took over ownership of the data center:

B Wenatchee, Washington

The VMware global headquarters is in Palo Alto,
California. Additional offices are located throughout North
America, Europe, Asia Pacific, Latin America, the Middle
East, and Africa.

The VMware owned data center hosts certain corporate infrastructure used to support the VMware Aria
Suite of cloud services and products. This includes authentication and networking infrastructure such as
Active Directory as well as internal tooling supporting the central security monitoring function.
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The following AWS services are utilized by VMware Aria Suite:

AWS COMPONENTS |DESCRIPTION

Amazon Elastic Compute A web service used for launching and managing Linux/UNIX and Windows
Cloud (EC2) Server instances within Amazon data centers

Amazon Elastic SaaS based services that enable IT administrators, DevOps engineers, and
Kubernetes Service (EKS) developers, the ability to provision, automate, manage and optimize their
applications and infrastructure.

Amazon DynamoDB A fully managed NoSQL database service that provides fast and predictable
performance with seamless scalability.

Amazon GuardDuty A continuous security monitoring service. Amazon GuardDuty can help to
identify unexpected and potentially unauthorized or malicious activity in your
AWS environment.

AWS Key Management A managed service that simplifies the creation and control of encryption keys
Service (AWS KMS) that are used to encrypt data

Amazon Relational Allows a user to set up, operate, and scale a relational database in the cloud
Database Service (RDS)  while managing database administration tasks.

Amazon S3 Storage for the internet. You can use it to store and retrieve any amount of
data at any time, from anywhere on the web.

Cloud Logging Allows you to store, search, analyze, monitor, and alert logging data and
events
VPC Allows VMware to provision a logically isolated section of the AWS cloud

where it can launch AWS resources in a virtual network.

SOFTWARE

The following applications are common to all Aria Suite platforms:

COMPONENT DESCRIPTION

Catchpoint Ul Synthetic Monitoring

Codestream Continuous integration and continuous delivery (CICD) tool. Create pipelines
that model the software release process in the DevOps lifecycle

Jira A highly customizable tool for agile software development used to log and
track progress for bugs, tasks, features, and other projects

Jenkins Jenkins is a self-contained, open source automation server which can be

used to automate tasks related to building, testing, and delivering or
deploying software
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COMPONENT DESCRIPTION

Pagerduty Enables rapid incident response with rich, contextual details and graphs to
help you analyze trends and track performance of your applications and AWS
environment

Tenable Nessus Vulnerability assessment tool with live results

Terraform A library of policies that can be used to accelerate adoption of policy as code

Wavefront Monitoring, observability and alerting for Cloud workloads (not in use for
VROPs).

VMware vCloud Director Deployment, automation and management software for virtual infrastructure
resources in multi-tenant cloud environments (not in use for vRA, vRAI,
VRLI, vVRSCM, nor Ensemble).

Synopsis Blackduck Vulnerability scanning tool
Synopsys Coverity Static Code Analysis tool
Cloudwatch Monitoring and observability service. Provides data and actionable insights

to monitor your applications, respond to system-wide performance changes,
and optimize resource utilization

The following tables will list application that are specific to each Aria Suite platforms:

VMware Aria Automation™

VMware Aria Operations for Logs™
VMware Aria Central Subscription™
VMware Aria Hub (Ensemble)

COMPONENT DESCRIPTION

Gerrit Highly extensible and configurable tool for web-based code review and
repository management for VMware Aria Suite repositories. Serves as gated
check-in tool for VMware Aria Suite services

Gitlab Administers a complete continuous integration and deployment service that
is delivered as a single application enabling DevOps to manage and maintain
the software development lifecycle.

OSSTP Open Source and Third-Party tools analyzer
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B VMware Aria Operations for Networks™

COMPONENT DESCRIPTION

Github A distributed version control system based on git used as source code
repository
VMware vCenter Deployment, automation and management software for virtual infrastructure

resources in multi-tenant cloud environments

B  VMware Aria Operations™

CVE Repository Portal for vVROPS vulnerability detected packages with appropriate CVE for
each package

Nebula Automation tool for OSSPI

Perpetuum Internal service orchestrating regression pipeline

The following table details the key corporate software and network components which support VMware Aria
Suite:

COMPONENT DESCRIPTION

Active Directory Active Directory (AD) is a directory service used for VMware’s corporate
network domain.

VMware CloudGate VMwareCloudGate is a proprietary cloud delivered service orchestration and
authentication tool.

Atlassian Confluence Confluence is a corporate wiki where internal personnel can collaboratively
store and share documents.

GlobalProtect The GlobalProtect VPN enables authorized personnel to remotely connect
to the internal corporate network.

HelpNow HelpNow is a homegrown internal ticketing system.
Nessus (Tenable, Inc.) Nessus is the vulnerability scanning solution.
Nlyte Nlyte software is used to manage the inventory of physical assets in

VMware’s on-premise data centers.

Palo Alto Networks Palo Alto Networks firewall systems are in place to filter and restrict
unauthorized inbound traffic to the corporate network.

RiskVision RiskVision is a ticketing system used to notify asset owners of identified
vulnerabilities.
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COMPONENT DESCRIPTION

VMware Carbon Black VMware Carbon Black provides enterprise endpoint detection and response.

VMware Workspace ONE  Workspace ONE Access is the single sign-on solution.
Access

VMware Workspace ONE Workspace ONE UEM is the Mobile Device Management Solution installed

Unified Endpoint on corporate and personal mobile devices that access company information.

Management (UEM) Workspace ONE provides controls to manage mobile device security and
configuration management.

Workday Workday is a human resource management (HRM) system utilized to
support recruiting, employee onboarding, talent management, and other
human resource functions.

The risks relevant to the achievement of VMware’s service commitments and system requirements vary
across these components, and VMware has designed its control environment accordingly.

PEOPLE

The VMware Aria Suite service is managed by the following teams:

TEAM DESCRIPTION

VMware Aria Suite Responsible for overseeing company-wide activities, establishing, and
Executive Management accomplishing goals, and overseeing objectives.

VMware Aria Suite Responsible for managing the Platform infrastructure and leading the

Technical Operations development and maintenance of system and network security. Provides
support for the Platform, first response for system and network issues, and
performance monitoring.

VMware Aria Suite Responsible for automation, development, system test plans and testing,
System Engineering and risk analysis.

VMware Aria Suite Responsible for implementing, testing, and overseeing VMware Aria
Security Engineering Suite’s information security program to protect information, prevent

unauthorized access, and respond to security incidents, vulnerabilities, and
risks. Works with VMware central security teams to perform an annual risk

assessment.
VMware Aria Suite Responsible for assisting VMware Aria Suite’s customer experience and
Support and Services implementation engagements, provides global 24x7 support and

professional services to VMware Aria Suite customers.
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The VMware Aria Suite service is supported by the following Corporate teams:

TEAM DESCRIPTION

Executive Management Responsible for overseeing company-wide activities, establishing and
accomplishing goals, and overseeing objectives.

Human Resources Responsible for human resources (HR) policies, practices, and processes
with a focus on key HR department delivery areas (e.g., talent acquisition,
pre-employment screening, employee retention, compensation, employee
benefits, performance management, employee relations and training, and
development).

Security and Resiliency Responsible for managing the development, maintenance, and enforcement
of information security policies and standards to help ensure VMware
Information Assets are preserved in a secure environment, in accordance
with generally accepted best practices, focusing on VMware business and
risk objectives.

Risk Management Responsible for managing the annual performance of risk assessments,
maintenance of a centralized risk register, and tracking and reporting of risk
mitigation activities throughout the organization.

Enterprise Resiliency Responsible for managing the organization’s overall approach to business

Business Continuity continuity, including the annual performance of Business Impact
Assessments and testing and maintenance of Business Continuity Plans for
VMware lines of business.

Security Operations Responsible for intake of reported security events, including gathering,
Center triaging, and providing first response. Security incidents are escalated to the
VMware Security Incident Response Team.

Security Incident Responsible for centrally managing all information security incidents for

Response Team VMware, including ensuring proper collection of evidence, coordinating
cross-functional incident teams, and developing effective response
strategies for incident remediation.

Red Team Responsible for performing penetration testing for VMware products and
services, including tracking and escalation of remediation of test findings.

Data Center Operations Responsible for managing the operations of VMware data center facilities,
including reviewing, and approving physical access and maintaining an
inventory of physical assets.

Facilities Team Responsible for performing regular equipment maintenance and managing
building management system for VMware owned data center facilities.

Global Support Services Responsible for handling customer support issues and inquiries.

Colleague Support Team  Responsible for the distribution, replacement, and collection of VMware-
issued end user devices.
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PROCEDURES

VMware has established policies and procedures to support the achievement of its service commitments
and the applicable AICPA Trust Services Categories and Criteria for Security and Availability.' These
policies and procedures include guidance for how the service is designed and developed, how the system
is operated, how the internal business systems are managed, and how employees are hired and trained.
In addition to these policies, standard operating procedures have been documented on how to carry out
specific processes required in the operation and development of the service.

The corporate information security policies and procedures are defined, approved, published, and
communicated to users and relevant third parties. These documents are stored in a central repository
accessible to employees and other appropriate staff and define the roles and responsibilities for the
information security program. The information security policies are reviewed, updated, and approved at
least annually to help ensure their continuing suitability and effectiveness.

DATA

VMware has established a Data Classification Policy which documents the various data classification
criteria. This policy is reviewed and approved by management annually and communicated to internal
personnel. In addition, the Data Handling and Protection Standards define procedures for handling
information assets based on their classification, including requirements for media disposal.

The VMware Aria Suite of services processing of data is highly dependent on specific Controller
configuration, including but not limited to console configuration, integration of Controller maintained
infrastructure, connection to external VMware and other vendor’s systems, deployment of Controller
procured/owned and VMware mobile applications, etc. Aria suite of services collect various data attributes
regarding a user entity’s environment including but not limited to object host names, types, metrics,
properties, tags, IP addresses, etc. VMware Aria Suite services do not retain customer data as it relates
to personally identifiable information.

' The AICPA Trust Services Categories consist of Security, Availability, Confidentiality, Processing Integrity, and
Privacy. The Security Category provides criteria to assess whether information and systems are protected against
unauthorized access, unauthorized disclosure of information, and damage to systems that could compromise its
information or systems and affect the entity’s ability to achieve its objectives. The Availability Category provides criteria
to assess whether information and systems are available for operation and use to meet the entity’s objectives.
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COMPLEMENTARY SUBSERVICE ORGANIZATION CONTROLS (CSOCS)

The description of VMware Aria Suite’s system of controls presented in Sections Il and IV represent the
controls VMware Aria Suite has implemented to achieve VMware Aria Suite’s service commitments and
system requirements. The controls do not extend to include the controls in effect at relevant subservice
organizations.

VMware Aria Suite utilizes subservice organizations to perform certain functions to improve operating and
administrative effectiveness. The accompanying description includes only the policies, procedures and
control activities at VMware Aria Suite and does not include the policies, procedures and control activities
at the subservice organizations described below. The complementary controls presented below should not
be regarded as a comprehensive list of all the controls that should be employed by the subservice
organizations.

The table below reflects the subservice organizations that are used by VMware Aria Suite. VMware Aria
Suite’s policies, procedures and control activities were designed with the assumption that certain
complementary subservice organization controls would be implemented by the subservice organization for
achievement of service commitments and system requirements identified in this report.

VMware Aria Suite management receives an annual SOC 2® report from each subservice organization and
reviews the report to determine if the controls at the subservice organization that are necessary to meet the
Trust Services Criteria are operating effectively.

TRUST SERVICES CRITERIA INTENDED TO BE MET BY THE
SUBSERVICE CONTROLS OF THE SUBSERVICE ORGANIZATION AND

ORGANIZATION CONTROLS EXPECTED TO BE IMPLEMENTED AT THE
SUBSERVICE ORGANIZATION

Sabey Data Center

- . . i
Properties LLC Physical security controls for data center facilities such as

CC6.4 controlled badge access and video surveillance have been
Provides physical and implemented to restrict physical access to authorized
environmental data individuals.

center services

B Environmental controls, including HVAC controls, fire

Note: These controls ; , .
detection and suppression systems, and protection from

became . . . .
power failures, are in place to protect information systems
complementary !
. o A1.2 in data centers.
subservice organization
controls effective B Equipment maintenance is performed and documented to
April 1, 2022. help ensure the continued availability and integrity of
equipment.
Ama.zon Web cCe.1 B Policies and mechanisms are in place to restrict
Services

CC6.2 unauthorized system access. Access that is no longer

Provides cloud hosting required is removed in a timely manner.

: CC6.3
services
CC6.4 B Data center access is restricted to authorized personnel
and monitored on a 24/7 basis.
CC6.5 B Physical assets are wiped prior to disposal or re-use in

accordance with the policy.
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SUBSERVICE

ORGANIZATION

TRUST SERVICES CRITERIA INTENDED TO BE MET BY THE
CONTROLS OF THE SUBSERVICE ORGANIZATION AND
CONTROLS EXPECTED TO BE IMPLEMENTED AT THE
SUBSERVICE ORGANIZATION

CC71
CC7.2
CC7.3
CC7.4

CcC8.1

A1.3

Policies and mechanisms have been implemented for
reporting security events and incidents.

Policies and mechanisms have been implemented to
identify and triage security events.

An incident response process is documented and
established for the identification and response to security
events and incidents.

Policies and mechanisms have been implemented to
document and control changes to infrastructure and
applications in accordance with a defined Change
Management Policy.

Policies and mechanisms have been implemented to
address system availability and recovery objectives,
including environmental protection mechanisms.

Fire suppression, fire detection, and environmental
monitoring systems have been installed at the data
centers.

Protections against a disruption in power supply to the
processing environment are implemented.

Regular maintenance of environmental protection at data
centers is performed.

Business Continuity Plans are tested and updated at least
annually or following significant organizational or
environmental changes.
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