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Executive Summary
The healthcare industry is facing unprecedented changes brought about 
by a shift from fee-for-service to value-based healthcare delivery and 
reimbursement models. 
New care delivery and reimbursement models are rapidly evolving to address the global objectives to reduce 
costs, improve quality of care, and improve patient and clinician satisfaction. Legacy infrastructure simply cannot 
keep up with the pace of change. 

Forward thinking healthcare organizations are modernizing their infrastructure by 
accelerating their adoption of 3rd Platform technologies — such as public cloud — 
which will play a vital role in healthcare’s digital transformation. 
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The #1 Driver for Increased Provider Budgets 
Is Replacing Outdated Technology 

According to IDC’s 2017 Vertical IT & Communications 
Survey (April, 2017), on average 41.3% of provider IT 
budgets were allocated to infrastructure systems (e.g., 
foundational IT systems. Includes hardware, software 
and resources including staff associated with them).

Historically, healthcare organizations spent less on IT as a percentage of revenue than other industries. This 
lack of IT investment is reflected in their outdated legacy infrastructure which cannot support the data explosion 
resulting from today’s medical and technology advancements. 

60.6% of providers increased their IT budgets in 2017 to replace outdated technology*

By the end of 2020, 25% of data used in medical care will be collected and shared 
with healthcare systems by the patients themselves (“bring your own data”).** 

Healthcare 
providers have 
fully embraced 
the Internet of 

Things (IoT)

of respondents 
have deployed IoT 73%

1,200 terabytes — Lifetime data volume 
generated  by a typical patient.

80% of healthcare data 
is unstructured.
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Flexibility 
Capabilities are extracted 
from the underlying 
hardware allowing 
HCOs to deploy on any 
hardware.

Optimization 
Analytics and monitoring 
of current conditions 
identifies which 
resources will provide 
the best support. 

Automation 
Orchestration 
software automates 
provisioning and 
configuration of IT 
services.

Efficiencies 
Smarter, self-aware, 
and self-optimizing 
systems move 
deployments from 
weeks to minutes.

Lower Costs 
Moving workloads to 
the cloud, combined 
with better use of IT 
staff resources, results 
in lower IT costs.

Public cloud and hybrid IT infrastructure offers healthcare organizations 
a way to deploy, manage, and refresh IT with an eye to increasing 
operational efficiencies and reducing costs.

A Modern Infrastructure Creates the 
Agile IT Environment Required for 
Digital Transformation
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Cloud Enables Digital Transformation 
in Healthcare
What Does IDC Mean by Digital Transformation?
The application of 3rd Platform–related technologies to fundamentally 
improve all aspects of society. For business this means:

Cloud-hosted solutions connect devices 
and collect, combine, and manage data from 
different domains to provide a unified view, 
and enable more responsive operations by 
leveraging digitally connected information.

Cloud platforms can rapidly deploy 
new solutions, either in-house or via an 
ecosystem of providers.

Cloud enhances customer-facing and 
ecosystem-facing IT services by integrating 
front office, back office, and self-services.

Transform 
New sources of innovation and creativity to enhance 
experiences and improve financial performance. Simply 
modernizing the technology underpinning existing systems 
is not transformation.

Decision Making 
Using information to create an evidence based culture. 
Companies should plan on doubling the productivity of their 
knowledge workers by using information more effectively.

With Technology 
Digital transformation is not to be confused with digital 
technologies, however, it does use 3rd Platform technologies 
such as cloud, mobility, Big Data, and social as well as Innovation 
Accelerators including IoT, robotics, and 3D printing.
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The Digital Transformation 
Journey in Five Stages

Ad Hoc

Repeatable

Opportunistic

Managed

Optimized

Digital Resister 
Business is a laggard, 
providing weak customer 
experiences and using 
digital technology only to 
counter threats.

Digital Explorer 
Digitally enabled 
customer experiences 
and products are 
inconsistent and poorly 
integrated.

Digital Player 
Business provides 
consistent but not 
truly innovative 
products, services, 
and experiences.

Digital 
Transformer 
Business is a leader in 
its markets, providing 
world-class digital 
products, services, 
and experiences.

Digital Disrupter 
Business remakes 
existing markets and 
creates new ones to its 
own advantage and is 
a fast-moving target for 
competition. 

In the early stages, digital transformation projects are conducted on a one-off basis by a single department and not well coordinated 
with other initiatives underway. Over time, basic capabilities are established and best practices identified. Healthcare organizations 
leverage basic capabilities and best practices to deploy digital transformation initiatives more broadly across the enterprise on a 
repeatable and managed basis. 

Ultimately, the healthcare organization is aggressively disruptive in its use of new digital technologies and business models to affect the 
healthcare market. Leadership has embraced risk-taking and experimentation to develop innovative, groundbreaking capabilities. 

Digital Transformation 
is the approach by 
which enterprises 
drive changes in their 
business models 
and ecosystems by 
leveraging their  
digital competency.  
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More than half of providers surveyed reported 
that they perceive themselves to be “Digital 
Players” or “Digital Transformers” today. 

Providers Report Making Steady Progress 
in their Digital Transformation Journey

17% 20% 16%

36%

9%

Ad Hoc

Repeatable

Opportunistic

Managed

Optimized

Digital Resister Digital Explorer Digital Player Digital 
Transformer

Digital Disrupter

In 24 months, 41% of 
providers reported that 
they will have broadly 
implemented a cloud-
native strategy that is 
proactively managed 
and is clearly driving 
business innovation 
while improving IT 
operational efficiency.
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Historically, healthcare organizations were more inclined to use private 
clouds over public clouds because of security concerns. 

Healthcare Organizations Are Embracing 
Public Cloud Options

59%
46%

40%

In the last several years, there has been a steady increase in the adoption rates of public clouds with 
adoption rates nearly on par: 76.6% and 79.5% of providers reported using some form of a public 
cloud and private cloud respectively. 

The easiest public cloud model for healthcare organizations to 
adopt first is SaaS-based operational and financial applications 
that do not include patients’ protected health information that is 
governed by HIPAA regulations. As healthcare organizations gain 
confidence and expertise in public cloud services, they will deploy 
PaaS that enables them to build out a platform for connecting 
enterprisewide applications, integrating data, and applying 
analytics solutions. Forward thinking healthcare organizations will 
look to IaaS models to create a hosting environment that enables 
them to monetize their industry clouds by offering cloud-based 
services to other healthcare organizations.

SaaS 
CONSUME

PaaS 
BUILD

IaaS 
HOST
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Top 5 Benefits of Public Cloud Services 
Are Centered around Improved Security, 
Improving Productivity and Reducing Costs
More than 63% of providers reported that they expect to see an 
improvement in the cost of IT operations, including technology, services, 
and people in the next 2 years. 

Improved IT  
security

Improve IT staff productivity  
and/or reduce size of staff

Get access to the newest  
functionality faster

Reduce the total size  
of IT budget

Simplify and standardize IT infrastructure 
and applications platforms

51%

44%

42%

41%

40%

Healthcare executives now recognize that cloud service 
providers have greater security expertise than their own IT 
staff, especially when it comes to cyber security. Healthcare 
organizations cannot attract and retain skilled security 
professionals whose skills are transferrable to other 
industries with higher pay. Improving productivity/efficiency 
and reducing costs were themes that were intertwined 
in the next four top benefits. For example, total cost of 
ownership is reduced when fewer IT staff are required 
because of productivity and efficiency gains combined 
with simplified and standardized IT infrastructure and 
applications platforms that are less expensive to manage. 
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While 64% of providers report that cloud computing/SaaS solutions providers 
can offer better security than the level their own organization’s IT security 
team can provide, security remains the #1 concern about public cloud.

The Security Paradox

Despite naming improved IT security as a primary 
benefit of public cloud, security concerns were 
most commonly cited as a barrier to public 
cloud adoption. Healthcare providers are also 
concerned about the impact of security breaches 
such as ransomware that locks users out of 
mission-critical applications. 

These insidious cyberattacks result both in downtime 
that IT must address, as well as patient safety issues 
when electronic health records are not readily 
accessible by caregivers. In addition, healthcare 
organizations are subject to lost revenue if patients 
have to be diverted to possible competitors because 
the institution cannot manage the same volume of 
patients using manual processes.

 
Security concerns

 
Difficulty centrally managing IT systems, IoT 

services and integration cloud services

Downtime causing business  
interruption

Reduced customization  
opportunities

 
Regulatory or compliance issues

 
IT governance issues, including challenges 

related to defining standard services and SLAs
 

Vendor and price lock

 
Will cost too much

44%

33%

33%

32%

32%

32%

31%

30%
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Priority Use Cases to Move to the Cloud

Maintain continuity of operations with cost-effective backup and disaster recovery.

Value-based care applications, such as population health management, clinical and financial risk 
management solutions.

Patient engagement applications that encourage consumers to better manage their own health.

Development, testing and user training of clinical systems applications, such as electronic health 
records and imaging solutions.
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Key Takeaways
A modern and agile IT infrastructure is required to facilitate the adoption of 3rd Platform 
technologies that will enable healthcare organizations to adapt to rapid changes to business, 
operational, clinical, and technical requirements. 

Healthcare organizations have embraced the public cloud to implement a cloud-native strategy that 
will drive business innovation while improving IT operational efficiency. 

IT security is both a driver and a barrier to adoption of the public cloud.  Healthcare organizations 
recognize that cloud service providers can offer more security resources and expertise than their 
own staff can, especially when it comes to protecting against cyberattacks. 

Healthcare organizations are steadily moving IT and business operational use cases to the public 
cloud as well as clinical applications such as EHRs, imaging/PACS and health information exchange 
solutions which require secure access to vast and complex data sets. 
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Define the opportunities and challenges to improving processes that 
will drive better outcomes.

Determine what types of IT models will best serve the various needs 
of your organization with an eye towards cloud readiness. Plan to 
address new IT skills and gaps, and culture changes.

Identify and prioritize which workloads remain on-premise or can be 
moved to a private or public cloud environment.

Deploy as-a-platform built on infrastructure to scale. 

Require cloud service providers to meet security, privacy, and 
regulatory requirements, including access rights and privileges – who 
has access to what – and policy enforcement. 

Essential Guidance
1

2

3

4

5
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•   Learn more about VMware Cloud Services and Cloud Products

•   Explore VMware Cloud on AWS   

 -  Test drive VMware Cloud on AWS 

 -  Estimate the cost of VMware Cloud on AWS with our pricing calculator 

 -  Compare capacity and TCO of VMware Cloud on AWS vs. on-premises 

•   Subscribe to the VMware Healthcare Industry Blog and follow @VMwareHIT on Twitter

To Learn More About VMware 
Cloud Solutions 

Message from the sponsor

Fast Path to Cloud: Contact VMware to schedule a prescriptive workshop and receive an actionable 
roadmap aligning your business goals with a cloud solution. (877) 486-9273

https://cloud.vmware.com/
https://cloud.vmware.com/vmc-aws
https://my.vmware.com/en/web/vmware/evalcenter?p=vmc-aws-18-hol
https://cloud.vmware.com/vmc-aws-pricing
https://vmcsizer.vmware.com/home
https://blogs.vmware.com/industry-solutions/healthcare/
https://twitter.com/VMwareHIT

