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Security Threats Are Everywhere
Digital transformation is driving change across every industry, creating a wealth of 
new opportunities—and just as many complications. There are more data, devices, 
users, and endpoints than ever, giving rise to an old but formidable enemy: security 
threats. With so many threat vectors, it’s not difficult for hackers to find a vulnerable 
point for entry, gain access to valuable data, and leave costly damage in their wake.

Traditional perimeter protection doesn’t work anymore, because the perimeter no 
longer exists. Applications and data are distributed, virtualized, and exist in many 
different locations—we need another approach. Siloed technology impedes visibility 
and makes everyday processes more complex, while hardware-based solutions 
can’t maintain the agility needed to respond in time.

IT teams are scrambling to formulate solutions before it’s too late—so it comes  
as no surprise that many professionals view security as a roadblock to developing  
a seamless digital business.

But it doesn’t have to be that way. Security should intelligently align to the  
needs of the business in a pervasive and unobtrusive way. It should give  
you the confidence and peace of mind that you are protected while  
you run your business. Security can help enable digitalization,  
not impede it.
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The Modern Approach  
to Security
A modern, integrated approach to security provides better 
coverage across the business, so that you can have peace  
of mind. From design to deployment to operations, security 
becomes an inherent part of your IT infrastructure. When you 
build it into the very DNA of your digital enterprise infrastructure, 
no point of exposure goes unprotected or unmonitored.

Complicated? It doesn’t have to be. In fact, it can be radically 
simple. As simple as developing a security approach that is:

Consistent across environments

Multi-cloud ready

Application-centric

Mobile and edge enabled
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59% of respondents 
in a recent 

survey cited network security 
as a top investment priority 
in the next 12 months.

2018 State of Infrastructure Survey, Interop
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Consistent Across Environments
In traditional environments, silos and specialized but disparate hardware obscured visibility and 
added complexity, making it difficult to keep security consistent across environments. As a result, 
security became fragmented and piecemeal, which slowed down reaction time and created 
additional risk and exposure.

A software-based infrastructure creates an abstraction from the underlying physical hardware, 
so that you can get more out of it. It helps break down silos and enables a more efficient, flexible 
approach. By modernizing your infrastructure, you can:

• Simplify management and operations across silos and disparate devices for more visibility, 
control, and agility

• Use network virtualization to automate and streamline everyday processes 

Ultimately, you’re better equipped to implement security consistently, across every environment—
data centers, clouds, branches, and edge devices—for the deepest level of security possible.

1
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2 Multi-Cloud Ready
Today’s enterprises aren’t using only a private cloud or a public cloud—they’re using both, and 
often more than one of each. That creates a number of challenges, from managing, securing, 
and connecting workloads to maintaining compliance. It’s no small task. Public clouds have their 
own networking and security constructs and policy management requirements, which are 
different from those of private clouds. There are also a whole new set of operational processes, 
tools, and skill sets required for each.

What’s a resource-constrained IT organization to do?

A modern security solution brings networking consistency across diverse sites, using automation 
to streamline workloads and multi-cloud operations. It operates on the principle that security 
can’t simply be bolted on anymore. It has to be as agile as today’s hyper-connected landscape—
following applications and workloads as they travel from one cloud to another, on VMs, on 
containers, on bare-metal systems, without compromising accessibility.

In a 2018 cloud survey by RightScale, 
81% of the respondents reported 
having a multi-cloud strategy, and 
are leveraging almost five clouds  
on average for their organizations.

2018 State of the Cloud Survey, RightScale
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Application-Centric
Applications are changing fast—and traditional infrastructure that’s tied to hardware can’t keep up—
compromising security or accessibility or both. A modern security solution needs to architect controls 
directly into the network and compute virtualization layer as close to the applications as possible.

An application-centric security model:

Reduces the attack surface
Security controls are architected directly into 
the hypervisor to isolate the threat surface, 
and protect the controls themselves from 
compromise. If an attacker does gain access  
to a data center endpoint, they cannot simply 
disable the security controls that protect  
the endpoint.

Protects the network
Enabled by network virtualization, micro-
segmentation greatly limits the ability of  
a threat to spread across environments by 
enforcing network security policies at the most 
granular level of an application. It stops the 
lateral spread of threats in the data center by 
safeguarding down to the individual workload, 
whether it’s on a virtual machine, container,  
or native on a bare-metal system.

3
VM

VMVM
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Application-Centric (continued)

Detects and responds  
to threats automatically
The efficacy of threat detection and response 
is drastically increased by definitively 
understanding and enforcing application 
intended state and behavior (“known good”), 
rather than focusing on and identifying  
ever-changing threat behavior.

Locks down the data itself.
Even if a part of your infrastructure is 
compromised, data should still be protected 
with encryption. This should be done 
automatically for any data at-rest, at all  
times, without the need for additional costly 
self-encrypting drives.

Application-centric security is both intrinsic and pervasive, which is vital for apps that are 
distributed, can move, have different components, can change over time, and live in virtualized  
and cloud environments. By bringing security to the application level, IT can gain more control and 
more protection.

3
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APP
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Mobile and Edge Enabled
Mobile devices and endpoints have exploded in today’s digital landscape. From personal devices to 
IoT appliances, they’re all running applications that are connected to the business, and generating or 
carrying valuable data. They all need to be protected. The edge is an extension of the data center, and 
of your business, and should be treated with the same level of rigor given to any other IT environment.

A modern security solution gives you granular, precise control over each endpoint by leveraging the 
existing virtual infrastructure itself.

It starts with a “Zero Trust” approach in which all networks are considered untrusted. Policies follow 
the application, services, and devices with embedded security, and are delivered at all endpoints 
from the data center edge-to-edge and the cloud-to-edge. Taking an approach that extends to 
mobile and the edge extends security controls everywhere they need to go, and helps IT better 
protect end users, customers, and the business.

4

The Zero Trust Approach
Forrester defines a Zero Trust 
architecture as one where there is no 
longer a trusted and untrusted network; 
rather, all networks are untrusted by 
default, and must be secured equally.

Leverage Micro-Segmentation To Build Zero Trust Network, Forrester, July 2015
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The Right Solution 
Makes All the Difference
With so many security demands, choosing the right solution 
can give your business an advantage. All of these 
characteristics are vital to ensuring adequate protection 
against threats. As the leader in virtualization technology, 
VMware has what it takes to deliver a modern approach to 
security with intrinsic controls for applications and data.

VMware transforms networking and security with a 
ubiquitous software abstraction platform that exists across 
data centers, clouds, branches, and edge infrastructure, 
maximizing visibility and context of the interaction among 
users, applications, and data. As a result, you’re better able 
to connect, secure, and operate an end-to-end architecture 
for delivering services, applications, and data to your users.
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Move Your Business  
Forward with Confidence
As the digital landscape continues to evolve, it’s crucial to be armed with the tools 
and solutions that can grow with you. Investing in a modern security solution will 
help enable your digital transformation and ensure that your data, your customers’ 
data, and your intellectual property stay protected today, tomorrow, and beyond.

VMware and Intel transform security by providing comprehensive security 
measures based both in software and hardware across application infrastructure 
and endpoints, maximizing visibility and context of the interaction between users 
and applications, aligning security controls and policies to the applications they 
are protecting, and enabling the insertion of additional 3rd party security services 
for additional intelligent protection.
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