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Key Findings:  Public Cloud Adoption Continues, but Challenges 
Remain  

Source: Frost & Sullivan 

Organizations are accelerating 
cloud adoption to support 
digitalization strategies. 
Businesses understand that the 
public cloud is the foundation for 
leveraging the new technologies 
that will enable them to thrive in a 
digital economy – including 
artificial intelligence, Internet of 
Things, remote work, and 
virtual/augmented reality. In fact, 
74% of businesses say the cloud is 
the most critical part of their 
digital transformation.  

Deploying an effective hybrid, 
multicloud is difficult. Businesses 
have broadened their definitions 
of cloud to include hybrid and 
multi-cloud configurations. But 
optimally deploying applications in 
these environments remains a 
challenge: 58% of respondents say 
they are concerned about security 
and compliance of cloud 
applications.  

Complexity and urgency drive 
managed services growth.  
A lack of on-staff expertise leads 
more organizations to turn to 
third-party experts for cloud 
services ranging from businesses 
cases and migration, to ongoing 
management and optimization. 
83% of respondents say they have 
engaged a managed services 
provider for assistance with their 
cloud strategy.  

Icon Source: Gettyimages 

Organizations are increasingly relying on the public cloud to run essential business processes. Yet their cloud 
implementations often fall short of high expectations. In the latest edition of Frost & Sullivan’s annual cloud user 
survey, enterprise decision-makers worldwide shared their perceptions and experiences regarding their cloud 
strategies. Key findings include:  
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Research Objectives and Methodology 

• Since 2010, Frost & Sullivan has been conducting an annual 
survey of IT and business decision-makers regarding their 
cloud perceptions, decisions, and purchases.  

• Our goal is to understand respondents’ evolving 
organizational priorities, and the extent to which cloud-
related technologies help them achieve their business 
objectives. 

• The results provide a glimpse of enterprise decision-
processes, including: 

‒ What infrastructure options they are using and planning 
to add 

‒ How they decide whether to deploy an app in the public 
cloud or the corporate data center 

‒ The percentage of apps and data deployed in the public 
cloud 

‒ Why they chose their primary cloud service provider 

‒ Whether and why they engage a Managed Cloud Services 
Provider 

Field work: Oct-Nov, 2021 

Respondents: IT and Business 
Decision makers responsible for 
cloud-related purchases 

Total sample: n=803 

Respondents represented a range 
of industries, organization sizes, 
and global regions.  

Study period: 2021 

Respondent Profile and 
Methodology 

Source: Frost & Sullivan 
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Respondent Profiles 

Base: All respondents (n=803) 
Other industries include  Energy & Utilities, Agriculture, Food & Beverages, Professional Services, Transportation & Storage 
Other department/roles include Purchasing, HR, and Research & Development Source: Frost & Sullivan 

North America 
24% 

Latin America 
19% 

Europe 
18% 

China 
8% 

India 
9% 

Korea/Japan 
11% 

SE Asia 
11% 

Banking / 
Finance / 
Insurance 

16% 

High Tech 
15% 

Manufacturing 
13% Healthcare 

12% 

Education 
9% 

Retail & 
Wholesale 

8% 

Travel & 
Hospitality 

8% 

Other 
19% 

10 to 99 
employees 

13% 

100 to 499 
employees 

24% 

500 to 999 
employees 

27% 

1,000 to 
4,999 

employees 
22% 

5,000 + 
employees 

14% 

Other 
6% Operations  

8% 

Marketing/ 
Sales 
10% 

Finance/ 
accounting 

13% 

General 
management 

15% 

IT/Telecom 
48% 

Regions 

Number of 
Employees 

Industry 

Department/
Role 
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Revamped Business Priorities 
Accelerate Cloud Initiatives 
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Business Priorities, Global, 2021 
Importance of Technologies to Achieve Business 
Priorities, Global, 2021 

Business Priorities Reflect Shift from Survival to Growth 

Businesses worldwide  continue to deal with pandemic-related challenges, including worker shortages, supply chain issues, and continued 
need to respond to changing regulatory health and safety mandates. They are leveraging  cloud and other technologies to rebuild 
customer relationships, support hybrid work, automate and streamline business processes, and grow revenue. Cloud is cited as the top 
technology for achieving business priorities.  

61% 

62% 

63% 

63% 

65% 

66% 

66% 

66% 

66% 

67% 

68% 

72% 

Becoming more “data centric” 

Hiring and retaining talent

Expanding to new markets – segments or 
regions 

Launching new products and services quickly

Automating business processes

Satisfying key internal and external
stakeholders

Boosting creativity and innovation

Rapidly responding to market demand &
disruption

Improving operational efficiencies

Enhancing sales and marketing effectiveness

Growing revenue

Improving customer experience and
satisfaction

58% 

61% 

62% 

63% 

63% 

65% 

67% 

73% 

Blockchain

Edge computing

Hybrid networking

Artificial intelligence/machine learning

Collaboration and conferencing

Internet of Things

Big data analytics

Cloud

Base: n=803  
Q2. Thinking of your organization’s business priorities in 2021, rate the importance of each 
of the following. - Top 2 Box Summary (crucial, very important) 

Base: n=803 
Q5. How important is each of the following technologies in achieving your business priorities 
in 2021? - Top 2 Box Summary (crucial, very important) Source: Frost & Sullivan 
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Challenges Continue to Plague Digital Transformation Initiatives 

Base: n=1903 
Q6. What is preventing your organization from meeting or exceeding its digital transformation objectives?  All that apply.  Source: Frost & Sullivan 

The pandemic added urgency to businesses’ digital transformation objectives, but also introduced challenges. Organizations scrambled to 
address new, distributed work styles and customer interaction methodologies. In some cases, budgets were curtailed, as revenue 
streams declined at the same time as expenses related to health and safety increased. They also continued to deal with long-time 
changes, such as legacy technologies and uncertainty about finding the right partner. Uncertainty about hybrid work arrangements and 
lack of budget and resources top the list of challenges.  

Challenges Hindering Digital Transformation, Global, 2021 

16% 

17% 

22% 

23% 

23% 

23% 

24% 

25% 

25% 

27% 

Organizational/ stakeholder silos

Inability to scale or be flexible

Legacy systems/technologies

Workforce resistance to change

Difficulty finding the right digital transformation partner

Network stability/reliability

Customer unwillingness to adapt to new interaction methods

Lack of in-house resources/expertise

Lack of budget for new technologies

Uncertainty about future organizational structure and work styles
(e.g., hybrid, remote, on-site)
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Organizations Perceive Cloud as an Essential Technology 

Base: n=803 
Q23. Indicate the extent to which each of the following statements reflects your organization’s mindset regarding the cloud. - Top 2 Box Summary 

Organizations' Mindset about the Cloud, Global, 2021 

62% 

72% 

74% 

75% 

Public cloud is appropriate only for less critical or
less sensitive workloads

We have adopted a “cloud first” approach for all 
new applications 

Cloud is the most critical part of our digital strategy

A cloud strategy is essential to remaining
competitive in our industry

Source: Frost & Sullivan 

As they address their digital transformation initiatives, organizations recognize the cloud as a strategic business enabler and foundation 
to digitalization – more than just an alternative data center.   

Many organizations retain “cloud first” policies, which specify public cloud deployments for all new applications. However, this approach 
is starting to give way to “cloud right” policies, which look to deploy all applications (cloud-native, virtualized, or legacy) in the optimal 
environment – whether on-premises, at the edge, or in a public cloud.  
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Cloud Adoption 
Continues to Soar 
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Pandemic Stokes Continuing Cloud Growth 

Source: Frost & Sullivan 

Organizations that were already well into their cloud journeys at the start of the pandemic were best able to pivot to new operating models 
and processes. Others accelerated their cloud adoption to gain agility, resilience, and support for remote workers. In 2021, cloud usage 
reached  a milestone, with half of business workloads in the public cloud. By 2023, adoption of hybrid and multicloud environments will 
more than double. 

Base: n=803 
Q16. Which of the following infrastructure options does your organization use today or plan to use in the future to run your applications? Multiple answers allowed. 

Public Cloud - a multi-tenant computing environment 
in which organizations access shared compute or 
storage resources on-demand from third-party service 
providers, paying on a pay-per-use basis 

Hosted Private Cloud - single-tenant, hosted 
Infrastructure as a Service, in which server 
infrastructure is physically or logically dedicated to each 
enterprise tenant 

Hybrid Cloud – any combination of public cloud, 
hosting and private data center resources that are 
managed and orchestrated as a single pool of resources 
to run an application 

Multi-Cloud – combines services and resources from 
more than one public cloud service provider 

Organizations' Current and Planned Use of Cloud, 
Global, 2021 

Definitions 

36% 

41% 

46% 

53% 

47% 

43% 

38% 

32% 

Multi-Cloud

Hybrid Cloud

Hosted Private Cloud

Public Cloud IaaS

Use in 2021 Plan to Add by 2023
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Reasons for Choosing Public Cloud instead of other Deployment Options, Global, 2021 

Speed and Security are the Top Benefits of the Public Cloud 

Base: n=635 (cloud users)  
Q24. From your answers so far, we understand that your organization deploys at least some applications or data in the public cloud. What are the key reasons 
for choosing public cloud instead of on-premises, co-location or edge. Multiple answers allowed. Source: Frost & Sullivan 

In selecting the public cloud to deploy an app, businesses primarily point to benefits that are unique to the scalable, automated cloud 
model, such as speed to deploy and access to advanced features. But in an interesting evolution of perceptions, some highly-ranked 
responses correlate to the reasons organizations avoided the cloud for sensitive or critical apps in the past – such as security and app 
performance. As public cloud service providers continue to earn the trust of IT leaders, this shift signals a change in what is considered a 
“suitable” cloud app.  

34% 

35% 

38% 

38% 

41% 

42% 

42% 

42% 

44% 

Greater compliance assurance

Provider’s sustainability initiatives 

Greater app performance assurance

Greater app availability assurance

Flexible app deployment choices
(e.g., traditional, VMs, containers, serverless)

Greater operational efficiency

Easier access to advanced features

Higher levels of security assurance

Faster speed to deploy or update applications
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35% 

39% 

41% 

41% 

42% 

43% 

45% 

Avoid lock-in with a public cloud provider

My company merged with/acquired a company with a different
primary cloud provider

We use public databases deployed in different clouds.

Different workgroups/organizations have (or previously had)
freedom to choose their cloud

Our data protection strategy calls for failover between clouds

Ability to choose the cloud that offers best price-performance for
each application

Our partner ecosystem uses applications deployed in different
clouds.

Organizations See Benefits in Using Multiple Public Clouds 

Base: n=595 
Q34. You indicated that your organization works with multiple public cloud providers. Why did you deploy a multicloud environment? Multiple answers.  Source: Frost & Sullivan 

Is multicloud the new “best practice” for cloud environments? With 83% of organizations expecting to implement a multicloud 
environment by 2023, it is clearly a standard. On average, companies utilize three public cloud service providers to run their workloads, 
citing reasons including partner preferences and price-performance considerations. Yet, the idea of managing multiple relationships, 
contracts, and infrastructures seems to go against the trend toward simplification of the IT environment. 

Most organizations expect to benefit in some way from using multiple cloud providers, or at very least, not to be overly inconvenienced. 
The best cloud management platforms mitigate the management burden by providing consistent visibility and orchestration across various 
public clouds.  

Organizations’ Reasons for Using Multiple Cloud Service Providers. Global, 2021 
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Businesses Struggle to Implement their Cloud Strategies 

Base: n=595 
Q11. As you implement your cloud initiatives, how challenging are the following aspects?  Top 2 Box..  Source: Frost & Sullivan 

Despite – or maybe because of – the rush to adopt cloud services, organizations continue to struggle to implement an effective cloud 
strategy. In some cases, the challenges appear insurmountable: a quarter of respondents said that challenges halted their cloud initiatives. 
Security, cited as a top benefit of cloud, remains a top challenge as well. Organizations also struggle with technology implementations, 
including hybrid deployments, backup plans, and app modernization. The torrent of new technologies being released into the market also 
causes concern.  

Top Challenges to Cloud Implementation. Global, 2021 

50% 

52% 

52% 

52% 

53% 

54% 

55% 

56% 

57% 

58% 

Insufficient expertise in my organization

Developing a technology roadmap

Migrating applications or data

Gaining/retaining support from business leaders and stakeholders

Managing costs

Refactoring/modernizing legacy applications for cloud deployment

Implementing resiliency/backup plans for apps and data

Deploying an app across multiple IT environments (public cloud, data
center, branch/edge)

Keeping up with the pace of new technology/services being introduced
into the market

Ensuring compliance/security of data & apps



K683-72 17 

Growth of Managed 
Cloud Services 
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Third-Party Partners Support Enterprise Digitalization Strategies 

Have 
engaged with 
a third-party 
services firm 

83% 

Plan to 
engage in 
next 24 
months 

7% 

No plans/ 
hard to say 

10% 

5% 

6% 

6% 

9% 

9% 

18% 

18% 

29% 

Independent consultant/VAR

Network/Data Center services
provider

Services firm specializing in a
high-priority application

Systems integrator

Security services provider

Public cloud services provider

Managed cloud services
provider

IT services provider

Source: Frost & Sullivan 

Organizations have discovered that their digital transformation – including their cloud strategy – is too important and complex to 
execute on their own. The vast majority of organizations have engaged a third-party expert services firm to assist them. They have a 
wide range of choices, with a number of large and small service providers stepping up to offer managed, professional, and advisory 
services. Although the majority of respondents say their primary partner is an “IT Services Provider,” Frost & Sullivan expects greater 
engagement of cloud managed service providers (MSPs) that provide a range of managed cloud services. Such providers ensure that 
cloud workloads are continuously optimized for cost, performance, and security, across a range of infrastructures. The majority of 
respondents (57%) say they look for a partner with experience across industries and applications; 37% say they prefer a firm that 
specializes in their own industry.  

Base: n=794 
Q6&7. In implementing your digital strategy so far, have you engaged a third-party services 
firm (at any stage)? Do you plan to engage a third-party services firm in the next 24 months? 

Base: n=733 
Q8. How would you describe the primary services firm that does 
or will assist your company in implementing your digital strategy? 

Current and Planned Engagement with Third-Party Services 
Firm, Global, 2021 

Primary Firm Engaged for Digital Strategy Implementation, 
Global, 2021 
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MSPs Offer Ongoing Cloud Workload Optimization 

41% 

42% 

42% 

44% 

45% 

45% 

47% 

48% 

48% 

51% 

45% 

44% 

43% 

42% 

40% 

42% 

39% 

39% 

38% 

39% 

Workload placement assessment

Deploying a hybrid cloud strategy/roadmap

Specific workload migration

Modernizing/optimizing legacy apps for cloud deployment

Creation of industry-specific solutions

Custom app development/integration

Development of a business case to move to cloud

Ongoing cloud instance optimization

Ongoing cloud workload management

Cloud cost optimization

Today In 2 years

Base: n=740 
Q38. For which of the following services does your organization engage a third-party services provider? And for which, do you plan to engage it in the next 2 years? Source: Frost & Sullivan 

An effective cloud implementation is not a “set it and forget it” initiative; instead, it is an ongoing journey. A growing number of 
organizations are selecting third-party experts not for defined-term tasks, but for ongoing management and optimization of workloads. 
Cost and resource optimization of cloud workloads and instances top the list of managed services.  

Services Procured through a Third-Party Services Provider—Today and in 2 Years, Global, 2021 
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MSPs Help Businesses Achieve Strategic Business Priorities  

In the past, an MSP might be considered an extra pair of hands, performing low-value tasks that the IT organization just doesn’t have time 
to do. Today, however, organizations recognize the unique value that an expert managed services provider can bring to the business. 
Respondents cite benefits that largely map to their strategic business priorities, including optimized application performance and 
improved customer service.  

35% 

36% 

39% 

42% 

44% 

46% 

48% 

49% 

Allow us to refocus staff on higher value work

Reduce operational or labor costs

Ongoing cost optimization for running workloads in the cloud

Improved disaster recovery and business continuity capability
for managed workloads

Faster delivery time for managed workload functionality

Improved security and compliance reporting for managed
workloads

Improved ability to provide better service to internal and
external customers

Improved and optimized performance of managed workloads

Base: n=689 
Q11_1. What major benefits of using managed services in your digital strategy implementation, have you seen so far? Please select all that apply. Source: Frost & Sullivan 

Benefits Experienced by Organizations Using Managed Cloud Services, Global, 2021 
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Why Choose Kyndryl & 
VMware? 
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Kyndryl-VMware Alliance 

Kyndryl and VMware have a rich and diverse partnering history of joint solutions, common designs, and deep relationships.  As 

an alliance, we are focused on satisfying joint customer needs around enabling a true multi-cloud foundation for all 

applications, rapidly building new applications on any cloud, and activating security built for a world of distributed work. 

 

Our goal is to accelerate IT and business reinvention for customers through a combination of VMware solutions and Kyndryl’s 

design, build and managed services.  Kyndryl, with VMware, provides differentiated solutions for cloud and multi-cloud 

infrastructures, multi-cloud management, digital workplaces, resiliency & security, and network & edge.   

 

 

 

 

 

 

Copyright © 2022 Kyndryl Inc. All rights reserved. Source: Kyndryl & VMware 
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The race to digitally transform has led to disparate systems, redundant applications, and disconnected data, leaving 

organizations in need of a hybrid strategy to deliver cloud-like experiences regardless of where workloads run. 

 

We understand that a large percentage of business workloads are now running in the public cloud.  No matter which of the 

leading cloud providers an organization chooses, Kyndryl’s multi-cloud strategy is to work with all major hyperscaler 

environments (such as Amazon AWS, Microsoft Azure, and Google Cloud Platform), looking at existing VMware footprints globally 

and working to assess, migrate, and modernize customer workloads onto the public cloud.  This enables companies to move 

existing workloads and/or build new workloads in public clouds, manage work across different clouds and platforms, and prepare 

for cloud native app development, deployment and management. 

 

With choices regarding cloud providers, types of clouds, placement of workloads, IT management, security, and creation of 

applications becoming harder to make, IT environments are getting increasingly complex in parallel.  A digital-first business 

means everyone is dependent on technology.  And, the reality is, IT can’t keep up—leading various departments to onboard their 

own tools.  This has resulted in massive complexity and unmanageable costs.  Companies need to manage complexity to deliver 

simplicity through a consumption-based, normalized ecosystem of services. 

 

That’s why more and more organizations have discovered that their digital transformation – including their cloud strategy – is too 

important and complex to execute on their own.  As a result, the vast majority of organizations have engaged a third-party expert 

services firm, like Kyndryl, to assist them.  Kyndryl’s advisory and managed services are based on unrivaled expertise and years of 

experience, leveraging a proven reference architecture jointly developed with VMware.  These services help companies manage 

work across different clouds and platforms with a high level of service availability and security. 

 

As a global MSP (Managed Service Provider), Kyndryl can act as an extension of an organization with the ability to predictively 

scale resources with automation and leverage proactive monitoring to identify, diagnose, and remediate potential issues. This 

allows organizations to keep costs down with advanced technologies that leverage existing investments. 

 

 

 

 

 

 

Copyright © 2022 Kyndryl Inc. All rights reserved. Source: Kyndryl & VMware 



K683-72 24 

 

Learn more about the Kyndryl services available to help you throughout your cloud journey -- services such as Cloud Advisory 

Services, Cloud Migration & Modernization Services, Multi-cloud Deployment Services, Development for Public Cloud Services, 

Multi-cloud Management Services, and more.    

 

Contact us for more information or to schedule a free consultation:  Contact Us Form | Kyndryl 

 

 

 

 

 

 

Copyright © 2022 Kyndryl Inc. All rights reserved. Source: Kyndryl & VMware 

https://www.kyndryl.com/us/en/contact-us
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About Kyndryl 

 

 

 

 

 

 

Kyndryl (NYSE: KD) is the world’s largest IT infrastructure services provider. The company designs, builds, manages, and 
modernizes the complex, mission-critical information systems that the world depends on every day. Kyndryl’s nearly 90,000 
employees serve over 4,000 customers in more than 60 countries around the world, including 75 percent of the Fortune 
100. For more information, visit www.kyndryl.com. 

  

 
About VMware 

VMware is a leading provider of multicloud services for all apps, enabling digital innovation with enterprise control. As a 
trusted foundation to accelerate innovation, VMware software gives businesses the flexibility and choice they need to build the 
future. Headquartered in Palo Alto, California, VMware is committed to building a better future through the company’s 2030 
Agenda. For more information, please visit www.vmware.com/company.    

  

About the Kyndryl and VMware Alliance 

Kyndryl and VMware share a productive relationship built on more than 20 years of collaboration (between VMware and IBM 
prior to Kyndryl becoming an independent company in 2021) that has consistently provided customers with a powerful 
combination of strategic guidance and world-class technologies. The alliance is focused on providing differentiated solutions 
for multicloud infrastructure and management, digital workspace services, managed applications, resiliency and security, and 
network and edge computing.  Kyndryl is also working with VMware to expand its existing multi-cloud advisory, 
implementation, and management services to support the VMware Tanzu platform and deploy vSphere workloads to VMware 
multi-cloud infrastructure running in all public clouds. 

 

 

 

  

Copyright © 2022 Kyndryl Inc. All rights reserved. Source: Kyndryl & VMware 

http://www.kyndryl.com/
http://www.vmware.com/company
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• Improving customer experiences/satisfaction is a top business priority 

• Cloud is the most important technology for supporting business priorities 

• Uncertainty about future organizational structure/work styles, lack of budget for new technologies, and lack of in-house 

resources/expertise were cited as key challenges hindering digital transformation 

• Most companies feel a cloud strategy is essential to remaining competitive, and that it is the most critical part of their 

digital strategy 

• Almost half of companies plan to add a multi-cloud infrastructure by 2023 

• Over 40% of organizations deployed apps to the public cloud to enable faster speed to deploy/update applications 

• Almost half of companies that work with multiple cloud providers do so because their partner ecosystems use apps in 

different clouds, or they are choosing the best-fit cloud and options that offer the best price/performance for each 

application 

• Ensuring the compliance/security of data and apps, and keeping up with the pace of new technology, are top challenges of 

cloud adoption 

• Over 80% of companies are already working with third-party services firms and another 10% will do so within the next 2 

years 

• Over 40% of companies will engage an MSP within the next 2 years to assist with workload placement assessments, deploy 

a hybrid cloud strategy, migrate workloads, and modernize apps 

• Approximately half of companies realize improved/optimized performance of managed workloads, and improved ability to 

provide better service to internal and external customers when using an MSP 

• As a global MSP (Managed Service Provider), Kyndryl can act as an extension of an organization with the ability to 

predictively scale resources with automation and leverage proactive monitoring to identify, diagnose, and remediate 

potential issues. This allows organizations to keep costs down with advanced technologies that leverage existing 

investments. 

  

 
 

 

 

 

 

 

 

Copyright © 2022 Kyndryl Inc. All rights reserved. Source: Frost & Sullivan, Kyndryl & VMware 

Summary and Key Findings 
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Kyndryl and the Kyndryl logo are trademarks or registered trademarks of Kyndryl Inc. in the United States and/or 
other countries. Other product and service names may be trademarks of Kyndryl Inc. or other companies.  
 
VMware, VMware Cloud, VMware Cloud Foundation, VMware NSX Cloud, VMware vRealize and the VMware logo 
are registered trademarks or trademarks of VMware, Inc. or its subsidiaries in the United States and/or other 
jurisdictions.  
 
This document is current as of the initial date of publication and may be changed by Kyndryl at any time without 
notice. Not all offerings are available in every country in which Kyndryl operates. Kyndryl products and services are 
warranted according to the terms and conditions of the agreements under which they are provided. 

Copyright © 2022 Kyndryl Inc. All rights reserved. 

Legal Disclaimer 

Source: Kyndryl & VMware 
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Legal Disclaimer 

Frost & Sullivan is not responsible for any incorrect information supplied by companies or users. Quantitative market 
information is based primarily on interviews and therefore is subject to fluctuation. Frost & Sullivan research services are 
limited publications containing valuable market information provided to a select group of customers. Customers 
acknowledge, when ordering or downloading, that Frost & Sullivan research services are for internal use and not for 
general publication or disclosure to third parties. No part of this research service may be given, lent, resold, or disclosed to 
noncustomers without written permission. Furthermore, no part may be reproduced, stored in a retrieval system, or 
transmitted in any form or by any means—electronic, mechanical, photocopying, recording, or otherwise—without the 
permission of the publisher. 

 

For information regarding permission, write to: 

Frost & Sullivan 

3211 Scott Blvd., Suite 203 

Santa Clara, CA 95054 

© 2022 Frost & Sullivan. All rights reserved. This document contains highly confidential information and is the sole property of Frost & Sullivan.  
No part of it may be circulated, quoted, copied, or otherwise reproduced without the written approval of Frost & Sullivan. 


