VMware Cloud™ on AWS - Reference Architecture

Horizon 7 on VMware Cloud™ on AWS

This reference architecture illustrates a minimal viable
product to start Horizon 7 on VMware Cloud™ on AWS.
This reference architecture shows all the components
required for a hybrid cloud environment utilizing Horizon
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Connect between on-prem datacenter and VMC on
AWS.

- Policy-based VPN: Subnets have to be declared on
both sides during the setup. One tunnel is created
per subnet. It is recommended to use large subnets.

- Route-based VPN: Subnets are automatically
advertised through BGP. BGP configuration is
mandatory, no static route can be configured on
VMC side.
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Firewall rules for vCenter Access.

- If On-Prem connectivity is configured, allow
infrastructure on-prem subnets to access vCenter &
ESXi for management.
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Access from on-prem subnets to VMC Management
segment (or at least vCenter and ESXi).

Access from VMC vCenter to on-prem infrastructure
services (Active Directory, DNS, Content Library, ...)

Access from VMC DMZ to virtual desktops hosted on-
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- Allow connectivity between Infra & Management

- Allow connectivity between Infra & on-prem
infrastructure subnet
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- Allow connectivity between workload segment,
AWS VPC Subnets and on-prem application subnets

- For Horizon Specific requirements, see the Horizon
network ports diagram at
https://techzone.vmware.com/resource/network-
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- Utilize services like RDS for Horizon and App

Volumes databases in place of virtual machines
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