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Guide to Professional
Services for Security
Assessments

What type of assessment fits your needs best?

Whether your aim is compliance readiness, zero trust, or to harden your security
posture, our Professional Services for Security family of assessments can help you
decide which security activities will provide the most value for your unique situation.
Take a look at some of our most common use cases:

Cybersecurity
. Maturity Model

Technical Zero Trust Ransomware

Certification _
Use case Security Readiness Risk Mitigation
(CMMCQO)
Assessment Assessment Assessment
Readiness

Assessment

|dentify security gaps in vCenter

ldentify security gaps in ESXi hosts
ldentify security gaps in NSX-T

ldentify security gaps in Workspace ONE
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|dentify security gaps in vRealize

|dentify security gaps in VMware Cloud

Foundation

Follow NIST 800-53 framework

Follow NIST 800-171 framework v v v
Follow NIST IR 8374 framework

Follow ISO 27001-2013 framework v

Ensure VMware product configurations

meet PCI compliance requirements

Need to meet Department of Defense

security requirements
Shift to a Zero Trust architecture
Plan and prioritize security spend v v v

Confirm that security architecture meets

business needs

Develop a security strategy and roadmap v v v

Gain insights into security policies,

standards, and procedures

Solve operational, communication, and

collaboration issues

Improve automation and orchestration

capabilities

Improve protections against ransomware v v
Business continuity strategy

Disaster recovery strategy

Back up and restore strategy
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Data management strategy

Get a clear view of your risk profile

We incorporate industry-leading frameworks to help

organizations of any size maximize technology investments
with customized recommendations and best practices.

Contact us to learn more at
SecurityPSInquiry@vmware.com
or visit our website by scanning
the code to the right.
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