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Network Detection and Response products are
designed to recognise attacks as they pass
through one or more networks. In other words,
they are like CCTV systems monitoring the flow
of information running through an organisation,

data centre or other infrastructure.

There are a few different ways to test NDR
solutions, many of which are so synthetic as
to be misleading. You could run a tool that
pushes network packets containing elements
of an attack, for example. This might trigger a
detection by the NDR sensors. Or it might not.

It depends how those sensors are designed.

A very accurate sensor might not generate an
alert when analysing such ‘fake’ test traffic.
Ideally it would only alert on a real attack so that
the team in the Security Operations Centre (SOC)
focuses on significant events only. Parts of an

exploit, malware or suspicious login are not

a threat. Only a real attack looks like a real attack.
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A basic sensor might report problems with
every packet that appears to be bad without
looking at the context. For example, if a user
logs into a system that they use regularly, an
unsophisticated system might register that
as a problem. A more intelligent one would
recognise that all is well and hold back

the alert. But it might sound the alarm if the
same user logs in from an unusual part of
the network. This could be a sign of an
attacker moving between systems and using

stolen login credentials.

In our tests we make no assumptions about
how security products work and run full
attacks, from the very first stages through to
completing the final ‘mission’, which might
be data damage, theft or the creation of a
persistent presence. We replicate the
behaviours of real-world attackers and use
the MITRE ATT&CK framework to map out

the attack chains used in every test case.
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NDR - Now Done Realistically

We also perform benign activities to ensure
that the product we are testing isn’t just

alerting without discrimination.

By running the most realistic set of

attacks possible we put NDR products to

a significant challenge. Can they detect real
attacks in real-time, often using unique scripts
and malware? If you want to know more about
advanced persistent threats on the network
please read past the initial graphs in this

report and dig into the detail.

If you spot a detail in this report that you

don’t understand, or would like to discuss,
please contact us via our Twitter account.

SE Labs uses current threat intelligence to
make our tests as realistic as possible. To learn
more about how we test, how we define ‘threat
intelligence’ and how we use it to improve

our tests please visit our website and follow

us on Twitter.
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Executive Summary

VMware NSX Network Detection and Response
was tested against a range of hacking attacks
designed to compromise systems and penetrate
target networks in the same way as criminals and
other attackers breach systems and networks.

We examined its abilities to:

B Detect the delivery of targeted attacks

M Track different elements of the attack chain...

B ..including compromises beyond the
endpoint and into the wider network

B Handle legitimate applications and other

objects

Legitimate traffic was used alongside the threats
to measure any false positive detections or other
sub-optimum interactions.

VMware NSX Network Detection and Response
was able to detect every targeted attack and
tracked each of the hostile activities that
occurred during the attacks.

Executive Summary

Protection

Product Tested Accuracy (%)

VMware NSX Network 100%

Detection and Response

Total Accuracy
Rating (%)

Legitimate Accuracy
Rating (%)

100% 100%

Green highlighting shows that the product was very accurate, scoring 85% or more for Total Accuracy.
Yellow means between 75 and 85, while red is for scores of less than 75%.
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Network Detection
and Response
Award

The following product
wins the SE Labs award:

VMware
NSX Network
Detection and Response



1. How we Tested

Testers can’t assume that products will work a certain way,

so running a realistic breach response test means setting
up real networks and hacking them in the same way that
real adversaries behave.

In the diagram on the right you will see an example
network that contains workstations, some basic
infrastructure such as file servers and a domain controller,
as well as cloud-based email and a malicious command
and control (C&C) server, which may be a conventional
computer or a service such as Dropbox, Twitter, Slack or
something else more imaginative.

As you will see in the Threat Responses section on page 7,
attackers often jump from one compromised system to
another in so-called ‘lateral movement’. To allow products
to detect this type of behaviour the network needs to be
built realistically, with systems available, vulnerable and
worth compromising.

It is possible to compromise devices such as enterprise
printers and other so-called ‘10T’ (internet of things)
machines, which is why we’ve included a representative
printer in the diagram.

The technigues that we choose for each test case

are largely dictated by the real-world behaviour of

online criminals. We observe their tactics and replicate
what they do in this test. To see more details about how
the specific attackers behaved, and how we copied them,
see Hackers vs. Targets on page 9 and, for a really detailed
drill down on the details, 4. Threat Intelligence on pages 13
to 16 and Appendix C: Attack Details.
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Test Network Example

Workloads Workloads

== Windows Server 2016

VMware NSX Network Printer

Detection and Response

Workloads Workloads Workloads Workloads

This example of a test network shows one possible topology and ways in which enterprises and criminals
deploy resources



Threat Responses

Full Attack Chain: Testing every layer of
detection and protection

Attackers start from a certain point and don’t
stop until they have either achieved their goal or
have reached the end of their resources (which
could be a deadline or the limit of their abilities).
This means, in a test, the tester needs to begin
the attack from a realistic first position, such as
sending a phishing email or setting up an infected
website, and moving through many of the likely
steps leading to actually stealing data or causing
some other form of damage to the network.

If the test starts too far into the attack chain,

such as executing malware on an endpoint, then
many products will be denied opportunities to

use the full extent of their protection and detection

abilities. If the test concludes before any ‘useful’
damage or theft has been achieved, then similarly
the product may be denied a chance to
demonstrate its abilities in behavioural detection
and so on.

Attack stages

The illustration (below) shows some typical stages
of an attack. In a test each of these should be
attempted to determine the security solution’s
effectiveness. This test’s results record detection
and protection for each of these stages.

We measure how a product responds to the first
stages of the attack with a detection and/ or
protection rating. Sometimes products allow
threats to run but detect them. Other times they

ATTACK CHAIN STAGES
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might allow the threat to run briefly before
neutralising it. Ideally they detect and block the
threat before it has a chance to run. Products may
delete threats or automatically contains themin a
‘guarantine’ or other safe holding mechanism for
later analysis.

Should the initial attack phase succeed we then
measure post-exploitation stages, which are
represented by steps two through to seven below.
We broadly categorise these stages as: Access
(step 2); Action (step 3); Escalation (step 4); and
Post-escalation (steps 5-7).

In figure 1. you can see a typical attack running from
start to end, through various ‘hacking’ activities.
This can be classified as a fully successful breach.

Figure 1. A typical attack starts with an initial contact and progresses through various stages, including reconnaissance, stealing data and causing damage.

Breach Response Test ® VMware NSX Network Detection and Response



In figure 2. a product or service has interfered It is also possible that attackers will not cause

with the attack, allowing it to succeed only as noticeable damage during an attack. It may be
far as stage 3, after which it was detected and that their goal is persistent presence on the
neutralised. The attacker was unable to progress systems to monitor for activities, slowly steal
through stages 4 and onwards. information and other more subtle missions.

It is possible for an attack to run in a different In figure 3. the attacker has managed to progress
order with, for example, the attacker attempting as far as stage five. This means that the system
to connect to other systems without needing to has been seriously compromised. The attacker has
escalate privileges. However, it is common for a high level of access and has stolen passwords.
password theft (see step 5) to occur before However, attempts to exfiltrate data from the
using stolen credentials to move further through target were blocked, as were attempts to

the network. damage the system.

ATTACK CHAIN: How Hackers Progress
B [} w
L @,
.- | |
L
Figure 2. This attack was initially successful but only able to progress as far as the reconnaissance phase.
B [ ) w
s
< > [N ) r
L
Figure 3. A more successful attack manages to steal passwords but wholesale data theft and destruction was blocked.
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Hackers vs. Targets

When testing services against targeted attacks it is Hackers vs. Targets

important to ensure that the attacks used are relevant.
Attacker/APT

T: ted Nati T: t Detail
Group argeted Nations arge etails

Anyone can run an attack randomly against someone
else. It is the security vendor’s challenge to identify
common attack types and to protect against them. E

. Communication through Application
, FIN7 k | R , US,
As testers, we need to generate threats that in some <A (T ussia, US, Germany

Layer protocol to avoid detection.

way relate to the real world.

A > .
All of the attacks used in this test are valid ways to OilRig UAE, Saudi Arabia @ Jrm, ﬁ CEIIEIE EryieEE sty Yo Semess)
'A"Il'

C&C traffic.
compromise an organisation. Without any security
in place, all would succeed in attacking the target.

A ,
Outcomes would include systems infected with APT3 US , Hong Kong o S S (el e il ele
|1'|""l1'| Admin shares and RDP.
ransomware, remote access to networks and data theft. -
% Exfiltration of data over alternative
But we didn’t just sit down and brainstorm how we APT29 us o,
m. protocols.

would attack different companies. Instead we used

current threat intelligence to look at what the bad guys

have been doing over the last few years and copied
them quite closely. This way we can test the services’

. . x Aviation Banking and ﬁ Energy
abilities to handle similar threats to those faced by 481 ATMs
global governments, financial institutions and national -~ Covernment
. @ Financial Gambling oo Espionage
infrastructure. 2 &M Espionag
m Natural E US Retail, Restaurant
Resources and Hospitality

The graphic on this page shows a summary of the
attack groups that inspired the targeted attacks used

in this test. If a service was able to detect and protect
against these then there’s a good chance they are on
track to blocking similar attacks in the real world. If they
fail, then you might take their bold marketing claims
about defeating hackers with a pinch of salt.

For more details about each APT group please see
4. Threat Intelligence on page 13.

n Breach Response Test ® VMware NSX Network Detection and Response



2. Total Accuracy Ratings

This test examines the total insight a product has, This means that if the product detects either the

or can provide, into a specific set of attacking threat being delivered or executed, it has coverage
actions. We’ve divided the attack chain into chunks for that part of the attack. If it detects the action as
of one or more related actions. To provide sufficient well as the escalation of privileges and an action
insight, a product must detect at least one action involved in lateral movement then it has what we
in each chunk. consider to be complete insight, even if it doesn’t

detect some parts of some chunks (i.e. Lateral
If you look at the results table in 3. Response Details Movement, in this example).
on page 11 youU'll see that Delivery and Execution are
grouped together into one chunk, while Action sits
alone. Escalation and Post-Escalation (PE) Action
are grouped, while Lateral Movement and Lateral
Action are also grouped.

Total Accuracy Ratings

Product Total Accuracy Rating Total Accuracy (%) Award

VMware NSX Network

(o)
Detection and Response 664 100% AAA

VMware NSX Network Detection and Response TOt?l Accuracs./
Ratings combine

protection and
(o] 166 332 498 664 false positives.

n Breach Response Test ® VMware NSX Network Detection and Response




3. Response Details

In this test security products are exposed to attacks,

which comprise multiple stages. The perfect
product will detect all relevant elements of

an attack. The term ‘relevant’ is important, because

sometimes detecting one part of an attack means
it’s not necessary to detect another.

For example, in the table below certain stages

of the attack chain have been grouped together.
As mentioned in 2. Total Accuracy Ratings, these
groups are as follows:

Delivery/ Execution (+10)

If the product detects either the delivery or
execution of the initial attack stage then a
detection for this stage is recorded.

Action (+10)

When the attack performs one or more actions,
while remotely controlling the target, the product
should detect at least one of those actions.

Privilege escalation/ action (+10)

As the attack progresses there will likely be an
attempt to escalate system privileges and to
performm more powerful and insidious actions. If the
product can detect either the escalation process
itself, or any resulting actions, then a detection

is recorded.

Lateral movement/ action (+10)
The attacker may attempt to use the target as
a launching system to other vulnerable systems.

n Breach Response Test ® VMware NSX Network Detection and Response
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FIN7 &Carbanak

Incident No: Detection Delivery Execution Action Escalation PE Action Lateral Movement Lateral Action
1 / / / n/a n/a / / /
2 / / / n/a n/a / / /
g / / / n/a n/a / / /
4 / / / n/a n/a / / /

Incident No: Detection Delivery Execution Action Escalation PE Action Lateral Movement Lateral Action
5 / / / n/a n/a / / /
6 / v v n/a n/a v v v
7 / / / n/a n/a / / /
8 / / / n/a n/a / / ‘/

APT3

Incident No: Detection Delivery Execution Action Escalation PE Action Lateral Movement Lateral Action
9 / / / n/a n/a / / /
10 / / / n/a n/a / / ‘/
m v V4 v n/a n/a v v/ v

APT29

Incident No: Detection Delivery Execution Action Escalation PE Action Lateral Movement Lateral Action
12 / / / n/a n/a / / /
13 v v v v n/a v v v
14 v v v v n/a v v v
15 v 4 v v n/a v v v

If this attempt is discovered, or any subsequent of each attack adds 40 points to the total value.

action, a detection is reported. A product that detects the delivery of a threat, but
nothing subsequently to that, wins only 10 points,
The Detection Rating is calculated by adding points while a product that detects delivery and action,
for each group in a threat chain that is detected. but not privilege escalation or lateral behaviours,
When at least one detection occurs in a single is rated at 20 for that test round.
group, a ‘group detection’ is recorded and 10
points are awarded. Each test round contains one This is a network security test so some endpoint-
threat chain, which itself contains four groups related parts of the attack chain are not relevant

(as shown above), meaning that complete visibility and are out of scope. These are marked as ‘n/a’.
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Response Details

Attacker/ Number of Test Cases Attacks Detected Delivery/Execution Action Privilege Escalation/ Lateral Movement/
APT Group Action Action

FIN7 & Carbanak 4 4 4 n/a n/a 4

OilRig 4 4 4 n/a n/a 4

APT3 3 3 4 n/a n/a 3

APT29 4 4 4 3 n/a 4

Total 15 15 16 3 n/a 15

This data shows how the product handled different group stages of each APT. The Detection column shows the basic level of detection.

Detection Accuracy Rating Details

Attacker/ APT Group Number of Test Cases Attacks Detected Group Detections Detection Rating
FIN7 & Carbanak 4 4 12 120
OilRig 4 4 12 120
APT3 3 3 9 90
APT29 4 4 15 150
Total 15 15 48 480

Different levels of detection, and failure to detect, are used to calculate the Detection Rating.

Detection Accuracy Rating

Product Detection Accuracy Rating Detection Accuracy Rating (%)

VMware NSX Network Detection and Response 480 100%

VMware NSX Network Detection and Response

0 120 240 360 480

Detection Ratings are weighted to show that how products detect threats can be subtler than just ‘win’ or ‘lose’.

12 Breach Response Test ® VMware NSX Network Detection and Response




4. Threat Intelligence

FIN7 and Carbanak

FIN7 used spear phishing attacks targeted at

retail, restaurant and hospitality businesses.

What appeared to be customer complaints,

CVs (resumes) and food orders sent in Word

and RTF formatted documents, were actually
attacks that hid malicious (VBS) code behind

hidden links.

References:

https://attack.mitre.org/groups/G0046/

Example FIN7 & Carbanak Attack

Initial Access Execution

Command-Line
Interface

Service Execution

Spearphishing
Attachment

User Execution

Service
Execution

E-mail Link -
Fileless Attack

Persistence Privilege
Escalation
Registry Run Keys /
Startup Folder
Bypass UAC

Valid Accounts
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FIN7 (GO046) X
sslection contrale  layer contrals
— A
8. x B *HOAF ][0 § =
Reconnaissance Resource Development Initial Access Execution Persistence
10 technigues 7 techniques 9 techniques 12 technigues 19 technigues
Active Scanning Acquire Drive-by AppleScript Account
Infrastructure . . Compromise Manipulation .
Gather Victim Host JavaScript =
Information . Compromise Exploit Public- BITS Jobs
— Accounts | Facing Metwork Device CLI
Gather Victim Identity — Application Active Setup
Informatien ., Compromise Command and PowerShell
Infrastructure External Remote Seripting Authentication Package
Gather Vietim Network Services Interpreter , . Pytheon
Information Code Signing Certificates Kernel Modules and Extensions
Hardware Unix Shell
Gather Victim Org Develop Digital Certificates Additions LSASS Driver
Infarmation , . Capabilities Visual Basic
P (4] Exploits Spearphishing Attachment [Plist Modification
Phishing far Windows Command Shell
Infarmation . Malware Phishing ., Spearphishing Link [Part Maonitors
v ! Centainer
Search Closed Establish Spearphishing via Service  Administration Boot or Logon Print Processors
Sources . Accounts Command Autostart
e = Replication Execution [n4y Re-opened Applications
Search Open Obtain Through Deploy Container h
Technical Capabilities . Removable Registry Run Keys [ Startup Folder
Databases Media Exploitation for
= Stage Client Exacution Security Support Provider
Search Open Capabilities Supply Chain
Websites/Domains ., Compromise .. Intar-Process Companent Object Model Shorteut Modification
Search Victim-Owned Trusted Communication ., 5 namie Data Exchange Time Providers
Websites Relationship
Mative AP ‘Winlogon Helper DLL
Valid
Accounts n At (Linux) XDG Autostart Entries
Attacker techniques documented At (Windows)

by the MITRE ATT&CK framework.

Defense Evasion

Code Signing

Credential Access

Brute Force

Disabling Security

Tools

Masquerading

Credentials from
Web Browsers

Process Injection

/a\

v, i

Valid

Accounts UAC
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Bypass

Disabling
Security Tools

Credentials from
Web Browsers

Discovery

File and Directory
Discovery

Process Discovery

System Information
Discovery

Protocol
Query Registry

Permission Groups
Discovery

System Network
Configuration
Discovery

System Information
Discovery

Lateral Movement

Remote Desktop

Remote Desktop
Protocol

Boot or Logon
Initialization
Centainer Orchestratien Job  Seripts o

Collection
Control

Data from Local
System

Commonly Use
Port

Standard Non-
Data Staged
Protocol

Remote Access

Screen Capture Tools

A

Screen

Capture Tools

Command And

Application Layer

Remote Access

Exfiltration

d Data Compressed

Data Encrypted

Exfiltration over
Command and
Control Channel

Exfiltration over
Command and
Control Channel
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OilRig

This Iranian APT has attacked a wide variety of DilRig (8849
targets, including financial, governmental and
L Rogource i d F '
infrastructural organisations. Its technigues g e ey Ty i [imsiin g~ i
include using phishing via email and services et W biictas ., § Sorieiie — et Tron S
such as LinkedIn, sending links to scripts, macros S oceill e Ntk a1 secensToen hecos T
’ g p ’ Gathee Vietim idantity & Appication -— rpeey — " Bt oF Lagan Masipnlatise Wanguistion
nigrmaten tamprnmoas 8 - Casmand wd i Ay 1
. indraatrucions Extamal Ramste Beripting 3 p— . et Boct of Logss TS Joba
and other malware. It uses public tools to extract Gamer vesm w0 savcen R g o iyt
Capabiftas Hardwars Pl el A
; ; ; ; Canther Vicsn £ Adries B o Lagon DecbluscsnTacade
data and to establish and maintain connections coiisbiouu B PR - i Baretamt
ApEounts Drzramer ebl e ne—
. . J'-Inr--\.? I'.:Ir - = Extansian S Beploy Contaimar
to \ Ct Ims. I_I u"rn:l E.I:;r'_-l'-n Paehind an Cartginer E:\ch{nﬂ:-mn- %.n.'-.:'m W Dirwe! Vohurrn Actudh
;;:n iy frage ' éf:lrrl:m.‘m ||-In|::..-‘ o e Pisrriain Dokcy
Samch Opan S, :?::cl-w o Conkainar Cinate LM;:':-?;.:' TR
Ceer i gy Rcricrentiy e Acginh —= Rt
Refe rences: ChiLibsa et Madlia L’f—?-r':-::f.- oo Encacn b Hoat Guindisits
. . e aih it n st Prrend i e Tt by el
https://attack.mitre.org/groups/G0049/ Fleelirse 8 s
Caarch Welim-Owrad Troited Evared Trigganed [xpodaten o Fid med Dty
Wabnitan Oplatiznahin Matren A5 Lomn e Dprreanicne
. — g Tacalation iecification
Ykl l AS L)
Astoods efvaten sijack Pucution e Artiasts
Al [WirSoag] [orTpm— - ¥l
Hinck Exgceian qack Fascusan
Containar Srohasoruiion Job - Plow Procass Flrer
?.'\'::':';‘ Cron trolans Intemal i rgar Doterses
i L g AL {Lirvct]
Lasgniid
Wkl AL Sy
Shedcled Taak Authantoation
h;om;:;;ﬂ - Process I . Contasnar Crchestraton Job .
; A in Szbed ted Coon Feficatin f el o
Attacker techniques documented Shared Moduies P ;ma_o TR e .:‘m e
by the MITRE ATT&CK framework. Saftware ; .
Depdirymaess Toohs Office i Tast
Example OilRig Attack
Delivery Execution Action Privilege Escalation Post-Escalation Action Lateral Movement Lateral Action
Spearphishing via Service Powershell System Information Discovery Bypass UAC Network Service Scanning Keylogging
Mshta Process Discovery System Network Configuration Discovery
Windows Command Shell System Owner/User Discovery System Network Connections Discovery
SSH
Compiled HTML File Local Groups Valid Accounts Local Groups Screen Capture
Asymmetric Cryptography Domain Groups
Domain Groups
Keylogging
(N " .
| ® T
1 |
L CHM | '
- L / \4 S
- 5 . _:

Compiled HTML File Asymmetric Cryptography Local Groups Valid Accounts Keylogging Screen Capture
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APT3

Primarily targeting political organisations in et e
Hong Kong, APT3 uses a wide variety of initial s
. . . . . Reconnaissance Do nt Initial Acce Exscution Persistence Privilege Escalation
attack technigues including phishing, web-based Winchriaces 7 echviaues S chviaues 12 nchniues : 19 achriaues 13 tochniaes
. . . Actyw Seanneg Ao ﬁ“.m =zun — ..i:hdllrl;l Irwticn
exploits and access via valid accounts. Cater vt on I f e ehirian
PowerShell and other scripting languages are utvc vt oy [0 7l i r— scsve Sutun o)
AR Irdrantrustorn If_;::,!::i"'m x:l::l;.l A thanfiication Sacksce Acinve Setup
used to gain further access, including control via iy el ; oSt e S i B et SR ]
Gathe Vieim Oig i Py LBASE Driver K Wod dus. gt Extansion
Remote Desktop Access. e e S Ky L5ASS Driver
n'L:r-I-E; E.b::;l. | Tws-:';mr 2 Bext Mocilan Plist Mocification
Soarch Clased i Fieac P !;r:-:-::llrll‘:-un Doot or Lagon Drics Drocanson Port eniion
Lsrenn LAY Wi Caermind Altoetart
References Pirin Capasise S I g Fascution ., Op- oo Agpleston . 1 L::;I.inqun Erint Pracanssey
. ﬁ:g:L Comxomite ey Koy | Stertup Folder Expoution: . .. h‘-uf::l lpp’.:,l_.‘!?.:'_
https://attack.mitre.org/groups/G0022/ i T B Evscution Secumy Sepporider [ ke S o Foit
mh;l:.l.g.p;mm v = nder P'uculs ! Eroricut Wodiation Sanuriy Bupport Provicer
e oh et Dwrad o AT Time Prosdens Shariout ModFaoation
‘Websites Vil Dwfaarl ALoownts  Matke AFE
hecoure S c = Winlopon Helper DLL Tima Providoers
R —— 2 KOHF Autodimt Eniries Wirdogaon “eloer DLL
Local ACcounin Ab TWindrwad
Bool or Logon DG Autostart Ercries
Contairar Orthestrataan Job stz aton
[ Sonpls 300’.'\:;‘::?‘0'\
Taikijob mﬂ S"'r‘;ﬂs .
m— Em?;:'l‘rfw Creatn o Modity
Bystomd Timan Blnary E?::“:‘
Shared Modules ' =
Saltwarne i'_‘:::nl i
Attacker techniques documented et = it u
by the MITRE ATT&CK framework. i I i

Example APT3 Attack

Delivery Execution Action Privilege Escalation Post-Escalation Action Lateral Movement Lateral Action
Spearphishing Link PowerShell File and Directory Discovery Keylogging Ingress Tool Transfer

Windows Command Shell Process Discovery Registry Run Keys / Startup Folder . . Archive via Utility

. SMB/Windows Admin
Domain Accounts Shares
Obfuscated Files or Information File Deletion System Information Discovery Exfiltration Over C2 Channel
Data from Local System
Hidden Window System Owner/User Discovery Local Data Staging

AR ®
= Y/ B @E

Obfuscated Files File Deletion System Information Domain Accounts Keylogging SMB/Windows Ingress Tool Transfer
or Information Discovery Admin Shares
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APT29

Thought to be connected with Russian military APT29 (00816)
cyber operations, APT29 targets government,
. . . . Reconnaissance Resource Development Initial Access Excution Peraln:_lnur
military and telecommunications sectors. It is _ Vuckigen Tirriaon . 8 veshrias R esheiu LR
At SOanng ApplaSenps Mcid O*ca 365 Jlobal Adrensytrator Role
believed to have been behind the Democratic Gather vt et Invascrit pi— Asdtion
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5. Legitimate Software Rating

These ratings indicate how accurately the product
classifies legitimate applications and URLSs, while
also taking into account the interactions that the
product has with the user. Ideally a product will
either not classify a legitimate object or will classify
it as safe. In neither case should it bother the user.

We also take into account the prevalence
(popularity) of the applications and websites used
in this part of the test, applying stricter penalties for
when products misclassify very popular software
and sites.

Legitimate Software Ratings

Legitimate Legitimate
Product Accuracy Rating Accuracy (%)
VMware NSX Network Detection and Response 184 100%

Legitimate Software
Ratings can indicate
how well a vendor
has tuned its

46 92 138 184 detection engine.

VMware NSX Network Detection and Response

o
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6. Conclusions

This test exposed VMware NSX Network
Detection and Response to a diverse set

of exploits, file-less and malware attacks

and reconnaissance ‘discovery’ technigues.

The testers behaved as attackers, pivoting
between systems (and generating lateral
movement traffic), attempting to use credentials,
exfiltrating data and creating command and
control data flows.

The product detected all of the threats.

All of these attack types have been witnessed

in real-world attacks over the previous few years.
They are representative of a real and present
threat to business networks the world over.

The threats used in this are similar or identical
to those used by the threat groups listed

in Hackers vs. Targets on page 9 and 4.

Threat Intelligence on pages 13 — 16.

An attack is made up of multiple stages and we
record when a product detects malicious activity,
including the initial ‘delivery’ stage of an attack,
when a connection is first made and malicious
code is sent to the target. We also watch out for
code execution; behaviour by the attacker after
their attempts to gain lower-level access
(privilege escalation); and their movement across
the network after the first stages of the attack
(lateral movement).

n Breach Response Test ® VMware NSX Network Detection and Response

The results are strong and not one attack stage
went undetected. Sometimes products are overly
aggressive and detect everything, including
threats and legitimate objects. In this test
VMware NSX Network Detection and Response
generated no such false positive results, which is
as hoped.

VMware NSX Network Detection and Response
wins a AAA award for its excellent performance.




Appendices
APPENDIX A: Terms Used

Compromised

Blocked

False positive

Neutralised

Complete
Remediation

Target

Threat

Update

The attack succeeded, resulting in malware running
unhindered on the target. In the case of a targeted attack,
the attacker was able to take remote control of the
system and carry out a variety of tasks without hindrance.

The attack was prevented from making any changes to
the target.

When a security product misclassifies a legitimate
application or website as being malicious, it generates a
‘false positive’.

The exploit or malware payload ran on the target but was
subsequently removed.

If a security product removes all significant traces of an
attack, it has achieved complete remediation.

The test system that is protected by a security product.

A program or sequence of interactions with the target
that is designed to take some level of unauthorised
control of that target.

Security vendors provide information to their products

in an effort to keep abreast of the latest threats. These
updates may be downloaded in bulk as one or more files,
or requested individually and live over the internet.

n Breach Response Test ® VMware NSX Network Detection and Response
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APPENDIX B: FAQs

A full methodology for this test is available from our website.

B The test was conducted between 7th July and 15th July 2021.

B The product was configured according to its vendor’s recommendations.

B Targeted attacks were selected and verified by SE Labs.

B Malicious and legitimate data was provided to partner organisations once
the test was complete.

B SE Labs conducted this network test using virtual systems.

What is a partner organisation? Can | become one to gain access to

the threat data used in your tests?

Partner organisations benefit from our consultancy services after a test

has been run. Partners may gain access to low-level data that can be
useful in product improvement initiatives and have permission to use award
logos, where appropriate, for marketing purposes. We do not share data on
one partner with other partners. We do not partner with organisations that
do not engage in our testing.

We are a customer considering buying or changing our Network

Detection and Response (NDR) product. Can you help?

Yes, we frequently run private testing for organisations that are considering
A changing their security products. Please contact us at info@selabs.uk for
more information.


https://selabs.uk/download/breach-response-testing-methodology-1-01.pdf

APPENDIX C: Attack Details

Incident No: | Delivery

Spearphishing Attachment

.I Obfuscated Files or
Information

2 Spearphishing Attachment
Spearphishing Attachment

3 Software Packing

4 Spearphishing Attachment

Execution

Command-Line Interface
Commonly Used Port

Powershell

Scripting

Standard Application Layer Protocol

User Execution

Command-Line Interface
Commonly Used Port

Standard Non-Application Layer Protocol

User Execution

Command-Line Interface

Commonly Used Port

mshta

Scripting

Standard Non-Application Layer Protocol

User Execution

Command-Line Interface

Commonly Used Port

Component Object Model and Distributed COM
Execution through API

Powershell

Scripting

Standard Application Layer Protocol

Standard Cryptographic Protocol

Breach Response Test ® VMware NSX Network Detection and Response

Action Privilege Escalation

Account Discovery Bypass UAC
File and Directory Discovery
Process Discovery

System Information Discovery

Valid Accounts

System Owner/User Discovery

Credentials from Web Browsers Bypass UAC
File and Directory Discovery

Process Discovery

Process Injection

System Information Discovery

Valid Accounts

Valid Accounts

Account Discovery Bypass UAC
File and Directory Discovery

Network Share Discovery

Process Discovery

System Information Discovery

System Network Configuration
Discovery

Valid Accounts

System Owner/User Discovery

Application Windows Discovery Bypass UAC
File and Directory Discovery

Network Share Discovery

Permission Groups Discovery

Process Discovery

Valid Accounts

System Information Discovery

Post-Escalation Action
Credential Dumping

Data Compressed

Data Encrypted

Data from Local System
Data Staged

Exfiltration over Command and Control
Channel

File Deletion

Input Capture

Modify Registry

New Service

Process Hollowing
Query Registry
Scheduled Task

Data Compressed

Data Encrypted

Data from Local System
Data Staged

Disabling Security Tools

Exfiltration over Command and Control
Channel

Permission Groups Discovery

Query Registry

Registry Run Keys / Startup Folder
Screen Capture

System Network Configuration Discovery
Deobfuscate Files or Information
Application Shimming

Credential Dumping

Data Compressed

Data Encrypted
Data from Local System

Data Staged
Execution Guardrails

Exfiltration over Command and Control
Channel

Indirect Command Execution
Data Compressed

Data Encrypted

Data from Local System
Data Staged

DLL Search Order Hijacking
Execution Guardrails

Exfiltration over Command and Control
Channel

File Deletion
Hooking
Input Capture

Lateral Movement

Remote File Copy

Pass the Hash

Remote Desktop Protocol

Remote File Copy
Pass the Hash

Windows Admin Shares

Windows Management
Instrumentation

5 SE Labs

Lateral Action

Data Compressed

Data Encrypted

Data from Local System
Data Staged

Exfiltration over Command
and Control Channel

Data Compressed

Data Encrypted

Data from Local System
Data Staged

Exfiltration over Command
and Control Channel

Data Compressed

Data Encrypted

Data from Local System
Data Staged

Exfiltration over Command
and Control Channel

Data from Local System
Data Compressed

Data Encrypted

Data Staged

Exfiltration over Command
and Control Channel
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Incident No: | Delivery Execution Action Privilege Escalation | Post-Escalation Action Lateral Movement Lateral Action

21

Spearphishing Attachment Windows Command Shell

Web Shell

Malicious File Deobfuscate/Decode Files or

Information

Spearphishing Link Powershell
Mshta
Windows Command Shell

File Deletion
Malicious Link

Obfuscated File or Information

Windows Command Shell
Web Shell
Indicator Removal from Tools

7 Spearphishing via Service

Asymmetric Cryptography

Spearphishing via Service Powershell
Mshta

Windows Command Shell
8 Compiled HTMIL File

Asymmetric Cryptography

Breach Response Test ® VMware NSX Network Detection and Response

System Information Discovery
Process Discovery
System Owner/User Discovery

Local Account

Domain Account

System Information Discovery
Process Discovery
System Owner/User Discovery

Local Groups

Domain Groups

System Information Discovery
Process Discovery

System Owner/User Discovery
Local Account

Domain Account

Credentials from Web Browsers

System Information Discovery
Process Discovery
System Owner/User Discovery

Local Groups

Domain Groups

Bypass UAC

Valid Accounts

Bypass UAC

Valid Accounts

Bypass UAC

Valid Accounts

Bypass UAC

Valid Accounts

Password Policy Discovery

Local Groups

Domain Groups

System Service Discovery

LSASS Memory

LSASS Secrets

Ingress Tool Transfer

Scheduled Task

Query Registry

System Service Discovery

Local Account

Domain Account

Password Policy Discovery

Cached Domain Credentials
Credentials in Files

Keylogging

Ingress Tool Transfer

System Network Configuration Discovery
System Network Connections Discovery
Local Account

Domain Account

Query Registry

Credentials from Password Stores
Ingress Tool Transfer

Network Service Scanning

System Network Configuration Discovery
System Network Connections Discovery
Local Groups

Domain Groups

Keylogging

Remote Desktop Protocol

Remote Desktop Protocol

SSH

SSH

Automated Collection

Screen Capture

Exfiltration Over Unencrypted/
Obfuscated Non-C2 Protocol

Archive Collected Data: Archive via Utility

Screen Capture

Automated Collection

Archive Collected Data: Archive via Utility

Exfiltration Over Unencrypted/
Obfuscated Non-C2 Protocol

Keylogging

Screen Capture
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APT3

Incident No:

10

11

Delivery

Spearphishing Link

Obfuscated Files or Information

Spearphishing Link

Obfuscated Files or Information

Spearphishing Attachment

Software Packing

Execution
Windows Command Shell
PowerShell

File Deletion

Hidden Window

PowerShell
Windows Command Shell
File Deletion

Hidden Window

Windows Command Shell

Breach Response Test ® VMware NSX Network Detection and Response

Action Privilege Escalation
File and Directory Discovery
Process Discovery

System Information Discovery DEfElR ACEaue

System Owner/User Discovery

Local Account
File and Directory Discovery
Process Discovery
Domain Accounts
System Information Discovery
System Owner/User Discovery
File and Directory Discovery
Process Discovery
System Information Discovery
Domain Accounts
System Owner/User Discovery

Credentials from Web Browsers

Credentials In Files

Post-Escalation Action Lateral Movement
Scheduled Task
DLL-Sideloading

Remote System) Discovery Remote Desktop Protocol

System Network Configuration
Discovery

System Network Connections Discovery
Keylogging

Registry Run Keys / Startup Folder
SMB/Windows Admin Shares

Data from Local System

LSASS Memory
Windows Service

Permission Group Discovery
SMB/Windows Admin Shares

Data from Local System

5 SE Labs

Lateral Action
Ingress Tool Transfer
Archive via Utility

Exfiltration Over C2 Channel

Local Data Staging

Ingress Tool Transfer
Archive via Utility
Exfiltration Over C2 Channel
Local Data Staging

Ingress Tool Transfer
Archive via Utility

Exfiltration Over C2 Channel

Local Data Staging
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APT29

Incident No:

12

13

14

15

Delivery
Web Services

Spearphishing Link

Obfuscated Files or Information

Spearphishing Attachment
Digital Certificates
Malicious File

Masquerading
Shortcut Modification
Spearphishing Attachment

Malicious File

Shortcut Modification

Spearphishing Attachment

Malicious File

Execution
PowerShell
File Deletion

Non-Applcation Layer Protocol

Windows Command Shell

Deobfuscate/Decode File or
Information

Python
Exploit Public-Facing Attachment
Software Packing

Non-Applcation Layer Protocol

Windows Command Shell

Windows Command Shell

Exploitation for Client Execution

Windows Command Shell

Python

Breach Response Test ® VMware NSX Network Detection and Response

Action

File and Directory Discovery
Process Discovery

System Information Discovery

System Network
Confirguration Discovery

System Owner/User Discovery

File and Directory Discovery
Process Discovery
System Information Discovery

Query Registry

Permission Groups Discovery

File and Directory Discovery
Process Discovery
System Information Discovery

Peripheral Device Discovery

Security Software Discovery

File and Directory Discovery

Process Discovery
System Information Discovery

Query Registry

Security Software Discovery

Privilege Escalation

Bypass UAC

Domain Accounts

Bypass UAC

Domain Accounts

Bypass UAC

Domain Accounts

Bypass UAC

Domain Accounts

Post-Escalation Action

Scheduled Task

Windows Management Intrumentation

Steal or Forge Kerberos Tickets

Remote System Discovery

OS Credential Dumping

Registry Run Keys / Startup Folder
Steal or Forge Kerberos Tickets
Remote System Discovery

Input Capture

Modify Registry

OS Credential Dumping

Input Capture

Modify Registry

Timestomp

Steal or Forge Kerberos Tickets

Registry Run Keys / Startup Folder

Hijack Execution Flow

Create Account
Unsecured Credentials

Permission Groups Discovery

Ingress Tool Transfer

Lateral Movement

SMB/Windows Admin Shares

Pass the Ticket

SMB/Windows Admin Shares

Windows Remote Management

Lateral Tool Transfer

SMB/Windows Admin Shares
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Lateral Action
Automated Collection
Data from Local System

Screen Capture

Exfiltration Over Alternative
Protocol

Email Collection

Exfiltration Over C2 Channel
Data Compressed

Data Encrypted

Data Staged

Data from Local System
Clipboard Data

Screen Capture

Data from Local System
Exfiltration Over C2 Channel
OS Credential Dumping
Exfiltration Over Alternative
Protocol

Clipboard Data

Data from Local System
Ingress Tool Transfer
Timestomp

Automated Collection
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SE Labs Report Disclaimer

1.

The information contained in this report is
subject to change and revision by SE Labs
without notice.

. SE Labs is under no obligation to update

this report at any time.

. SE Labs believes that the information

contained within this report is accurate
and reliable at the time of its publication,
which can be found at the bottom of the
contents page, but SE Labs does not
guarantee this in any way.

. All use of and any reliance on this report,

or any information contained within this
report, is solely at your own risk. SE Labs
shall not be liable or responsible for any
loss of profit (whether incurred directly
or indirectly), any loss of goodwill or
business reputation, any loss of data
suffered, pure economic loss, cost of
procurement of substitute goods or
services, or other intangible loss, or any
indirect, incidental, special or
consequential loss, costs, damages,
charges or expenses or exemplary
damages arising his report in any way
whatsoever.

. The contents of this report does not

constitute a recommendation, guarantee,
endorsement or otherwise of any of the
products listed, mentioned or tested.

. The testing and subsequent results do

not guarantee that there are no errors in
the products, or that you will achieve the
same or similar results. SE Labs does not
guarantee in any way that the products
will meet your expectations,
requirements, specifications or needs.

. Any trade marks, trade names, logos or

images used in this report are the trade
marks, trade names, logos or images of
their respective owners.

. The contents of this report are provided

on an “AS IS” basis and accordingly SE
Labs does not make any express or
implied warranty or representation
concerning its accuracy or completeness.




