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Private Cloud Security in the Face
of Ransomware Onslaught

As ransomware attacks become an inevitability, protecting (o)
applications and workloads in the private cloud is more
important than ever. However, when it comes to

protecting against ransomware with a Zero Trust

architecture, most organizations do not have a robust plan

in place and are left exposed and unprepared.

Gartner Peer Insights and VMWare surveyed 200 IT
and security leaders who are involved in managing
networking or security to understand the security
maturity of organizations’ private cloud.

Data collection: February 20 - April 7, 2022

Respondents: 200 tech decision makers

Varied compliance regulations require varied security solutions

97% of respondents have at least one application that must comply with at least one regulatory
requirement. PCI-DSS (Payment Card Industry Data Security Standard) and HIPAA (Health Insurance
Portability and Accountability Act) are the most common regulatory requirements respondent
organizations must comply with.

Does your organization have at least one application that
must comply with any of the regulations below?

(o) (o) (o) (o) (o) (o) (o)
61% 55% 49% 44% 28% 20% 3%
PCI-DSS HIPAA FISMA SOX GLBA Other regulatory No regulatory
(Payment Card (Health Insurance  (Federal Information  (Sarbanes- (Gramm-Leach- rfﬁ;‘;erzﬁg? EERIASIES
Industry Data Portability and Security Oxley Act) Bliley Act) listed here
Security Standard) Accountability Act) Management Act)
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To maintain compliance, many organizations rely on multiple network security solutions. Despite not
being industry standard, Next-generation firewall (NGFW) hardware and Windows firewall options are
the most popular options. However, it’s worth noting that 87% of respondents are using at least 2
separate technologies.

What network security technology do you use to comply
with the regulatory requirements identified above?

56% 55% A42% 39% 37% 37% 20%

Next-generation Windows Firewall Linux IPTables NGFW virtual Agent-based Hypervisor- Other

firewall (NGFW) appliance micro- based network
hardware segmentation  distributed security
appliance firewall solution

2%

Not applicable

Ransomware is a growing threat in the private cloud

Ransomware is an issue across the board. 68% have experienced ransomware in the past 24 months,
with 37% of respondents reporting 3-6 attacks in that time.

In the past 24 months, how many times has
your organization’s private cloud been attacked
with ransomware (whether successful or not)?

32% 28% 31% 6% 1% 4%

None 1-2 times 3-4 times 5-6 times 7-9 times 10+ times

Organizations that have been attacked
in the past 24 months (n = 137)

40% 45% 9% 1% 5%

1-2 times 3-4 times 5-6times  7-9times 10+ times

Those in the financial services sector appear particularly vulnerable. Only 23% of respondents in this
vertical report that they have not experienced any ransomware attacks in the last 2 years, as compared to
32% overall. Additionally, 42% of respondents report that their organizations have been attacked 3-6 times.

In the past 24 months, how many times has
your organization’s private cloud been attacked
with ransomware (whether successful or not)?
(finance, banking and insurance, n=77)

23% 27% 36% 6% 1% 5%

None 1-2 times 3-4 times 5-6 times 7-9 times 10+ times

In addition to attacks on their own organizations, 55% of respondents are aware of 3-6 peer
organizations who have suffered at least 1 ransomware attack in the last 24 months.

Roughly how many peer organizations are you aware of in
your industry that have been attacked with ransomware at
least once in the last 24 months (whether successful or not)?

30%1-2

9% o

Tech leaders are leveraging zero trust and segmentation to
combat ransomware in the cloud

88% of respondents do not yet have a firm grasp on their Zero Trust plan & implementation.

Where is your organization on
its journey to enable Zero Trust
for workload communications
in the private cloud?

57%

Started
implementation,
but still have a
long way to go

24%

Actively planning,
but haven't
commenced
implementation

10%

Well along in our implementation
and continuing to work on it

2%

Already have a robust Zero Trust
implementation in place

9%

No plans currently

Additionally, tech leaders feel that network
segmentation, micro-segmentation and IDS/IPS are
the top 3 technologies to protect their organizations
from ransomware in the cloud.

Network segmentation

Please rank the following technologies to Micro-segmentation
protect against ransomware in the private
cloud from most to least relevant for your

organization, with the most relevant on top.
IDS/IPS

NTA/NDR
Network sandboxing

Server endpoint protection/
detection and response
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Respondent Breakdown

Region

North America 87%
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EMEA 13%
Title Company Size
Director
45%
VP
34% 31% 36%
10,001+ 1,001 - 5,000
Manager employees employees
21%
33%
5,001 -10,000
employees

Gartner

This content, which provides opinions and points of view expressed by users, does not represent the views of Gartner; Gartner

neither endorses it nor makes any warranties about its accuracy or completeness.

Source: Gartner Peer Insights, Security in the Private Cloud survey

© 2022 Gartner, Inc. and/or its affiliates. All rights reserved.




