Insights derived from

* Aninstall base of more than 210
million devices

* Over 185 million apps analyzed
including applications from app
stores as well as custom apps

* 4.5 billion web items

“We can instantly identify and
monitor advanced cyberattacks
or data breaches on iOS or
Android devices. This increases
employees’ mobility without
compromising safety. All this
happens within the centrally
managed VMware Workspace
ONE platform.”

Petra Cremer

Information Security Consultant
Municipality of Enschede

Overview

Workspace ONE Mobile
Threat Defense

Best-in-class security powered by Lookout

Leverage Al and behavioral insights generated
from the industry’s largest mobile dataset:
The Lookout Security Graph

Behavioral analytics and predictive analytics are foundational to the ability to
effectively detect and respond to threats. Workspace ONE Mobile Threat
Defense protection leverages behavioral insights from an install base of more
than 210 million devices; over 185 million apps analyzed, including applications
from app stores; and 4.5 billion web items.

Lookout algorithms
search the internet
daily to find
websites purpose-
built for phishing,
and countless
custom apps have
been analyzed for
vulnerabilities via the
Lookout API.

Lookout Security Graph

Machine learning based predictive intelligence allows for the detection of both
known and emerging threats.

Lookout: An innovative technology partner

Lookout created the first enterprise mobile security product and has detected
more threats on mobile than any of their competitors combined. Lookout has
discovered more than 1,200 mobile malware families h since 2016. Workspace
ONE Mobile Threat Defense is powered by Lookout.

Overcome mobile security challenges with VMware and
Lookout

Workspace ONE Mobile Threat Defense makes it easier to deploy and manage
mobile security for iOS, iPadOS, Android, and Chrome OS. Direct integration with
the Workspace ONE platform allows for automated remediation and response.
Comprehensive phishing and mobile threat protection can coexist with secure
app tunneling. Aggregate reporting and integrations with third-party solutions
help keep teams informed and engaged. Learn more about Workspace ONE
Mobile Threat Defense here.
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