CUSTOMER SUCCESS STORY

Royal Philips N.V. Achieves
World-Class EDR Capabilities

Royal Philips, N.V. is a global market leader with 34,000
employees in Achieves more than 70 countries, recognized for
their expertise in the development, manufacturing and application
of innovative (LED) lighting solutions. A key objective of their
security strategy was to be able to quickly adapt and stay ahead
of the evolving threat landscape. After Carl Erickson, former chief
information security officer at Philips, launched the organization’s
first security operations center (SOC), his mission was to get to
“world-class response capability.” That meant finding and
deploying a solution providing complete visibility to empower

his team and company to conduct business safely.

Scalable real-time EDR

Philips extensively examined a number of leading endpoint security solutions

against a wide range of attacks. VMware Carbon Black® EDR™, VMware Carbon Black’s
industry-leading solution for high-speed security teams with hybrid deployments, was
the only product they found that gave their SOC a custom level of control over threat
intel sources and was able to support their increasingly mobile user base via a
cloud-based implementation.

Faster detection

Since deploying Carbon Black EDR in 2016, Philips has been able to quickly detect
advanced threats and close security gaps. Company-wide indicator sweeps, which
took weeks to reach 75 percent completion with a previous solution, are now able
to be completed in a fraction of the time.

Conclusion

Leveraging the continuous and centralized data collection by Carbon Black EDR, the
threat hunting team can perform rapid queries on live and historic endpoint data to
identify new, suspicious activity, thereby eliminating the need to acquire a separate
hunting sandbox. Overall, the SOC’s ability to quickly determine if an emerging threat

is present in the environment allows for quicker decision-making by security leadership.
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SECURITY CHALLENGES

Staying ahead of the threat landscape
Needed world-class response capabilities

PRODUCT
VMware Carbon Black EDR

KEY BENEFITS

Custom level of control over threat intel source
Increased detection times

“VMware Carbon Black is
essentially our Swiss
army knife. We can do a
lot of different things with
a lot of information.”

CARL ERICKSON
FORMER CISO, ROYAL PHILIPS N.V.

Discover more companies who have found
success with VMware Carbon Black. Visit:
carbonblack.com/why-cb/customer-success.
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