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Introduction

Welcome to Intrinsic Security For Dummies, your guide to 
using your infrastructure to simplify and strengthen 
your approach to security across any app, any cloud, 

and any device. In this book, we introduce our vision for intrinsic 
security, which closes troublesome gaps that pervade traditional 
approaches to cybersecurity.

Don’t let the compact size fool you. This book is loaded with 
information that can help you understand and capitalize on the 
latest technologies for securing your enterprise. In plain and sim-
ple language, we walk you through

 » The problems with today’s approaches to security

 » The characteristics and advantages of intrinsic security

 » The products and technologies that enable an intrinsic 
approach

 » Steps you can take to get started with intrinsic security

About This Book
The term intrinsic refers to something “belonging to the essential 
nature of a thing” (in the words of Merriam-Webster). That defi-
nition is spot on when it comes to this new approach to securing 
enterprise assets and protecting them from ever-more-insidious 
cyberthreats. The intrinsic approach embeds security into the heart 
of the infrastructure, applications, and other critical components.

As we explain in Chapter  2, an intrinsic approach moves your 
organization beyond the limits of fragmented security that is 
bolted on, siloed, and threat-centric. An intrinsic approach 
empowers a rethink of legacy security, moving your organization 
toward security that is built in, unified, and context-centric. We 
dive more deeply into intrinsic security in Chapter  3, in which 
we explain how this new approach turns the common points of 
security weakness — endpoint, workload, network, identity, and 
cloud — into points of security control.



2      Securing Your Organization from Threats For Dummies, Intrinsic Security Special Edition

These materials are © 2020 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

In Chapter  4, we get more tactical. We highlight key use cases 
that an intrinsic approach to security unlocks, and we call out the 
technologies that enable this strategy in a VMware environment. 
We then wrap things up in Chapter 5 and examine ten great rea-
sons to adopt intrinsic security.

First and foremost, this guide is an educational asset. It’s meant 
to serve as an accessible resource for organizations that seek to 
protect their end-to-end environments with a better approach to 
security — one that is built in, unified, and context-centric.

Foolish Assumptions
In writing this book, we’ve gone out on a limb and made some 
assumptions about you. We assume that

 » You’re an IT or information security (InfoSec) practitioner.

 » You have a basic familiarity with IT security issues and 
products.

 » You’re acutely aware of the pain points pervading the 
cybersecurity landscape.

 » You’re not content with the status quo — you want to 
approach security in new ways to protect and empower your 
digital business.

Icons Used in This Book
To make it easy to navigate to the most useful information, these 
icons highlight key text:

Take careful note of these key takeaway points.

Read these optional passages if you crave a more technical 
explanation.
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Follow the target for tips that can save you time and effort.

Watch out for these potential pitfalls on the road ahead.

Where to Go from Here
The book is written as a reference guide, so you can read it from 
cover to cover or jump straight to the topics you’re most interested 
in. Whichever way you choose, you can’t go wrong. Both paths 
lead to the same outcome — a better understanding of intrinsic 
security in a modern data center and the steps and technologies 
you need to move forward.
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Chapter 1

IN THIS CHAPTER

 » Highlighting the current state of 
cybersecurity

 » Exploring three overarching security 
challenges

 » Introducing the concept of intrinsic 
security

The Current State of 
Cybersecurity

You need to know where you are in order to know where you 
want to go, right? So, in this chapter, we explore the cur-
rent state of cybersecurity and highlight three key reasons 

why the IT field needs an all-new approach to security.

Understanding the Problems with 
Cybersecurity

The current state of cybersecurity is flawed, to put it kindly. A day 
never goes by without news stories on devasting cyberattacks and 
costly security and privacy breaches.

How costly? The average cost of a security breach is now a whop-
ping $3.9 million, according to a study conducted by the Ponemon 
Institute. All the while, attacks are becoming not only more dam-
aging but also harder to detect. Just consider these findings from 
industry researchers:

 » Sixty percent of ransomware now targets critical 
infrastructure.
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 » Ninety percent of attacks are using evasion techniques.

 » The mean time to identify data breaches is 197 days.

In simple terms, the bad guys are picking bigger targets, using 
smarter weapons, and getting better at hiding from commonly 
used security defenses. This is a problem that is only going to 
get worse. Industry observers expect security breaches and attack 
vectors to grow exponentially in the years to come  — despite 
increasing investments in security solutions.

The C-suite (chief executive officer [CEO], chief financial officer 
[CFO], chief operating officer [COO], chief information officer 
[CIO], chief information security officer [CISO], and so on) is tak-
ing note of the growing importance of security — and investing 
accordingly. Cybersecurity is now a top-ten issue in the board-
room, according to research by EY (the global organization of the 
Ernst & Young consulting firm). With this sharp focus on security, 
70 percent of enterprises are increasing their security budgets.

But there’s a catch: Only 40 percent of enterprises believe they 
have a good handle on their security strategy moving forward. A 
big part of the problem is that security strategies are fragmented. 
Different teams are tasked with securing different aspects of the 
enterprise  — from information security (InfoSec) and desktop 
services to network and cloud. That makes a holistic approach 
difficult, as well more complex, given the number of different 
tools used across the enterprise.

The typical enterprise manages more than 80 security products, 
selected from the offerings of more than 3,500 global security 
vendors. This proliferation of security products in the enterprise 
stems from a constant game of catchup, where security teams 
continually deploy additional defense mechanisms to counteract 
the latest cyberthreats.

Despite the use of dozens of security products, the cybersecurity 
problem is never really solved. The attacks keep coming. The data 
and privacy breaches keep happening. And the costs keep rising.
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Identifying Three Big Obstacles
Viewed from the highest level, there are three fundamental prob-
lems with today’s approaches to cybersecurity. The following sec-
tions drill down a bit into each of these.

Security is bolted on
Security products proliferate in an enterprise because security 
teams are brought on as an afterthought. It’s bolted on after 
the infrastructure has been built and the applications have been 
deployed. Unless something changes, the future is likely to bring 
more of the same. Continuing to conduct business in a “scale 
first, security later” mindset will only result in a growing list of 
security add-ons, which in turn will lead to more complexity and 
more problems in the years to come.

Sacrificing long-term security for short-term agility is not a 
worthwhile undertaking. Given the nature of how quickly teams 
are racing to bring new applications and services to market, secu-
rity can easily be compromised. However, the built-in nature of 
intrinsic security stops teams from having to make these sacri-
fices, while addressing the needs of both IT and security teams.

Security is siloed
Although InfoSec teams typically spearhead security, they 
shouldn’t be the only groups involved. Instead of relying on sep-
arated pods of security teams, organizations must implement a 
unified security approach that provides a holistic overview of the 
vulnerability landscape. Simply put, an organization needs a col-
lective effort distributed across infrastructure, desktop services, 
network, DevOps teams, and more.

And here’s another problem: The various toolsets these teams use 
are just as siloed as the teams themselves. There are typically dif-
ferent processes, systems, and tools for:

 » Remediation and vulnerability management

 » Validation for hardening

 » Firewalls, secure access, and encryption for prevention



8      Securing Your Organization from Threats For Dummies, Intrinsic Security Special Edition

These materials are © 2020 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

 » Intrusion detection and endpoint detection and response 
(EDR)

 » Antivirus protection

Everything lives in its own silo, despite the interconnected nature 
of the use cases and the need for integrated tools that feed data to 
each other. What’s wrong with this picture? Just about everything.

Security is too threat-centric
The adage “you can’t manage what you don’t understand” holds 
true for security. If you don’t have an adequate understanding of 
the applications, data, and supporting infrastructure, it’s nearly 
impossible to establish an effective security posture. Unfortu-
nately, the security industry has done the opposite. It focuses 
heavily on threat hunting without first attaining a thorough 
understanding of the environment.

To that end, companies are still pouring money into the reactive 
side of cybersecurity. Industry research underscores this point. 
Drawing on a report published by CB Insights, the VMware Security 
team was able to deduce that 72 percent of security investments 
focus on identifying and reacting to threats, while 28 percent 
focus on reducing the attack surface. With this threat-centric 
focus, the processes for aligning controls, correlating alerts, and 
investigating warnings have become painfully disjointed.

MAKING SECURITY A TEAM SPORT
As threats of attacks and breaches grow in sophistication, it’s more 
important than ever for both Security and IT functions to adopt a uni-
fied approach to security. Despite collaboration efforts, these teams 
remain “frenemies.” So, how do organizations make security a team 
sport rather than a siloed activity executed by an isolated Security 
team?

According to a commissioned study conducted by Forrester 
Consulting on behalf of VMware, consolidated IT and security strate-
gies lay a foundation for future success. Forrester surveyed 1,451 
manager level and above respondents and interviewed eight CIOs 
and CISOs to further explore this topic. Only one-third of respondents 
said their security solutions are mostly or completely integrated.
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It’s Time for a New Approach
Clearly, today’s fragmented approaches to security aren’t work-
ing. The long-running practice of throwing new security products 
and patches at emerging treats has led to an incredible amount of 
complexity and risk, while providing only temporary fixes. The 
big problem remains, like the proverbial elephant in the room 
that no one talks about.

So, where do companies go from here? They have to rethink — 
and reinvent  — cybersecurity in the enterprise. To get beyond 
the extreme limitations and extraordinary risks of fragmented 
approaches to security, they need to consolidate their approaches 
to security.

Rather than being an afterthought — a mindless bolted-on agent 
that is introduced to mitigate the latest breach — security must 
be built in. It should be able to leverage the existing infrastructure 
to deliver and support applications without compromising vis-
ibility and configured policies.

This, in a few words, is the idea behind the concept of intrinsic 
security, which we explore in Chapter 2.

Security should be an intrinsic component of your environment — 
something that is built in and not bolted on.
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Chapter 2

IN THIS CHAPTER

 » Exploring the concept of intrinsic security

 » Highlighting the three key characteristics 
of intrinsic security

 » Thinking differently about security

Explaining Intrinsic 
Security

In this chapter, we explain the concept of intrinsic security and 
how it differs from the legacy approaches in Chapter 1, which 
don’t work very well for most companies. We show you how the 

intrinsic approach transforms security from being bolted on, 
siloed, and threat-centric to being built in, unified, and 
context-centric.

Intrinsic Security: It’s Not  
Business as Usual

Intrinsic security is a fundamentally different approach to secur-
ing your business than you may have seen before. It’s not a prod-
uct, or a tool, or a bundle for your organization. It’s a strategy for 
leveraging your infrastructure and control points in new ways. 
It works in real time, across any app, any cloud, and any device, 
so you can shift from a reactive security posture to a position of 
strength.

An intrinsic approach helps your organization strengthen your 
security defenses, from endpoint to cloud. This new approach 
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is made possible by leveraging capabilities built into your infra-
structure. These capabilities unify your security and IT teams by 
providing the right intelligence and knowledge to harden your 
posture and accelerate response times.

These are among the benefits of having greater visibility into your 
apps, users, and devices. You can then combine that visibility with 
leading threat detection and response capabilities to enable a bet-
ter approach to security — across the enterprise.

Intrinsic security isn’t about ripping and replacing. It is about 
using what you have in new ways, so you can bring your teams, 
tools, and processes together to accelerate prevention, detection, 
and responses to threats with the right context and insights.

Head over to VMware’s Cybersecurity Insights channel to hear 
VMware Chief Operating Officer Sanjay Poonen talk about the 
case for intrinsic security and why it’s now even more impor-
tant. Watch the video at www.vmware.com/cybersecurity- 
insights-2020.html.

Three Key Qualities of Intrinsic Security
Intrinsic security is characterized by three key qualities:

 » Security is built-in.

 » Security is unified.

 » Security is context-centric.

This approach is the opposite of the characteristics that plague 
the legacy approaches to security (see Chapter 1):

 » Security is bolted-on.

 » Security is siloed.

 » Security is threat-centric.

Figure 2-1 provides a graphical comparison of the two approaches.

The following sections take a closer look at the three key qualities 
of intrinsic security.

https://www.vmware.com/cybersecurity-insights-2020.html
https://www.vmware.com/cybersecurity-insights-2020.html
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Security is built-in
Rather than strengthening security via various stand-alone prod-
ucts, an intrinsic approach maximizes security controls built 
directly into the infrastructure.

This intrinsic approach is very different from an integrated 
approach to security. Integrated security takes a hardware-based 
firewall and repackages it as a blade in a switch. Although deploy-
ing security that way may be more convenient, it doesn’t improve 
the firewall’s capabilities.

In contrast, an intrinsic approach reimagines how much more 
effective security can be when empowered by virtualization. It’s 
not about repackaging hardware firewall as a blade in a switch 
(or some other form factor). It’s about building those firewalling 
controls directly into your networking infrastructure, so you can 
segment traffic or protect specific workloads even as you provide 
access to vital corporate resources.

Intrinsic security is not another piece of hardware; it’s built 
directly into your software. You can both manage your infrastruc-
ture and harden your security posture from the same place. By 
leveraging the virtual layer, intrinsic security enables you to use 
your existing infrastructure to protect your workloads, endpoints, 

FIGURE 2-1: An intrinsic approach replaces security that is bolted on, siloed, 
and threat-centric with security that is built in, unified, and context-centric.
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and networks, whether they’re on-premises or in the cloud — all 
while gaining greater visibility and control over policies that pro-
tect your organization.

Built-in security provides unprecedented visibility into the threat 
environment. It enables security and IT teams to have fewer 
products, agents, and interfaces to oversee, simplifying manage-
ment, reducing room for error, and freeing teams to collaborate 
more productively.

Security is unified
An intrinsic security approach brings the two teams together. It 
enables security professionals to use data and events from IT, and 
it enables operations teams to more effectively control threats 
and policies. This unified approach leverages the virtual, cloud, 
and mobile fabrics to provide richer insights about applications 
and the infrastructure.

By bringing together the knowledge and insights used by security 
and IT teams, all stakeholders in the security process can collab-
orate more and increase their agility when it comes to responding 
to new vulnerabilities and active threats.

Security is context-centric
We believe intrinsic security should provide you with rich context 
not just about threats, but also about what you’re protecting — 
your apps, workloads, network, workspaces, and clouds.

Context-centric security means you know not just the port or 
protocol, but also behaviors and intended actions, including net-
work traffic flows, app processes, data, users, and access points. It 
equips your organization with powerful intelligence that enables 
people to understand the following points quickly:

 » What workloads compose this application?

 » How do they communicate?

 » What network services do they consume?

 » What users are connecting to those applications?

 » What devices are they using?

 » What is the posture of those devices?
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Ultimately, intrinsic security marries threat, infrastructure, and 
application contexts to establish a single source of the truth, 
greater visibility, better control, and increased collaboration.

Thinking Differently about Security
As we note in Chapter 1, bolted-on solutions, siloed teams, and 
threat-centric approaches are problematic. They drag down the 
performance of your security teams, hamper internal collabo-
ration, and compromise the effectiveness of security strategies. 
Despite growing IT investments in security, studies show that the 
likelihood of getting breached is growing steadily each year. It 
seems that the only thing rising faster than enterprise security 
spend are security losses. Given the rising risks and losses, it’s 
clear that we need to start thinking differently about security.

Security doesn’t need a new product, but a new approach. Most 
of the innovation over the past decade has focused on identify-
ing and reacting to different types of attacks and then adding 
additional products or agents to address those vectors. There has 
been very little innovation in building security into, hardening, 
and ultimately using infrastructure to prevent threats in the first 
place.

At VMware, we believe that the only way forward combines these 
two facets — detecting and responding to threats and hardening 
infrastructure. Hardening the infrastructure enables your organi-
zation to leverage unique control points, creating better visibility 
to detect, identify, and prevent threats. This strategy is the way 
to unlock big — not just incremental — change in the industry.

In Chapter 3, we dive further into this topic, exploring the five 
points of security vulnerability and the importance of infrastruc-
ture in intrinsic security.
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Chapter 3

IN THIS CHAPTER

 » Highlighting points of control

 » Noting the advantages of an intrinsic 
approach

 » Explaining how virtualization enables 
intrinsic security

Securing Five Points of 
Control

If you know where your system vulnerabilities are, you’ll know 
what you need to manage in order to get them under control. In 
this chapter, we highlight five points of control in IT domains, 

each of which is also a point of vulnerability. We note the pitfalls 
of relying on different point products from different vendors to 
secure these points of control, and we explain the advantages of a 
more holistic approach — intrinsic security.

Identifying the Five Points of Control
In today’s IT environments, there are five critical points of con-
trol: endpoint, workload, network, identity, and cloud. Security 
breaches at any one of these points can be devastating.

To protect the enterprise, IT and security teams need to meet 
diverse needs. For example:

 » The information security (InfoSec) team needs to ensure that 
endpoints and workloads are secure. They need to harden 
these systems to prevent malware and non-malware attacks. 
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And they need to detect and contain what manages to 
bypass their prevention.

 » The desktop services team needs the processes in place to 
ensure only the right devices are connecting to internal 
resources. They need to confirm that the device can be 
trusted and authenticate the user who is looking to connect.

 » The network team needs to secure the traffic between 
systems without slowing down the business. They need to 
detect and block malicious internal network traffic and 
ensure that the network is segmented into compartments to 
effectively disrupt lateral movement.

 » The cloud team needs to ensure that public cloud environ-
ments are hardened to prevent those environments from 
becoming easy attack targets.

An intrinsic approach to security addresses all these needs. It 
delivers

 » Endpoint security that hardens device posture and authenti-
cates users

 » Workload security that hardens workloads based on 
behavior and intended usage of those systems

 » Network security that controls traffic through segmentation 
based on applications and workloads, delivers secure 
network access, and inspects traffic for anomalous behavior 
and vulnerabilities

 » Identity security that hardens device posture and verifies the 
authenticity of the user who is using a device

 » Cloud security that hardens public cloud configurations

Organizations typically rely on various hardware-centric security 
solutions from various vendors to cover each of the five points of 
vulnerability. This leads to security fragmentation, siloed groups, 
and management complexity.

In this disjointed world, the typical enterprise has many isolated 
security products that offer no to low value outside of the point 
problem they address. And then, to further complicate an already-
complicated problem, all the different management and config-
uration tasks that come with these products deepen the siloes in 
security efforts.
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And all the while, attackers can take advantage of the siloed views 
in security to move easily from stealing a user’s credentials to 
running commands on an endpoint, and then move laterally to 
workloads, public cloud environments, and across the network.

Taking a Unified Approach to Security
An intrinsic approach enables your organization to overcome 
many of the challenges brought by a proliferation of point prod-
ucts and traditional, hardware-centric approaches to security.

Intrinsic security calls for a single, virtualized platform that cov-
ers all five points of vulnerability. This unified platform enables 
you to control your infrastructure and harden your security pos-
ture all from a centralized console. And just like that, these points 
of vulnerability become points of control, as shown in Figure 3-1.

FIGURE 3-1: An intrinsic approach builds security into your infrastructure to 
turn these five points of vulnerability into points of control.
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Why Virtualization Is the Key
The infrastructure virtualization layer sits in the ideal place to 
provide deep visibility into apps, data, endpoints, workloads, net-
works, and more. This layer cannot be compromised easily from 
within an app or operating system process.

By leveraging the virtual layer, an intrinsic approach to secu-
rity allows your organization to use your existing infrastructure 
to protect your IT domains  — whether on-premises or in the 
cloud — while gaining greater visibility and control over policies 
that protect your business.

The intrinsic approach is a natural fit for a VMware environment. 
With decades of virtualization expertise, VMware is in a unique 
position to serve as the foundation for, and bring the right camera 
angles to, each of the five key control points. No other company 
can deliver this level of built-in visibility and control across the 
entirety of an enterprise.

In Chapter 4, we take a closer look at how intrinsic security in a 
VMware environment turns the five points of vulnerability into 
points of control.
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Chapter 4

IN THIS CHAPTER

 » Understanding VMware’s security 
solutions

 » Highlighting some intrinsic security use 
cases

 » Discovering high-level product 
capabilities

 » Seeing the benefits of a holistic platform

Use Cases for Intrinsic 
Security

L 
ooking for a solution to the security problems we’ve been 
talking about so far in this book? We’ve got you covered.

In this chapter, we explain how the VMware security port-
folio serves as a single platform that turns the five points of  
vulnerability  — endpoint, workload, network, identity, and 
cloud — into points of control. In this discussion, we call out use 
cases for securing endpoints, workloads, networks, workspaces, 
and public clouds.

Introducing the VMware Security 
Portfolio

An intrinsic approach builds security into your infrastructure to 
turn points of vulnerability into points of security control. This 
approach is enabled by the VMware security portfolio, which 
serves as a single security platform that addresses common vul-
nerability points.
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This holistic approach enables your organization to more effec-
tively detect and respond to threats and expand visibility and 
controls to harden infrastructure and keep emerging threats at 
bay. It dramatically simplifies and strengthens your approach to 
security across apps, clouds, and devices.

The VMware security portfolio covers all the key control points 
of intrinsic security: endpoints, workloads, networks, workspaces 
(including identity), and public clouds. The complementary prod-
ucts in the portfolio enable your organization to leverage your 
infrastructure to provide adaptive protection for your apps and 
data, regardless of their location or movement, and seamlessly 
secure your data centers, clouds, and endpoints. And you can do it 
all while giving your users the flexibility and freedom to work as 
they wish. Figure 4-1 provides an overview.

Securing Endpoints
Let’s start by seeing what intrinsic security can do for your  
endpoints  — the points at which individual users and devices 
connect to the system. In this domain, use cases include identi-
fying the attack surface, preventing malicious activity, detecting 
the rare attack that gets through, and responding before it esca-
lates to a data breach.

In a VMware environment, endpoint security leverages the same 
cloud-native platform to provide system hardening and preven-
tion combined with threat detection and response capabilities 

FIGURE 4-1: The VMware security portfolio covers all the key control points of 
intrinsic security.
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against advanced attacks. These capabilities are delivered by 
VMware Carbon Black Cloud.

VMware Carbon Black Cloud is a cloud-native endpoint protec-
tion platform (EPP) that combines the intelligent system hard-
ening and behavioral prevention needed to keep emerging threats  
at bay, using a single lightweight agent and an easy-to-use 
console.

Protecting endpoints
The majority of today’s cyberattacks now encompass tactics such 
as script-based attacks, lateral movement, island hopping, and 
counter-incident response, among other forms of attacks.

Script-based attacks are a system infiltration technique wherein 
attackers use ubiquitous tools like Microsoft PowerShell or  
Windows Management Interface (among others) to insert mali-
cious code via obfuscated script commands. These scripts often 
escape notice or are flagged as low-level alerts by many preven-
tion tools because they take advantage of common IT business 
tools, mirroring business-as-usual processes.

Lateral movement refers to various techniques cyberattackers use 
to progressively move through a network, searching for targeted 
key data and assets. Lateral movements usually occur after an ini-
tial breach at an endpoint often through a script-based attack. 
Basically, when attackers find a way in, they then try to extract 
more information and access sensitive resources by moving 
throughout the network.

Island hopping describes how cyberattackers compromise smaller 
organizations to go after larger organizations and companies that 
are higher up in the supply chain.

Counter-incident response refers to attackers who adjust their tac-
tics to avoid incident response (IR) actions that they detected in 
initial attacks.

Advanced ransomware, malware, and services for sale on the dark 
web compound the challenges of protecting endpoints, as does an 
unprecedented collaboration among nation-states. These realities 
pose a tremendous risk to organizations that have decentralized 
systems for protecting high-value assets, including money, intel-
lectual property, and state secrets.
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To protect against the most advanced threats, including non-
malware attacks and lateral movement of attacks from server to 
sever in the data center, VMware Carbon Black Cloud:

 » Analyzes more than 1 trillion security events per day to 
proactively uncover attackers’ behavior patterns and 
empower defenders to detect and stop emerging attacks

 » Collects comprehensive endpoint activity data, because 
attackers intentionally try to “look normal” to hide their attacks.

 » Analyzes attackers’ behavior patterns to detect and stop 
never-before-seen attacks

 » Employs multiple protection layers, including heuristics, powerful 
analysis engines, machine learning models, and behavioral 
endpoint detection and response (EDR) to analyze endpoint data 
in order to detect, prevent, and remediate cyber threats.

Whereas other endpoint security products may simply collect a 
data set related to what is “known bad,” VMware Carbon Black 
Cloud collects comprehensive endpoint activity data, so you have 
the full context.

Increasing visibility and 
hardening endpoints
Security and IT operations teams often have no reliable way to 
audit current system state at scale across an entire enterprise. 
That leads to increased risks of breaches, prolonged compliance 
audits, an inability to make informed remediation decisions, and 
unnecessary spending on infrastructure maintenance.

To gain greater control, security and IT operations teams need 
to assess the current state of their endpoints and workloads to 
further minimize risk and operational cost, and then remediate 
efficiently. However, it’s very difficult for IT teams to track drift 
over time and maintain proper IT hygiene without the ability to 
gather specific endpoint details in real time.

Intrinsic security in a VMware environment addresses these 
challenges. It makes it easy for your teams to automate ongo-
ing reporting on patch levels, to inventory assets, and to check 
the environment for unwanted programs. For example, VMware 
Carbon Black Cloud Audit and Remediation, a real-time assess-
ment and remediation solution, helps close the gap between your 
security and infrastructure teams. It allows your administrators 
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to perform comprehensive investigations and remote remedia-
tions, all from a single cloud-based platform.

This solution also helps you avoid emergency situations in which 
security teams are forced to play catchup because there is lim-
ited time to perform in-depth audits and evaluate potential risks. 
The VMware Carbon Black Cloud Audit and Remediation solution 
allows your administrators to automate ongoing reporting on 
patch levels, user privileges, disk encryption status, and more in 
order to track configuration drift and maintain the desired state 
of your ever-changing environment over time.

Reducing operational complexity
Most organizations have many point security products that 
attempt to stop each category of attack across every attack vector. 
The result is unmanageable complexity and an added burden for 
your security and IT teams. Siloed tools and teams create huge 
challenges for any organization looking to install an effective 
endpoint and workload protection process. For example:

 » Disparate consoles provide conflicting partial information.

 » Driving remediation from what is learned in an investigation 
requires a great deal of translation across teams and tools.

 » Having dozens of agents increases the challenge of always 
having them operational and hurts the end-user experience 
on a daily basis.

To overcome these challenges, the VMware Carbon Black Cloud con-
solidates multiple endpoint and workload security capabilities using 
one endpoint agent and console. This cuts the management head-
aches and console thrashing required when responding to potential 
incidents. It also minimizes downtime when you’re responding to 
incidents and returns critical CPU cycles to the business.

Even better, the platform helps your organization gain efficiency 
and speed with open application programming interfaces (APIs) 
and prebuilt integrations with leading security tools for seamless 
unification with the rest of your security stack.

How Carbon Black Cloud protects 
endpoints
Let’s take a closer look at the endpoint protection capabilities 
in VMware Carbon Black Cloud. This software solution offers 
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protection for endpoints and workloads across three major parts 
of the ongoing security life cycle: identifying risk, preventing 
attacks, and detecting attacks.

Identifying risk
VMware Carbon Black Cloud helps you identify the attack surface 
by baselining the system configurations and approved software.

Carbon Black Cloud enables your team to:

 » Ensure that you’re installing on clean systems that aren’t 
already infected with malware and comply with your 
organization’s ideal state for that type of device .

 » Gain visibility into the composition and configuration of 
systems in order to identify risk and reduce the attack 
surface.

 » Run queries on a regular cadence for continuous monitoring, 
with flexibility to work around any maintenance windows or 
high-usage time periods.

Preventing attacks
VMware Carbon Black Cloud helps your security teams prevent 
malicious activity, such as malware execution and non-malware 
attack techniques. It delivers layered prevention that empowers 
your organization to:

 » Stop known and unknown malware through enhanced 
exploit prevention, machine learning, and file reputation.

 » Disrupt never-before-seen attacks with behavioral analytics 
and ransomware decoys that expose the malicious activity.

 » Easily adapt prevention to the behaviors in the environment, 
both desired and otherwise.

 » Respond in real-time in the console with remote shell 
capabilities so you can take action while attacks occur.

Detecting attacks
VMware Carbon Black Cloud helps your organization detect the 
rare attack that gets through and respond before it escalates to 
a data breach. It delivers endpoint protection that enables your 
security teams to:
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 » Proactively hunt for threats with recordings of all events, 
enriched with context and indicators for what appears to be 
suspicious activity.

 » Detect anomalous activity with the latest threat intelligence 
and frequency analysis, informing you when something is 
highly uncommon across the globe.

 » Turn the actions you take to contain any incident into system 
hardening and behavioral prevention rules to stop the 
incident from happening again.

Securing Workloads
Industry research indicates that servers are the number-one asset 
category involved in data breaches. Protecting server workloads is 
the foundation of strong data center security.

An intrinsic security approach helps your IT and security teams 
protect your workloads with sophisticated software designed to 
identify risk, prevent attacks, and detect and respond to attacks. 
Security is built into the infrastructure everywhere workloads are 
deployed, with capabilities for deep inspection of the workloads 
and the associated network traffic.

In a VMware environment, workload protection is enabled with 
the capabilities of VMware Carbon Black Cloud Workload. Intro-
duced in September 2020, this new software solution is specifi-
cally designed for security and infrastructure teams that need to 
secure modern workloads running on the VMware vSphere server 
virtualization platform.

VMware Carbon Black Cloud Workload delivers agentless protection 
for vSphere workloads. It’s easy to operationalize and significantly 
reduces the attack surface and strengthens the security posture. It 
combines foundational workload hardening, vulnerability manage-
ment, and IT hygiene with leading-edge prevention, detection, and 
response capabilities to offer comprehensive workload protection.

Eliminating the trade-off between security and operational sim-
plicity, VMware Carbon Black Cloud Workload increases visibility 
and provides a single source of truth for infrastructure and secu-
rity teams to enable collaboration and accelerate your responses 
to vulnerabilities and threats.
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In the following sections, we look at some use cases for this 
groundbreaking workload security product.

Identifying risks and vulnerabilities  
on server workloads
An intrinsic approach to security in a VMware environment 
enables your organization to proactively identify risks and points 
of vulnerability in your workloads.

With the capabilities of VMware Carbon Black Cloud Workload, 
your organization can make risk-prioritized vulnerability assess-
ment accessible to both IT and security teams. The software helps 
you understand the current state of more than 1,500 artifacts on 
any workload and run ongoing assessments to track IT hygiene. 
When things aren’t right, you can take immediate action with 
live, remote access.

VMware Carbon Black Cloud Workload is designed to be built into 
your infrastructure, running as agentless plug-in on the vSphere 
virtualization platform. Among other capabilities, it allows your 
security and infrastructure teams to:

 » Gain visibility into appliance health, inventory status, and 
install workflow.

 » See a risk-prioritized list of known vulnerabilities that exist 
across your environment.

 » Understand vulnerability context with risk scores and links to 
the National Vulnerability Database (NVD).

 » Enable your information security (InfoSec) team to collabo-
rate with your virtualization administrators to address 
known vulnerabilities.

Preventing attacks on servers
Drawing on the capabilities of VMware Carbon Black Cloud Work-
load, an intrinsic approach to security hardens workloads based 
on the behavior and intended usage of the systems running the 
workloads.

The software helps you stop malware by combining exploit pre-
vention, machine learning, and file reputation capabilities. At the 
same time, it enables your efforts to shut down unknown attacks 
with behavioral analytics and ransomware decoys. And all the 
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while, it makes it easy to adapt prevention to detected behavior 
in your environment.

Hardening servers
One way to prevent attacks on servers is to harden them with 
real-time workload assessment and remediation. To that end, 
VMware Carbon Black Cloud Workload allows your security and 
infrastructure teams to:

 » Easily audit current system state to track security posture 
and harden workloads.

 » Understand the current state of more than 1,500 artifacts on 
any workload.

 » Run ongoing assessments to track IT hygiene and take 
immediate action with live, remote access.

 » Gain visibility into operations hygiene; indicators of compro-
mise (IOCs); tactics, techniques, and procedures (TTPs); and 
ordinary events that occur on the system.

 » Share visibility between security and IT teams.

Implementing agentless Next-Generation 
Antivirus
To help prevent attacks, VMware Carbon Black Cloud Work-
load replaces legacy antivirus approaches with agentless Next- 
Generation Antivirus (NGAV). This positions your organization to:

 » Analyze attacker behavior patterns over time to detect and 
stop never-before-seen attacks.

 » Block known and unknown threats, including malware, 
fileless attacks, and “living-off-the-land” attacks that exploit 
features and tools that are installed on the target systems.

Detecting and responding to attacks  
on servers
An intrinsic approach to security builds detection and response 
capabilities into the infrastructure itself. In a VMware envi-
ronment, detection and response capabilities are enabled via a 
console and a lightweight agent that doesn’t impact end-user 
performance.
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With the console view and the capabilities of VMware Carbon 
Black Cloud Workload, your security and infrastructure teams can

 » Proactively hunt for abnormal workload activity using threat 
intelligence and customizable detections.

 » Enhance your visibility with suspicious workload events 
highlighted.

 » Detect anomalous activity with threat intelligence and 
frequency analysis.

 » Feed response actions directly back into hardening and 
prevention.

Ensuring Network Security
Among other use cases, intrinsic security helps you prevent lat-
eral movement of threats from workload to workload, bolster 
application security, and protect distributed users and applica-
tions against internal and external threats at all levels — from 
networks and data to applications and users.

In a VMware intrinsic security environment, these capabilities are 
delivered by VMware NSX Service-defined Firewall, VMware NSX 
Advanced Load Balancer (by Avi Networks), and VMware SD-WAN 
by VeloCloud.

Preventing lateral threat movement
To secure data and other assets, your IT and security teams need 
to prevent lateral movement of malicious traffic within your data 
center. For that, you need a purpose-built distributed internal fire-
wall, which is very different from a bolted-on perimeter firewall.

VMware helps your organization prevent lateral movement of 
threats with the capabilities of VMware NSX Service-defined Fire-
wall. The NSX Service-defined Firewall reduces the attack surface 
inside the network perimeter by utilizing a micro-segmentation 
approach. Unlike perimeter firewalls that must filter traffic from 
an unlimited number of unknown hosts, the NSX Service-defined 
Firewall has the advantage of deep visibility into the hosts and 
services that generate network traffic. This deep visibility is made 
possible by security that is built in, not bolted on.
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NSX Service-defined Firewall, as shown in Figure 4-2, does the 
following:

 » Provides a distributed “scale-out” internal firewall that 
protects all east–west traffic — or traffic that moves from 
workload to workload across the data center.

 » Delivers network security that is intrinsic to the  
infrastructure — it’s built in, not bolted on.

 » Simplifies the security deployment model.

 » Includes distributed analytics and distributed intrusion 
detection and prevention (IDS/IPS).

SEGMENTATION 101
Segmentation divides a computer network into smaller parts. By doing 
so, network security personnel can prevent unauthorized users and 
malicious attackers from gaining access to valuable assets. In essence, 
segmentation allows network architects to form a second perimeter 
of defense around smaller chunks of the network. This prohibits 
attackers from simply penetrating the perimeter and acquiring com-
plete access to sensitive information.

FIGURE 4-2: Unlike perimeter firewalls, internal firewalls inspect east–west 
traffic that moves laterally across the data center.
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There are five critical requirements for internal firewalling in the 
data center, which we explain next.

Distributed, granular enforcement
Although it’s acceptable for a traditional perimeter firewall to 
block traffic based on ports, protocols, and IP addresses, internal 
firewalls need to operate at a more granular level. Using a three-
tier application as an example, an internal firewall permits traffic 
between the web tier and the app tier, and between the app tier 
and the database tier, but it will block traffic going straight from 
the web tier to the database tier, which deviates from the norm. 
In contrast, a traditional firewall won’t be able to impose such 
granular control.

Scale and throughput
If an enterprise were to use traditional firewalls for east–west 
traffic, it would need to deploy an absurd number of firewalls  
to meet its throughput requirements. Needless to say, this  
would result in increased cost and complexity. A distributed 
internal firewall, however, is elastic by nature and can support 
autoscaling as workloads are spun up or down. This is a more  
cost-effective approach that delivers both scalability and 
performance.

TRADITIONAL FIREWALLS VERSUS 
INTERNAL FIREWALLS
Traditional firewalls provide perimeter-based security that pertains to 
north–south traffic. North–south traffic moves in and out of an organ-
ization’s network and, thus, represents a much smaller percentage of 
the overall traffic on the network in comparison to east–west traffic. 
As seen in Figure 4-2, east–west traffic moves laterally across the data 
center, including workload-to-workload traffic. Today, as monolithic 
applications are rearchitected into distributed applications, the 
amount of east–west traffic far surpasses that of north–south traffic. 
Internal firewalls are designed to granularly inspect this east–west 
traffic.

The key takeaway: Traditional firewalls must be supplemented with 
internal firewalls!
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Infrastructure impact
When a traditional firewall solution is used to monitor east–west 
traffic, the traffic must pass through a centralized appliance, 
which creates a hairpin pattern (see Figure 4-3).

Hairpinning is incredibly inefficient and greatly increases com-
plexity in the data center by

 » Creating unnecessary performance choke points in the 
network and potential points of failure

 » Backhauling as much as 60 percent of all network traffic 
across firewalls, adding congestion and latency on the 
network

 » Contributing to firewall rule sprawl and performance 
bottlenecks because security administrators are increasingly 
reluctant to modify or remove complex rulesets when 
workloads are decommissioned, fearful of causing an outage 
or security breach

FIGURE 4-3: Firewalling east–west traffic in a traditional design causes 
hairpinning.
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Alternatively, a distributed internal firewall is not limited by a 
central checkpoint. In a distributed architecture, enforcement sits 
closer to the data itself, which eliminates bottlenecks and other 
latency issues.

Intra-application visibility
Traditional perimeter firewalls lack the level of visibility required 
to enforce granular policies at the workload level because they 
don’t see the communication patterns between workloads and 
microservices that comprise modern, distributed applications. On 
the other hand, an internal firewall can automatically determine 
the communication pattern between workloads and microservices 
and can make appropriate security recommendations.

Policy life cycle and mobility management
When traditional perimeter firewalls are used as internal firewalls, 
network operators must manually create and modify new security 
policies each time a workload is created, moved, or decommis-
sioned. The management plane of internal firewalls, however, 
automatically adjusts security policies when workloads are modi-
fied. It supports stateful workload mobility across the infrastruc-
ture, seamlessly forwards traffic to the new location, and allows 
security policies to move with the workload’s virtual machine.

Bolstering application security
Web application firewalls (WAFs) are a critical component  
of application security and should be the default in every appli-
cation stack. There’s a catch, though: WAFs are hard to deploy 
due to policy complexity, lack of visibility, and poor performance/ 
scalability issues.

VMware offers a better way forward. The intelligent web appli-
cation firewall (iWAF) security feature embedded in VMware 
NSX Advanced Load Balancer (Avi Networks) avoids the draw-
backs associated with traditional WAFs. VMware’s iWAF design 
is characterized by comprehensive security, ease of use, automa-
tion, rich visibility, and elastic scalability. The solution packages 
multi-cloud load balancing, iWAF, application analytics, and con-
tainer ingress services into a single software-defined platform.
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At a high-level, here are the leading security capabilities of 
VMware NSX Advanced Load Balancers:

 » Distributed denial-of-service (DDoS) protection, URL filtering, 
allow lists, application rate limiting, and auto scale-out 
(including bursting to public cloud) to maintain performance 
in the immediate aftermath of volumetric attacks and to 
deliver a first line of defense against common web applica-
tion attacks

 » Positive security with learning mode on to detect anomalies 
from more surgical moves in the second wave of attacks

 » Signature-based detection to catch OWASP Top Ten attacks 
such as SQLi and XSS by matching core Carrier Routing 
System (CRS) or app-specific rules

The iWAF component is designed with a distributed web applica-
tion security fabric to enforce security through closed-loop ana-
lytics and application learning mode that covers

 » OWASP CRS protection

 » Support for compliance regulations, such as the Payment 
Card Industry Data Security Standard (PCI DSS), the Health 

THE COMPLEXITY OF WEB 
APPLICATION FIREWALLS
Enterprises generally view WAFs as a complex component of the  
security landscape. Aside from regulatory reasons that mandate 
organ izations to deploy WAFs, there is a severe lack of pervasive 
deployment. Policy management for WAFs is a complex process, usu-
ally characterized by an excruciating number of configuration knobs.

Additionally, WAFs are CPU-intensive operations, and the traditional 
approach to installing on-premises WAFs requires buyers to purchase 
a box that perfectly matches the application’s security needs to mini-
mize cost. And here is where things get tricky. Until the application is 
deployed, it’s impossible to identify the capacity a WAF should sup-
port. This means it’s likely that the buyer either spends more than 
necessary or purchases a box not potent enough for the needs at 
hand.
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Insurance Portability and Accountability Act (HIPAA), and the 
General Data Protection Regulation (GDPR)

 » Signature-based detection

 » Learning mode with positive security

In addition, Avi PULSE cloud services provide new threat updates, 
including IP reputation and CRS signatures.

These cloud services reduce false positives with advanced security 
analytics, detection, and enforcement modes. Additionally, iWAF 
provides an optimized security pipeline to maximize the effi-
ciency for traditionally resource-intensive operations.

And here’s the icing on the cake: You get all this with real-
time app security insights and analytics that provide actionable 
insights on performance, end-user interactions, and security 
events in a single dashboard with end-to-end analytics visibil-
ity. These capabilities can be essential for immediate responses 
to attacks.

Protecting distributed users and  
applications against internal and  
external threats
Distributed users and applications face constant threats, from 
both internal and external sources. The combination of capabili-
ties in VMware Workspace One and VMware SD-WAN by Velo-
Cloud helps your security teams take control of these threats and 
protect distributed users and applications against internal and 
external threats from all levels.

VMware SD-WAN can unify network and application security 
policies for branch and remote workers. The solution provides 
a comprehensive suite of security features, including contextual 
access, network security, application protection, and network 
separation to align with the latest in Zero Trust concepts.

VMware Secure Access Service provides a unified, secure access 
experience for branch, campus, and mobile clients by combin-
ing SD-WAN and Workspace One technology from VMware. 
Workspace One endpoints connect to the VMware SD-WAN 
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Cloud Gateways for mobile users and use device posture and risk 
scores to automate security responses, including packet capture 
and additional introspection. The VMware Secure Access Ser-
vice extends the same onsite-like experience to remote users on 
managed devices. This allows organizations to offer a consistent, 
optimal, and secure application access to all its users irrespective 
of whether they’re onsite or in a remote location.

VMware SD-WAN by VeloCloud provides

 » Unified edge and cloud security through a single vendor 
solution that encompasses integrated policies and monitor-
ing for a secure, optimized, enhanced application access 
experience:

• A cloud-based multi-tenant Secure Access Service Edge 
(SASE) platform that contains industry-leading SD-WAN, 
Zero Trust network access (ZTNA), secure web gateway 
(SWG), and cloud access security broker (CASB) function-
alities into a single point of presence (PoP)

• A secure web gateway that provides web policy control, 
advanced anti-malware, and remote browser isolation 
(RBI)

• The ability to leverage VMware Workspace ONE to 
provide unified secure access experience for branch, 
campus, and mobile clients

 » Flexible security options at branch edge, in the data center, 
and in the cloud, allowing for connection to third-party 
security services in addition to the intrinsic security services

 » Streamlined certification and compliance process as VMware 
SD-WAN is PCI DSS 3.2-certified

 » The scalability and robust security of a public key infrastruc-
ture (PKI) with the consolidated management of an inte-
grated certificate server, secure onboarding of devices, and 
revocation management
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Workspace Security
VMware Workspace Security delivers on the vision of intrin-
sic security by combining Workspace ONE and the Carbon Black 
Cloud. We have the ability to turn points of vulnerabilities into 
points of control by incorporating user, device, and application 
information with intelligent risk management and behavioral 
prevention, detection, and response. Furthermore, it enables 
compliance and threat data to drive intelligence-based actions to 
identify and remediate threats effectively.

Workspace Security analyzes millions of systems, behavior, and 
real-time threat signals to enforce compliance, secure applica-
tions and information, and block malware and attack to ensure a 
secure digital workspace.

A “SASSY” SECURITY MODEL
The Secure Access Service Edge (SASE) is a new security model defined 
by Gartner specifically to address the security challenges that organiza-
tions are now facing. SASE — pronounced “sassy” — combines SD-WAN  
capabilities with network security functions: Zero Trust Network Access 
(ZTNA), secure web gateway, cloud access security broker (CASB), and 
firewall as a service (FWaaS).

The VMware SASE platform is architected to leverage the power of the 
cloud while minimizing complexity at the edge. It offers a one-stop 
shop for easy-to-consume networking and security service, with a sin-
gle place for business policy management and control. The VMware 
SASE platform:

• Extends the enterprise perimeter and delivers enhanced security 
for distributed users and applications by merging cloud network 
with cloud security into a single, holistic solution

• Prioritizes mission-critical applications

• Simplifies operations through automated policy-based deploy-
ment, troubleshooting, and management

• Administers web and network security

• Provides secure, optimized connectivity for enterprise users 
anywhere
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VMware Workspace ONE is an intelligence-driven digital work-
space platform that enables your organization to simply and 
securely deliver and manage any app on any device. Workspace 
ONE integrates access control, application management, and 
multi-platform endpoint management into a single platform that 
is available as a cloud service or an on-premises deployment.

VMware Carbon Black Cloud is a cloud-native EPP that combines 
the intelligent system hardening and behavioral prevention needed 
to keep emerging threats at bay, using a single lightweight agent 
and an easy-to-use console. Other endpoint security products only 
collect a data set related to what is “known bad,” but the VMware 
Carbon Black Cloud continuously collects comprehensive endpoint 
activity data because attackers intentionally try to “look normal” 
in order to hide their attacks. It then analyzes attackers’ behavior 
patterns to detect and stop never-before-seen (Zero Day) attacks.

VMware bundles the capabilities of these two products into a 
solution called VMware Workspace Security. Among other use 
cases, the components of this solution enable Zero Trust security, 
distributed workforce initiatives, and consolidation of endpoint 
agents and security vendors.

Enabling Zero Trust security
Traditional methods of security were developed in a perimeter-
bound world and assume implicit trust for anybody inside an 
organization’s network. This is akin to the “castle and moat” 
approach where the focus is almost always on building the “moat” 
to keep the bad guys out, via technologies such as virtual private 
networks (VPNs) and network access controls.

But that was all yesterday. Today, the network perimeter as we know 
it has dissolved with the advent of technologies such as mobility 
and cloud. This means we need a new approach to security — one 
that relies on continuous verification of compliance and can protect 
applications and data irrespective of where they’re being accessed 
from and on which devices. Zero Trust does exactly that.

Zero Trust is a security model with a set of guidelines aimed at 
providing end-to-end security to enterprises, even as IT embraces 
new technologies such as mobility and cloud. It relies on the con-
cept of continuous verification of device compliance and user 
identity prior to granting access to enterprise applications and 
data with minimum required privilege.
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A VMware intrinsic security environment enables a Zero Trust 
approach to security. This “always verify, never trust” approach 
to security leverages capabilities for risk-based conditional 
access, integrated multi-factor authentication, application tun-
neling, and threat detection and response. As compared to tra-
ditional methods of security, with Zero Trust there are dynamic 
decision points that verify trust and influence access levels to 
enterprise applications and data.

Securely supporting distributed  
workforce initiatives
The workplace is changing — fast. To stay productive in today’s 
world, employees have new needs.

Heterogenous device support
Support for heterogeneous device environments is now required. 
Devices in the enterprise are increasingly a mix of corporate-
owned, shared, and employee-owned (bring your own device, or 
BYOD), which adds to the complexity of effectively managing and 
securing those disparate endpoints. To add even more complex-
ity, support for heterogeneous devices brings the parallel need to 
support multiple operating systems.

Support for a myriad of applications
At the same time, we’re seeing a proliferation of applications. In 
the typical enterprise work environment, employees use a mix 
of application types, incorporating Windows, SaaS, and mobile 
apps, during the average working day. Just consider these find-
ings: Enterprises will develop and deploy 37 new applications in 
the next 12 months. This rapid pace of development represents a 
20.5 percent increase in the number of custom applications that 
are deployed at the average enterprise today. As people become 
more comfortable with digital services and a remote-first work 
lifestyle, their expectation for how IT services (apps included) are 
delivered is also evolving. Having complete application oversight 
across all endpoints and users is now critical.

Protection beyond perimeters
All the while, the security perimeter is dissolving. This is due in 
part to increasing workforce business continuity requirements 
and employees’ changing workstyles. At the same time, increas-
ing device heterogeneity and the maturity of cloud technology 
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are leading to the development of apps that are used as a ser-
vice. As a result, a cloud edge that provides ubiquitous security, 
regardless of location, is replacing the traditional perimeter. For 
highly distributed workforces, the boundaries of the network edge 
go all the way to employees’ homes. Supporting a remote work-
force requires a modern, flexible network and access strategy that 
extends to this new edge.

An intrinsic approach
An intrinsic approach to security recognizes that the workplace 
has changed, and that remote, flexible workstyles are now the 
norm. Intrinsic security allows IT and security teams to secure 
anywhere access from corporate or employee-owned devices to 
SaaS, mobile, web, and virtualized apps and desktops.

In a VMware environment, these capabilities are supported by 
VMware Workspace Security. It combines unified endpoint man-
agement (UEM) and EPPs to provide comprehensive endpoint 
visibility and actionable insights through a single dashboard. 
Workspace Security analyzes millions of systems, behaviors, and 
real-time threat signals to enforce compliance, secure applica-
tions and resources, and block malware and attack vectors. These 
capabilities are key to ensuring a secure digital workspace.

Consolidating endpoint agents and 
security vendors
In today’s data centers, we’re seeing an ever-increasing number 
of security point products and agents. This is a reflection of the 
fragmentation in the cybersecurity space, where there are thou-
sands of vendors across many product categories.

Adding point products to solve specific or ad hoc security require-
ments can be extremely cumbersome. Teams may have to stitch 
together hundreds of disparate offerings from different vendors 
without much, if any, consolidation of tools and management 
interfaces. This proliferation of tools leads to more complexity, 
more configurations to maintain, and visibility gaps across the 
enterprise. These gaps make it more difficult to understand how 
to secure the systems you need to protect.

To combat today’s rapidly evolving and highly sophisticated 
cyberthreats, organizations need a new security strategy, not 
more point products and agents. That’s intrinsic security.  
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An intrinsic security environment built around the VMware  
portfolio enables your organization to reduce the number of  
point products, agents, and vendors across device life-cycle man-
agement, mobile device management, and endpoint security.

The power of two
When you combine the capabilities of Workspace ONE and Carbon 
Black Cloud, your organization gains the ability to turn points of 
vulnerabilities into points of control. You can incorporate user, 
device, and application information with intelligent risk manage-
ment and behavioral prevention, detection, and response. Even 
better, this combination enables compliance and threat data to 
drive intelligence-based actions to identify and remediate threats 
effectively.

In this section, we take a look at how your team can leverage the 
integration of VMware Workspace ONE Intelligence and Carbon 
Black Cloud to extend endpoint protection and threat remedia-
tion. Here’s an example of how this integration works.

Let’s start with Workspace ONE UEM, which manages device 
and security policies to increase the security of the endpoint. 
UEM manages the deployment of Carbon Black Cloud to ensure 
extended protection against attacks on every managed device.

As the user starts using the device, Carbon Black Cloud identi-
fies threats and immediately remediates based on the Carbon  
Black Cloud policies applied to the device. Those identified threats 
are sent to Carbon Black Cloud for advanced analysis and to pro-
vide your administrators with visibility into what’s going on in 
the environment.

The reported threats generate notifications that are part of a con-
tinuous query by Workspace ONE Intelligence and stored as part 
of the Intelligence Cloud Service.

Intelligence has a built-in automation engine that evaluates 
incoming threat data against defined rules to take automatic 
action on security issues. For example, you can define an auto-
mation action that will remove a per-app VPN profile from the 
device. That type of action will call a UEM API to achieve the result 
on the device.
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You can also take other types of action on the device to protect 
your environment. For example, you can put the device in quar-
antine, which isolates a vulnerable device from your corporate 
network and limits the communication with only Carbon Black 
Cloud.

VMware Workspace Security brings together two leading-edge 
digital workspace and endpoint security platforms:

 » VMware Workspace ONE combines risk-based conditional 
access control with UEM to help your organization proac-
tively secure the digital workspace of users, apps, and 
endpoints.

 » VMware Carbon Black Cloud provides a cloud-native EPP 
that helps your team block malware, fully investigate and 
contain attacks, and expand protection globally using a 
single lightweight agent and easy-to-use console.

Securing a Public Cloud Environment
According to Gartner, through 2025, 99 percent of cloud secu-
rity failures will be the customer’s fault and 90 percent of the 
organizations that fail to control public cloud use will inappropri-
ately share sensitive data. That should scare you, especially given 
the speed at which organizations are moving critical functions to 
cloud environments.

Account hijacking, unauthorized user access, and data breaches 
are some of the biggest threats to the security of application 
infrastructure and data in public clouds. Over the last several 
years, most of these cloud security breaches can be attributed to 
configuration errors and simple mistakes that company insiders 
make in the cloud. Due to the dynamic nature of cloud environ-
ments and the distributed usage across different development 
teams, information security teams often find it difficult to mon-
itor security risks, scale best practices, and ensure governance 
across cloud deployments.

Additionally, with hackers also using automation to discover and 
exploit cloud misconfiguration vulnerabilities, InfoSec teams 
need an intrinsic approach that helps them harden infrastructure 
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configurations and fix issues before a hacker finds them. For 
public cloud security teams, VMware delivers these capabilities 
through CloudHealth Secure State, an intelligent SaaS platform 
for managing security and compliance risks across multiple cloud 
providers.

The following sections cover three key security use cases that can 
help your organization in your public cloud journey.

Improving cloud security and  
compliance posture
CloudHealth Secure State helps InfoSec teams proactively detect, 
manage, and fix cloud misconfigurations associated with public 
cloud infrastructure at near real-time speed. Unique to the solu-
tion is an interconnected cloud security model and an intermedi-
ate data layer that leverages cloud APIs, change events, and native 
threat data to help organizations model entire multi-cloud envi-
ronments in a single place.

The service automatically applies to this data lake a set of best 
practices from security and compliance benchmarks such as Cen-
ter for Internet Security (CIS), National Institute of Standards 
and Technology (NIST), GDPR, PCI, SOC 2, and HIPAA, as well 
as organization-specific custom policies to surface violations that 
increase risk. InfoSec teams can quickly visualize misconfigured 
resources, identify other assets that can be exposed through these 
misconfigured resources, and track historical changes to get a 
better understanding of overall risk. As objects, data, and rela-
tionships change, the service intelligently detects new violations 
in near real time and enables users to send alerts or initiate auto-
mated actions to immediately eliminate security risk.

The security violation example in Figure  4-4 shows the pres-
ence of a shared Secure Shell (SSH) key pair between multiple  
Amazon Elastic Compute Cloud (EC2) instances with different lev-
els of administrative access. Sharing the key pair isn’t necessarily 
a security risk. However, the risk is that one of the instances that 
shares the key is routable from the Internet gateway. If hackers  
break into this instance through a brute-force attack, they can use 
the same key to access the connected instance with administra-
tive access and break into the cloud account. By helping to reduce 
simple as well as complex connected security misconfigurations, 
CloudHealth Secure State can help your organization improve 
your overall cloud security and compliance posture.
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VMware cloud security solutions have helped detect more than  
10 million security and compliance violations across multiple  
public cloud environments.

Embracing DevSecOps to shift-left 
security
Rapidly adopting DevOps methodologies alongside cloud comput-
ing has helped many organizations speed up developer productiv-
ity and improve the pace at which they deliver new application 
improvements. It’s not uncommon for a developer team to make 
hundreds of code changes every day and consume infrastructure 
that’s ephemeral in nature.

However, verifying the security implication of these changes 
reactively can be a key barrier to developer productivity. Switch-
ing context to recollect what could’ve gone wrong, finding a solu-
tion to correct the configuration mistakes, and finally testing the 
entire deployment to ensure everything works correctly can be 
very frustrating. Additionally, if the life cycle of what’s deployed 
is a few minutes or hours, security can’t afford to take days to 
detect and notify risks.

CloudHealth Secure State’s real-time security finding and reme-
diation APIs can help security teams identify and fix mistakes 
proactively through integration with continuous integration and 
continuous delivery (CI/CD) pipelines in DevSecOps processes. 

FIGURE 4-4: A security violation chain with misconfiguration context.
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Resolving misconfigurations proactively can help your organiza-
tion reduce the number of security issues introduced into produc-
tion infrastructure and more effectively manage risk.

The pipeline setup example in Figure 4-5 shows an integration 
with CloudHealth Secure State’s findings API to look for security 
violations as soon as a deployment is triggered. Rather than test 
and enforce all security policies, the security team can selectively 
look for common mistakes that they want developers to avoid.

Ensuring that data in Microsoft SQL Server instances are always 
encrypted is one such example. If someone accidently deploys an 
instance without enabling encryption, the service can immedi-
ately detect the violation, fail the build, and send a notification 
to the developer to enable encryption. If desired, security can 
also automatically enable encryption and redeploy the SQL Server 
instance with the correct configuration change.

Prioritizing threats and running 
investigations
Cloud-native services monitoring threats and anomalies can flood 
security operations and IR teams with a high volume of security 
alerts that can be hard to manage. CloudHealth Secure State helps 
security teams prioritize key threats by correlating alerts with 
service misconfigurations on the same objects.

FIGURE 4-5: CI/CD pipeline integration to detect and remediate cloud 
misconfigurations.



CHAPTER 4  Use Cases for Intrinsic Security      47

These materials are © 2020 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

For example, an organization may experience multiple SSH brute-
force attacks on different servers in the cloud. However, if one of 
those servers is also connected to an identity and access man-
agement (IAM) role that could give an attacker access to a criti-
cal database, CloudHealth Secure State will intelligently assign 
violations on that server with a higher risk score compared to 
other servers that are not connected to other objects but receive 
similar threats. By correlating threats with misconfigurations,  
CloudHealth Secure State can help security operations teams 
manage risk more effectively.

Besides cloud-native services, many security operations teams 
also use specialized security information and event management 
(SIEM) solutions to monitor cloud threats. These teams can also 
leverage CloudHealth Secure State’s integration with platforms 
such as Splunk to streamline visibility and analyze CloudHealth 
Secure State’s security findings alongside threat events they  
analyze in the preferred platform of their choice.

After a threat has been identified, CloudHealth Secure State can  
further help investigate the blast radius of security incidents. IR 
teams can quickly use CloudHealth Secure State’s APIs or Explore 
module (see Figure 4-6) to search objects and understand what 
else is connected to those objects.

FIGURE 4-6: Security investigations with Explore.



48      Securing Your Organization from Threats For Dummies, Intrinsic Security Special Edition

These materials are © 2020 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

For example, if an investigator is concerned that a particular key 
pair has been compromised accidentally, she can quickly run an 
Explore search with the key pair as the point of interest. From 
there, the investigator can expand the view to build out a map of 
instances that use this key pair, as well as the security groups, 
to find other assets that could have been compromised in this 
incident.
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Chapter 5

IN THIS CHAPTER

 » Exploring the business case

 » Highlighting high-level benefits

 » Showcasing new possibilities

Ten Great Reasons to 
Adopt Intrinsic Security

To build a business case for moving ahead to intrinsic secu-
rity, your team needs to be able to clearly articulate the 
benefits of this transformation. In this chapter, we dive into 

this business-oriented discussion, highlighting ten great reasons 
to adopt intrinsic security in a VMware environment.

Protecting the Brand
Security breaches that compromise sensitive corporate and cus-
tomer information can be devastating to a company’s reputation. 
They can lead to horrible headlines, lost customers, falling stock 
prices, and regulatory sanctions. Intrinsic security can help your 
enterprise protect your brand by enabling faster responses to 
attacks and preventing attacks from happening in the first place.

Ultimately, it’s all about reducing the attack surface to make 
sure attackers can’t get access. It’s also about making it less 
likely that they can do any damage if they do slip in. To do this 
effectively, you need to have visibility into and control over your  
infrastructure — and that’s where VMware excels.
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Responding Faster to Attacks
The breadth and depth of intrinsic security can help your organi-
zation detect and respond to a wide range of threats, from viruses, 
malware, and ransomware to different types of breaches and new 
and emerging threats. For example, automated remediation capa-
bilities enable your teams to respond faster when attacks have 
been identified by blocking network communications, quarantin-
ing virtual machines, and taking other proactive actions.

Preventing Attacks from Happening
While helping your organization respond faster to attacks, intrin-
sic security can also help stop threats from happening in the first 
place. For example, this new approach to security enables your 
efforts to harden your infrastructure, ensure that your systems 
are patched, put strong policies in place, gain visibility into net-
work traffic, and make sure that your users and devices are com-
pliant. These are all keys to preventing attacks.

Simplifying Security
A built-in approach simplifies security by using software virtu-
alization to make security intrinsic to your infrastructure and the 
applications and data that it supports. This approach leverages 
the infrastructure you already have in place to help your team 
deliver and support your applications, gain visibility into your 
environment, and better control security policies to protect your 
business.

Why should you need to install and manage something else to 
understand what your apps, data, and users are doing? That 
understanding should already be available to you based on what 
you already have installed — an integral component of your com-
pute, network, storage, endpoints, and end-user devices.

With the built-in approach, you have fewer products, agents, and 
interfaces to manage, making security less complex and reduc-
ing the chances for error. The intrinsic approach allows you to 
simplify and operationalize your policies across heterogenous 
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environments — on-premises, public cloud, cloud-native, edge, 
mobile devices, and more.

Enabling Collaboration
Security is a team sport. It’s not done just by your information 
security (InfoSec) team. It leverages the strengths of InfoSec, 
infrastructure, networking, desktop services, and cloud teams. 
But today, in a typical environment, those teams are all incredibly 
siloed. Your security teams have one set of products, your infra-
structure teams have another set of tools, and so on. And their 
workflows are not well integrated either, which further compli-
cates your security model. These teams don’t even operate on the 
same single source of the truth, and that negatively impacts your 
security posture tremendously.

An intrinsic approach to security helps you move past the limita-
tions of fragmented security processes. It moves your organiza-
tion from a siloed model to a unified model. With a unified model, 
your teams, tools, and technologies can share information and 
implement security workflows more effectively.

Working together in the same holistic environment:

 » Your InfoSec team can harden, prevent, detect, and respond 
to endpoints and workloads with advanced security 
functions.

 » Your network security team can control traffic through 
segmentation, access, and traffic inspection.

 » Your desktop team can apply endpoint security, posture, and 
access controls with an exceptional user experience.

 » Your cloud team can harden your public cloud security 
policies and configurations to enable compliance.

Understanding the Full Scope of Threats
When it comes to new and emerging security threats, sim-
ply understanding the threat isn’t enough. You also need to 
understand the context that surrounds the threat, including the 
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applications, the data, and the infrastructure that everything 
resides upon. Intrinsic security gives you this context-centric 
view, which is key to protecting what you most want to protect — 
your applications and data.

Gaining Control of All Points of 
Vulnerability

Intrinsic security in a VMware environment turns five points 
of vulnerability  — endpoint, workload, network, identity, and 
cloud — into points of control. This is a benefit of a unified, vir-
tualized platform that enables you to control your infrastructure 
and harden your security posture all from the same place. And like 
that, these points of vulnerability become points of control.

Strengthening Your Compliance Posture
Intrinsic security in a VMware environment helps you detect secu-
rity misconfigurations, monitor compliance, and scale best prac-
tices to teams using public clouds such as Amazon Web Services 
(AWS) and Azure. The VMware solution helps your organization 
visualize and correlate risk due to misconfigurations, threats, and 
resource relationships. At the same time, it allows you to work 
proactively to verify security and avoid risky misconfigurations 
known to cause security breaches. These are all keys to maintain-
ing legal and regulatory compliance.

Integrating Your Existing Security 
Solutions

An intrinsic approach enables you to integrate your current secu-
rity solutions while gaining the freedom of choice that comes 
with open application programming interfaces (APIs) and a broad 
ecosystem. This approach turns isolated islands of security into 
a more cohesive whole that brings together the technology and 
insights used by your security and IT teams.
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The intrinsic approach helps your teams collaborate more effec-
tively, and it increases their speed and agility when responding 
to new vulnerabilities or active threats. This benefit of a unified 
security approach leverages cloud, application, and device infra-
structure to provide richer insights about applications and the 
infrastructure that supports them.

Leveraging a Better Approach to Security
In an age of nonstop cybersecurity threats, security solutions 
should be built into the environment that needs protection, not 
applied as a layer on top. They should use contextual information 
to help prevent attacks. And they should help simplify manage-
ment by unifying administrative tools and bringing together dis-
parate teams involved in security.

Intrinsic security gives you all of this. In comparison to bolted-
on, siloed, and threat-centric approaches, intrinsic security that 
is built in, unified, and context-centric is arguably a much better 
approach to securing your enterprise.
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Appendix
Resources

Ready for a deeper dive into the details of intrinsic security? 
Here are some educational resources packed with valuable 
insights.

Reports
“Simplify and Strengthen Your Strategy with Intrinsic Security”

www.vmware.com/content/dam/learn/en/amer/fy21/
pdf/602330_WW_21Q2_WebForm_VCN_NS_NSXTrailBlz_
EN_20220722.pdf

Learn how to deliver an “always verify, never trust” approach 
to security, utilizing risk-based conditional access, integrated 
multi-factor authentication, application tunneling, and threat 
detection and response.

“Forrester Research: How a Unified IT and Security Strategy Lays 
a Foundation for Success”

www.vmware.com/content/dam/learn/en/amer/fy21/
pdf/517001_VMware_Forrester_TLP_Main_Report__
FINAL_042420.pdf

Download this Forrester study to find out why companies need 
technologies that support both IT and security’s needs, simplify-
ing operations and reducing the number of security breaches.

“VMware Carbon Black 2020 Cybersecurity Outlook Report”

https://cdn.www.carbonblack.com/wp-content/uploads/
VMWCB-Report-2020-Cybersecurity-Outlook.pdf

In this report, we use key data from cyberattacks seen over the 
last year to tell a clear story about how attackers are evolving and 

https://www.vmware.com/content/dam/learn/en/amer/fy21/pdf/602330_WW_21Q2_WebForm_VCN_NS_NSXTrailBlz_EN_20220722.pdf
https://www.vmware.com/content/dam/learn/en/amer/fy21/pdf/602330_WW_21Q2_WebForm_VCN_NS_NSXTrailBlz_EN_20220722.pdf
https://www.vmware.com/content/dam/learn/en/amer/fy21/pdf/602330_WW_21Q2_WebForm_VCN_NS_NSXTrailBlz_EN_20220722.pdf
https://www.vmware.com/content/dam/learn/en/amer/fy21/pdf/517001_VMware_Forrester_TLP_Main_Report__FINAL_042420.pdf
https://www.vmware.com/content/dam/learn/en/amer/fy21/pdf/517001_VMware_Forrester_TLP_Main_Report__FINAL_042420.pdf
https://www.vmware.com/content/dam/learn/en/amer/fy21/pdf/517001_VMware_Forrester_TLP_Main_Report__FINAL_042420.pdf
https://cdn.www.carbonblack.com/wp-content/uploads/VMWCB-Report-2020-Cybersecurity-Outlook.pdf
https://cdn.www.carbonblack.com/wp-content/uploads/VMWCB-Report-2020-Cybersecurity-Outlook.pdf


56      Securing Your Organization from Threats For Dummies, Intrinsic Security Special Edition

These materials are © 2020 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

what defenders are (and should be) doing to evolve their own 
behaviors.

“Intrinsic Security: How to Unify and Accelerate Endpoint Secu-
rity Across the Enterprise”

https://cdn.www.carbonblack.com/wp-content/uploads/
VMWCB-Whitepaper-Intrinsic-Security.pdf

This paper provides a road map for putting your cybersecurity 
program on solid footing. By implementing unified security at 
the core control layers — endpoints, networks, identity systems, 
clouds, and the workloads running on them — enterprise teams 
can reduce risk and costs while also meeting business goals.

“The Total Economic Impact of VMware Carbon Black Cloud”

https://cdn.www.carbonblack.com/wp-content/uploads/
VMWCB-Study-The-Total-Economic-Impact-of-VMware- 
Carbon-Black-Cloud.pdf

Learn more about how switching to the VMware Carbon Black 
Cloud can benefit your organization and lead to a 379 percent 
return on investment over three years.

“To Enable Zero Trust, Rethink Your Firewall Strategy”

www.vmware.com/content/dam/learn/en/amer/fy21/
pdf/482143_VMware_Forrester_SDF.pdf

Learn why using traditional firewalls to protect the internal net-
work is ineffective and how restrictive network security policies 
block developer agility.

“Intelligent Web Application Firewall (iWAF): Point-and-Click 
Simplicity for Web Application Security”

https://info.avinetworks.com/hubfs/Avi_Website_ 
Resource_Center/intelligent-web-application-firewall- 
solution-brief.pdf

Discover how you can leverage a comprehensive stack of appli-
cation security featuring an intelligent web application firewall 
(iWAF) to protect vulnerable servers against web application 
attacks while ensuring a fast, scalable, and secure application 
experience.

https://cdn.www.carbonblack.com/wp-content/uploads/VMWCB-Whitepaper-Intrinsic-Security.pdf
https://cdn.www.carbonblack.com/wp-content/uploads/VMWCB-Whitepaper-Intrinsic-Security.pdf
https://cdn.www.carbonblack.com/wp-content/uploads/VMWCB-Study-The-Total-Economic-Impact-of-VMware-Carbon-Black-Cloud.pdf
https://cdn.www.carbonblack.com/wp-content/uploads/VMWCB-Study-The-Total-Economic-Impact-of-VMware-Carbon-Black-Cloud.pdf
https://cdn.www.carbonblack.com/wp-content/uploads/VMWCB-Study-The-Total-Economic-Impact-of-VMware-Carbon-Black-Cloud.pdf
https://www.vmware.com/content/dam/learn/en/amer/fy21/pdf/482143_VMware_Forrester_SDF.pdf
https://www.vmware.com/content/dam/learn/en/amer/fy21/pdf/482143_VMware_Forrester_SDF.pdf
https://info.avinetworks.com/hubfs/Avi_Website_Resource_Center/intelligent-web-application-firewall-solution-brief.pdf
https://info.avinetworks.com/hubfs/Avi_Website_Resource_Center/intelligent-web-application-firewall-solution-brief.pdf
https://info.avinetworks.com/hubfs/Avi_Website_Resource_Center/intelligent-web-application-firewall-solution-brief.pdf
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“Mitigating Cloud Security & Compliance Risks with VMware 
Secure State”

www.cloudhealthtech.com/sites/default/files/pdf/ 
solution-brief/solution-brief-mitigating-cloud- 
security-and-compliance-risks-with-vmware-secure- 
state.pdf

Find out more about how you can reduce misconfigurations, 
monitor malicious activity, and prevent unauthorized access with 
VMware Secure State.

“VMware Workspace ONE: Consumer simple. Enterprise secure.”

www.vmware.com/content/dam/digitalmarketing/vmware/
en/pdf/products/workspace-one/vmware-workspace-one- 
datasheet.pdf

Learn how VMware Workspace ONE enables you to securely 
deliver and manage any app on any device by integrating access 
control, application management, and multi-platform endpoint 
management.

Videos
Intrinsic Security: How Your VMware Infrastructure Can Turn 
the Tide in Cybersecurity

https://youtu.be/5A2_TWkYnYc

Learn about the latest advancements in the VMware portfolio, and 
see a live attack demo that shows how various components are 
coming together to solve the security problem.

Lightboard Video: Tom Corn Breaks Down Intrinsic Security

https://youtu.be/LSdwqmAVfhE

What is intrinsic security? How is it different than traditional 
enterprise security? How does intrinsic security technology work? 
And how does this new approach impact IT, developers, and secu-
rity teams? Tom Corn, Senior Vice President and General Manager 
of Security Products at VMware, breaks it down in this Lightboard 
video.

https://www.cloudhealthtech.com/sites/default/files/pdf/solution-brief/solution-brief-mitigating-cloud-security-and-compliance-risks-with-vmware-secure-state.pdf
https://www.cloudhealthtech.com/sites/default/files/pdf/solution-brief/solution-brief-mitigating-cloud-security-and-compliance-risks-with-vmware-secure-state.pdf
https://www.cloudhealthtech.com/sites/default/files/pdf/solution-brief/solution-brief-mitigating-cloud-security-and-compliance-risks-with-vmware-secure-state.pdf
https://www.cloudhealthtech.com/sites/default/files/pdf/solution-brief/solution-brief-mitigating-cloud-security-and-compliance-risks-with-vmware-secure-state.pdf
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/products/workspace-one/vmware-workspace-one-datasheet.pdf
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/products/workspace-one/vmware-workspace-one-datasheet.pdf
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/products/workspace-one/vmware-workspace-one-datasheet.pdf
https://youtu.be/5A2_TWkYnYc
https://youtu.be/LSdwqmAVfhE
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Rethink the Way You Secure Your Organization with Intrinsic 
Security

https://youtu.be/ovZglPdka6c

Tune into this session from the RSA Conference to hear how mak-
ing security intrinsic can unlock new advantages and make life 
easier for security practitioners.

Cybersecurity Insights: Security as a Team Sport

www.vmware.com/cybersecurity-insights-2020.html

Hear thought leaders discuss how executing on a common IT and 
security strategy improves their organizations’ security postures.

Introduction to VMware NSX

www.youtube.com/user/vmwarensx

Learn how NSX virtualizes network functions to bring network-
ing and security closer to where the applications run, whether it’s 
virtual machines, containers, or bare metal.

Protect Application Security with VMware NSX Advanced Load 
Balancer

https://avinetworks.com/intelligent-web-application-
firewall

Check out the comprehensive security application stack, from 
distributed denial-of-service (DDoS) to web application firewall, 
to bolster your security defense against web application attacks.

Secure Your Network for Scale and the Cloud

www.velocloud.com/sd-wan-resources/webinars/
secure-your-network-for-scale

Security is a critical requirement for enterprises as they rely more 
on the Internet for wide area networking, leverage the cloud for 
applications and services, and adopt new software-defined wide 
area networking (SD-WAN) and network function virtualization 
(NFV) technologies for increased agility. In this webinar, you’ll 

https://youtu.be/ovZglPdka6c
https://www.vmware.com/cybersecurity-insights-2020.html
https://www.youtube.com/user/vmwarensx
https://avinetworks.com/intelligent-web-application-firewall
https://avinetworks.com/intelligent-web-application-firewall
https://www.velocloud.com/sd-wan-resources/webinars/secure-your-network-for-scale
https://www.velocloud.com/sd-wan-resources/webinars/secure-your-network-for-scale
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learn about new approaches with SD-WAN that both strengthen 
and simplify your security posture.

VMware End-User Computing

www.youtube.com/c/VMwareEndUserComputing

Take a close-up look at VMware Workspace ONE, an integrated 
platform that empowers the digital workspace by combining a 
consumer-simple experience with enterprise-class security.

Websites
VMware Intrinsic Security Solutions

www.vmware.com/security.html

Learn how to leverage your infrastructure to protect apps and 
data from endpoint to cloud.

VMware Endpoint and Workload Security

w w w . v m w a r e . c o m / s o l u t i o n s / s e c u r i t y /
endpoint-workload-security

Explore ways to prevent, detect, and respond to advanced attacks 
with a cloud-native platform for endpoints and workloads.

VMware Network Security Solutions

www.vmware.com/security/network-security.html

Learn how to deliver distributed firewalling and advanced threat 
protection for users, applications, and data across multi-cloud 
environments.

VMware Workspace Security Solutions

www.vmware.com/security/workspace-security.html

See how you can deliver a complete endpoint security solution 
by combining unified endpoint management (UEM) with threat 
detection and response capabilities.

https://www.youtube.com/c/VMwareEndUserComputing
https://www.vmware.com/security.html
http://www.vmware.com/solutions/security/endpoint-workload-security
http://www.vmware.com/solutions/security/endpoint-workload-security
https://www.vmware.com/security/network-security.html
https://www.vmware.com/security/workspace-security.html
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VMware Cloud Security Solutions

www.cloudhealthtech.com/products/vmware-secure-state

Get a close-up look at how your organization can help your public 
cloud teams mitigate risk through intelligent, real-time security 
insight to proactively address threats across cloud platforms.

https://www.cloudhealthtech.com/products/vmware-secure-state
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