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Introduction

We live in a multicloud world where application workloads require a highly resilient
and flexible infrastructure: the kind of infrastructure that enables users to move those
workloads freely between data centers, as well as between private and public clouds,
with minimal downtime and without having to replatform. Business today demands
the flexibility to choose where to run workloads as well as the option of the private
or public cloud. VMware believes that the key to realizing this kind of highly resilient
and flexible environment is in the adoption of a software-defined approach to IT
infrastructure. We call this the Software-Defined Data Center (SDDC). The SDDC

is the architecture for the modern hybrid cloud. The VMware SDDC is extensively
tested, validated, and automated through VMware Cloud Foundation™ for a turnkey
product approach. Cloud Foundation can be both deployed on premises, as part of
a private cloud, and hosted by cloud providers, as a public cloud offering.

A Cloud Foundation deployment is only the start. Customers have large numbers

of existing, mission-critical workloads already running in their data centers. As they
work to transition their data centers into private clouds and possibly to look to adopt
public clouds, they must be able to migrate these existing workloads off their legacy
infrastructure and into the new SDDC. This white paper provides an overview of the
available migration options and enables readers to understand the pros and cons of
each option to help determine which is best suited to pursue the fastest path to the
hybrid cloud.

Scope

The workload migration examples in this document are based on a migrating-to-
multicloud operational model using the components of the VMware SDDC. This
model enables users to run application workloads in any cloud based on the
VMware SDDC, whether that cloud is on premises or with a public cloud service
provider. Regardless of which cloud is chosen, this document provides an overview
of the migration options available and the technical guidance to complete the
installation, configuration, and operational procedures for migrating application
workloads into a true hybrid cloud.

Migration Strategy

Business drivers—cost, data security, data locality, compliance, burst capacity,
consolidation, mergers and acquisitions, and many others—ultimately impel
placement decisions regarding application workloads. There is no “one size

fits all” migration approach. Each customer is unique, and VMware gives users

the freedom to choose where applications reside. We also understand that where
a workload is placed today might not be where it is needed to run tomorrow.
VMware aims to provide a highly secure, highly reliable infrastructure that gives
users the flexibility to move workloads as needed to best meet business demands.
This white paper considers all these factors to help users determine the best tool
for a migration strategy.

WHITE PAPER | 4



MULTICLOUD WORKLOAD MIGRATION STRATEGIES
WITH VMWARE CLOUD FOUNDATION

Migration Types

There are two primary methods of migrating application workloads: /ive migration and
cold migration. We will now review the meaning and assumptions for each.

Live Migration

Live migration, also referred to as hot migration or VMware vSphere® vMotion®
migration, is the ability to relocate an application workload with no downtime. This
means that virtual machines (VMs) are not powered off and the IP address does
not change.

To determine whether hot migration is optimal, first consider network connectivity.
The migration target location must be on the same layer 2 (L2) IP subnet. Although
this is possible, it adds a level of complexity to the environment. Regarding L2 stretch,
consider how to best manage the maintenance of these systems as well as all possible
downtime scenarios. Review the “Appendix” at the end of this document to learn
about many of the possible VM guest settings that can impact all migrations.

MIGRATION APPROACH PROS CONS
Live Migration * No downtime * Requires stretching the L2 IP
« No changes to the guest OS network, which adds complexity
or application

Table 1. Pros and Cons of Live Migration

Cold Migration

Cold migration is the most flexible option. With this approach, there is a brief
outage as the VM guest is powered off while it is migrated. In addition, because

the VM is powered down, it enables changing the IP address and subnet during the
move. Workloads do not have to be offline for long periods of time during a cold
migration. Very fast cold migrations with little downtime, sometimes less than a few
minutes, can be achieved with careful planning and preparation by using the tools
discussed in this paper. The following benefits of cold migration are not available
with live migration:

» Cold migration enables upgrades of VM compatibility level and
VMware Tools™ version.

» Application workloads can take advantage of new capabilities associated
with newer virtual hardware.

* Moving to a newer-generation physical server can make new CPU instruction
sets available to the operating system (OS) or application.

* NUMA boundaries and configuration can change, based on the new hardware.

See the "Appendix” for details on many of the settings that can be affected
by migration.
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MIGRATION APPROACH | PROS CONS

Cold Migration * Most flexible * Requires downtime

* Enables changing IPs as well as upgrading
VM compatibility and VMware Tools versions

* Enables use of new hardware features

Table 2. Pros and Cons of Cold Migration

Migration Direction

Migration is not a one-way street in a multicloud world. Business requirements
change. Regulatory requirements change. These changes can require moving
workloads migrated to the cloud back on premises or vice versa. Consider this when
designing a migration strategy. This white paper is written with an understanding that
migrations occur in both directions. This gives enterprises flexibility and choice with
application workloads.

VMware Cloud Foundation Bill of Materials

This white paper is based on the use of Cloud Foundation version 2.3. Table 3 is the
bill of materials included with Cloud Foundation. Features and functions discussed in
this document are based on the capabilities of these components.

SOFTWARE COMPONENT VERSION DATE BUILD NUMBER
VMware Cloud Foundation bundle 230 18-Jan-18 7597069
VMware SDDC Manager 230 N-Jan-18 7524634
Platform Services Controller™ 6.5 Ule 9-Jan-18 7515524
VMware vCenter Server® on 6.5 Ule 9-Jan-18 7515524
VMware vCenter Server Appliance™

VMware vSphere (VMware ESXi™) 6.5 PO2 18-Jan-18 7388607
VMware vSAN™ 6.6 11-Jan-18 7395176
VMware NSX® for vSphere® (NSX-V) 6.3.5 N-Jan-18 7119875
VMware vRealize Operations™ 6.6.1 8-Aug-17 6163035
VMware vRealize Automation™ 7.3 25-May-17 5610496
VMware vRealize® Log Insight™ 4.3 3-Jun-17 5084751
VMware Tools 10115 9-Sep-17 6677369
VMware Horizon® View™ Standard Edition 72 26-Jun-17 5748532
VMware App Volumes™ 212 8-Dec-16

Table 3. Cloud Foundation Bill of Materials

mware® WHITE PAPER | 6



MULTICLOUD WORKLOAD MIGRATION STRATEGIES
WITH VMWARE CLOUD FOUNDATION

Cloud Foundation Network Topology

Cloud Foundation leverages the advanced automation capabilities of the
VMware SDDC Manager to automate and simplify the deployment of the SDDC
based on VMware Validated Designs (VVDs). An understanding of the underlying
physical and virtual networking architecture implemented by Cloud Foundation
is essential to designing a migration strategy and knowing how to route and
control network traffic.

Figure 1illustrates the physical network topology for Cloud Foundation version 2.3.

Upstream
Net

Upstream e Upstream
Switch/Router 01 / \ Switch/Router 01

VMware Cloud Foundation L2, L3 System Boundary

Interrack Switch 01 Interrack Switch 02
——— | mEmmm VMware Cloud Foundation

“ r
H
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—:%—:: %—
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'
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'
'
1 Host 01 Host o1
'
'
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Host 02 % o

Figure 1. Physical Network Topology for Cloud Foundation Version 2.3

In this design, all north-south network traffic for Cloud Foundation egresses through
the top-of-rack (ToR) switches in Rack 01. Access to and from any legacy vSphere
system or public cloud provider is via these physical ports.

Layered on top of the physical network, Cloud Foundation leverages the software-
defined networking capabilities provided by VMware vSphere Distributed Switch™
(VDS) together with NSX-V instance. Figure 2 depicts the Cloud Foundation
software-defined logical network topology implemented with Cloud Foundation
version 2.3.
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Figure 2. Software-Defined Logical Network Topology Implemented with Cloud Foundation Version 2.3

This logical network topology determines the migration methods that can be used
with Cloud Foundation. This is because the nonroutable management VLAN is not
routed out of the physical rack to the corporate uplinks. For security reasons, this
VLAN is accessible only inside Cloud Foundation.

Migration Tool Options

Migration path can quickly be determined based on the two migration choices
—live and cold—and by the version of legacy vSphere system that is running.

This white paper reviews five possible tools and methods for migration:
1. vSphere APl using Microsoft Windows PowerShell and
VMware vSphere PowerCLI™
2. Cross vCenter vMotion Migration Utility Fling
3.VMware vSphere Replication™
4.NAS third-party storage array
5.NSX Hybrid Connect

Figure 3 shows the five choices, and the legacy vSphere version(s) they support, for

live migration. Live migration requires that the L2 VLAN that the VM currently runs on
be extended to the Cloud Foundation site.
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Live Migration Choices

Requires L2 Extended into Cloud Foundation

vSphere NAS NSX Hybrid

B Fling Replication Connect

Legacy vSphere Version

6.0 GA, U1, U2

Qe Qe

v
g

Figure 3. Five Choices for Live Migration

Figure 4 is a similar chart that again shows the five options. This time, support for
cold or low-downtime migration is also shown.

Cold or Low-Downtime Migration Choices

vSphere NAS NSX Hybrid

B Fling Replication Connect

Legacy vSphere Version

6.0 GA, U1, U2

@eee
@eee

v e
v @

Figure 4. Five Choices for Cold or Low-Downtime Migration

This white paper next discusses the details of the tools, providing an overview,
architecture, installation, and migration usage for each.
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VMware API - vSphere PowerCLI -
Cross vCenter vMotion

Overview

vSphere 6.0 introduced a new feature called Cross vCenter vMotion. This APl or
SDK feature enables an administrator to live-migrate or cold-migrate a VM from
one vCenter Server instance to another without being connected to the same
single sign on (SSO) domain. The Cross vCenter Migration Utility Fling uses this
API, with an added simple user interface that makes it easy to use. Beginning with
vSphere 6.5, vSphere PowerCLI added this feature to the Move-VM commandlet.
For administrators who are comfortable using vSphere PowerCLI, this is an easy-
to-use and free option for migrating VMs to a Cloud Foundation site.

Requirements

VMware Knowledge Base article 2106952 documents some restrictions with the

API. Legacy vCenter Server instances running vSphere 6.0 U3 or later can use this
vSphere PowerCLI command to migrate VMs. Both live migration and cold migration
options are fully supported.

Architecture

The architecture for the API is straightforward and consists of just a few components.
See Figure 5. The administrator must provide a client computer to run PowerShell
with the vSphere PowerCLI plug-in installed. This client computer must have network
access to both vCenter Server instances involved in the migration.

2B

PowerShell application runs on jump host with
access to both vCenter Server instances.

‘ Legacy vSphere / \VMware Cloud Foundation ‘
Palo Alto Milwaukee
— _

Cluster |

1. Install vSphere PowerCLI.
2. Modify script to your environment.
3. Launch script to migrate.

vCenter Server

VI Workload
Domain

Figure 5. API Migration Architecture Overview

Figure 6 shows the network architecture for live migration. The same VLAN must be
present in both sites, and the vSphere vMotion port groups must have layer 3 (L3)
routes to each other as depicted in the diagram.
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Figure 6. Network Architecture for API Live Migration

Installation

Follow the installation instructions for the vSphere PowerCLI plug-in.

Migration

With vSphere PowerCLI installed, see the following sample PowerShell script for
migrating VMs from a legacy vCenter Server site to a Cloud Foundation site. It is
easy to modify this sample code to suit individual needs. Included here is a sample
for concurrently migrating multiple VMs with an array. Bulk migration is also possible
with PowerShell.

#Enter the Following Variables

###A##HA##HTarget Virtual Center##########

$targetVCname = “vcenter-l.sddc.lab.local”
$StargetVCusername = “sddc-admin@vsphere.local”
$targetVCpassword = “VMwarel!”

i

######RA###Source Virtual Center##########
$sourceVCname = “vc0l.lab.local”
$sourceVCusername = “administrator@vsphere.local”
$sourceVCpassword = “VMwarel!”

i
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#####AA#A## Target Information##########HH#
#####Enter the specific ESXi host you want to migrate to

S$vmhost = “rln0.sddc.lab.local”

#####Enter VM Names to migrate

$vml = “Tiny Linux VM 1”
$vm2 = “Tiny Linux VM 2"
$vm3 = “Tiny_Linux_VM_3”"
$vmd = “Tiny Linux VM_4~

Svmnames = $vml,$vm2,$vm3,$vmd

#####Enter the Name of the virtual Switch to Migrate to

$TargetswitchName = “vRack-DSwitch”

#####Enter the Name of the PortGroup to migrate to

$Targetportgroup = “vDSMigrate”

#####Enter the Name of the DataStore to Migrate to

$TargetDatastore = “vsanDatastorel”

#####Enter the Disk Type for the target destination
# Thin, Thick, and EagerZeroedThick values

$TargetDiskType = “Thin”

Foreach ($vmname in $vmnames)

{

$targetVCconn = Connect-VIServer -Server S$targetVCname -User
StargetVCusername -Password $targetVCpassword

$sourceVCconn = Connect-VIServer -Server S$sourceVCname -User
$sourceVCusername -Password $sourceVCpassword

mware® WHITE PAPER | 12
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Svm = Get-VM -Server S$sourceVCconn S$vmname
$networkAdapter = Get-NetworkAdapter -VM $vm -Server S$sourceVCconn

$destinationPortGroup = Get-VDPortgroup -VDSwitch $TargetswitchName
-Name S$Targetportgroup -Server $targetVCconn

Move-VM -VM $vm -VMotionPriority High -Destination (Get-VMhost -Server
$targetVCconn -Name $vmhost) -RunAsync -NetworkAdapter $networkAdapter
-DiskStorageFormat $TargetDiskType -PortGroup $destinationPortGroup
-Datastore (Get-Datastore -Server S$targetVCconn -Name $TargetDatastore )

}

Save this sample code into a text file. Save the text file with the .psl file extension.

Now execute the PowerShell script from the PowerShell interface.

EX Administrator: Windows PowerShell - O x

Runnin

From the VMware vSphere Web Client, monitor the migration tasks for the VMs
moved with this script.

5 o
[¥] Recent Tasks
3~
Task Name Target Status Ir
Relocate virtual machine & Tiny_Linux_VM_3 E—— 100% \
Relocate virtual machine g Tiny_Linux_VM_2 100 % \
Relocate virtual machine Gh Tiny_Linux_VM_1 e 93% \
Initiate vMotion receive operation & Tiny_Linux_VM_4 + Completed :
Initiate viMotion receive operation & Tiny_Linux_VM_3 v Completed $
Summary

This small code sample demonstrates the ease of use. This APl is fully supported by
VMware. For code samples that contain more options for migration, see this article. It
contains sample code that goes much deeper into using this powerful API.

WHITE PAPER | 13


https://www.virtuallyghetto.com/2016/05/automating-cross-vcenter-vmotion-xvc-vmotion-between-the-same-different-sso-domain.html

MULTICLOUD WORKLOAD MIGRATION STRATEGIES
WITH VMWARE CLOUD FOUNDATION

Cross vCenter Workload Migration Utility Fling

Overview

The Cross vCenter Workload Migration Utility Fling provides easy migration between
various vCenter Server infrastructures—that is, with different SSO domains—using the
Cross vCenter vMotion feature built into vSphere 6.x. Shared storage is not required
between sites because the Fling uses VMware vSphere Storage vMotion® to migrate
the entire VM.

Flings are applications and tools built by VMware engineers and our community that
are intended to be tested and explored. All Flings are officially unsupported, but many
have become official VMware products.

The Cross vCenter Workload Migration Fling uses officially supported VMware APIs,
and it consolidates them into a graphical user interface (GUI) for easy consumption.
This migration Fling offers two options for migration: cold and live migration. Cold
migration is more flexible, enabling migrations for mismatching vCenter Server
versions and virtual switch types or versions. A few requirements must be met to
complete the process successfully when choosing live migration. Live migration with
Cloud Foundation requires that the source and target sites use the same switch type
and version. Because Cloud Foundation uses VDS 6.0, a legacy vCenter Server
instance must use the same.

Architecture

The Fling architecture is straightforward and consists of only a few components.

The administrator must provide a client computer to run the Fling Java application.
This client computer must have network access to both vCenter Server instances
involved in the migration, as depicted in Figure 7.

[

Fling Java application runs on a client computer
with access to both vCenter Server instances.

‘ Legacy vSphere / \VMware Cloud Foundation ‘
Palo Alto Milwaukee

vCenter Server . vCenter Server

Cluster - — = VI Workload
Z Domain

Figure 7. Architecture Overview Using Cross vCenter Workload Migration Utility Fling
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For live migration, the same VLAN must be present in both sites, and the
vSphere vMotion port groups must have reciprocal L3 routes as depicted in Figure 8.

Router

Legacy vSphere VMware Cloud Foundation

192.168.100.1

Palo Alto Milwaukee

Virtual Distributed
Switch

Virtual Distributed
Switch

vSphere vMotion Workload vSphere vMotion Workload
Port Group Port Group ' Port Group Port Group

vSphere vMotion VLANI150 ! S it VLAN 150
VMkernel ! VMkernel

IP -11.0.0.15
GW -11.0.0.1

1P -192.168.100.25
GW -192.168.100.1

Direct Conngct WAN Link Boundary

Extend the same VLAN into both vCenter Server instances.

Figure 8. Network Architecture Showing VLANs and L3 Routes

Installation on Cloud Foundation

Download the Fling from the Cross vCenter Workload Migration Utility Fling
web page.

Review the requirements to ensure that the correct version of Java is installed
on the client computer. Then launch the XVVM#.#.jar file from a chosen shell. It is
demonstrated here using Microsoft Windows PowerShell, as depicted in the
following screenshot.

Administrator: Windows PowerShell - m] X

r ["http-ni
[http-ni

After the Java application has started successfully, open the web browser and direct
it to http://localhost:8080. Connecting to the Fling web application prompts a
greeting with the following user interface (Ul).
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& XVMotion x

¢ C | @ localhostE030 -4

vm Cross vCenter Workload Migration Utility

Task information -+ Migrate

Name Source Destination Status Progress Duration

Click Migrate.

To begin registration of source and target vCenter Server instances, click Register.

& XVMotion x

€ 2> C @ localhosta080 =

vm Cross vCenter Workload Migration Utility

Enter migration request information c Migrale | Register

source Site Setect = ]

Target Site
Source Datacenter Select
Virtual Machineqs)

Target Cluster Select
Target Datastore Select

Network Mapping(s) selecl ¥ *

Submit | Cancel

Enter the legacy vCenter Server information in the registration form. Click Submit.

Repeat the process for the Cloud Foundation vCenter Server instance.

@ XVMotion x

€ > C | ® localhosta050 b1

vm Cross vCenter Workload Migration Utility

Enter migration request information c Migrate | Register

Site Name: vCenter Server Username Actions

Register a new site:

Site Name Jry-veenter

vCenter Hostname nter-ho:

vCenter Username niler-usermname
vCenter Password veenter-password
Trust server (Skip SSL verification)

Submit | Cancel
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& XVMotion *
€ C | @ localhost:3080 o v

wm Cross vCenter Workload Migration Utility

Enter migration request information c Migrate | Register
Site Name vCenter Server Username Actions.
Legacy vCenter Server ve01 1ab local administrator@vsphere local &
Viiware Cloud Foundation veenter-1.sddc.lablocal administrator@vsphere.local [}

Register a new site:

site Name EE——
vCenter Hostnama vCenter-nostname
vCenter Username veenter-usemame

vCenter Password

Trust server (Skip SSL verification)

Submit | Cancel

When both sites have successfully been registered, click Migrate. Complete the form
to begin the migration process.

After selecting Source Site, Target Site, and Virtual Machine(s) information, click
Submit to begin the migration process.

e - o x
@ XVMotion x
<« C | O localhost5050 e

Enter migration request information c Migrate ‘ Register

Source Site Legacy vCenter Server (vc01 lab local) 4
Target Site VMware Cloud Foundation (vcenter-1.5ddc lab. local) kg
Source Datacenter Datacenter =
Virtual Machine(s) Tiny_Linux_VM_3 =
Target Cluster vRack-Cluster (vRack-Datacenter) &
Target Datastore vsanDatastore T
Network Mapping(s} DPG-Stretch - 2 vRack-DPoriGroup-External =

submit | Cancel

This leads to the Task information Ul, where you can monitor the progress
of the migration. As shown in the following screenshot, the VM migration has
been successful.
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vm Cross vCenter Workload Migration Utility

Task information - Migrate
Name Source Destination Status Progress Duration
Tiny_Linux_VM_5 Legacy vCenter Server VMware Cloud Foundation success 1245

The migration process is the same for both live and cold migrations. Multiple VMs
can be selected concurrently to complete a bulk migration.

Summary

The Fling migration tool is free to download and provides a simple, easy-to-use
interface for the Cross vCenter Migration features built into vSphere systems. This
tool is a Fling and is not officially supported. For any issues with it, open a bug on
the Fling website and post your log information.

vSphere Replication

vSphere Replication is a hypervisor-based, asynchronous replication solution for
vSphere VMs. It is included at no extra cost with most vSphere versions. Originally
designed for data protection and disaster recovery, it can also be used as a low-cost,
easy-to-use vSphere migration tool.

Architecture

In this white paper, we install the vSphere Replication appliance on a

Cloud Foundation instance with a private replication subnet so bandwidth

usage can be controlled with VMware vSphere Network I/O Control. Using
Network I/0O Control ensures that migrations do not negatively impact production
workloads. Cloud Foundation supports configuration of additional VMkernel
adapters that are dedicated to vSphere Replication for network traffic isolation.
Do not modify the VMkernel adapters created by the SDDC Manager.

VMware Cloud Foundation
Legacy vSphere Cluster VI Workload Domain

Replication Port Group Replication Port Group

VMkernel 1

ESXi
hosts

VMkernel 1

ESXi

vSphere
Replication

Sph
bR vCenter

Server

vCenter Replication

appliance

Server

hosts

appliance

VMkernel O VMkernel 0

Management Port Group Management Port Group

Figure 9. vSphere Replication Architecture Overview
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Installation

Cloud Foundation uses an architecture based on workload domains. By default,

a single management workload domain is created for all Cloud Foundation
management components. In addition, virtual infrastructure (V1) workload domains
can be created for application workloads to maintain separation. When installing
the vSphere Replication appliance, know in advance where application workloads
will be run.

For a Cloud Foundation single-rack consolidated workload domain, the

vSphere Replication appliance is installed in the management domain. This white
paper explains how to install it. The same process can be followed for configuring
a VI workload domain.

Migration - Target Site
Begin by creating a VLAN in the SDDC Manager for the vSphere Replication
appliance.

Vmwa I'e SDDC Manager

sdd

VDI SETTINGS NETWORK SETTINGS LICENSING PASSWORD ROTATION LOGGING ADD RACK ADD HOST VREALIZE CONFIC
NETWORK SETTINGS

UPLINK  IP DISTRIBUTION DATA CENTER

Data Center Connections o Save X Cancel
CONNECTION NAME )
RS vSphereReplication
& Lablocal vianiD
IP Address
SuaNET @)
16 | )
.......... S

After this has completed, this vSphere Replication VLAN will be available to all
ESXi hosts.
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Install the vSphere Replication appliance on the Cloud Foundation instance

with the default settings outlined in vSphere Replication documentation.

After completing the appliance installation, power it on once to verify that it

has configured its network adapter. Then power off the appliance and add a
second virtual network adapter to it, connecting the second adapter to the
vSphere Replication port group. Power it on again and proceed to the appliance
management interface at https://<appliancename>:5480. Configure the IP

on the second network adapter in the appliance. Provide an IP address for the
vSphere Replication port group. Configure the default gateway for the appliance.

vSphere Replication Appliance

| Update System | tion Home | Help | Logout user root

Network Address Settings

Domain Search Path

Nameserver Source From Configuration - Actions
Hostname localnostiocaldom ]
Preferred DNS Server [10.0.1.49 |
Alternate DNS Server \ |
Domain Name [sddclab.local |

J

lablocal sddclab.local

¥ etho info
IPv4 Address Type
IPv4 Address 10.4.0.215
Netmask
IPv4 Default Gateway ]
IPV6 Address Type Auto ~
¥ ethtinfo
IPv4 Address Type Static v
IPvd Address 16.0.1.215
Netmask 255.255.255.0
IPv4 Default Gateway
1Pv Adtress T

Next, configure the VMkernel adapters for the Cloud Foundation site to receive

vSphere Replication traffic from the legacy environment.

vmware
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Select the ESXi hosts to be used for the vSphere Replication appliance. Navigate to
Configure > VMkernel adapters. Click to add a VMkernel Network Adapter. Follow the
prompts from the wizard.

Use the defaults. Click Next.

[ rin0.sddc.lab.local - Add Networking @

1 Select connection type Select connection type

Select a connection type to create
2 Selecttargetdevice

3 Connection setiings (5- VMkemel Network Adapter

3a Portproperies The VMkernel TCP/IP stack handles traffic for ESXi services such as vSphere vMotion, iSCSI,
NFS, FCoE, Fault Tolerance, vSAN and host management

3b IPv4 setlings () Physical Network Adapter

4 Readyto complete A physical network adapter handles the network traffic to other hosts on the network.

() Virtual Machine Port Group for a Standard Switch
A port group handles the virtual machine traffic on standard switch

Back Next Finish Cancel

Select the newly created port group for the vSphere Replication appliance.

Click Next.
[ rino.sddc.ab.local - Add Networking 2 »
+ 1 Selectconnection type Select@met device
Select a target device for the new connection
3 Connection setings (%) Select an existing network
3a Port properties vRack-DPortGroup-External-vSphereReplicatic QW}
3b IPv4 settings

() Selectan exsting standard switch
4 Readyto complete

() New standard switch

Back Next Finish Cancel |
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This is used to receive vSphere Replication traffic in the Cloud Foundation site. Select
vSphere Replication NFC.

[ rtn0.sddc.ab.local - Add Networking G »

+ 1 Select connection type Port properties
Specify WWkernel port settings
w2 Selecttarget device
3 Connection seffings
3b IPv4 settings

4 Readyto complete 1P setlings: Uu
TCPIP stack | Defautt [~]@

Awailable services

VMkemel port settings

Network label: vRack-DPoriGroup-Extemal-vSphereReplication(vRack

Enabled services: otion
[] Provisioning
|:| Fault Tolerance logging
[] Management
[] vSphere Replication
[ vSphere Replication NFC
wean

Back Next Finish cancel |
Set the IP address and click Next. Click Finish.

@ rino.sddc.lab.local - Add Networking G

+ 1 Selectconnecton tye 1P settings

Specify VWkernel IPv4 seftings
V2 Selectiargetdevice
3 Connection setfings () Obtain IPv4 settings automatically

' 3a Portproperties (&) Use static IPv4 settings

B 30 Puisetings  JCARR % 0 1 m

SR Risdy wcompiew Subnet mask: 255 255 255 0

Default gateway [ Override default gateway for this adapter

%. 0.1 .1

DNS server addresses 10.0.20.5
10.0.206

Back Finish Cancel |
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Complete this process for all ESXi hosts in Cloud Foundation that will be used as a
vSphere Replication target.

To finish the installation of the vSphere Replication appliance, return to its web
interface and complete the Configuration page. Be sure to set the IP address for
Incoming Storage Traffic to the IP you have configured for the second network
adapter on this appliance.

After filling out the required information, click Save and Restart Service. Installation
in the Cloud Foundation site as the vSphere Replication target is now complete.

+* vSphere Replication Appliance

Network |  Update System | AD elp | Logout user root
Getting Started Security Support |
Startup Configuration
Configuration Mode: ® Configure using the embedded database (o Actions
O Manual configuration Save and Restart Service
O Configure from an existing VRM database Unregister VRNIS
LookupSenice Address: Ipsc—1 sddclablocal Reset Embedded Database
S50 Administrator: [sddc-admin@vsphere.local |
Password [ |
VRM Host [10.4.0.215 || Browse... |
VRM Site Name: [vRepBSddc

vCenter Server Port [8o
vCenter Server Admin Mail: |mnl@1ﬂ 40215

]
vCenter Server Address:  [veenter-1.sddc.lab.local J
\
]

IP Address for Incoming Storage Traffic: |16.0.1.215
Apply Network Setting

SSL Certificate Policy

a Accept only SSL certificates signed by a trusted Certificate Authority
(You must click the ‘Save and Restart Service’ button after changing this setting)
Install a new SSL Certificate

Generale a self-signed cerificate Generate and Install
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Migration - Source Site

Next, configure similar settings on the source site legacy ESXi hosts. There is one
minor difference: The source site requires that the VMkernel adapter be set up to
send vSphere Replication traffic with the setting shown in the following screenshots.
Select vSphere Replication under Enabled services.

[ 10.0.1.177 - Add Networking QN
1 Select connection type Port properties
Specify VWkernel port seflings.
v 2 Selectfargetdevice
HIERTTRE FET A VMkemel port seftings
Network label
3b IPv4 settings
e, TCPAP stack | Default [-]®
Awailable senices
Enabled services [] wMotion
[ Provisioning
[] Fault Tolerance logging
[ Management
[] vSphere Replication
[] vSphere Replication NFC
CJveAN
Back Next Fnish || Cancel ||
vmk3 - Edit Settings (3)
Port properties (_) Obtain IPvd settings automatically
NIC settings (=) Use static IPv4 settings
1Pv4 aadress: 0.5 0.
Analyze impact Subnet mask 255 . 255 . 255 . 0
Default gateway: [ Overrige default gateway for this adapter
0.5.0.1
DNS server addresses: 10.0.1.49
==0)

As shown in this screenshot, the default gateway for vSphere Replication traffic is
set in the source site. This is required to force network traffic to use this gateway for
vSphere Replication traffic. Without this setting, the default gateway of the ESXi host
will be used.
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NOTE: This default gateway setting is available only on vSphere 6.5 and later. For vSphere 6.0 legacy
environments, a static route can be created using ESXCLI.

With ESXi hosts prepared in the source site, the vSphere Replication appliance can
now be installed by following vSphere Replication documentation. The source site
does not require a second network adapter because that is needed only for incoming
traffic. All outbound vSphere Replication traffic originates from the ESXi host. After
installation, complete configuration of the vSphere Replication appliance from the
management web interface.

Configuration

With the appliances installed and configured in source and target sites, we now
proceed to connect the two.

From the legacy source vCenter Server instance, navigate to vCenter > Configure >
vSphere Replication > Target Sites.

Add the target Cloud Foundation site.

vmware- vSphere Web Client  f=

| Navigator X | [ vcotiabdocal iy 7 f@ ig | EhAdions
| .4 Back 2 Summary  Monitor .Conﬁqure I Permissions Datacenters Hosts & Clusters VMs  Data:
g I
[ ] &l =] [£3 l N %@
w Settings Name VR Apy
~ [i Datacenter Connect to target site to configure
+ [ Clustert General B repiications. !
[ 10.0.1.477 Licensing
@ 10.0.1.38 Message of the Day
[ 10.0.1.42 :
{55 111310-windows 10 (R T
5p COW-CTTUC ke
{55 DCO1.1ab local vCenter HA
{3 |aasvra7 lab.local — umnhara Danfinatinn

NOTE: Ensure that the DNS name for each site is resolvable from each site.

With the two sites now connected, begin replication.

How to Use
After the vSphere Replication appliance has been installed, it is quite easy to use
for migration.

mware® WHITE PAPER | 25



MULTICLOUD WORKLOAD MIGRATION STRATEGIES
WITH VMWARE CLOUD FOUNDATION

vmware

Right-click the VM to be migrated. Navigate to All vSphere Replication Actions >
Configure Replication.

G VMware-vSAN-Witng ~ Xename... :

&}, vSphere_Replication_ Edit Notes. . ol | Les
ﬁbWebCIient Tags & Custom Aftributes »
{5 win-2k8-64-ent-sp2-| Add Permission. .. Fo—
&1 Win2012HotHW Alarms » ]
&1 Win2012R2HotCPU ==
D - Remove from Inventory AN
4 Delete from Disk
v E 10.0.1.225
» [ 100126 All vCenter Orchestrator plugin Actions »
All vSphere Replication Actions #® Configure Replication._..
Recent Tasks Hybridity Actions »
Update Manager »
.

The wizard will appear for setting up replication of the guest VM. Select the
Replication type.

Configure Replication for Win2012R2HotCPU ) »n
1 Replication type Replication type
Select the type of replication to configure.
2 Targetsite
3 Replication server (») Replicate to a vCenter Server
4 Targetlocation Select this option to configure replication to another vCenter Server

5 Replication options
6 Recowery setlings () Replicate to a cloud provider

7 iy R eranplas Select this option to configure replication to a cloud provider

Back Next Finish Cancel
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Select the Target site to replicate to.

Configure Replication for Win2012R2HotCPU @ L

/1 Repiication type Target site

Select the target site where the virtual machine will be replicated
B4 2 Target site

3 Replication server

Name Status
4 Target location [ VRepALabLocal # Connected
5 Replication options % vRepBSddc # Connected

6 Recovery settings

7 Ready to complete

& Add Remote Site...

Target site validation:

@ validation succeeded

Back Next Finish Cancel
Select the Replication server to use in the target site.
Configure Replication for Win2012R2HotCPU @ M
78 1 Ropication o Replication server
Select the vSphere Replication sever that will handle the replication.
+ 2 Targetsite
b 3 Replication server () Auto-assign vSphere Replication server
4 Targetlocation () SelectvSphere Replication server
5 Replication options
6 Recoverysetiings - &
7 Readyto complete
Replication server validation:
@ validation succeeded
Back | Next Finis Cancel
I e
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Select the Target location. For the Cloud Foundation site, select the vSAN datastore.

Configure Replication for Win2012R2HotCPU 7 m»
+ 1 Replication type Targetlocation
Select a datastore where the replicated files will be stored.
+ 2 Targetsite
+ 3 Replication server =
T t Vi location: [vsanDatastore] Win2012R2HotCPU
+ O Win2012R2HOICPU (infg) | '0°t VMIocation: v ; Edit
WWistorage policy. Dastore Defaut
5 Replication options Replication enabled: Yes Disable
6 Recowerysetings B Harddisk1 (info) Targetfile location: Use e rget VM location
7 Readyto complete Disk format. Same formatas source Edit
Stlorage policy. Use the VM storage policy
Back || "mh || Finish || Cancel
Select Replication options.
Configure Replication for Win2012R2HotCPU ® 12
1 Replication type Replication options
Select replication options for the virtual machine.
" 2 Targetsite
+ 3 Replication server Guest 0S quiescing
? Quiescing might take several minutes and might afflect RPO times. Use only for vitual machines that are configured to
4 Targetiocation support quiescing methods
i 5 Repicatonopions _____ JmISEEATRAH
6 Recoweryseffings .
Network Compression
7 Readylo complete Network compression reduces the network bandwidth that is used by vSphere Replication on the source site, WAN, and

the target site, and can free up buffer memory on the vSphere Replication server. Network compression consumes
more CPU resources on both the source site and the server that manages the target datastore

[[] Enable network compression for VR data

Replication options validation:

@ \validation succeeded

Finish Cancel

Back Next
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Set the Recovery Point Objective (RPO) for replication. If Guest OS quiescing was
not previously selected, RPO can be set for as little as 5 minutes.

Configure Replication for Win2012R2HotCPU () w
+ 1 Replication type Recovery setings
Configure recovery settings for the virtual machine.
+ 2 Targetsite
+ 3 Replication server Recovery Point Objective (RPO)
+ 4 Targetlocation Lower RPO times reduce potential data loss, but use more bandwidth and system rescurces

+~ 5 Replication options

B4 6 Recowerysetiings 5 minutes C‘I s £ t i & 4 X s & b g bl 4 : ! 24 hours

« 7 Readyto complete

5 minutes

Pointin ime instances

Retained replication instances are converted to snapshots during recovery. Replication of existing VM snapshots is not
supported.

[] Enable

Keep instances per dayfor the last 5 -1 days (15 total)

If the RPQ period is longer than & hours, you might want to decrease the RPO value to allow vSphere Replication
to create the number of instances that you wantto keep

Recovery setfings validation:

@ Vvalidation succeeded

Back Next[:? Finish Cancel |
Review all Replication settings and Recovery settings.

Configure Replication for Win2012R2HotCPU 2
+ 1 Replication type Ready to complete

Review your settings selections before finishing the wizard
+ 2 Target site
+ 3 Replication server Replication settings
¥ 4 Targatlocation Target site name: VRepBSddc
+" 5 Replication options Replication server: Auto assign
+ 6 Recovery settings VM storage policy: Datastore Default

Target location: [vsanDatastore] Win2012R2HotCPU
% 7 Ready to complete
Replicated disks: 10f1

Disks with customized seftings: 0 of 1

Disks with seeds: Dof1

Quiescing: Disabled

Network compression: Disabled
Recovery settings

RPO: 5 minutes

Points in time recovery: Disabled

Back Next Finish Cancel
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Go to the target vSphere Web Client instance and log in. Navigate to the
vCenter Server instance in the navigation tree on the left. Navigate to Monitor >
vSphere Replication > Incoming Replications.

vmware* vSphere Web Client

A= Updated at 1:03PM ) | sddc-ad

EV«,WI £33 T /g | (G Adions -

+ [3vRack-Datacenter
~ [J vRack-Cluster
[ r1n0.sddc 1ab local
[E rin1.sddc1ab.local
[ rin2.sddclab.local
& rin2.sddcab.local

» @ Compute-ResourcePool

Getting Started Summary ‘ Monitor = Configure Permissions Datacenters Hosts & Clusters  VMs  Datastor

{Issuss I Tasks & Evenis I SysiemLugsJ Sessions rm

el @ | % & & =Y ¢
Outgoing Repiications Virtual Machine Status Souros

F Win2012R2HoICPU @ Initial Full Sync 3 VRepALabLocal
Reports [ Win2012HotHW & 0K % ‘VRepALablLocal
Cloud Recovery Settings

Replication has begun its Initial Full Sync. When the sync has completed, begin the
migration process: Power off the guest VM. Click Recovery.

“

Outgoing Replications

Reports
Cloud Recovery Settings

S % HHED O0C

Virtual Machine Status Source
& Initial Full Sync % VRepALablLocal

F Win2012HotHW & 0K P VRepAlLablLocal

Cf Reconfigure...

Resume

fy Pause

[y Stop

7 Sync Now

CL, Moveto...
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The recovery wizard appears. Work through the process of migrating the VM to
the target site. Select the default to Synchronize recent changes since the last
replication. Click Next.

Recovery - Win2012R2HotCPU 2 »

4 1 Recoweryoptions Recovery options

Select the option to use during recovery.
2 Folder

3 Resource (=) Synchronize recent changes

4 Ready o complete Perform synchronization with the Iatest data from the source machine
Use this option if the source virtual machine is accessible.

(U Use latest available data

Skip data synchronization and use latest replication data on the target site.
Use this option if the source site is not available or the disks of the source virtual machine are corrupted.

@ Point in time recovery
There are no retained instances.

Recovery option validation:

& Validation succeeded

Back | w Finish | Cancel

Select the target folder destination for the VM.

Eﬁ vRack-Datacenier

» [Discovered virtual machine
» [JManagement VMs

p [JNetworking VMs

» [ Templates

p []Workloads
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Select the cluster or resource pool in the target site

Recovery - Win2012R2HotCPU
+~ 1 Recoveryoptions Resource

Selacta cluster, a host or a resource pool on the target site.
v 2 Folder

o resore W \
|[ @ Search

+ 4 Readyto complete

w [l vRack-Datacenter

il vRack-Cluster

1n0.sddc. 7
@ rin0.sddc.ymuare.com The virtual machine will be recovered in the selected

ﬁ SA1-SaaC TG con cluster, host or resource pool. The permissions of the
[ rin2.sddc.vmware.com container object will apply to the recovered virtual
[ rin3.sadc.vmware.com machine.

» @ Compute-ResourcePool
» @ Network-ResourcePool
» @ SDDC-Management-ResourcePool

Target resource pool validation

@ Vvalidation succeeded

Back Hoxh Finish Cancel
Review all selections. Click Finish.
Recovery - Win2012R2HotCPU 2 »
+ 1 Recoveryoptions Ready o complete
Review your settings selections before finishing the wizard
+ 2 Folder
~ 3 Resource A\ The network devices of the recovered virtual machine will be disconnected.

v @ Synchronization will be performed with the latest available data from the source virtual machine

[C] Power on the virtual machine after recovery.
Protected site information

Site name: vc01.lab.local

Recovery site information
Site name: vcenter-1.sddc.vmware.com
Recovery folder: vRack-Datacenter
Recovery cluster. vRack-Cluster

Disks
SCSI(0:0) Replicated

Back Next | ﬁwt} Cancel
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After the final sync has completed, the VM will be registered with the target
vCenter Server instance. Continue to configure the network settings for the
target site.

S == h &% 3 0C
Outgoing Replications Virtual Machine Status

3 o 1 v
Reports 7 Win2012R2HotCPU sa Recovered
Cloud Recovery Settings F Tiny_Linux_VM_1 /i, Not Active

The recovered VM has no connected network. Select the port group to use in the
Cloud Foundation site.

Win2012R2HotCPU
Guest OS: Microsoft Window s Server 2012 (64-bit)
Compatibility ; ESXi 5.0 and later (VM version )
Powered Off VMw are Tools: Mot running, version:9344 (Upgrade available)
More info...
DMNS MName:
@ IP Addresses:
Host: rin1.sddc.vmw are.com
”
&7
» VM Hardware O
» CPU 4 CPU(s), 0 MHz used
» Memory D 4096 MB, 0 MB memory active
» Hard disk 1 40.00 GB
~ Network adapter 1
Adapter Type E1000
MAC Address 00:50:56:8d:1d.0F
DirectPath I/0 Not supported @
Network Data unavailable (disconnected h
@ CD/DVD drive 1 Disconnected ’d' A i ]
[ Floppy drive 1 Disconnected .‘ - O

After selecting the port group assignment, power on the VM. Migration to the
Cloud Foundation site is now complete.
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Summary

Using vSphere Replication as a migration tool is a very time-consuming process.
There are no bulk migration tools built into the vSphere Replication appliance. It is
a good option for moving only a small number of VMs. This option supports only
cold migrations.

NOTE: VMware Site Recovery Manager™ is compatible with vSphere Replication and can enable bulk
cold migration of VMs. Site Recovery Manager can be used with vSphere Replication to migrate VMs
to a Cloud Foundation site.

Using Third-Party NAS Storage as
Cold Migration Intermediary

Overview

Cloud Foundation supports the addition of NAS storage attached to ESXi hosts for
third-party storage. After this storage has been installed and configured for both
legacy vSphere and Cloud Foundation environments, it provides an easy path to
migrate VM workloads. This method enables only cold migration through the process
described herein. NAS storage can be used in conjunction with other live migration
strategies presented in this white paper. It also can be used when migrating with the
Fling or API. Doing so, time is saved by not having to migrate the storage and
compute resources.

Architecture

The architecture for this migration process is straightforward and requires that
the NAS storage be connected to both a legacy vSphere environment and a
Cloud Foundation instance. An administrator must have vSphere access to both
environments, as depicted in Figure 10.

N

‘ Legacy vSphere / \VMware Cloud Foundation ‘
Palo Alto Milwaukee

vCenter Server vCenter Server

Cluster / \ VI Workload
Domain

Third-Party NAS

Figure 10. Architecture Overview - Migration Process
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Refer to this white paper on how to install NAS storage into a Cloud Foundation

environment.

Migration

Migration for this process begins with verifying the VM storage folder location.
Make sure that all files associated with the VM are located on the NAS storage. After
verifying and noting the location of all the VM files, power off the VM and unregister
it from the legacy vCenter Server instance. Use the vSphere Web Client instance
and click Actions. Choose Remove from Inventory.

Tiny_ Linux_VM_
Guest OS:
Compatibility:
Powered Off VMware Tools:
DNS Name:
@ IP Add
Host: 1
E VM Hardware
» CPU 1 CPU(s), 0 MHz used
» Memory DdaMB.OMBmemorya
» Hard disk 1 1GB
» Network adapter 1 vDSMigrate (disconnecte
{®) CD/DVD drive 1 Disconnected o
» Video card 4 MB
» Other Additional Hardware
Compatibility ESXi 5.1 and later (VM vi
Edit
~ Tags
This list is empty.

ons v

(1 Actions - Tiny_Linux_VM_1

Guest OS 3
Snapshots »
(=7 Open Console
& Migrate... ()]
Clone >
Template ]
Fault Tolerance >
VM Policies »
Compatibility »
Export System Logs...
B Edit Resource Settings... ©
| Edit Settings...
Move To...
Rename...
Edit Notes...
Tags & Custom Attributes 3

Add Permission...
Alarms »

Delete from Disk

All vCenter Orchestrator plugin Actions p
Hybridity Actions >
Update Manager 3

Power >

s e
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From the Cloud Foundation vSphere Web Client instance, browse the NAS storage
and find where the VM files are located. Select and right-click the .vmx file. Choose
Register VM.

Summary Monitor Configure Permissions | Files | Hosts VMs

[VMwareNFSVol2] Tiny_Linux_VM_1

|r Q_Search ‘|
« E VMwareNFSVc| | Name ke

» C1ISO [ Tiny_Linux_VM_1-56b23c67.... [

b E7111310-wine | [ Tiny_Linux_VM_1.vmsd

» EJHCX [sis Tiny_Linux_VM_1.nvram |

» £ ViewSQLO8 &5 Tiny_Linux_VM_1.vmdk 22,

Tiny_Li VM_1.vmx -

» E3DCO1 lablo| | B T e +* Register VM...

» EJpscOt.lab.lo [ hor-persistent-state-RDID” =3 pownload from Datastore
N N 3 Delete File

b 284 [y Copyto...

» EXTiny_Linux_ 3 Move ..

» CJTiny_Linux_ Rename 10...

» E1FreeSCO-0

After the VM has been successfully registered to the Cloud Foundation
vCenter Server instance, power on the VM.

Summary

This is a straightforward but manual migration process. There is little downtime
when migrating a VM using this method. After the VM has powered on, use
vSphere Storage vMotion migration to move the VM to the vSAN storage in the
Cloud Foundation site.
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NSX Hybrid Connect

Overview

NSX Hybrid Connect abstracts on-premises and cloud resources and presents
them to applications as one continuous hybrid cloud. It provides high-performance,
secure, and optimized multisite interconnects. The abstraction and interconnects
create a highly secure infrastructure hybridity tunnel. With this hybridity tunnel,
NSX Hybrid Connect facilitates secure and seamless application mobility and
disaster recovery across on-premises vSphere platforms and VMware clouds.

NSX Hybrid Connect is the most feature-rich tool currently available for
Cloud Foundation workload mobility. This document explains how to install,
configure, and use NSX Hybrid Connect with a Cloud Foundation site when
connecting to a legacy vSphere environment.

Architecture

The NSX Hybrid Connect process begins with two vSphere sites, a source and a
target. Each site has its own requirements for software installation. The target site
requires the use of NSX; for this document, the target is a Cloud Foundation site.
This site requires installation of the NSX Hybrid Connect Manager components.

The source site must also install the NSX Hybrid Connect Manager components.
However, the installation package for this site is different from that of the target
site. After the NSX Hybrid Connect target site has been installed and configured,

a link will be provided to download the software components for the source site.
NSX Hybrid Connect Manager does not require NSX but can be used in conjunction
with it if NSX is available.

VMware Cloud Foundation
Legacy vSphere Cluster VI Workload Domain

NSX Hybrid Connect NSX Hybrid Connect
Manager Source Site Manager Target Site

NSX Edge

Hybridity
@ @

Cloud WAN Layer 2
Gateway Optimization Concentrator

OO

Cloud WAN Layer 2
Gateway Optimization Concentrator

Figure 11. Architecture Overview - NSX Hybrid Connect
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NSX Hybrid Connect comprises four appliances:

NSX Hybrid Connect Manager appliance
This appliance facilitates the management and control plane for NSX Hybrid Connect.

NSX Hybrid Connect Cloud Gateway appliance

This Cloud Gateway appliance is responsible for creating encrypted tunnels across
enterprise sites for the vSphere vMotion traffic and the vSphere based replication
traffic. The appliance makes it easy to connect the source and target sites and
reduces the engineering time required to build a hybrid cloud infrastructure that
enables workload mobility freedom.

WAN Optimization appliance

This high-performance appliance is built into NSX Hybrid Connect. The appliance
provides data deduplication and compression. This improves the performance of
the tunnel, creating a LAN-like experience.

Layer 2 Concentrator appliance
This appliance creates an L2 extension between vSphere environments, enabling
workloads to maintain the same IP address during migration.

To create a hybridity tunnel between the Cloud Foundation site and the

legacy vSphere site, first reserve three IP addresses within the Cloud Foundation
infrastructure for installing three of the four NSX Hybrid Connect appliances.

The WAN Optimization appliance does not require a reserved IP. The NSX Hybrid
Connect Manager appliances must be network accessible to each other across
both source and target sites. The remaining three NSX Hybrid Connect appliances
must be installed with network adapters attached to the vSphere vMotion VLANSs
and management VLANSs in both sites. With both sites installed and configured,
the architecture will resemble that depicted in Figure 12.

NOTE: For the purposes of this white paper, it is assumed that both sites are available over a
LAN connection and that there are no firewalls between them. If firewalls exist between the sites
being connected, see the NSX Hybrid Connect documentation on the ports being used.

VMware Cloud Foundation
(Target Site)

Legacy vSphere

(Source Site)
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Palo Alto i Milwaukee

Virtual Distributed Switch Virtual Distributed Switch
,

'
T
'
'
' " .
. NSX Hybrid ! Comazed
Connect Manager . Manager
- '
N '
' ! ~ ¥d
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Q2 G i
VM . NSX Edge
Cloud . 1 Cloud s
'

Gatewa! Gatewa Layer 2
v d Concentrator

.-| Uplink VLAN . ] ! [ T Uplink VLAN |-.
'
& VLAN O . © T VLAN
1 idi 1 1 L}
@ vsphere vMotion VLAN - O Hybridity O - - vSphere vMotion VLAN |-.
. Tunnel ' ' ]
.-| VM VLAN o} @ Extended L2
5 ' . ' ' [ VLAN
] L}
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'

'
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Figure 12. Architecture Overview - NSX Hybrid Connect
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Installation - NSX Hybrid Connect Manager Target
(Cloud Foundation Site)

Milwaukee

VMware Cloud Foundation
\’Q/\/

Virtual Distributed Switch

' @ | Management VLAN =0

1
' NSX Hybrid Connect Manager
. Target Site

Figure 13. NSX Hybrid Connect Cloud Installation

To deploy the NSX Hybrid Connect Manager target appliances in a target

Cloud Foundation environment and configure the VLANS, begin by downloading
the NSX Hybrid Connect Manager target Open Virtualization Appliance (OVA).
Start the installation in the Cloud Foundation site as depicted in Figure 13.

First, determine where to install the NSX Hybrid Connect appliances in the
Cloud Foundation site. If they are wanted, create any folders or resource groups
now. In this document, we use the management folder and resource pool built
into Cloud Foundation.
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Log in to the management domain vCenter Server instance and install the OVA in
the Management VMs folder.

| 1 Deploy OVF Template : . @ m

Select name and location
Enter a name for the OVF and select a deployment location.

+ 1 Selectiemplate

2 Selectname and locatio

3 Selecta resource Name |\.‘Mwar&HCX-Cloud-3 5.1-7992451

4 Review details x N
Filter | Browse ‘

5 Selectslorage
Select a datacenter or folder.

6 Readyto complete
~ [ veenter-1.sddc.lab.local

+ [lq vRack-Datacenter
» [ Discovered virtual machine
» ) Networking VMs
» [ Templates
» [ Workloads

Back Next Finish Cancel

Select the Management resource pool.

“# Deploy OVF Template 2 »

Selecta resource
Select where to run the deployed template.

+ 1 Selecttemplate
2 Selectname and location

3 Selecta resource 2 T
Fiter [ Browse |

4 Review details

Select a host or cluster of resource pool or vapp.

5 Selectsiorage
+ [lg vRack-Datacenter

6 Readyto complete 'B vRack-Cluster
[ r1n0.sddc Iab local
[ rin1.sddc.lab.local
[@ r1n2.sddc.iab.local
rin3.sddc.lab.local
» @ Compute-ResourcePoel
» @ Network-ResourcePool

& SDDC-Management-ResourcePool

Back Next || Finish Cancel
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Click Next.

#p Deploy OVF Template

2 »

+ 1 Selecttemplate
+ 2 Selectname and location
~ 3 Selecta resource
5 Acceptlicense agreements
6 Selectstorage
7 Selectnetworks
8 Customize emplate
9 Readyto complete

Review details
Verify the template details

A\ The OVF package contains advanced configuration options, which might pose a security risk. Review the advanced
configuration options below. Click next to accept the advanced configuration options.

Product HCX

Version 351

Vendor Wware, Inc.

Publisher @ VMware\ Inc. (Trusted certificate)
Download size 16GB

Stze on disk 2.6 GB (thin provisioned})

60.0 GB (thick provisioned)

Description HCX enables your Enterprise Hybrid Cloud Mobiiity. Datacenter migrations are complex elongated
processes. Moving to a datacenter across the WAN is even more complicated ViMware HCX allow efficient
datacenter migration beginning at datacenter setup and design through migrations leveraging VMware
technologies such as Cross-Cloud vMotion. Learn about ViMware's SD-WAN technologies with high
throughput Layer-2 Network Extension, Disaster Recovery, Low/No Downtime Migration and optimized
datacer il or to-cloud connectivity.

Extra configuration  ybridityymbuild = 7992451
hybridity vmwersion = 3.5.1
hybridityvmtype = Manager

Back Next Cancel
Accept the VMware End User License Agreement (EULA).
#p Deploy OVF Template 2w
+ 1 Selecttemplate Accepl license agreements
Read and accept the license agreements associated with this template before continuing.
' 2 Selectname and location
+ 3 Selecta resource
+ 4 Review details VMware End User License Agreement &
PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL GOVERN YOUR USE OF THE
SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE SOFTWARE.
6 Selectstorage

7 Selectnetworks
8 Customize template

9 Readyto complete

IMPORTANT-READ CAREFULLY:BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE, YOU (THE INDIVIDUAL OR
LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE AGREEMENT ("EULA’). IF YOU DO
NOT AGREE TO THE TERMS OF THIS EULA, YOU MUST NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND YOU
MUST DELETE OR RETURN THE UNUSED SOFTWARE TO THE VENDOR FROM WHICH YOU ACQUIRED IT WITHIN
THIRTY (30) DAYS AND REQUEST A REFUND OF THE LICENSE FEE, IF ANY, THAT YOU PAID FOR THE SOFTWARE

EVALUATION LICENSE.If You are licensing the Software for evaluation purposes, Your use of the Software is only permitted in a
non-production environment and for the period limited by the License Key. Notwithstanding any other provision in this EULA, an
Evaluation License of the Software is provided “AS-1S” without indemnification, support or warranty of any kind, expressed or
implied

1. DEFINITIONS

1.1 "Affiliate'means, with respect to a party, an entity that is directly or indirectly controlled by o is under common control with such
party, where “control” means an ownership, voting or similar interest representing fifty percent (50%) or more of the total interests
then outstanding of the relevant entity (but only as long as such person or entity meets these requirements).

1.2°De "means that doc

(seent )

that is generally provided to You by VMware with the Software, as revised by

Back Next Finish Cancel
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Select the Cloud Foundation vSAN Datastore.

7 Select networks
8 Customize template

9 Readyto complete

¥ Deploy OVF Template 2w
V1 Selectiemplate Select storage
Select location to store the files for the deployed template.
+ 2 Selectname and location
+ 3 Selecta resource Select virtual disk format [mckprmionlaz&'mroad |~ J
¥ 4 Revew deiails W storage policy: [Nene [~ ]
+ 5 Acceptlicense agreements

[[] Show datastores from Storage DRS clusters @

J Filter |
- Datastore Clusters |
® (B (a Fitter -:
Hama Status M storags policy Capacity Fres
(=) B3 vsanDatastore @ Normal VSAN Default Sto.. 249 TB 184 TB
<1 5
M 1 0bjects [5Copy~

Back Next Finish Cancel

Select the port group where the NSX Hybrid Connect Manager instance is to reside.

“# Deploy OVF Template 2w
+ 1 Selectemplate Sslctne oy
Select a destination network for each source network.
+ 2 Selectname and location
o P SRR Source Network Destinaton Network
4 Reviewdetails VSMgmt wRack-DPortGroup-Mgmt E ]
+ 5 Acceptlicense agreements
+ 6 Selectstorage
7 Select networks
8 Customize iemplate
9 Readyto complete
Description - VSMgmt
This network provides connectivity to this virtual machine.
IP Allocation Settings
IP protocol: IPv4 IP allocation: Static- Manual @
Back Next Finish Cancel
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Provide the IPs for the NSX Hybrid Connect management appliance.

“g Deploy OVF Template Ghn

+ 1 Selecttemplate Customize emplate
Customize the deployment properties of this software solution

2 Selectname and location

v
+ 3 Selecta resource © Al properties have valid values Shownext.  Collapseall..
+ 4 Review details ~ DNS 2 settings -
i .

EASCICPA Suses Suitem ek DNS Server list The DNS server list(space separated) for this VM
6 Selectstorage [10:0:20:253
W T Selectnetworks

Domain Search List The domain Search list(space separated) for this VM.

8 Cusiomize emplate ‘sdnclab local J

9 Readyto complete

~ Network properties 4 settings
Default IPv4 Gateway The default gateway for this VM.
[100201
Hostname The hostname for this VM.
[RCX-Cloud ]
Network 1 1Pv4 Address The IPv4 Address for this interface. Leave this empty for DHCP base IP assignment.
[10020215 |

Network 1 1Pv4 Prefix Length  The IPv4 prefix Length for this interface

[ I

Back Next Finish Cancel

Review the details and complete the installation.

# Deploy OVF Template Gin
+ 1 Selectemplate Readyto complete 4]
Review configuration data.
+ 2 Selectname and location
ST Name VMware-HCX-Cloud-3 5.1-7992451
¥ 4 Revewdeiiis Source VM name VMvware-HCX-Cloud-3.5.1-7992451
+ 5 Acceptlicense agreements Gt 16GB
+ 6 Selectstorage Size on disk 60.0 GB
~ T Selectnetworks Folder Management VMs
+ 8 Customize lemplate Resource SDDC-Management-RescurcePool
- CECTE N sorevs
» Network mapping 1
» IP allocation settings IPv4, Static - Manual

DNS Server list = 10.0.20.253
Domain Search List = sddc lab.local
Default IPv4 Gateway = 10.0.20.1
Hostname = HCX-Cloud

Network 1 IPv4 Address = 10.0.20.215
Network 1 1Pv4 Prefix Length = 24
Enable SSH = True

NTP Server List = 10.0.20.5

Static Route 1: Gateway IP Address =
Static Route 1: Network =

Static Rnute 1 Prefix | enath =

Properties

Back Next |  Finish Cancel
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After installation of the OVA has been completed, power on the NSX Hybrid Connect
Manager target site appliance.

With the NSX Hybrid Connect Manager target site appliance installed, the next step is
to register the appliance with the vCenter Server instance in the target site. To begin,
log in to the appliance at https://<Hybrid Connect Manager target site >9443 and
enter the default username Admin and the password you set during installation of
the OVA.

HCX Manager

Jusername

Password
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After login, the appliance will ask you to activate the target site instance. Enter the
License Key and click ACTIVATE.

Activate your HCX instance

HCX Server hitpsl/connect hex vmware.com
Ucense Key Enter icense ke:

Let’s get your HCX system Restore your HCX instance
configured.
Chck here to proceed

Activate and configure your system.

essssee ACTIVATE LATER

Set the cloud site geographic location.

Where is your HCX system located?

Location of your datacenter (nearest city
Milwaukee, United States of America

Let's get your HCX system
configured.

Activate and configure your system.

® secece CONTINUE
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Enter the System Name.

vm HCX Manager

System Name

System Name hex-cloud sddc lab jocal

Let's get your HCX system
configured.

Activate and configure your system

es sssse CONTINUE

Select the vSphere installation option.

Select HCX Instance type to configure

© vsphere vCloud Director

Let's get your HCX system
configured

Activate and configure your system.

sse ssce CONTINUE
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Configure the vCenter Server and NSX connection using the credentials from the

target vSphere site.

Let's get your HCX system
configured.

Activate and configure your system.

Connect your vCenter and NSX

~ Connect your vCenter

vCenter Server Hittps #vcenter-1 sade lab local

Usermame ad torGvsphere local

+ Connect your NSX

NSX Manager https:/10.0.20.20

admin

CONTINUE

Enter the URL for the Platform Services Controller instance for the target site lookup
service—example: https://<Target site PSC>:443/lookupservice/sdk.

vm HCX Manager

Let’s get your HCX system
configured.

Activate and configure your system.

Configure SSO/PSC

Identity Sources nitps /fpsc-1 sddc Lab local 483 fiookupservice/sdk

conminue [
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Enter the Public Access URL for the target site. This URL will be used later to
complete the site pairing process.

NOTE: If this installation is not public Internet facing, an IP address can be used.

Configure Public Access URL

Set the public access url to launch the HCX instance

: nttps 10,020 215
Bublic Access URL (D)

Let's get your HCX system
configured.

Activate and configure your system.

sssesse o CONTINUE

To complete the configuration, click RESTART.

Congratulations!

(@ ou nesd to restart the Appication Service and Web Service for your changes 1o take

efrect!
@ Configure the vSphere Roles in the HCX instance after the restart of the services
0 Your system IS LD now. Here IS the SUMMary of the end paints oK your system
Location Milwaukee United States of America
Let's get your HCX system System Name hex-cloud.sdde Jablocal
configured.
wCenter httpsvcenter-1.sdaclablocal
Activate and confi tem.
b et NSX itosU/10.0.2020
850 httpsi/pse-1.sdde lab. local: 443 lookupservice/sdk.
Public Access URL mps10.0.20.215

seseeee RESTART RESTART LATER
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The next step is to configure and install the remaining NSX Hybrid Connect appliance
VMs in the NSX Hybrid Connect target site. This is referred to as the interconnect
configuration. Figure 14 is a network diagram for reference. It shows each of the
appliance VMs and which networks they are connected to.

VMware Cloud Foundation
(Target Site)
— Milwaukee

Virtual Distributed Switch
NSX Hybrid Connect Trunk

1
: C v : Uplink VLAN @
| ]
: C . Management VLAN h
| ] | ] | ] LI |
: C T — - Gl ySphere vMotion VLAN @
: RN
' n [ ] [ ] LI |
. " . ] NSX Hybrid "
! N Lo Connect Manager ! *
. u ] ] LI ]
1 . L] ] ]
u ] ] LI ]
' u " " "
- AN
: [N
' NSX Edge
. Cloud
! Gateway Layer 2
. Concentrator

WAN Optimizer

Figure 14. NSX Hybrid Connect Target Site Network Detail
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To begin the interconnect configuration, log in to https://<Hybrid Connect Manager>
with your vSphere credentials.

€ & C [ A Notsecure | Mips//10.0.20215/hybridity/ui/services-1.0/hex-cloud/indexhtmi#login

VMware ®
HCX Cloud

administrator@vsphere local

Use vSphere domain cradentials to login

Upon login, the NSX Hybrid Connect Manager target dashboard appears. We see
that the interconnect configuration must be completed. Click CONFIGURE

INTERCONNECT.

Cloud Overview

1 13

VCENTERS VIRTUAL MACHINES

NETWORKS DIRECT €O

" Welcome to HCX Cloud!
Hybrid Connectivity
Design and depioy your clowd network topology. Configure replication-based protection

Connect your remote datacenter using HCX ENterprisé  1or virtual Machines In the cloud, Access @agnostic views and system logs

DOWNLOAD HCX ENTERPRISE CLIENT
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Click CREATE INTERCONNECT CONFIGURATION.

£\ Interconnect configuration is a pre-requisite for adding a HCX Interconnect between two sites. HCX Interconnect enables Mobility, Network Extension and other hybrid services

Administration

(D Piease provide the Logical Network Configuration to deploy HCX Interconenct Appliances cormectly.

Interconnect Configuration

rk
Configuration
Deployment Containers

interconnact
Configuration

Audit Logs

@ An Interconnect Configuration is a pre-requisite for adding an HCX Interconnect between two

sites

You have no interconnect configu

ion created
CREATE INTERCONNECT CONFIGURATION

What is an Interconnect Configu

ation is required for HCX Inter ect deploym h enables Mobil

Extensic hybrid services. In t 1P pools,

compute parameters to describe where the H 13l appliances will be deployed

and ¢

€ C | A Not secure | hitpsy//10.0.20.215/hybridity/ui/services-1.0/hex-cloud/index htmi#/administration,

Create Interconnect
Configuration

vCenter

Resource Paol
1 Select Compute Resources

Select a Resource Pool

SDDC-Management-Ri

vmware
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Select the VSAN datastore as the storage location of the NSX Hybrid Connect
appliances.

€ & C | A Notsecure | hitps//10.0.20215/nybridity/u

Create Interconnect
Configuration vCenter wcenter-1sddc lab local

Resource Poal SDDC-Management-Resourcerool

1 Select Compute Resources
Datastore i

em-bundie-repo

@ venDatasore 133897 GB

CANCEL NEXT

Next, create the network profiles for the NSX Hybrid Connect Cloud Gateway
appliance. This defines the IP address pool for the Cloud Gateway and the Layer 2
Concentrator appliances. Later, when the hybridity tunnel has been built, the

NSX Hybrid Connect Manager instance will automatically select an available IP
from this pool and assign it to the appliances.

Edit Interconnect Configuration X
~ Network Profile x
1 Select Compute Resources S Ntk Lypm
2 Configure Network Profile(S)
Network *
Type " ® AN facing networks
WAN facing ne
1P Ranges 10.0.20.216-10.0.20.218
Prefix Length
Default Gateway IP Address
Network Profile vRack-DPortGroup-vMaotion X
Network Profile vRack-DPortGroup-External x
ADD
CANCEL BACK NEXT
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Add an available IP for the vSphere vMotion subnet in the Cloud Foundation site.

« C | A Notsecure | hitps//10.0.20.215 hybridity/ui/services-1.0/hcx-cloud/index htmi#/administration/interConnectConfiguration k-4

Default Gateway 1P Address.
Create Interconnect
Configuration Network Profie

Select Network Type *

1 Select Compute Resources

2 Configure Network Profile(S)

1P Ranges * 192168.11 200

Prefix Length

Derault Gateway IP Adaress w2681

+ ADD

CANCEL BACK NEXT

Add available IP addresses for the external WAN-facing networks. These IP
addresses will be routed from the Cloud Foundation site and available on the
external corporate network.

Edit Interconnect Configuration > Network Profile vRack-DPortGroup-Mgmt x X

> Network Profile vRack-DPortGroup-vMotion x
1 Select Compute Resources
~ Network Profile x
2 configure Network Profile(S)
Select Network Type * B
* Distrib

Switch Network

d Port

NSX Logical Swi

Network *
Type * LAN facing
' WARN facing
IP Ranges * 10.155.168.127-10.155.168.128

eg 19296811, 192168110
Prefix Length *

Default Gateway IP Address

+ ADD

CANCEL BACK NEXT
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Add Static Routes if necessary.

Edit Interconnect Configuration X
Optional Static Route entries can be useful for reaching networks via a network path alternate to the
configured default gateway. The Next Hop IP Address must belong to a directly connected network.

1 Select Compute Resources

+ ADD
2 Configure Network Profile(S)

3 Add Static Routes

CANCEL

Review the settings for the interconnect configuration and click FINISH.

Edit Interconnect Configuration %

Click Finish to save the configuration changes. Existing interconnect appliances have to be redeployed for
the changes to take effect.

Select Compute Resources

vCenter vcenter-1sadc labjocal
2 Configure Network Profile(S) Resource Pool SDDC-Management-ResourcePool
Datastore vsanDatastore

w

Add Static Routes
Network profile(s)

4 Ready To Complete

Prefix Default Gateway IP
Netwaork Type 1P Ranges Length

vRack-DPortGroup- Management  10.0.20.216-10.0.20 218 24 100201

Mgmt

vRack-DPortGroup- wMotion 192.168.11.200 24 192168111
vMotion

vRack-DPortGroup- Internet 10,155 168 127- 24 10 155 168 126

nal 10,155 168 128

CANCEL BACK F
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With the interconnect configuration now complete, configure an NSX router to enable
L2 network extensions into the Cloud Foundation site. Log in to the Cloud Foundation
vSphere Web Client instance. Navigate to the NSX home and select NSX Edges. Click
the green plus icon to add a new NSX Edge instance.

vmware* vSphere Web Client fA=

Navigator ) § f NSX Edges
<4 Back NSXManager: (1002026 |~
Networking & Security ‘ Er3
55 NSX Home Wl Narme
£ Dashboard Add B
404 Installation
" Logical Switches
~ NSXEdges |
R Firewall

Qnnnfuard

Give the NSX Hybrid Connect NSX Edge instance a Name. Click Next.

New NSX Edge 2 »

vER Name and description

2 Settings

Install Type:  (s) Edge Senices Gateway
3 Configure deployment
4 Configure interfaces

5 Default gateway settings (U Logical Router

6 Firewall and HA

7 Readyto complete Name: #| HCX-Edge

Hostname:

Description:

Tenant:

[/] Deploy NSX Edge

[[] Enable High Availability
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Set the Password for the NSX Edge instance.

NewhSX Edge (2 »

v 1 Name and description Settings

2 Setiings
IR CLI credentials will be set on the NSX Edge appliance(s). These credentials can

be used to login to the read only command line interface of the appliance.

4 Configure interfaces

User Name: «|admin
5 Default gateway seffings

Password: & RERRERRRRRRER RN
6 Firewall and HA

Confirm p d: *l

7 Readyto complete
[CJEnable SSH access

[] Enable FIPS mode

[¥] Enable auto rule generation

Enable auto rule generation, to automatically generate service rules to allow flow of
control traffic.

Edge Control Level Logging [INFO l = ]
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Select the Appliance Size. Then click the green plus icon.

New NSX Edge () »
[ newnsxe

v 1 Name and descripion Configure deployment
v 2 Sefings

Datacenter: | vRack-Datacenter j =
3 Confgure deployment

Appliance Size:  (») Compact

4 Configure interfaces O Large
5 Default gateway setlings () X-Large
6 Firewall and HA (0 Quad Large
7 Readyto complete NSX Edge Appliances
%
Resource P.. Host Datastore Folder CPU Reserv... Memory Re...

Specifying a resource pool and datastore is mandatory for configuring the NSX
Edge appliance.

Select the Resource Pool and Datastore. Click OK. Then click Next.

Add NSX Edge Appliance (?)

Specify placement parameters for the NSX Edge appliance.

Cluster/Resource Pool: *[ Compute-ResourcePool | v ]

Datastore: *[vsanDatastore | v ]

Host: [ |~ ]

Folder: [ | - ]
[

Resource Reservation: System Managed | - ] (i)

CPU: 1000 MHz

Memory: 512 MB

OK ][ Cancel
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Click the green plus icon to add the interfaces.

New NSX Edge 2 »
L"‘ —

+ 1 Name and description Configure interfaces

v/ 2 Seftings
+/ 3 Configure deployment

Configure interfaces of this NSX Edge

+
4 Conhgure interfaces
5 Default gateway seffings e ETE Fenit=s f::;;tpm Connected To

6 Firewall and HA

7 Readyto complete
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First connect the WAN uplink interface. Enter the Name and click the link to select

the distributed switch port group for the external WAN uplink connected to the
corporate data center.

Add NSX Edge Interface @]

VNIC#: 0
Name: * | External WAN Uplink |
Type: () Internal (=) Uplink
Connected To: I | Select Remove
Connectivity Status: Connected (+) Disconnected

b (q Filter -
Primary IP Address Secondary IP Addresses Subnet Prefix Length

0 items Copy ~

Comma separated lists of Secondary |IP Addresses. Example: 1.1.1.1,1.1.12.11.13

MAC Addresses: |

You can specify a MAC address or leave it blank for auto generation. In case of HA,
two different MAC addresses are required.

MTU: 1500

Options: [] Enable Proxy ARP [] Send ICMP Redirect

Reverse Path Filter | Enabled | ~

Fence Parameters:

Example: ethernet0 filter1 parami=1
ethernet1.filter.parami1=1

| ok || cancel

vmware
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Select the Port Group and click OK.

Connect NSX Edge to a Network (?)

[ Logical Switch | Standard Portgroup | Distributed Porigroup |
IQ Filter -

Name Type |

(@] é vRack-DPortGroup-NonR... | Distributed Port Group
QO & vRack-DPortGroup-VSAN Distributed Port Group
(@] & vRack-DPortGroup-Oob Distributed Port Group
(U & vRack-DPortGroup-Mgmt Distributed Port Group f’
@] é L2E-vRack-DSwitch-Trunk | Distributed Port Group ‘
(+) 2, vRack-DPortGroup-Exter... | Distributed Port Group |

|

[

R4

M 7items [{5Copy~

ok | [ cancel |
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Click the green plus icon and enter an available IP Address for the
External WAN Uplink.

Add NSX Edge Interface Q
vNIC#: 0
Name: | External WAN Uplink \
Type: () Internal (=) Uplink
Connected To: ‘vRack-DPortGroup-Enernal | Change Remove

Connectivity Status: (=) Connected () Disconnected

x (q Fiter - |
Primary IP Address Secondary P Addresses Subnet Prefix Length
10.155.168.127 Q| |24 x]

1items [[%Copy~

Comma separated lists of Secondary IP Addresses. Example: 1.1.1.1,1.1.1.2.1.1.1.3

MAC Addresses: ‘
You can specify a MAC address or leave it blank for auto generation. In case of HA,
two different MAC addresses are required.

MTU: 1500 |

Options: [[] Enable Proxy ARP [_] Send ICMP Redirect

Reverse Path Filter | Enabled | o

Fence Parameters:

Example: ethernet0. filter1.parami1=1
ethernetd filter1 parami=1

| ok || cancel ]
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Click the green plus icon and add the interface for the Cloud Foundation
Management port group as depicted in the following screenshot.

Add NSX Edge Interface o)
—
vNIC#: 1
Name: # ‘ Management ]
Type: (=) Internal () Uplink
Connected To: ‘vRack—DPonGroup—Mgmt ‘ Change Remove

Connectivity Status: (=) Connected () Disconnected

x (q Filter -
Primary |P Address Secondary IF Addresses Subnet Prefix Length
10.0.20.217 [x] [24 o)

1items [[5Copy~

Comma separated lists of Secondary IP Addresses. Example: 1.1.1.11.1.121113

MAC Addresses:

You can specify a MAC address or leave it blank for auto generation. In case of HA,
two different MAC addresses are required.

MTU: 11500

Options: []Enable Proxy ARP [] Send ICMP Redirect

Reverse Path Filter | Enabled | ~

Fence Parameters:

Example: ethernet0 filter1 parami1=1
ethernet1 filter1.param1=1

[ OK H Cancel ].:E

L ==
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With both NSX Edge interfaces now connected, click Next to Configure
Default Gateway.

7 Readyto complete

New NSX Edge 2 n
+ 1 Name and description Default gateway seffings
v 2 Settings
[] Configure Default Gateway
+ 3 Configure deployment
4 Configure interfaces VNIC: « | External WAN Uplink [+]
Gateway . x[10.155.168.126 I
6 Firewall and HA MTU: ‘1500 ‘
|

Admin Distance: ‘ 1

Back H Next || Finish Cancel
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Configure Firewall default policy and click Next.

New NSX Edge 2 M
+ 1 Name and description Firewall and HA
+ 2 Setlings
[[] Configure Firewall default policy
+ 3 Configure deployment
+ 4 Configure interfaces Default Traffic Polic =) Accept Den
v 5 Default gateway seffings Logging Enable (o) Disable
6 Fi Il and HA
g FiN s
7 Readyto complete Configuring HA parameters is mandatory for HA to work.
vNIC = | any Iz
15 (seconds)
Back ‘ \ Next Finish | Cancel |
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Review the configuration for the NSX Edge Appliance and click Finish.

New NSX Edge 2 »
+ 1 Name and description Ready to complete
V' 2 Settings Name and description
+ 3 Configure deployment Name: HCX-Edge
+/ 4 Configure interfaces Install Type: Edge Services Gateway
v 5 Defaultgateway setings Tenant:
. Size: Compact
+/ 6 Firewall and HA
HA: Disabled
ek usaivio conpse s Automatic Rule Generation:  Enabled
NSX Edge Appliances
Resource Pool Host
Compute-ResourcePool
Interfaces
vNIC# Name |P Address. Sl Connected To
Length
0 External WA... 10.155.168.127" 24 vRack-DPortG...
1 Management 10.0.20.217* 24 vRack-DPoriG...
Back Next Finish | Ccancel |
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When the NSX Edge appliance has been completely installed, import the appliance
into the NSX Hybrid Connect Manager so it can be used later for L2 network
extension. Log in to the https://<Hybrid Connect Manager> web interface. Navigate
to Services > Networking > Router. Select IMPORT to import the new NSX Edge router.

vm HCX Cloud Services

=

loed

CoMPUTE Networking

@ Network Router

NETWORKING

@ ADD iMPORT | [ ACTIONS v

DATA _
PROTECTION Name T Edge Type Uplink Interfaces

D

DISASTER
RECOVERY

The NSX Hybrid Connect target installation is now complete and ready for the
installation of the NSX Hybrid Connect source site. Figure 15 shows that the
NSX Hybrid Connect target appliance is installed and that the NSX instance is
configured with an NSX Edge appliance.

VMware Cloud Foundation
LAN/WAN Milwaukee

. Virtual Distributed Switch

: C Uplink VLAN

[
| Management VLAN |=&

! NSX Hybrid p’ <
(B

Connect Manager
' Target Site ‘

NSX Edge

Figure 15. NSX Hybrid Connect Target Site Installation
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Installation - NSX Hybrid Connect Manager Source

(Legacy vSphere Site)

From the NSX Hybrid Connect Manager target site web Ul, https://<Hybrid

Connect Manager>/, log in with vSphere administrator (administrator@vsphere.local)
credentials and proceed to the Administration page. See REQUEST DOWNLOAD
LINK. This link downloads the NSX Hybrid Connect Manager source site installer
OVA for deployment into the legacy vSphere environment.

Click REQUEST DOWNLOAD LINK.

Administration

System Updates

Troubleshooting Pair your remote data center with HCX Enterprise
Cobuston
# REGUEST DOWNLOAD LINK
Configuration DUNSLO0 L
Deployment Contaners
Audit Logs Local HCX
SysemMame ¥ | Available Versiens Stats SystemType ¥ Info NSXVerson ¥ VCVersen ¥ Cument Version
HEX-Cloud-cloud /A HEX Cloud © 635719875 6507515524 3517992451

Select Local file and click Browse to find the downloaded OVA file. Click Next.

## Deploy OVF Template ©]
1 Select lemplate select template
Select an OVF template.
2 Select name and location
3 Selecta resource Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,

such as a local hard drive, a network share, or a CD/DVD drive.
4 Review details

5 Select storage (O URL

6 Ready to complete | [ ']
(=) Local file
Browse... | 1file(s) selected, click Next to validate
A\ Use multiple selection to select all the files associated with an OVF template (.o, vmdk, etc.)

Back Next Finish Cancel
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Enter a Name for the NSX Hybrid Connect Manager source site appliance and select
the destination folder. Click Next.

741 Deploy OVF Template "o

Selectname and location

+ 1 Selecttemplate
Enter a name for the OVF and selecta deployment location.

2 Selectname and location

3 Selecta resource Name |VMware-HCX-Enterprise-3.5.1-8327309

4 Rewview defails p—
Filter | Browse |

5 Selectstorage
Select a datacenter or folder.

6 Readyto complete
w (G vc0i Jab Jocal

fis Datacenter

Back Next Finish Cancel

Select the destination cluster. Click Next.

"7 Deploy OVF Tempiate Gl

Selecta resource

+ 1 Selectiemplate
Select where 1o run the deployed template

+ 2 Selectname and location

3 Selecta resource ey
Fiter [ Browse |

4 Review details

Select a host or cluster or resource pool or vapp.
5 Selectstorage

v [l Datacenter
6 Readyto complete i Clusteri
» £ SDDC
» @ro01225
H 10.0.1.26
10.0.1.26
Back Next nis| Cancel
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Review details and click Next.

| * Deploy OVF Template

+ 1 Selectiemplate Review details
Verify the template details
+ 2 Selectname and location

+ 3 Selecta resource . T -
A The OVF package contains advanced configuration options, which might pose a securityrisk. Review the advanced

4 Review defails configuration options below. Click nex to accept the advanced configuration options

5 Acceptlicense agreements Product HCX

6 Selectstorage Version 351

7 Selectnetworks Vendor Viware Inc.

8 Customize iemplate Publisher @ VMware\, Inc. (Trusted certificate)
9 vSenice bindings Download size 17GB

2.6 GB (thin provisioned)
60.0 GB (thick provisioned)

Description HCX enables your Enterprise Hybrid Cloud Mobility. D are complex
processes. Moving to a datacenter across the WAN is even more complicated. VMware HCX allow
efficient datacenter migration beginning at datacenter setup and design through migrations leveraging
VMware technologies such as Cross-Cloud vMotion. Leamn about ViMware's SD-WAN technologies with
high throughput Layer-2 Network Extension, Disaster Recovery, Low/No Downtime Migration and
optimized datacenter-to-datacenter or datacenter-to-cloud connectivity. HCX™ offers vSphere users a
seamless option for extending their on-premises data center into your Hybrid Cloud. HCX is a single point
of 1 for Hybrid Cloud that offers hybrid networking and bi-directional workload

i on and off-premi: resource and

10 Ready to complete Size on disk

Extra configuration  hybriditymbuild = 8327309
hybridityvmversion = 35.1
hvbriditvvmine = Mananer

Cancel
Review the EULA. Click Accept. Click Next.
Lt‘; Deploy OVF Template o]
. ___}
+ 1 Selectiemplate Accept license agreements
Read and accept the license agreements associated with this template before continuing.
+ 2 Selectname and location
+ 3 Selecta resource
+ 4 Review details VMware End User License Agreement -
. PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL GOVERN YOUR USE OF THE
SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE SOFTWARE.
g Selecizomue IMPORTANT-READ CAREFULLY BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE, YOU (THE INDIVIDUAL OR
7 Selectnetworks LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE AGREEMENT (‘EULA’). IF YOU DO
NOT AGREE TO THE TERMS OF THIS EULA, YOU MUST NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND YOU
8 Customize emplate MUST DELETE OR RETURN THE UNUSED SOFTWARE TO THE VENDOR FROM WHICH YOU ACQUIRED IT WITHIN
B\ Serucn Dindings THIRTY (30) DAYS AND REQUEST A REFUND OF THE LICENSE FEE, IF ANY, THAT YOU PAID FOR THE SOFTWARE
10 Readyto complete EVALUATION LICENSE If You are licensing the Software for evaluation purposes, Your use of the Software is only permitted in a

non-production environment and for the period limited by the License Key. Notwithstanding any other provision in this EULA, an
Evaluation License of the Software is provided “AS-IS” without indemnification, support or warranty of any kind, expressed or
implied.

1. DEFINITIONS.
1.1 “Affiliste’means, with respect to a party, an entity that is directly or indirectly controlled by or is under common conirol with such

party, where “control” means an ownership, voting or similar interest representing fifty percent (50%) or more of the total interests
then outstanding of the relevant entity (but enly as leng as such person or entity meets these requirements)

1.2"Dox "means that doc that is generally provided to You by VMware with the Software, as revised by

Cancel

mware® WHITE PAPER | 69



MULTICLOUD WORKLOAD MIGRATION STRATEGIES
WITH VMWARE CLOUD FOUNDATION

vmware

Select storage location. Click Next.

‘ i {) Deploy OVF Template Q]
+ 1 Selectemplate Selectstorage
Select location fo store the files for the deployed template
+ 2 Selectname and location
~ 3 Selecta resource Select virtual disk format: | Thick provision lazy 2eroed | = J
+ 4 Review defails VM storage policy: [Nons J )
v
5 ] show from Storage DRS clusters @
o
| Fitter |
7 Selectnetworks
[ Datastores | Datastore Clusters
8 Customize emplate )
9 vSenice bindings ® (B (a Fiter =
10 Ready to complete S s S EORON PRy Copacly res
(U B DataStore1 @ Normal VM EncryptionP... | 1.15 TB 119.65 GB
(= B VMwareNFSVol2 @ Normal VM Encryption P. 115 TB 11858 GB
« D
M 2 Objects [} Copy~

Back |  Next Finish Cancel

Select the destination network for installation of the NSX Hybrid Connect Manager
source site appliance. Click Next.

 ¥¢) Deploy OVF Tempiate 9]
+ 1 Selectemplate Selectnetworks
Select a destination network for each source network
+ 2 Selectname and location
O Salecl 2 RoRES Source Network Destination Network
+ 4 Reviewdetails vSMgmt [ vM Network .|
+ 5 Acceptlicense agreements
+ 6 Selectstorage
7 Selectnetworks
8 Customize template
9 vSenice bindings
10 Ready o complete
IP Allocation Setfings
IP protocol: I1Pv4 IP allocation: Static - Manual o
Back | Next Finish Cancel
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Enter the network settings for the appliance. Click Next.

% Deploy OVF Tempite o

+ 1 Selectiemplate Customize emplate
Customize the deployment properties of this software solution.

+ 2 Selectname and location
~ 3 Selecta resource © Alproperties have valid values Shownexd..  Collapse all...
+ 4 Reviewdetails - DNS 2 seftings N
B T DNS Server list The DNS server list(space separated) for this VM
+ 6 Selectstorage |
+ 7 Selectnetworks i i
Domain Search List The domain Search list(space separated) for this WM
|
9 vSenice bindings
~ Network properties 4 settings
10 Readyio complete
Default IPv4 Gateway The default galeway for this Vi
1
Hostname The hostname for this VWL
J
Network 1 IPv4 Address The IPv4 Address for this interface. Leave this empty for DHCP base IP assignment.

Network 1 IPv4 Prefix Length The IPv4 prefix Length for this interface

Back Next | Finish Cancel

Enter the Passwords and complete the appliance configuration. Click Next.

%7 Deploy OV Tempiate o]

+ 1 Selectemplate Customize iemplate
Customize the deployment properties of this software solution

+ 2 Selectname and location

+ 3 Selecta resource © Alproperties have valid values Shownexdt..  Collapseall...
+ 4 Reviewdetails INGUEUIR § IV FISIA LOYEL 1 IV PIEI LENGUT 0T UNS TEECE. N
+ 5 Acceptlicense agreements | |

+ 6 Selectstorage ~ Passwords 2settings

+ T Selectnetworks CLI "admin” User Password ~ The password for default CLI user for this Vi

9 vSenice bindings Confirm password :l

10 Readyto complete
root Password The password for rootuser.

~ Services Configuration 2seftings
Enable SSH Enabling SSH senice is not recommended for security reasons
O
NTP Server List The NTP server list{space separated) for this VM

Back Next Finish Cancel
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Review the installation settings and click Finish.

¥ Deploy OVF Template 0

+ 1 Selecttemplate Ready to complete
Rewview configuration data,
' 2 Selectname and location

3 Selecta resource

v Name VMware-HCX-Enterprise-3.5.1-8327309
R e Source VM name VMware-HCX-Enterprise-3 5.1-6327309
+ 5 Acceptlicense agreements Download size 17GB
v 6 Selectstorage Size on disk 60.0 GB
+ T Selectnetworks Datacenter Datacenter
+ 8 Customize template Resource Clustert
9 vService bindings » Storage mapping 1

+ IP allocation settings IPv4, Static - Manual

DNS Server list =

Domain Search List =

Default IPv4 Gateway =
Hostname =

Network 1 IPv4 Address =
Network 1 IPv4 Prefix Length =
Enable SSH = False

NTP Server List =

Properties

Back Next Finish Cancel

After the OVA deployment has completed, power on the NSX Hybrid Connect
Manager source site VM.

Now configure the NSX Hybrid Connect Manager source site appliance. Log in to
the web Ul of the appliance at https://<Hybrid Connect Manager Source Site>:9443/.
Log in with the Admin username and password set while deploying the OVA.

After successful login, the appliance configuration wizard will appear.

Activate your HCX instance

Enter your ctivation key

HCX Server hitps:Jconnect hex ymware com
Activation Key Enter n ke

Let's get your HCX system
configured.

Activate and configure your system.

sssese ACTIVATE LATER
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Obtain the NSX Hybrid Connect Manager source site activation key from your
account at cloud.vmware.com. Apply the activation key to the appliance.

Select the data center location for the NSX Hybrid Connect Manager source site
installation. Click CONTINUE.

Where is your HCX system located?

Location of yous datacenter (nearest city)

I Palo Alto, United States of America

Let's get your HCX system
configured,

Activate and configure your system.

e ssses CONTINUE

Provide a System Name for the NSX Hybrid Connect Manager source site system.
Click CONTINUE.

System Name

System Name HCX-Enterprise-PaloAlte

Let's get your HCX system
configured.

Activate and configure your system.
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After completing the activation, select YES, CONTINUE.

Congratulations! You have successfully activated your HCX.

DO YOU Wish 10 CONtNU® WIth S6LUNg U the HCX Manager?

[ caree | [

Let's get your HCX system
configured.

Activate and configure your system.

e sse

Now connect the NSX Hybrid Connect Manager source site appliance to the legacy
vCenter Server system. Enter the web URL for the legacy vCenter Server system and

provide the Username and Password.

Connect your vCenter

 Connect your vCenter

vCenter Server hitps/iveOl labiocal
Username saministrator@vsphere ocal
Passward o

Let's get your HCX system
configured. Connect your NSX (Optional)

Activata and configure your system.
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If the Platform Services Controller instance is not internal to your vCenter Server
system, direct the NSX Hybrid Connect Manager source site instance to the
Platform Services Controller instance in your legacy vCenter Server system.

Configure SSO/PSC

Igentity Sources *

Let's get your HCX system
configured.

Activate and configure your system.

After a restart of NSX Hybrid Connect Manager source site services, the
NSX Hybrid Connect Manager source site dashboard will reappear.

Congratulations!
(D You need 1o restart the Appiication Service and Web Service for your changes o take
efrect!
@ Configure the vSphere Roles in the HCX instance after the restart of the services

ﬂ Your syStem is LD now. Here is the summary of the

points connected to your system

Location Palo Alto.United States of America
Let's get VOE" HCX system System Name HCX-Enterprise-Palolta
configured.
vCenter httpsivcOllab Jocal
Activate and configure your system. ss0 pscOLiabocal

esssese RESTART RESTART LATER
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On the NSX Hybrid Connect Manager source site dashboard, configure the
EnterpriseGroup account.

HeX Assign Roles
vCenter Assign Roles to vCenter user groups
NSX
$50 System Administrator
e e e e ek (oo Itarcoaracl)
vSphere Role Mapping
Datacenter Location User Groups

Iocal\Administrators.

Enterprise Administrator

User Groups. wvsphere local\EnterpriseGroup

If you don’t have an EnterpriseGroup in your SSO accounts for vCenter Server, create
one via the vSphere Web Client instance.

vmware* vSphere Web Client fi=

ig & vCenter Users and Groups
<4 Back Users  Solution Users | Groups I
Administration + /7 X
~ Access Control e e
Roles EnterpriseGroup vsphere local
Global Permissions ExternallDPUsers vsphere local
~ Single Sign-On CompenentManager Administrators vsphere local
I Administrators vephere local
Configuration DCClients vsphere.local
+ Licensing SystemConfiguration. Administrators vsphere.local

Restart the vSphere Web Client instance. When it restarts, the NSX Hybrid Connect
[HCX] icon will appear on its home screen.

= U | Administrator@VSPHERE LOCAL ~|

‘Hum:'\

o

) Hosts and Clusters > ) = -
(&) W and Templates > En ,‘_—"_} ta g Ei E;l @
H storage > Hosts and WM and Storage Networking Content Global HCX
© Networiing ) Clusters Templates Libraries Inventory Lists
[& Content Libraries >
Operations and Policies
|2 Global Inventory Lists >
2 Policies and Profes > @ 3 £ 2 @ i
(& Update Manager > i oy
‘ HCX Task Console Event Console VM Storage Customization Update Hoslt Profiles
Folicies SDNe‘:ulwhon Manager
-— nager
& Administration > e
(2] Tasks
R $» & A
s ]
7 Tags & Cuslom Allibules
Roles - sg.emm Licensing Et)::;!bmef D‘:‘”{ﬁ
on raton anance erat s
@, New Search > Improvement ... Manager
[ saved searcnes ? e
[l Watch How.to Videos
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The NSX Hybrid Connect Manager source site installation is now complete.

In the next section, we will complete the site pairing and begin the process of
connecting the two sites with NSX Hybrid Connect.

Configuration

The NSX Hybrid Connect architecture environment now resembles Figure 16.

Legacy vSphere " VMware Cloud Foundation

Palo Alto Milwaukee

Virtual Distributed Switch

Virtual Distributed Switch

. [ T Uplink VLAN |-@
1
.—| Management VLAN . O ! C T T VLAN I'.
1 1 'L
1 ! 1 'Ll
] 1 ] [
.-| VM VLAN -  J . 1 !
[ [ [ ] 1 1 [
1 1 1 1 , 1 'L
[ | [
[ T | I 1!
] ] ] [
B | : :
vm BB vm r
1
' NSX Hybrid Connect , NSX Hybrid Connect %@
Manager ' Manager h
vm . y
Source Site I Target Site NSX Edge

Figure 16. NSX Hybrid Connect Architecture Overview

The two NSX Hybrid Connect Manager appliances are installed and connected to a
VLAN that enables them to communicate with each other, over the LAN or WAN
interface, and with the local vCenter Server environments.

Access the NSX Hybrid Connect [HCX] dashboard from the vSphere Web Client
instance in the legacy vSphere system. See Site Pairings. Site pairings occur when
NSX Hybrid Connect Manager source and target instances are linked. The site pairing
process includes the following steps.

MNavigator i @Hox
. Beck Dashboard | nferconnect  Migration  Disaster Racovery  Administration
) Home

00 Hosts and Clusters
(2 W ana Templates
B stomge

£ Networting

>
5| Cloud Overview H
>
>

E Content Libraries >
>
>
>

0 0 0 0 0

B Clobsl Inweniory Lk VMS MIGRATED MIGRATION IN PROGRESS MIGRATION SCHEDULED NETWORK EXTENSION VMS PROTECTED

(g} Policies and Protles
Updale Manager
& Site Pairings
£ Asminisiration > This site is not paired with any other site. Use New Site Pairing link to pair with
[£] Tasks other sites
3 Ewents

7 Tags & Custom Alibutes

©Q New Search >
| saved Searches >

NEW SITE PAIRING
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Before enabling the new site pairing link, the NSX Hybrid Connect Manager source
site must trust the SSL certificate of the NSX Hybrid Connect Manager target site.
Log in to the NSX Hybrid Connect Manager source web Ul and import the certificate,
located at https://<Hybrid Connect Manager Source Site>:9443/.

Click Administration in the NSX Hybrid Connect Manager source site and select
Trusted CA Certificate on the left navigation bar. Click IMPORT and then select the
URL. Enter the URL for the NSX Hybrid Connect Manager target site appliance
installed in the Cloud Foundation site. Click APPLY.

Administration

- General Settings Trusted CA Certificate

Time Settings
Trusted CA Certificates
Syslog Server

System Name
v Network Settings
s v lsueaty T bsedTo T Expration
General Network
DNS Servers
Proxy
Static Routes
v Troubleshooting
Technical Support Logs
Upgrade
Backup & Restore
v Certificate
Trusted CA Certificate.

Server Certificate

Administration

« General Settings Import Trusted CA Certificate
Time Settings
Iimport the PEM encoded cert file to validate the endpoint
Syslog Server
System Name - -
Trusted CA Certificate Fie @ UAL Content
v Network Settings
General Network nitpei/10.0.20.215
R of Certificate that you want to apply

Technical Support Logs
Upgrade
Backup & Restore
v Certificate
Trusted CA Certificate

Server Certificate
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The site pairing process will not work if the common name (CN) in the SSL certificate
does not match the name in the URL. In this white paper, we use the IP address in the
CN name of the appliance and have updated the SSL certificate with this information.

The SSL certificate is now trusted and ready for site pairing.

Administration

+ General Settings Trusted CA Certificate

Time Settings

Manage the Trusted CA Certificates

Syslog Server
MPORT

System Name

v Network Settings ‘ (@ Successtuly imported CA certificate!
General Network
DNS Servers Aias v | sedBy v suedTa v | Expiration
Proxy : v | 1woz02s VMware VMware o10/2021
Static Routes 0s

v Troubleshooting - 1) subject

B commoniame : “10.0.20.215

Technical Support Logs
g M organizationName
grade
L W organizationUnit : hybridity”

Backup & Restore W lacaity - Palo Alto”

v Certificate

Trusted CA Certificate 1
- {} issuer

Server Certificate o
W commoniame : “10.0.20.215
W organizationName - "VMware

Return to the legacy vCenter Server vSphere Web Client NSX Hybrid Connect [HCX]
dashboard. Click the NEW SITE PAIRING link. The register site wizard will appear.

Click Register new Connection.

vmware* vSphere Web Client U | Adminstair@VSPHERELOCAL = | Help = |

| navigator
4 Back
[ Home

1 Hosts and Clusters.
[ W and Tempiates
3 storage

£ Networking

E Content Libraries

[ Glabal Inventory Lists
L3 Policies and Protles
(@ Undate Managar

Dashboard | Inlerconnect  Migration  Disaster Recovery  Administrabon

Cloud Overview

e, g

() A

v v vvvvv

Site Pairings

This site is NOL paired with any otner Site. Use New Site PaiInng lnk to par with

T Ewents

& Tags & Custom Atriutes

Q New Search
| saved Searches.

NEW SITE PAIRING
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Register Site

1 Choose Hybrid Services Choose Hybrid Services

2 Ready to complete

Remote Site Connection:
Register new Connection @

No registered connections found.
You may:

+ Register Connection

» Reload Connections

© (Not available for this vCenterl)

(Mot available for this vCenter!)

(Not available for this vCenterl)

Back | Next Finish Cancel

Enter the Site URL for the NSX Hybrid Connect Manager target appliance. Enter the
administrator SSO User Name and Password for the Cloud Foundation installation.

Click Register.

Register Site

Choose ypr services

2 Ready to complete

|

Remote Site Connection:
Register new Connection Jd

Site URL: ‘ hitps:i10.0.20.215 |

User Name: ‘ administrator@vsphere.local J

Password.

© (Not available for this vCenterl)

(Not available for this vCenterf)

S (Not available for this vCenterf)

Back [| Next [| Finish Cancal
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The site pairing process is now completed, as depicted in Figure 17. We are ready to
begin the final process of creating a hybridity tunnel between the two sites.

Legacy vSphere \ VMware Cloud Foundation
Corporate

Palo Alto Milwaukee

Virtual Distributed Switch Virtual Distributed Switch

' O Site Pairing O

NSX Hybrid Connect NSX Hybrid Connect
i Manager ! Manager
Source Site ' Target Site

.—| Management VLAN T T 1 VLAN l—.
1 1
1 1
1 1
@_vMViAN T 9 '
1 1
1 1

-~
v

Figure 17. Site Pairing Process Completed

Creating the Hybridity Tunnel

On the vSphere Web Client instance for the NSX Hybrid Connect Manager source
site, begin by selecting the three services used to create the hybridity tunnel.

Select all three check boxes. Click Next.

Register Site

1 Choose Hybrid Services Choose Hybrid Services

2 HCX Interconnect Service

3 WAN Optimization Service Hemots 5l Comnection: Register new Connection J&
4 Network Exiension Service w Remole Site: HCX-Cloud-cloud VC: veenter-1.sddc.lab.local
5 Ready to complete s

Local vCenter. ve01.lab.local

’ Remote Site: HCX-Cloud-cloud — VC:vcenter-1.sddc.lab.local

20215

¥ HCX Interconnect Service

HCX Interconnect service provides resilient access over the Internet and private lines o the target site while providing strong
encryption, traffic 1g and the This services simplifies secure pairing of sites and management of HCX
components

[#! WAN Optimization Service

Improves performance characteristics of the private lines or Internet paths by leveraging WAN Optimization techniques like data de-
duplication and line conditioning. This makes performance closer to a LAN environment

¥/ Network Extension Service

High throughput Network Extension service with integrated Proximity Routing which unlocks seamless mobility and simple disaster
recovery plans across siles

Back | [ Nedt Finisn | | Cancel
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Next, provide information for the installation of the NSX Hybrid Connect
service appliances.

Start with the NSX Hybrid Connect [HCX] Interconnect Service, which will be
installed on the legacy vSphere source site. Select the Network that enables access
across the LAN or WAN link to the Cloud Foundation site and also has access to
the ESXi host management VMkernel interface subnet. Select a Cluster/Host and
Datastore in which to install the appliance. Give the appliance a name that meets
your naming conventions. Provide the IP Address, Default Gateway, and DNS.

To do live migrations, select the vSphere vMotion VMkernel subnet and provide the
Appliance Name and IP Address on that subnet. Enter admin password and root
password for the accounts on the appliance. Click Next.

Register Site
+ 1 Choose Hybrid Services HCX Interconnect Service
2 HCX Interconnect Service Specify parameters for local Gateway deployment. Remote Gateway will be provisioned automalically.

3 WAN Optimization Service

Placement of local Hybrid Cloud Gateway
4 Network Extension Service

< ey i comists Network  [DPG-VMGuest v
Cluster/Host [ Custert v
Datastore: | VMwareNFSVol2 v |
Appliance Name: | COW-LMNZM
IP Assignment

P Address L [10.0.1.22524 |

Default Gateway: [ 10.0.1.1 |

DNS: (100149 |
) Use static routes

Extended (optional)

VMotion Network: | vMotion v

Network should be accessible from the Compute resource, where
Gateway Appliance will be placed'

1P Agaress PL [172.16.0.10024 |

Passwords

admin password |-------- I confirm: I----m-

root password | P | confirm: I J—

| Ned Finish Cancel
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The next component to configure is the WAN Optimization appliance. Set the
Bandwidth Limit for the migrations. Click Next.

 Register Site

w1 Choose Hybrid Services

WAN Optimization Service
« 2 HCX Interconnect Service

Specify parameters for WAN Optimization Sarvice.

4 Network Extension Service Bandwidin Limt

10000 Mb/s

5 Ready to complete

Back Finich Cancel
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The last component to configure is the Layer 2 Concentrator appliance.

Select the placement for the installation of this Layer 2 Concentrator appliance.
Select the cluster, datastore, and management port group in which to install
the appliance.

Provide the Appliance Name and IP Address on the selected subnet. Enter the
Uplink MTU supported across the LAN or WAN link boundaries.

Enter admin password and root password for the accounts on the appliance.

_@hﬂmm
+ 1 Choose Hybrid Services Network Extension Service
2 HCX Interconnect Service E:‘t;‘ds::‘ugc;mz:ager will deploy a L2 Concentrator virtual appliance per Distributed Switch to enable High Throughput Network
+ 3 WAN Optimization Service
5 Ready to complete Distributed Switch: | DSwitch * | Uplink MTU: 9000 X
L2 Concentrator placement:
Compute: | Clustert |
Datastore: [ VMwareNFSVol2 v |
Management Network. | DPG-VMkernel v |
|

Appliance Name: I L2C-HT-DSwitch-DLONV

IP Address /PL. 10.0.1.226/24 Uplink MTU: | 9000
Passwords

admin password J confirm:

root password

‘ confirm: ‘

+ Aad anotner Distnibuted Switch

ook | tei | oo | coes ]
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When completed, review your selections for accuracy. Click Finish.

| 9] Install HCX Components
+ 1 Choose Hybrid Services Ready to complete
+ 2 HCX Interconnect Service Review Virtual Appliances configuration before deployment

+ 3 WAN Optimization Service
+ 4 Network Extension Service 1. Destination Cloud: 4
Clout:  HEX-Coud-cioud
Ve vcenter-1.sddc. lab local
URL:  https//10.0.20215

vCenter. vc01.lab.local

2. Hybrid Cloud Gateway v

ﬂ Core Gateway will be added as a standalone host.

Compute:  Cluster1 Datastore: VMwareNFSVol2
Management Network:
Network: DPG-VMkernel Default Gateway: 10.0.1.1
IP Address:  10.0.1.225/24 DNS: 10.0.149
vMotion Network:
Network:  vMotion

IP Address: 172.16.0.100/24

3. High Performance L2 Concentrator v
Distributed Swilch DSwitch
Uplink MTU 9000

Back Next Finish Cancel

The NSX Hybrid Connect Manager appliances will automatically begin the installation
of the service appliances.

Monitor the installation of the appliances from the vSphere Web Client and watch the
active tasks. Alternatively, watch the NSX Hybrid Connect Interconnect dashboard to
check the status of the NSX Hybrid Connect appliance installation.

phere Web s
Navigator 1 @Hox
[e— - q
A back  » Doshboard | Interconnect | Migraton  Disaster Recovery  Administration ]
() Home L H
[T Camponamts | Extencad Natworks 1
) Hosts and Ciusters > H
&) W and Templates. 2| Buimstan Hox Components  CF Reresh €5 Open in new window !
A Storage > ;
£ Notwortng 3| Service Component IP Address Status Tunnel
[ Content Libraries > E
Ol.lab.local r-1.sddc.lab.Jocal i
(5 Giobal imventory Lists > i
% Policies and Profiies > i i
& Update Manager > » 056 36 Cervral DaySght Teme Up-ink: NA Deployment - Queued for Deployment
» COW-EMWOG @ Manage 100122524 Deployment - Deployment Complete
Age 201 antral Dayi Uplink: 1001225724 | Reconfiguring Appliance
& Adminicration
Network ension Service
= B creanes 2029 Cene @@ ED Uplnk NA Deplayment - Queued for Deployment  Tunnel is Diown l
& Tags & Custom Amibutes.
3, New Search >
[ Savea searcnes >
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After completion of the automated installation of the NSX Hybrid Connect appliances,
log in to the NSX Hybrid Connect Interconnect dashboard to verify that the
appliances are active and that each hybridity Tunnel is Up and greenlit.

Navigator X @HCx

z
iBack  » Dashhoard | Interconnect | Migrabon  Disasler Recovery  Adminiiration i
4 Home

Extended Networks

T Hosts and Clusters >
12 vt ana Templates 3| % instan X Components @' Retasn € Open in new wincow H
3 swrage > = .E
amn N @ (11:45:35 AM) Apgliance redeployment started for 'CGW-EMWOS [
[ ContentLioraries. > 2
2 Service Component 1P Address. Statu Tunnel <
[ Gioval iwventory Lists > - S S — _ H
£ Policies and Frofiles > HCX-Cloud-cloud httpsi/fveenter-1.sddc ]
&, Update Manager >

WM Mig

I— » CGW.EMWOS . G Manage 100122624 Active Tunael is Up

€ saminisaton > el w11 e s i Ties plink 10,01 226724

) Tasks » CGW-EMWOSWANOPT Tunnel Max Bandwidth: 10,0000 Mbis  Active

Qews cpsaec 27 Apr > e

& Tags & Custom Amibutes pienied e

= » L2CHT-DSwitch DLONV O @ © GEEED Manage: 1001226724 Active Tunnel is Up

MNew Search ! ook 2 - it
A sawd Searches. >

The last configuration element to enable live migration requires that the network
port group be extended to the NSX Hybrid Connect Manager target site. On the
NSX Hybrid Connect dashboard, click Interconnect and Extended Networks.
Click Extend network to start the configuration.

Sick

Dashhoard Interconnect | Migration Disaster Recovery Administration

[ HCX Components | Extended Networks |

G_}_ Extend network ¥ Refresh (4 Open in new window

mware® WHITE PAPER | 86



MULTICLOUD WORKLOAD MIGRATION STRATEGIES
WITH VMWARE CLOUD FOUNDATION

Select the distributed port group you want to extend to the Cloud Foundation site.
Enter the Gateway for that subnet. Then click Stretch. The NSX Hybrid Connect
Manager will automatically create the distributed port group as a VXLAN inside the
Cloud Foundation VDS. After the stretch process is completed, begin live migration
to the Cloud Foundation site.

5. Extend network to the Cloud

Remote Site Connection:

P Remole Site: HCX-Cloud-cloud -~ VC:vcenter-1.sddc.lab.local
hitps:10.0.20.21

Edge: |HOX2 .
show all ‘
Network VLAN Power by Gateway [Prefix Length Route
) (@8 DSwitch @ (show all networks) vel1 lab local
@  DPG.VMGuest (14 ports, 19VMs) 0 L2C-HT-DSwitch-DLONV .. & | [10.0.0.124 |« G

The configuration of both sites for the NSX Hybrid Connect hybridity tunnel is now
complete. You are ready to begin migrating workloads to the Cloud Foundation site.

vmware

WHITE PAPER | 87



MULTICLOUD WORKLOAD MIGRATION STRATEGIES
WITH VMWARE CLOUD FOUNDATION

How to Migrate

Bulk Cold Migration

Begin with the vSphere Web Client instance for the source site—that is, the legacy
vSphere system. On the home screen, click the NSX Hybrid Connect [HCX] icon.

HCX

Click Migration. Then click Migrate Virtual Machines.

@) HCX

Dashboard Interconnect | Migration | Disaster Recovery Administration

(55 Migrate Virtual Machines e Refresh (4 Open in new window
Start Time, Migrating VM & Remote Site Progress

Bz vcO1l.lab.local hcx-cloud-Madison

You can now begin the process of VM migration.

This simple-to-use web interface enables selection of either the Default options for
each VM or unigue ones. Click Next to verify the destination settings for each VM.
Click Finish to begin migration.

Migrate Virtual Machines to Remote Site

Remote Site Connection: [ Reverse Migration

> Remote Site. hex-cloud-Madison = VC. veenter-Lsddc lab Jocal
Source inventory- Default options:
« [ Datacenter [ Force Power-off VM 1) (Specity Destination Container) - Bulk Migration v
@ 100126 B Retain MAC {8 (Select Storage) ~ (Schedule falover) o]
o [ upgrade Virtual Hardware e ———— .
v e O upgrade VMware Toois
@007 4 remove Snapshots
ooz A Force unmount 150 images
@wo1az
» Bsooc Virtual Machines for Migration: 6 matcnes fiter | O seiected | snow unactionadie (7) Tiny
Sl Discovered virtual machine O v Mame Resources Migration Info
SV
O Tiny_Linux_VM_1 5 168 48MB 1
O  Tny_Unux vmM_2 v 168 48 MB 1
O Tiny_Linux VM_3 C 168 a8ME 1
O  Tiny_Unux_vM_4 O 168 48MB 1
O  Tiny_Linux VM5 168 48MB 1

vmware
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Migrate Virtual Machines to Remote Site
@ Validation is S ful, You can proceed ®
{Cretry validation
Virtual Machine Resources Migration Info
Tiny_Linux_VM_1 V] 168 48 MB 1 Cold
Provisioning type: Thin Provisioned No DPG-VMGuest - vRack-DPortGroup-External
‘vsanDatastore Yes
Compute-ResourcePool Yes
vRack-Datacenter No
No
No
Tiny_Linux_VM_2 o 168 48 M8 1 Cold
Thin Provisioned No DPG-VMGuest - vRack-DPortGroup-External
‘vsanDatastore Yes
Compute-ResourcePool Yes
vRack-Datacenter No
No
No
Tiny_Linux_VM_3 o 168 48MB 1 Coid
Provisioning type: Thin Provisioned No DPG-VMGuest =+ vRack-DPortGroup-External
vsanDatastore Yes
Compute-ResourcePool Yes
vRack-Datacenter No
No
BACK NEXT CANCEL

You can now monitor the migration progress for each VM.

@) HCX
Dashboard Interconnect | Migration Disaster Recovery Administration

(& Migrate Virual Machines C'Refresh (8 Open in new window
Start Time . Migrating VM £ Remote Site Progress Size End Time Status

> 4:20PM Cante Tiny Linux VM 5 7 VC: wcenter-1.sddc lablocal | waiting. Preparing mobility agent at
Ape Administrator@ RE LOCA source

P 420 M Cent. Tiny_Linux_VM_4  VC:vcenter-1 sddc lablocal  waiting. Preparing mobility agent at
iz e oc. source

> 4:20PM Cant Tiny_Linux_VM_3 > VC:vcenter-1 sddc lablocal  waiting 1 Waiting for the MA
Apr 12 Administatord L Recanfigure

> 4:20pMcent..  Tiny_Linux VM 2 > VCwcenter-1sddc lablocal | 19w 194.6m8 7 168 | (copy start 0pm Relocation in progress

> 4:20 PM Cante 7 VC:veenter-1.5ddc lablocal  waiting. 18 Initiating virtual machine

relocation
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When the migration is completed, log in to the vSphere Web Client instance in the

Cloud Foundation site and see the migrated VMs.

vmware: vSphere Web Client fi=

e — —

R

[J vRack-Cluster

Getting Stated  Summary  Monitor  Ci

|® |8 B8 @

v [l vcenter-1.sddclab local
+ [lqvRack-Datacenter
[@ rin0.sddclab.local
[@ r1n1.sddelab.local
[@ rn2.sddclab.local
[g r1n3.sddclab.local
~ & Compute-ResourcePool
5 Tiny_Linux_VM_1
5 Tiny_Linux_VM_2

e w

Live Migration

Virtual Machines vApps]

lﬁlﬁ’?’i\l_ﬁBJf@\

Name 1

Hh Tiny_Linux_VM_1
h Tiny_Linux_VM_2
Gh Tiny_Linux_VM_3
&h Tiny_Linux_VM_4
Gh Tiny_Linux_VM_5

The live migration process is very similar to that for cold migration.

Begin with the vSphere Web Client instance for the source site—that is, the legacy
vSphere system. On the home screen, click the NSX Hybrid Connect [HCX] icon.

@

HCX

Click Migration. Then click Migrate Virtual Machines.
@) HCX
Dashboard Interconnect | Migration Disaster Recovery Administration

5 Migrate Virtual Machines C' Refresh & Openin new window
Start Time_ Migrating VM & Remote Site Progress

B: vcOl.lab.local

hcx-cloud-Madison
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You can now begin the VM migration process. Select the VM(s) you want to
live-migrate.

On the far right, select the vSphere vMotion option rather than bulk. Click NEXT.

Wigrate 1o the Cloud.
Remote Site Connection:
> Remots Site: HCX-Cloud-cloud = VC veenter-1.sddc.abocal
Default options:
@ Compute-ResourcePool - vMation v
H vsanDatastore S
© upgrade Virtual Haraware Same format as source
Y Upgrade VMware Tools
# Remove Snapshots
® Force unmount ISO Images
Virtual Machines for Migration: 1selected | hide unselected
# VM Name Resources Migration Info
@ v Tiny_Linux_VM_3 (V] 1G8 48 Mg 1
@ Compute-ResourcePool - vMotion ~
B vsenDatastore X
O upgrade Virtual Haraware e e s
© Upgrade VMware Tools
DPG-Stretch VXLAN / L2E_DPG-Stretch-0-b9a7ad29 v
Verify the migration settings and click FINISH.
[ Wig;
el
@ Validation is Successtul, You can procesd with Migration @
Migrating 1 virtual machine from veOllabJocal (VC) to veanter-1.sddc.lab.ocal (VC)
{ C retry validation )
Virtual Machine Resources Migration Info
Tiny_Linux_VM_3 Y} 168 43 MB 1 vMotion
Provisio Same as Source

vsanDatastore
Compute-ResourcePool
vRack-Dalacenter

DPG-Stretch = L2E_DPG-Stretch-0-b9a7ad29

- n=:. FI-‘.ISH CANCEL

The live migration will now begin. On the NSX Hybrid Connect screen, click Migration
to review the status.

vmware
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@ HeX

Dashboard Interconnect | Migration | Disaster Recovery

&4 Migrate Virtual Machines (®Refresh (4 Open in new window

Start Time ~_ Migrating VM & Remote Site Progress Size  End Time Status
B: veOllab.local HCX-Cloud-cloud

P 2:31PM centr. Tiny_Linux_VM_3 ?  VC. veenter-1sddc.lab.local 19% 194.6M8 /1GB | (copy started at 2.32 PM, Relocation in progress
Apr2] Administrator@VSPHERE LOCA —

P 1157 AMCent Tiny_Linux_VM_1 7 VC: veenter-1.sddc.lablocal v Migration completed

When the live migration has completed, verify that the migrated VM(s) are now in the
Cloud Foundation site.

@ Hex

Dashboard Interconnect Migration | Disaster Recovery

&5 Migrate Virtual Machines ¥ Refresh [ Open in new window

StartTime  _ Migrating VM & Remote Site Progress Size End Time Status
8 veOl.lab.local HCX-Cloud-cloud
= VC vcenter-1sddc lablocal v 1GB  2:35PM smn  Migration completed

P 2:31PM Centr. Tiny_Linux_VM_3
Apc2T A rator@VSPHERE LOCAL Central Daysgnt

ime
P 1157 aM Cent. Tiny_Linux_VM_1 > VC veenter-1sddclab.local v 8 12:01PM Migration completed

NSX Hybrid Connect Summary

NSX Hybrid Connect is extremely powerful and easy to use. It enables live
migrations and cold migrations to VMware Cloud Foundation sites without the
need to re-engineer the physical network infrastructure. This tool quickly creates
the hybrid cloud.
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Appendix: VM Guest-Setting Considerations

Migrating a guest VM can impact many things. Research the following issues before
beginning migration activities.

When migrating a VM to different hardware or different sites, the underlying

type of physical hardware will probably change. Newer physical servers can have
different CPU types, instruction sets, and core counts. Some customers have tuned
their database VMs to the underlying physical CPU NUMA node boundaries. For
applications that are NUMA aware, research some of the latest performance-tuning
settings for VMs. This article dives deep into best-practice performance settings
for VMs.

Enhanced vMotion Compatibility (EVC) mode is another thing to consider

with the physical CPU. If EVC mode is turned on in the legacy site but not in the
Cloud Foundation site, it is possible to live-migrate to the Cloud Foundation site, but
it might not be possible to migrate back because the VM might have acquired a new
instruction set from new CPUs. Consider enabling EVC mode in Cloud Foundation
to enable migration to and from Cloud Foundation instances.

When migrating to another site, consider any other local application dependencies
that the VM might communicate with. Cloud Foundation Enterprise includes
vRealize Network Insight, which can enable development of application dependency
maps to itemize entities a VM might be communicating with.

There are many things to consider before migrating a VM to a new site or
infrastructure. The following list provides some guest settings to research that
might be affected by their location when migrating VMs. This list might not be all
inclusive, but it provides preliminary suggestions for migration planning.

Guest Settings

* NUMA awareness

* EVC mode

* Custom CPU instruction set masking
* DNS settings

* Gateway

* Microsoft Active Directory sites and services for Windows
» Backups

* Agents

» Governance

* Tags
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* Firewall rules

» Affinity rules

* Media access control (MAC) address (might be tied to software licensing)
» VMware vSphere Network |I/O Control

« VMware vSphere DirectPath [/O™

* ISO or CD-ROM attachments

* VMware vSphere virtual machine encryption (VM encryption)

 Fibre Channel NPIV

* Custom swap file location
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