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VMware and PKS: Operationalizing 
Containers Without Friction  
 

Why Containers? 
Cloud computing is fundamentally changing the way enterprises deliver information technologies 
to business users. Public cloud infrastructure is often used to host web-facing and mobile device-
accessible applications. These include web-enabled extensions of core IT applications 
(hybridized) and applications developed in the cloud using cloud resources natively. 
Infrastructure agility defined by the ability to spin-up and scale up/down computing resources on 
demand is a significant attractor for these applications.  

Enterprises now want the same type of public cloud operational agility to become a standard 
within the enterprise data center. In addition, they want to integrate public cloud workloads with 
on-premises computing and data resources to form a “native” hybrid cloud infrastructure that is 
consistent across both environments. Containers are now seen as an enabler of developmental 
and operational consistency and agility. 

In this transformative environment there is a need to deliver a growing list of new applications 
every year that results in increasing complexity. The rate of change experienced by IT 
administrators is fundamentally different from traditional IT environments. We have identified 
these challenges as: 

The Talent Gap – Transformational development environments require levels of 
experience that are often not represented within existing IT staff. 

Methodology – Iterative development processes involve multiple functional teams that 
would perform their work serially rather than in parallel and would induce friction among 
team members. 

Technological Complexity – Open source platforms built as do-it-yourself projects are 
often assessed as being too complex and lacking in production-ready characteristics 

Containerization of new and transformed applications addresses all of these challenges. 
Containerization simplifies development process such that existing IT staff can more easily bring 
existing applications into cloud environments and then support them in hybrid clouds. It reduces 
friction and allows cross functional cloud teams to bring both new and transformed applications 
on line under a set of processes performed in parallel rather than serially. And when containers 
are managed by an easily implementable platform based on Kubernetes, they can be more 
quickly and reliably introduced to enterprise production IT environments. 
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Containers in a VMware Operational Environment 
VMware-based operations environments are now ubiquitous across enterprise IT. So, as the use 
of containers advances from the standpoint of developers, certainly one way to introduce them 
to production environments is via familiar VMware platforms. This way they are implemented 
and managed under existing operational standards build around VMware. To that end, VMware 
has introduced the ability to support VMware PKS on VMware Cloud Foundation (VCF) under a 
solution called VMware PKS on Cloud Foundation. This solution allows IT administrators to 
implement and manage a Kubernetes environment for containers under VMware’s integration of 
vSphere, vSAN and NSX that is now known as VCF.  

Upcoming challenges facing enterprise IT users will make it necessary to scale Kubernetes’ 
development resources quickly. Additional challenges on the horizon include security and policy 
enforcement, data protection, and lifecycle management. Kubernetes users will also need the 
ability to manage multiple deployments in a consistent and automated way which equates to a 
need for a control plane that functions across private and public cloud instantiations of 
Kubernetes. 

VMware PKS is built on open source Kubernetes, which allows enterprise developers and 
operations staff the flexibility to manage applications that span multiple containers across 
multiple infrastructure instances. Kubernetes is only one component of a complete container 
management platform; VMware PKS is an integrated, fully supported software “stack” for 
enterprise deployment and automated management of containers on Kubernetes which, as we 
have mentioned, is key to cloud agility. IT administrators can instantiate multi-site or multi-cloud 
architectures for resilience from application failure, process failure, VM failure and cluster/rack 
failure. Linux and Windows Server environments are supported. 

Resulting benefits to enterprise IT delivered by PKS include:  

• The ability to establish cross functional teams that includes development and operations. 
This results in creating application workloads that are easier to manage and simplifies 
software patching and updating. 

• Hardware and software resource provisioning and deprovisioning is less time-consuming. 
• Time devoted to application testing is dramatically reduced. 
• VMware PKS runs the same way in the public cloud as it does in an enterprise data center 

allowing developers as well as operational teams to move applications efficiently 
between on and off-premises environments. 

Direct Routes to Enterprise Kubernetes with VMware PKS on 
Cloud Foundation 
VMware PKS is a turnkey solution of integrated software components that was jointly developed 
by VMware and Pivotal. It includes built-in automation and a common set of tooling for VMs and 
containers. Capabilities for enterprise production deployment of Kubernetes include: 
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• Automated monitoring and management of Kubernetes cluster to assure availability  
• Integration with VMware NSX-T for pod-level container networking, load balancing and 

security policy implementation 
• On-demand creation of Kubernetes Clusters 
• Secure multi-tenancy and container registry 
• Persistent storage for stateful workloads 

VMware PKS is now offered as a solution running on VMware Cloud Foundation (VCF – see Figure 
1 below). VCF integrates vSphere for VMware computing resource management with vSAN for 
storage and NSX for networking into a single, software-defined cloud platform that runs on 
premises as well as public cloud infrastructure. The combination delivers a common, 
containerized application development and operational management platform for use by 
developers and operations staff tasked with managing containers in production. The result is that 
IT administrators can more easily deploy PKS, integrating the solution with the underlying Cloud 
Foundation infrastructure without specialized container expertise.  

 

 
Figure 1. The VMware Cloud Foundation Integrated Architecture 

Currently, there are two ways to acquire the VMware PKS on VCF solution – as VMware vSAN 
Ready Nodes, and as a turnkey hardware/software VMware PKS appliance delivered on Dell EMC 
VxRail. 

VMware vSAN Ready Nodes 

VMware vSAN Ready Nodes1 are validated hyperconverged infrastructure (HCI) solutions in pre-
tested and certified server configurations. The Ready Node concept gives customers the ability to 
license a pre-integrated software stack that is supported by VMware while allowing the customer 
latitude in choosing hardware componentry from a list of supported options.  With seven hybrid 
and all-flash models in multiple configurations, vSAN Ready Nodes offer a wider range of 
hardware options than other HCI solutions, and the ability to source from more than a dozen 
OEM vendors. Customers for this acquisition option build a VMware PKS appliance by acquiring 

                                                             

 
1	See	Evaluator	Group	coverage	on	VMware	vSAN	Ready	Node	Product	Brief	and	Dell	EMC	VxRail	Product	
Analysis		
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and installing the hardware and software components per configuration and installation 
instructions. Once complete, VMware certifies the build and accepts it for support. 

VMware PKS/Cloud Foundation on VxRail 

Dell EMC VxRail is a turnkey HCI hardware/software appliance solution that combines VMware 
vSAN software with vSphere and vCenter, running on clustered, Dell EMC PowerEdge servers. 
VxRail uses a modular, scale-out architecture of 1U and 2U appliance chassis each containing one 
or four server nodes. The vSAN component offers mirroring (RAID 10) and single- and dual-parity 
(RAID 5/6) between nodes as well as inline deduplication and compression.   

VMware vSAN is embedded in the vSphere hypervisor kernel, allowing for more optimization of 
the data path and simpler management. This integration also leverages the features of vSphere, 
such as High Availability (HA), vMotion, Distributed Resource Scheduler (DRS), Site Recovery 
Manager, vRealize Automation, etc. 

Because a customer’s VMware PKS on VxRail system configuration is fully validated and tested 
prior to delivery, IT administrators start from a position of knowing that all components will work 
together in predictable ways. Our research shows that component interoperability issues result 
in staff time spent troubleshooting, documenting and updating when required. With a pre-
integrated, hyperconverged infrastructure system such as VxRail, delivering interoperability 
among hardware and software components becomes the responsibility of Dell EMC. The 
integration puts a Kubernetes platform in the hands of a large, world-wide support organization. 
We believe this will be critical to successful enterprise Kubernetes deployments.  

Going Forward 
VMware Cloud Foundation delivered as a service on VxRail (Dell EMC Data Center as a Service2) 
will also support VMware PKS. VMware recently acquired Heptio, an organization with deep 
Kubernetes insight and expertise. This acquisition is translating into an expanded product 
portfolio and high-end consulting services capability available to VMware PKS customers. 

Many enterprise IT organizations have begun the process of developing their own standards for 
the developmental and operational use of containers. They believe that doing so facilitates the 
advancement of hybrid cloud architectures and streamlines the process of bringing cloud-ready 
and cloud-native applications to full operational readiness. Evaluator Group sees VMware PKS as 
an enterprise-appropriate way to manage container environments under Kubernetes—available 
now as a VMware vSAN ready node or as a turnkey appliance.  

 

 

 

                                                             

 
2	See	Evaluator	Group	coverage	on	Dell	EMC	Data	Center	as	a	Service	
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