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Introduction 
Enterprise infrastructure architectures are becoming more varied and 
dynamic as traditional bare metal and virtual machine (VM)–based 
workloads are run side by side with modern cloud-native applications 
across on-premises and public cloud platforms. IDC's research shows that 
worldwide, 97% of enterprises use some combination of on-premises 
private clouds and one or more public cloud services.  

From a reliability and resiliency perspective, it has never been more 
important for enterprises to have consistent visibility and control across the 
full spectrum of application architectures and infrastructure resources. The 
introduction of APIs and microservices means that many applications change 
frequently and have multiple critical dependencies on services running in 
different physical locations, using diverse application frameworks and data models. The typical business application has 5–
15 such dependencies. Each of these dependencies contributes to operational complexity.  

Traditional approaches to managing these varied environments have focused on purpose-built solutions for each 
operational domain and task. Often, it is difficult to integrate workflows, apply uniform policies, or effectively 
troubleshoot and remediate application performance issues spanning diverse cloud platforms. With the continuing 
growth of cloud-native apps and complex application architectures, it is becoming progressively more difficult to optimize 
costs and service levels across hybrid and multicloud environments using these types of fragmented management tools. 
As a result, the majority of enterprises believe it is very important to eliminate silos of cloud management and control by 
implementing a common cross-cloud management control plane. This IDC Technology Spotlight describes how federated 
hybrid and multicloud management platforms can help enterprises implement standard operating models to improve 
security and resiliency, optimize costs, and enable the ongoing evolution of digital business strategies.  

  

Consistent visibility and control across hybrid and multicloud resources optimize 
performance and cost while reducing risk. 

KEY STATS 
According to IDC research: 

» 97% of enterprises worldwide rely on a 
mix of public and private cloud 
environments. 

» 71% of enterprises worldwide believe it is 
very important to have a shared  
cross-cloud management control plane. 

» The typical business application has 5–15 
dependencies. 

AT A GLANCE 
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Hybrid/Multicloud Complexity Requires Unified, Federated Management  
IDC's research shows that use of hybrid and multicloud architectures has doubled worldwide in the past year. Enterprises 
are shifting more workloads to cloud amid global uncertainty and disruption. DevOps and cloud-native development 
technologies are driving faster change as application development and deployment become more automated and 
modern microservices and container-based architectures are implemented for infrastructure scaling on demand. 
Workloads are becoming more portable, and enterprises seek to match cost, compliance, performance, and latency 
requirements with an ever-increasing array of cloud options. Over 80% of enterprises report they have migrated some 
workloads across different clouds in the past year. 

The mission-critical nature of many digital transformation initiatives is forcing enterprises to adapt and find ways to support 
more dynamic and flexible infrastructure strategies that allow them to rapidly deploy workloads into the environment that 
is best suited for the specific needs of each application and the business. The result is that, even as enterprises strive to 
become more agile and digital, ITOps and CloudOps teams are struggling to manage and optimize the cost of cloud services, 
to ensure security and compliance, and to gain consistent end-to-end performance of applications.  

Over two-thirds of enterprises tell IDC they believe they are overspending on cloud. Many cite the lack of consistent 
automation and the lack of visibility across clouds as two of the major reasons for this overspending (see Figure 1).   

 

FIGURE 1: Lack of Consistent Automation and Lack of Visibility Result in Cloud Overspending 
Q What is/are the primary reason(s) you believe your organization is overspending on cloud? 

 
n = 580 enterprise IT decision makers concerned about overspending on cloud 

Source: IDC's Cloud Pulse Survey, 1Q20 
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Enterprise customers are finding it very difficult to effectively manage complex hybrid and multicloud architectures with 
traditional processes and tools that were designed for slower-changing environments where applications were tightly 
coupled to infrastructure and updates were infrequent. The experience of many enterprise ITOps and CloudOps teams 
highlights a number of current challenges such as:  

» Traditional change and configuration management workflows that cannot adapt and scale quickly enough 

» Purpose-built management tools for specific domains that often integrate poorly or require brittle, customized 
integrations that are difficult to maintain 

» New capabilities that can be time consuming to implement and demand significant internal support resources or 
hard-to-find skills 

IDC's research recently found that 71% of enterprises worldwide believe it is very important to have common 
management control and consistent visibility across on-premises and public clouds to maintain security and service-level 
agreements (SLAs) as applications become more distributed, portable, and API driven. This is particularly critical when 
workload requirements are unpredictable or when organizations are called on to pivot rapidly, such as when many 
enterprises were unexpectedly forced to implement work-from-home strategies with very little notice. Some have 
described this as implementing years of digital transformation in weeks. 

For most enterprises, the most critical cross-cloud management capabilities include performance monitoring and 
analytics; cloud cost management; the ability to support comprehensive, standardized asset management;  
compliance reporting; workload migration; and consistent self-service automation (see Figure 2). 
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FIGURE 2: Critical Cross-Cloud Management Capabilities 
Q What are the most important capabilities of a shared cross-cloud management control plane in 

supporting your multicloud/hybrid cloud strategy? 

 
n = 397 

Source: IDC's Cloud Pulse Survey, 1Q20 

 

The lessons learned from recent business disruptions emphasize that the "next normal" will require enterprise ITOps and 
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and performance are consistent across dynamically changing environments. 
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» Support uniform and comprehensive near-real-time monitoring, observability, and analytics across modern and 
traditional applications and infrastructure 

» Automate dynamic configuration, provisioning, scaling, and cost management across all resources 

Federated, cross-cloud management control plans are emerging to offer enterprises a platform for applying common 
configuration, analytics, automation, and security across on-premises and public clouds with the goal of unifying visibility 
and control across different cloud silos. 

Benefits of Federated Hybrid and Multicloud Management 
The delivery, provisioning, and ongoing updating of cloud management software can be complex. Most enterprises depend 
on a mix of on-premises and cloud-delivered management tools and find it can be challenging to integrate workflows and 
policies. Some organizations depend on unified self-service portals to standardize cloud access and configuration activities 
but find they need additional tools to address ongoing scaling, automation, monitoring, and analytics. 

Many organizations are turning to solutions delivered via software-as-a-service (SaaS) 
offerings to provide more consistent and agile management across clouds.  
SaaS solutions offer enterprises well-defined APIs, out-of-the-box dashboards, and 
access to continual updates and improvements. Service providers that host  
SaaS-delivered services are responsible for the hardware, power and cooling, 
application life cycle, security, and related support activities. Enterprises simply 
consume the application via a pay-as-you-go subscription model. 

SaaS-powered cloud management solutions offer customers the opportunity to rapidly 
implement a federated hybrid and multicloud management control strategy that includes a 
standard, shared back-end platform to collect and analyze data, drive and reuse 
automation, apply complex workflows, and standardize reporting across multiple cloud 
instances and operational domains. The benefits of this approach include the ability to: 

» Take advantage of cloud architectures to scale rapidly, manage large data 
volumes, and apply advanced analytics at a cost and service level that many enterprises would not be able to 
achieve with dedicated on-premises resources 

» Unify visibility, automation, and control of heterogeneous cloud environments to enable more efficient operations 
and cost-effective resource utilization 

» Unify licensing models that allow organizations to evolve workloads and infrastructure at the pace that makes 
sense for their business 

» Promote use of open APIs to integrate data models, workflows, policies, analytics, and automation across multiple 
clouds to better standardize many aspects of day-to-day operations while better managing costs and service levels 

SaaS solutions can be federated with on-premises or hosted management tools and workflows when needed to manage 
multicloud and hybrid architectures that incorporate on-premises resources or to help bridge the migration from  
on-premises operations to cloud-based operations.   

Organizations are 
turning to solutions 
delivered via 
software-as-a-
service (SaaS) 
offerings to provide 
more consistent 
and agile 
management 
across clouds. 
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Considering VMware vRealize Cloud Universal 
The VMware vRealize Cloud Management portfolio provides virtual infrastructure and cloud automation, monitoring,  
log analytics, and network visibility deployed as on-premises software, as dedicated instances running on public cloud 
infrastructure, and as SaaS solutions. 

Historically, each vRealize domain operated as a standalone entity with little to no visibility across other domains.  
Many enterprises relied on several different vRealize instances to manage different on-premises or cloud environments 
separately. This architecture made it difficult to maintain the level of common security and configuration control needed 
by ITOps and CloudOps teams to replicate templates and workflows within each independent domain. 

The recent introduction of vRealize Cloud Universal offers customers the opportunity to deploy and standardize 
functionality across multiple, federated public and private cloud instances by using a SaaS-based back end to share 
templates, analytics, and artificial intelligence (AI) across all vSphere and vRealize instances. Specifically, the solution 
provides the following features: 

» Federated admin portal 

» Federated self-service catalogs  

» Shared, SaaS-enabled analytics 

» Unified on-premises and cloud licenses with subscription usage metering and cost tracking 

» vRealize AI Cloud for continuous vSAN optimization 

» Integrated VMware Skyline intelligence for proactive support 

By breaking down operational silos across on-premises, hosted, and public cloud VMware instances, vRealize Cloud 
Universal is designed to help enterprise customers simplify and standardize operations and more easily and cost 
effectively evolve their use of public cloud infrastructure over time. 

Challenges 

Many enterprise ITOps and CloudOps teams are facing significant challenges in today's uncertain business climate, 
particularly when it comes to ensuring consistent multicloud and hybrid cloud security, compliance, and cost control. 
They often report they are struggling to find, recruit, and retain employees with the required skills. Most expect that 
workloads and operational complexity will continue to increase much more rapidly than IT head count. 

VMware is no longer challenged to provide customers a range of delivery choices that support unified hybrid and 
multicloud operations as well as pricing options that allow customers to evolve operational processes and practices at a 
pace that makes sense for their organization. vRealize Cloud Universal is designed to help customers tackle this transition 
in a way that allows them to continue to leverage existing tools and skills. However, it remains to be seen how 
aggressively enterprises take to this type of evolution.   
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Conclusion 
Enterprise ITOps and CloudOps teams frequently report they need to spend more time and effort on improving design, 
architecture, and security across their cloud environments. They also report they want to reduce the time devoted to 
break/fix and troubleshooting activities. To successfully deliver on these goals, enterprises need to evolve toward more 
unified workflows, processes, and management control planes. 

Implementing standardized, federated, and unified cloud management across on-premises and public cloud domains 
promises to help many organizations achieve those goals. As many businesses face economic pressure and uncertainty, 
the productivity, compliance, and cost savings that should result from greater consistency should provide motivations to 
find strategies to mitigate concerns about near-term operational risk and disruption. 
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MESSAGE FROM THE SPONSOR 

Hybrid and multi-clouds are becoming the new normal 

It is widely accepted that aligning cloud management to business needs is critical for digital transformation. Yet, 
workloads can't be moved to cloud overnight and can often take months or years. The uncertainty of what to do 
during this transition can lead to inconsistent operating models, reduced agility, and new risks. Delivering and 
managing self-service, hybrid and multi-cloud environments helps organizations align their cloud strategy and 
accelerate the journey to cloud. VMware vRealize Cloud Management is an intelligent hybrid cloud management 
solution that enables you to consistently deploy and operate your apps, infrastructure, and platform services, from the 
data center to the cloud to the edge. You can accelerate innovation with quick and easy access to services, gain 
efficiency by improving visibility and automation, and improve control and mitigate risk through unified operations 
and governance. This helps you modernize IT, promote cloud evolution, and assure developer productivity. 

Learn more at vmware.com/products/cloud-management 
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