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Q: From a licensing perspective, what is the 
difference between OSI and Virtual Object? 

A: vRealize Air Compliance is licensed by Virtual 
Objects and not Operating System counts. A Virtual 
Object is one of the following: 

 Host  

 Virtual Machine 

 
Q: How does vRealize Air Compliance obtain 

information from vCenter? 

A: Once the OVA is deployed using the one-time 
security key, it registers with vRealize Air Compliance 
using outbound port 443. The virtual appliance then 
sends information that it collected from vCenter, using 
the standard vSphere API, to the hosted service. 
Refer to the technical documentation for a more 
detailed explanation. 

 
Q: How frequently does vRealize Air Compliance 

collect information? 

A: Change events from vCenter are collected as they 
happen and immediately surfaced in the vRealize Air 
Compliance User Interface. There is also a forced 
assessment that is configurable but run every 7 days 
by default. 

 
Q: How does vRealize Air Compliance differ from 

vCenter Configuration Manager (vCenter 
Configuration Manager)? 

A: vRealize Air Compliance and vCenter Configuration 
Manager are vastly different technologies that solve 
different business issues. vRealize Air Compliance is 
a light-weight SaaS based Virtual Infrastructure 
Compliance Assessment solution only, where 
vCenter Configuration Manager is an on-premise 
solution that manages configuration, patching, 
remediation, compliance and more for the physical 
and virtual infrastructure.  

 

Q: What ports does vRealize Air Compliance use to 
communicate? 

A: Port 443 is the only port used for communication 
between vRealize Air Compliance and the online 
hosted service. Local communication within the 
customers vCenter environment uses several 
additional ports. Refer to the technical documentation 
for more detailed port information. 

 
Q: What type of information does vRealize Air 

Compliance store in the cloud? 

A: Mainly Distributed Virtual Portgroup, Virtual Machine 
and Host configuration data as well as some basic 
vCenter information and Inventory data. A full list is 
available on the vRealize Air Compliance website. 

 
Q: Which Cloud Platform is vRealize Air Compliance 

hosted on? 

A: VMWare vCloud Air 

 
Q: How secure is the vCloud Air platform? 

A: Details on vCloud Air security can be found here: 
http://www.vmware.com/files/pdf/vcloud-air/vmware-
vcloud-air-security-technical-whitepaper.pdf 

 
Q. Is vRealize Air Compliance (& vCloud Air) HIPAA 

compliant? 

A. As vRealize Air Compliance is not storing, sharing or 
accessing any medical and personal information, 
there is not a requirement to be HIPAA Compliant. 
vRealize Air Compliance helps ensure the virtual 
infrastructure where this medical and personal 
information is stored does not have security risks that 
would cause a customer to be out of compliance. 

 
Q. Is vRealize Air Compliance (& vCloud Air) PCI-

DSS compliant? 

A. vRealize Air Compliance does not handle, process, 
store or transmit credit card data, so is therefore not 
required to be PCI-DSS Compliant. vRealize Air 
Compliance helps ensure the virtual infrastructure 
where credit card data is stored does not have 
security risks that would cause a customer to be out 
of compliance. 

http://vrealizeair.vmware.com/compliance
http://www.vmware.com/files/pdf/vcloud-air/vmware-vcloud-air-security-technical-whitepaper.pdf
http://www.vmware.com/files/pdf/vcloud-air/vmware-vcloud-air-security-technical-whitepaper.pdf
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Q. Does vRealize Air Compliance have the ability to 
enforce settings (i.e., remediate)? 

A. At this time there is no remediation in vRealize Air 
Compliance for a few reasons: 

 Customer feedback is that remediation is not 
necessary at this point and they are just getting 
comfortable with data being stored in the cloud, 
but not ready to allow a cloud service to be able to 
enforce anything. 

 Customers also indicated that they plan to use the 
results to fix and enforce policy (i.e., VM 
Templates, Host Profiles, etc.) rather than fixing 
existing VMs. 

 Auditors recommend no remediation for 
separation of duties. 

 
Q: Does vRealize Air Compliance cover VDI 

desktops? 

A: No, VDI is not covered and typically very transient. 
We recommend using View Group Policy ADM 
Templates to enforce consistent configurations. 

 
Q: Does vRealize Air Compliance cover physical 

servers? 

A: No, not at this time. vCenter Configuration Manager 
can be used for this. This is under consideration for a 
future release. 

 
Q: How big is the vRealize Air Compliance OVA file? 

A: The OVA download is just under 700MB. Once 
deployed it is 10GB, with 1 CPU and 4GB of RAM.  

 

Q: How many vCenters does a vRealize Air 
Compliance OVA support? 

A: You need 1 OVA for each vCenter – 1:1 ratio  

 
Q: Do I need to download the vRealize Air 

Compliance OVA more than once? 

A: No, you can reuse the same OVA for each additional 
vCenter you want to monitor. 

 
Q: Are there any built-in alerting capabilities 

A: Not at this time but it is under consideration for a 
future release. 

 
Q: Are there any built-in reporting capabilities? 

A: You do have the ability to export compliance data to 
PDF or CSV. 

 
Q: Does vRealize Air Compliance include Patch 

Assessment? 

A: Not at this time. vRealize Air Compliance does not 
assess in-guest level configuration yet. vCenter 
Configuration Manager can be used for this. This is 
under consideration for a future release. 

 
Q: Can I create my own assessment rules? 

A: Currently you can clone existing rules and modify the 
values, but you cannot create new rules from scratch. 
This is under consideration for a future release. 

 


