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Digital transformation is changing the way enterprises are running business 
today. Speed to market is paramount and being able to develop and deliver 
next-gen apps quickly and more frequently has become key to creating value 
and competitive differentiation across industries. As a result, businesses are 
exploring cloud-native solutions leveraging virtual machines and containers to 
package and run their applications to accelerate software delivery from 
development to production.

Container technologies have been used for many years, however with recent 
tooling that provides orchestration, scheduling, and massive scalability, containers 
have gained new interest from enterprises. Combined with DevOps practices, 
containers are leveraged as part of CI/CD to deliver applications faster much like 
web-scale companies. While application developers are starting to adopt 
containers and DevOps, taking applications to production often entails a broader 
set of requirements that involve IT admins. They have to validate several 
requirements such as: enterprise-grade networking and storage, monitoring and 
logging, backup and disaster recovery, availability, compliance - in order to make 
these apps production ready. 

vSphere Integrated Containers
VMware vSphere® Integrated Containers™ allows IT admins to provision containers 
as VMs on vSphere with the same level of granularity they have with production 
VMs. Using the native constructs of vSphere, IT admins can deliver a production-
ready container solution to their developers and app teams without having to 
build out a separate, specialized container infrastructure stack. Developers on the 
other hand can run containerized applications by using the Docker API in their 
own environment.

 

KEY BENEFITS

• Run containerized apps alongside 
existing workloads

• Leverage your existing infrastructure, 
scale easily

• Combine portability with security, 
visibility, and management

• Provide developers with a  
Docker environment
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Components of vSphere Integrated Containers
vSphere Integrated Containers includes the following components that are also 
available as open source on Github.

• vSphere Integrated Containers Engine: The engine in vSphere Integrated 
Containers is deeply integrated into vSphere. It is a VM provisioning mechanism 
that applies container characteristics to a VM in a way that is completely 
transparent to a client. vSphere Integrated Containers engine provides IT admins 
the ability to pre-authenticate access to a compute, network and storage without 
having to create resource reservations.

• Management Portal: vSphere Integrated Containers Management Portal is a UI 
and API for developers and app teams to provision and manage containers 
including retrieving stats and information about container instances.

• Registry: vSphere Integrated Containers registry stores and distributes container 
images in a secure environment. As an enterprise private registry, it offers 
advanced security features, such as identity management, role based access 
control, notary, and LDAP integration.

 

Key Benefits of vSphere Integrated Containers
Multi-tenancy
By leveraging virtual container hosts that are backed by resource pools, IT admins 
can set up multiple environments for multiple teams based on business 
requirements. Therefore, instead of having to deploy individual virtual machines 
per developer, a single virtual container host can be dedicated for each team that 
allows fine grained controls and isolation between workloads leading to increased 
efficiency and productivity. 

https://github.com/vmware/vic
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LEARN MORE

Data Center modernization is a 
critical step to driving business 
impact and supporting modern app 
deployment. With vSphere Integrated 
Containers, your IT and development 
teams can both benefit by using the 
same tools.

Visit http://www.vmware.com/
products/vsphere/integrated-
containers.html for additional 
information.

ADDITIONAL LINKS 

Quick Start Guide:  
http://bit.ly/2nZOW7z

Download link:  
vmware.com/go/download-vic

HOL:  
http://labs.hol.vmware.com/HOL/
catalogs/lab/2729

Website link:  
vmware.com/go/
vsphereintegratedcontainers

Download link:  
http://www.vmware.com/go/
download-vic

Twitter link:  
https://twitter.com/cloudnativeapps

Blog link:  
https://blogs.vmware.com/
cloudnative/

Dynamic Resource Allocation
Resource needs and utilization continue to shift over the lifecycle of a project. 
vSphere Integrated Containers transparently uses vSphere resource pools and this 
allows IT admins to dynamically update the resource allocation to a particular 
project. As an added benefit, dedicating huge chunks of resources to container 
hosts becomes unnecessary. With vSphere Integrated Containers, resources are 
consumed only when a new container VM is spun up and returned to the pool as 
soon as it’s spun down. 

Full Visibility
Since the containers are deployed as virtual machines, IT admins can get complete 
visibility, auditing and control over which workloads have access to what resources. 
Therefore, making day 2 workflows that are in place for VMs (backups, auditing, 
etc) easily applicable to the container VMs. 

Enhanced Security
vSphere Integrated Containers provides the same level of security isolation as 
VMs do. Because the container VMs are not dependent on the resources of the 
host system, IT admins can easily ensure efficiency, governance and security of 
workloads with improved manageability.

vSphere Distributed Networking
One of the key benefits of using VIC is that each Virtual Container host can have 
its own dedicated network, while network port groups can also be defined at the 
Container VM level.

* Virtual Container Host (VCH) is a container host backed by a resource pool that can dynamically scale the 
Container VMs based on capacity and resources*
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