At a glance

Gain a deep understanding of your
current security posture and risk
profile to proactively remediate any
security vulnerabilities.

Key benefits

- Develop policies that keep pace
with the onslaught of digital
threats

» Reduce the likelihood of cyber
threats

« Understand where more security
focus or investment may be
warranted
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Solution Overview

Professional Services for
Security Vulnerability
Assessment

Proactively protect your brand and
investments

Business Challenge

The fast pace of technological changes often means that organizations
run both legacy and new applications at once. You might be in the cloud
for many and on a mainframe for others. New and old hardware and
software combine to keep your internal engines running. But how do
you know what’s secure and what isn’t? What conflicts exist within your
systems that result in risk areas should a cyber threat appear?

Understanding your current security posture and risk profile will help
you set up security best practices that reduce your risk while maintaining
required industry standards and meeting compliance regulations.

Service overview
When you work with VMware’s Professional Services for Security Vulnerability
Assessment, our team provides guidance to help you:

o Develop a security policy to keep pace with the onslaught of digital
threats

e Reduce the likelihood of a cyber threat by avoiding the risk of
exploitation of vulnerabilities

e Gain a clear understanding on where to focus your security business
investments

e Protect your brand reputation and enhance your credibility with your
stakeholders and within your industry



Professional Services for Security Vulnerability Assessment
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Assessment Evaluation Areas

We will evaluate the four control points and associated five trust pillars against

the NIST 800-53 standard.
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Service Engagement At-a-Glance

Tanzu

The engagement includes an assessment that identifies gaps and requirements
to support, integrate, and manage your environment.

Recommendation
Presentation
+ Final Presentation

Step 4 + Executive Level Key

Findings Res
Planning Workshops  + Project Concluded
+ Recommendations Prioritized

Step 3

Discovery Workshops
and Analysis

Step 2

Engagement Kick-Off iscovery Workshop Kickoff

Step 1 X + Data Collection
Planning and + Workshop Expectations * Gap Analysis
Pre-Engagement

developed
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Deliverables

You will receive a detailed assessment report that describes existing gaps and
misalignments, VMware best-practice counsel, and high-level scoring for
individually assessed sections. You will also receive a consolidated presentation
of prioritized recommendations with an overview of the current state, existing
gaps, and next steps.
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Learn more

Visi ‘ Benefits
isit vmware.com/serwces.

VMware consultants’ knowledge and expertise will help you future-proof and
support business continuity and operations. When we help you with a Security
Vulnerability Assessment, you will gain:

e A deep understanding of possible security risks and vulnerabilities to
cyber threats

e Improvement of your security posture with industry best practices to
secure assets and ensure that your and your customers’ data is secure

e The knowledge to achieve all required standards and regulatory
compliance milestones pertinent in your industry
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