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Evolution of NICs
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Evolution of NICs

Offload

NICs:

mwa re® © 2023 VMware, Inc.

Cost effective

Smarter than the
basic NICs

Smarter than the
basic and offload
NICs

DUMB nics which
hands over traffic to
server CPUs

Offloads the
network traffic
function to free up
CPU cycles.

These nics come
with their own CPU
Memory and OS

Mostly used in day-
to-day operations
and are commonly
known to network
and server
administrators.

NICs taking part of
CPU load means
making room for

VMs or containers
to catch hold of

CPU cycles.

What these smart
nics can offload
varies vendor to

vendor

Tasks that are
offloaded includes
security features,
compression,
decompression,
encryption,
decryption

As indicated earlier
the more CPUs that
we save for
churning network
data the more we
save the CPU for
the VMs.




What is DPU or SmartNics ?

DPU/SmartNics are a new class of programmable processor that combines with multi core ARM CPU, High
performance network interface and rich programable acceleration engines

DPU / SmartNic allows to install ESXi ARM on the flash drive of the Smart Nic
|Isolated Compute and programable accelerator to handle task offloaded by x86 ESXi

Virtualized Device Functions to expose virtual devices to the x86 server.

Boot Image and Local

‘ .
Storage ESXi
Management
Ethernet < Services run on DPU
° 0
g 2
High Speed F;rogrlamatble = §
Ethernet Sl Lol 55
TE

Fast Path Offload Slow Path Processing

a

DPUs can expose
Virtualized Device Functions virtual devices to the

86
e ) s (e oo
4
|

and virtual device
functions

mwa re® © 2023 VMware, Inc.




Unfolding the Datapath
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Standard Datapath

Standard VDS

VM
CPU interrupt and

context switch VMXNET3

VvNIC Driver
g - ESyé6Kdrne

VMXNET3
vNIC Device
NSX vSwitch
Slow Path
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CPU interrupt and
context switch

Slow Path Proc.

Physical NIC Driver




SR-10V and Enhanced Datapath

Enhanced Data Path - Performance

Physical NIC Driver
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SR-IOV UM
e (@@ | B
ESXi Kernel
VMkernel, etc.
PF VF ve |1 ve

VM
VM has number / Y
of vCPU Core in VMXNET:%. PMD
Poll Mode N VNIC Driver
ESXi Kernel
VMXNET3
VNIC Device
NSX vSwitch
) Fast Path Slow Path
Dedicated CPU Punting on
Cores in Polling . Flow Cache Miss | Slow
Mode — Path
. B | Cache < broc.
> 6 G Fl Cach
00 T i

I

Physical NIC Driver




EDP-Polling vs. SRIOV

Why do we need more than what we support today?

SR-I0V / Passthrough Enhanced Data Path (EDP)

» vSwitch is completely bypassed * Single VM Driver (VMXNET3) abstracts away

- No additional CPU load and forwarding latency because individual NIC Vendors from VM Driver
no Hypervisor vSwitch is used » Single driver model reduces complex Multi-party issue

* Introduces NIC Driver dependency in VM / Application resolution

» All vSphere Hypervisor high-availability and operational

* VMs are “blocked” from moving, all vSphere high- ; ,
features are usable (vMotion, DRS, HA, Teaming, etc.)

availability and Hypervisor operational features are lost
* Decoupling VMs from hardware enables
virtualization benefits

DPU-based acceleration combines the benefits of SR-IOV and EDP
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DPUs - Emulated and UPTv2 Mode

Common Lifecycle
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HW Table Update

Offloaded + Accelerated

Cache

Slow Cache
Update

Proc.

VM VM VM
,
VMXNET3 VMXNET3 VMXNET3 VMXNET3
vNIC vNIC vNIC vNIC
7
ESXi
UPTv2 VF UPTv2 VF Emulated Mode
(passthrough) (passthrough) (cores consumed on demand)
ESXi
SXi DPU Punting on HW Soft. Fast Path Punting on Slow Path DPU
Accelerator Table Miss Cache Miss processor
[IE = AW 4 Flow —ee Slow Path

Offloaded

e X Enueed

Il




Packet walk Over
DPU/SmartNic Emulated
Mode
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Enable Emulated Mode or Disable UPTv2 Mode

Edit Settings | gs-ubuntu-O1 x

Virtual Hardware VM Options Advanced Parameters

ADD NEW DEVICE ~

» CPU v, @
» Memory * 2 v GB
» Hard disk 1 16 GB
» SCSI controller O LSl Logic Parallel
~ Network adapter 1* dusterl-segment] [ ]
Status [ Connect At Power On
Port ID c380093d-eeTf-4eb5-92
Adapter Type
UPT Support D Use UPT Support
MAC Address Automatic
» CD/DVD drive 1 Client Device Connect At Power On
» Video card Specify custom settings
» SATA controller O AHCI
» Security Devices Mot Configured
» Other Additional Hardware

e
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Datapath Emulated Mode
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ESXi Source VM ESXi Destination VM
172.16.31.26 172.16.31.25
N$X NSK
DVS =

== [E==

0 | I

Normal Nicl_l — SmartNic || T

SYN Packet HTTP 80

SYN-ACK Packet HTTP 80

VMware, Inc.

Physical Network




ESXi porT-ID USED-BY TEAM-PNIC DNAME

M a p pl n g Of po rtS l n E m u |ated M Od e X86 67108872 Management n/a esxioVswitchO

100663307 Management n/a DvsPortset-0
100663317 Shadow of vmnicO n/a DvsPortset-0
FOl lOW the F\) E D DOt 100663319 Shadow of vmnicl n/a DvsPortset-0
} 100663320 vmkO vmnicO DvsPortset-0
ESX| x86 100663322 vmk2 vmnicl DvsPortset-0
100663323 vmk3 vmnicl DvsPortset-0
VMXNET3 134217740 Management n/a DvsPortset-1
vNIC 134217745 Shadow of vmnic3 n/a DvsPortset-1
134217747 Shadow of vmnic2 n/a DvsPortset-1
—p 134217768 4241327:9s-ubuntu-01.ethO vmnic2 DvsPortset-1
167772189 Management n/a vSwitchBMC
167772191 Shadow of vusbO n/a vSwitchBMC
2214592521 vmnic128 - esxioVswitchO
2248146964 vmnicO - DvsPortset-0
DVS Emulated Mode 2248146966 vmnicl - DvsPortset-0
o (cores consumed on demand) ":.— P —p 2281701392 vmnic3 - DvsPortset-1
EL !H L , 2281701394 vmnic2 - DvsPortset-1
vmnic2 vmnic3 ESXi
ESXi ARM 100663325 100663322 ARM PORT-ID USED-BY TEAM-PNIC DNAME
- 67108871 Management n/a
ViSO S vmnicl_MUX 67108873 vmk7379 vmnic129 esxioesxioVswitchOVswitchO
DVS 100663306 Management n/a DvsPortset-1
100663310 vmk10 vmnicl DvsPortset-1
100663311 vmk11 vmnicO DvsPortset-1
] 100663313 vmk50 void DvsPortset-1
chctélerator EuWnt'll'n%r)nM' 5°|th~ tF}‘?St Punting on o i) Ech;LcJessor N 100663320 Shadow of vmnicl n/a DvsPortset-1
HW [ goe s > — Cache Miss \ 100663321 vdr-vdrPort vmnicl DvsPortset-1
[ - Flow — S'OFYV Path 100663322 vmnicl_MUX_PF20483 vmnicl DvsPortset-1
B .\ Table Update cache | siow cache o ‘\ 100663324 Shadow of vmnicO n/a DvsPortset-1
Upaate 100663325 vmnicO_MUX_PF16387 vmnicO DvsPortset-1
— m— 100663333 gs-ubuntu-01.eth0.7¢520dd4 vmnicl DvsPortset-1
vmnicO ﬂ“ = vmnicl | = 134217747 Management n/a vSwitchESXioBMC
- - 134217749 Shadow of vmnic2 n/a vSwitchESXioBMC
134217750 vmk255 vmnic2 vSwitchESXioBMC
2214592520 vmnic129 - esxioVswitchO
2248146967 vmnicl - DvsPortset-1

vmware 2248146971 vmnicO - DvsPortset-1
© 2023 Viware. nc 2281701396 vmnic2 - VSWitchESXioBMC 15




Packet Walk in Emulated Mode

Follow the RED Dot

ESXi x86
VMXNET3
VNIC
134217768
DVS Emulated Mode
- (cores consumed on demand)
== ==
U—= I
vmnic2 vmnic3
ESXi ARM 100663325 100663322
vmnicO_MUX vmnicl_MUX
DPU Punting on . Soft. Fast Punting on SlowPath DPU
Accelerator . HW Table Miss Path Cache Miss processo
HW S —
B < Flow PR Slow Path
o Cache Proc.
B\ Table Update Slow Cache
Update |

vmnicO ﬂ E

[rTTT)
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. 2 1]
vmnicl =
[NTTTE)

SYN packet sent from source VM 172.16.31.26
to destination VM 172.16.31.25 HTTP

Port Info:

[root@localhost:~] net-stats -1
PortNum Type SubType SwitchName MACAddress

ClientName
2248146967 4 0 DvsPortset-1

08:c0:eb:5d:ae:0f wvmnicl
Command:

pktcap-uw --uplink vmnicl --dir 2 -o - | tcpdump-uw -enr -

Packet:

00550:56963504255¢ > RS, -thertype IPv4
(0x0800), length 132: {92.168.4.57.49190 >

Geneve, Flags [none], vni 0x12400, proto
TEB (0x6558), options [8 bytes]: 00:50:56:al:fc:£f3 >
_, ethertype IPv4 (0x0800), length 74:
172:16.31:26.57448 > HEEEEER: r1a9s [S], seq
2198858042, win 64240, options [mss 1460,sackOK, TS val
3020130186 ecr O,nop,wscale 7 length O




Packet Walk in Emulated Mode
Follow the RED Dot

ESXi x86
VMXNET3
VNIC
134217768
DVS Emulated Mode
- (cores consumed on demand)
== ==
U— U
vmnic2 vmnic3
ESXi ARM 100663325 100663322
aniCO_MUX aniC-I_MUX
DPU Punting on Soft. Fast Punting on SlowPath DPU
Accelerator . HW Table Miss Path Cache Miss processo
HW —
B < Flow PR Slow Path
i Proc.
| \G“Qs Slow Cache
HW Table Update . Update 1
1
vmnicO & vmnicl fEo

mwa re® © 2023 VMware, Inc.

SYN packet sent from source VM 172.16.31.26
to destination VM 172.16.31.25 HTTP

Command:
nsxdp-cli ens flow-table dump

Flow Cache:

FT dstMAC
srclP
proto
hwBytes
L4  [DORSORSEREESoReE 00:50:56:al:fc:£3 0
172.16.31.26

srcMAC VLAN srcPort
dstIP

VNI Actions hwHits

srcPort/type dstPort/code

6
bmap:0x80800080
GENEVE DECAP; DEW on

74752 57448

inval (s) :150 cg:2123 dp:0x7 len:704;
dstPort; 0O O

L4 OORSORSEEE eSS 00:50:56:21:99:9e 0

172.16.31.25

6 0
80 57448 bmap:0x20000c0 inval (s):138
cg:2123 dp:0x3 len:814; DFW on srcPort; VNI: 74752; GENEVE
ENCAP VNI: 74752; 0 0




Packet Walk in Emulated Mode
Follow the RED Dot

ESXi x86 SYN packet sent from source VM 172.16.31.26
to destination VM 172.16.31.25 HTTP
VMXNET3
VvNIC
Port Info:
134217768 [root@localhost:~] net-stats -1
PortNum Type SubType SwitchName MACAddress
DVS Emulated Mode ClientName
Emim]] cJmim| 08:c0:eb:5d:ae:08 vmnicO MUX PF16387
1 _I J —_— —
vmr:|c2 vmnic3 > Command :
ESXi ARM . 100663325 100663322 pktcap-uw -switchport 100663325 --dir 2 -o - | tcpdump-uw -
vmnic UX vmnicl_MUX e
DVS Packet:

' . 00550556 a1 e 3] > IR EEEEEEEEs, <thertype IPv4
ipuI t Puntingon Soft.Fast  punting on Slow Path Dr'j)‘éesso (0x0800), length 74: Hi2ud6.81.26:57478 > B :
Hizlseera °" HW Table Miss path Cache Miss s Flags [S], seq 2198858042, win 64240, options [mss

L J«— FIOWe — Slo;/\r/olf:ath 1460, sackOK, TS val 3020130186 ecr 0,nop,wscale 7], length 0
| \GGQR Slow Cache )
HW Table Update . Update T
T
vmnicO HE% vmnicl e

mwa re® © 2023 VMware, Inc. 18




Packet Walk in Emulated Mode

Follow the RED Dot
ESXi x86 SYN pac]-cet éent from source VM 172.16.31.26
to destination VM 172.16.31.25 HTTP

VMXNET3
VvNIC

Port Info:
134217768 [root@localhost:~] net-stats -1
PortNum Type SubType SwitchName MACAddress
DVS Emulated Mode ClientName
. (cores consumed on demand) 2281701394 4 0 DvsPortset-l
8 001 | 5 LIL] 08:c0:eb:5d:ad:78 vmnic2
U—= U
A | vmnic2 vmnic3 ) Command :
ESXi ARM . 100663325 100663322 pktcap-uw —--uplink vmnic2 --dir 2 -o - | tcpdump-uw -enr -
vmnic UX vmnicl_MUX
DVS Packet:
. 00550556 a1 e 3] > IR EEEEEEEEs, <thertype IPv4
ipuI t Puntingon Soft.Fast  punting on Slow Path Dr'j)‘éesso (0x0800), length 74: Hi2ud6.81.26:57478 > B :
Hizlseera or [ ] HW Table Miss Path CaCheM/3|5 o Flags [S], seq 2198858042, win 64240, options [mss
B <« F'OWe G Slo;/\r/olf:ath 1460, sackOK, TS val 3020130186 ecr 0,nop,wscale 7], length O
I \GGQR Slow Cache '
HW Table Update . Update 1
T
vmnicO HE% vmnicl =

mwa re® © 2023 VMware, Inc. 19




Packet Walk in Emulated Mode
Follow the RED Dot

ESXi x86 SYN packet sent from source VM 172.16.31.26
‘ to destination VM 172.16.31.25 HTTP
A
VMXNET3
VvNIC
>l Port Info:
134217768 ._L [root@localhost:~] net-stats -1
/ PortNum Type SubType SwitchName MACAddress
DVS /' Emulated Mode ClientName
- (cores consumed on demand) 134217768 S 9 DvsPortset-1
ED]:l!l JEE 00:50:56:a21:99:9e gs—-ubuntu-01.ethO
'1 vmnic2 vmnic3 Command :
ESXi ARM | . 100663325 100663322 pktcap-uw --uplink 134217768 --dir 2 -o - | tcpdump-uw -
vmnic UX vmnicl_MUX e
DVS Packet:

' . 00550556 a1 e 3] > IR EEEEEEEEs, -thertype IPv4
gzgelerator ﬁ”wr’?"%f’"m- SofPt.F:st Punting on Slow Path Srlzléesso (0x0800), length 74: L72N16N81026:57448) > D :
Y ] ape Vs at Gache Miss Flags [S], seq 2198858042, win 64240, options [mss

L J«— FIOWe — Slo;/\r/olf:ath 1460, sackOK, TS val 3020130186 ecr 0,nop,wscale 7], length 0
| \GGQR Slow Cache )
HW Table Update . Update T
1
vmnicO HE% vmnicl =

mwa re® © 2023 VMware, Inc. 20




Packet Walk in Emulated Mode
Follow the RED Dot

ESXi x86 SYN pac]-cet éent from source VM 172.16.31.26
to destination VM 172.16.31.25 HTTP

VMXNET3

VvNIC ‘

» Packet Delivered
134217768 . f
/
DVS /' Emulated Mode
- (cores consumed on demand)
== guin]

) |_|_|_|JI J [NTTTE)
1 vmnic2 vmnic3

ESXi ARM . 100663325 100663322
vmnicONJUX vmnicl_MUX
) |

DPU . Punting on Soft. Fast Punting on SlowPath DPU

Accelerator = HW Table Miss Path Cache Miss processo

HW B < Flow 4_' Slow Path

N Proc.
B .\ 1abic Update \S‘% Slow Cache
N Update |
T
vmnicO HE E vmnicl fEo

|

mwa re® © 2023 VMware, Inc.




Packet Walk in Emulated Mode

Follow the RED Dot

ESXi x86
VMXNET3
VNIC
A 4
134217768
DVS Emulated Mode
- (cores consumed on demand)
== ==
U—= I
vmnic2 vmnic3
ESXi ARM 100663325 100663322
vmnicO_MUX vmnicl_MUX
DPU Punting on Soft. Fast Punting on SlowPath DPU
Accelerator = HW Table Miss Path Cache Miss processo
HW B < Flow 4_' Slow Path
N Cach Proc.
[ JEIVVE YR Update aene Slow Cache
Update |
vmnicO HEEE vmnicl fEo

mwa re® © 2023 VMware, Inc.

SYN-ACK packet sent from source VM
172.16.31.25 HTTP to destination VM
172.16.31.26

Port Info:

[root@localhost:~] net-stats -1

PortNum Type SubType SwitchName
ClientName

134217768 5 9 DvsPortset-1
00:50:56:a21:99:9e gs-ubuntu-01.eth0

MACAddress

Command:

pktcap-uw --switchport 134217768 --dir 2 -o - | tcpdump-uw

—enr -

Packet:

ethertype IPv4

00:50:56:21:99:% > DOESORSEREIECHES

(0x0800), length 74: @72.16.31.25.80 >

Flags [S.], seq 2193816220, ack 2198858043, win 65160,
options [mss 1460, sackOK,TS val 4278092283 ecr
3020130186, nop,wscale 7], length O

22



Packet Walk in Emulated Mode
Follow the RED Dot

ESXi x86 SYN-ACK packet sent from source VM
172.16.31.25 HTTP to destination VM
VMXNET3 172.16.31.26
VvNIC
Port Info:
A 4
134217768 . P [root@localhost:~] net-stats -1
/ PortNum Type SubType SwitchName MACAddress
DVS j Emulated Mode ClientName
ores consumed on demand) 2281701394 4 0 DvsPortset-1
8 1] 5 LIL] 08:c0:eb:5d:ad:78 vmnic?2
L u.|.u| U—mm
l vmnic2 vmnic3 ) Command :
ESXi ARM 100663325 100663322 pktcap-uw --uplink vmnic2 --dir 2 -o - | tcpdump-uw -enr -
vmnicO_MUX vmnicl_MUX
DVS Packet:
' 0055055693 1:99:0e) > INEEEEEEEEEES, -thertype IPv4
ipuI : Puntlngtg)lon . Soft.Fast  pynting on Slow Path Dr'j)‘iesso (0x0800), length 74: [2NICHSINZENE0 >
CLoSierator HW Table Miss LU Cache Miss s Flags [S.], seq 2193816220, ack 2198858043, win 65160,
< CFaIghWe — Slo;/\r/olf:ath options [mss 1460, sackOK,TS val 4278092283 ecr
B .\ 1abic Update 5/‘?/W§afhe | ' 3020130186, nop,wscale 7], length 0
lodate
vmnicO HE% vmnicl =

mwa re® © 2023 VMware, Inc. 23




Packet Walk in Emulated Mode
Follow the RED Dot

ESXi x86 SYN-ACK packet sent from source VM
172.16.31.25 HTTP to destination VM
VMXNET3 172.16.31.26
VvNIC
! Port Info:
134217768 . P [root@localhost:~] net-stats -1
/ PortNum Type SubType SwitchName MACAddress
DVS j Emulated Mode ClientName
ores consumed on demand) 100663325 13 0 DvsPortset-1
B 10 B LI 08:c0:eb:5d:ae:08 wvmnicO0 MUX PF16387
L T U—mm
'I vmr:|c2 vmnic3 > Command :
ESXi ARM v . 100663325 100663322 pktcap-uw -switchport 100663325 --dir 2 -o - | tcpdump-uw -
vmnicO_MUX vmnicl_MUX e
DVS Packet:
' 0055055693 1:99:0e) > INEEEEEEEEEES, -thertype IPv4
gzilerator E“w"?”%f’”m- SoftFast  punting on Slow Path Sr'z‘éesso (0x0800), length 74: I2HUCHSINZSNE0 >
Y . aple Miss L Cache Miss Flags [S.], seq 2193816220, ack 2198858043, win 65160,
< CFaIghWe — Slo;/\r/olf:ath options [mss 1460, sackOK,TS val 4278092283 ecr
B .\ 1abic Update 5/‘2";5:;3;/79 | ' 3020130186, nop,wscale 7], length O
vmnicO HE% vmnicl e

mwa re® © 2023 VMware, Inc. 24




Packet Walk in Emulated Mode

Follow the RED Dot

ESXi x86
VMXNET3
VNIC
A 4
134217768 /-
DVS j Emulated Mode
ores consumed on demand)
D i)
U— U
'I vmnic2 vmnic3
ESXi ARM . 100663325 100663322
vmnicONMUX vmnicl_MUX
DPU Punting on Soft. Fast Punting on SlowPath DPU
Accelerator . HW Table Miss Path Cache Miss processo
HW B < Flow 4_' Slow Path
N Cache Proc.
| Slow Cache
HW Table Update Update T
vmnicO HEEE vmnicl fEo

mwa re® © 2023 VMware, Inc.

SYN-ACK packet sent from source VM
172.16.31.25 HTTP to destination VM
172.16.31.26

Command:
nsxdp-cli ens flow-table dump

Flow Cache:

FT dstMAC
srclP
proto
hwBytes
L4 OOESORSEEEECoEeE00:50:56:al: fc:£3 0

srcMAC VLAN srcPort
dstIP

VNI Actions hwHits

srcPort/type dstPort/code

172.16.31.26

74752 57448 80
inval (s) :150 cg:2123 dp:0x7 len:704;
dstPort; 0O O

L4 OORSORSEEE eSS 00:50:56:21:99:9e 0

172.16.31.25

172.16.31.26 6 0
80 57448 bmap:0x20000c0 inval (s):138
cg:2123 dp:0x3 len:814; DFW on srcPort; VNI: 74752; GENEVE
ENCAP VNI: 74752; 0 O

6
bmap:0x80800080
GENEVE DECAP; DEW on

25




Packet Walk in Emulated Mode
Follow the RED Dot

ESXi x86 SYN-ACK packet sent from source VM
172.16.31.25 HTTP to destination VM
VMXNET3 172.16.31.26
vNIC
Port Info:
A 4
134217768 . P [root@localhost:~] net-stats -1
/ PortNum Type SubType SwitchName MACAddress
DVS j Emulated Mode ClientName
ores consumed on demand) 2248146967 4 0 DvsPortset-1
B [ ]@ 08:cO:eb:5d:ae:0f wvmnicl
U— U
'I vmnic2 vmnic3 Command :
ESXi ARM v . 100663325 100663322 pktcap-uw --uplink vmnicl --dir 2 -o - | tcpdump-uw -enr -
vmnicONMUX vmnicl_MUX
DVS Packet:
OORSOESEEeEEl IS - hcrtype IPv4
¥ (0x0800), length 132: 192.168.4.60.56554 >
0P punting on SohFet  umaon | Soween DPU BN c0:1: Geneve, Flags [nome], vni 0x12400, proto
Accelerator e HW Table Miss ” Path Cache Miss processo TEB (0x6558), options [8 bytes]: 00:50:56:al:99:9e >
HW < Sl Flow —_— Slow Path , ethertype IPv4 (0x0800), length 74:
o N_cache Proc. 172:16:31:25:80 > e : r1ags [S.], seq
[ Slow Cache CEEe e Z
HW Table Update &‘ Update 1 2193816220, ack 2198858043, win 65160, options [mss
v 1460,sackOK, TS val 4278092283 ecr 3020130186, nop,wscale 7],
vmnicO HE% vmnic1 |25 — e

26
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Packet Walk in Emulated Mode
Follow the RED Dot

ESXi x86
VMXNET3
VvNIC
A 4
134217768 s
DVS j Emulated Mode
ores consumed on demand)
e et =)
U— U
'I vmnic2 vmnic3
ESXi ARM . 100663325 100663322
vmnicONMUX vmnicl_MUX
N
DPU Punting on Soft. Fast Punting on SlowPath DPU
Accelerator . HW Table Miss ” Path Cache Miss processo
HW B < L; Flow ——— | slowPatn
i he Proc.
| SQ Slow Cache
HW Table Update J\‘ o I
v
) HEEI]] ) W] .
vmnicO = vmnicl =

mwa re® © 2023 VMware, Inc.

o

SYN-ACK packet sent from source VM
172.16.31.25 HTTP to destination VM
172.16.31.26

, Packet Sent Out




Packet Walk Over
DPU/SmartNic UPTv2 Mode

VmWa re® © 2023 VMware, Inc.



Enable UPTv2 Mode

Edit Settings

Virtual Hardware

» CPU

» Memory *

» Hard disk 1

» SCSI controller O

~ Network adapter 1*

gs-ubuntu-01

X
VM Options Advanced Parameters
ADD NEW DEVICE ~
2 @
2 ¥ GB
16 GB

LSI Logic Parallel

dusterl-segmentl .

mwa re® © 2023 VMware, Inc.

Status

Port ID

Adapter Type

UPT Support

MAC Address

» CD/DVD drive 1

s Video card

> SATA controller O

» Security Devices

» Other

i Connect At Power On

c380b93d-ee7f-4eb5-92

bl Use UPT Support

Automatic

Client Device Connect At Power On

Specify custom settings

AHCI
Not Configured

Additional Hardware

29




Datapath UPTv2 Mode

mwa re® © 2023

ESXi Source VM ESXi Destination VM
172.16.31.26 172.16.31.19
N$X NSK
DVS o

H= (1] Hn LI

o | I

Normal Nicl_l ﬁ'_l SmartNic I.l Ll

SYN Packet SSH 22

SYN-ACK Packet SSH 22

VMware, Inc.

Physical Network

30




[min|
—

vmnicO ﬂ
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. 2 1]
vmnicl =
[NTTTE)

100663329 cluster1-ubuntu-vm8.eth0.7¢c520

134217747 Management
134217749 Shadow of vmnic2
134217750 vmk255

2214592520 vmnic129

2248146967 vmnicl

2248146971 vmnicO

2281701396 vmnic2

. . ESX| PORT-ID USED-BY TEAM-PNIC DNAME
M a p p | n g Of po rtS | n U PTV2 M Od e 36 67108872 Management n/a esxioVswitchO
X 67108874 vmk7379 vmnic128 esxioVswitchO
100663307 Management n/a DvsPortset-0
FOl |OW the F\) E D DOt 100663317 Shadow of vmnicO n/a DvsPortset-0
100663319 Shadow of vmnicl n/a DvsPortset-0
ESXI X86 100663320 vmkO vmnicO DvsPortset-0
100663322 vmk2 vmnicl DvsPortset-0O
100663323 vmk3 vmnicl DvsPortset-0O
VMXNET] 134217740 Management n/a DvsPortset-1
vNIC 134217745 Shadow of vmnic3 n/a DvsPortset-1
: By-Pass 134217747 Shadow of vmnic2 n/a DvsPortset-1
: “___..................................................................... M S 134217764 2192756:clusterl-ubuntu-vms.et  vmnic2 DvsPortset-1
; 167772189 Management n/a vSwitchBMC
P e 167772191 Shadow of vusbO n/a vSwitchBMC
e 167772192 vmk1 vusbO vSwitchBMC
. 2214592521 vmnic128 - esxioVswitchO
2248146964 vmnicO - DvsPortset-0
DVS Emulated dMo‘jje g By-Pass 2248146966 vmnicl - DvsPortset-0
1|E|:|]:|I (cores consumed on demand) ]ﬁ @ e R\I-Eacc sreveenb 5581701392 vminic3 S SVEEErEEE
[T rreerraeees seeeseseesaserenes STTTTIITTTITT A T T eI e iieassissssassssssssasssasss ---» 2281701394 vmnic2 - DvsPortset-1
i vmnic2 vmnic3 ESXi
: : ARM
ESXi ARM E.-.. .. PORT-ID USED-BY TEAM-PNIC DNAME
v 67108871 Management n/a
o 67108873 vmk7379 vmnicl129 esxioesxioVswitchOVswitchO
DVS ... By-Pass 100663306 Management n/a DvsPortset-1
‘e, 100663310 vmk10 vmnicl DvsPortset-1
e, 100663311 vmKk11 vmnicO DvsPortset-1
100663313 vmk50 void DvsPortset-1
DPU Puntingon ng on **re| SlowPath  DPU "o | 100663320 Shadow of vmnic] n/a DvsPortset-1
ﬁf/selerator [ | HW Table Miss > -~ ey .....processor ."'~.,. 100663321 vdr-vdrPort vmnicl DvsPortset-1
<« Flow — . ath A 100663322 vmnicl_MUX_PF20483 vmnicl DvsPortset-1
B |\ Tabie Update Cache | siow Cache roc \ *ee... 100663324 Shadow of vmnicO n/a DvsPortset-1
Update ] "*» 100663325 vmnicO_MUX_PF16387 vmnicO DvsPortset-1

vmnicl DvsPortset-1
n/a vSwitchESXioBMC
n/a vSwitchESXioBMC
vmnic2 vSwitchESXioBMC
- esxioVswitchO
- DvsPortset-1
- DvsPortset-1

- VSWitchESXioBMC st




Packet Walk in UPTv2 Mode
Follow the RED Dot

SYN packet sent from source VM 172.16.31.26

ESXi x86
to destination VM 172.16.31.19 SSH
VMXNET3
vNIC
Port Info:
[root@localhost:~] net-stats -1
PortNum Type SubType SwitchName MACAddress
DVS Emulated Mode ClientName
- (cores consumed on demand) 2248146967 4 0 DvsPortset-1
|8 O] | -FEI 08:c0:eb:5d:ae:0f vmnicl
U—== U—m
vmnic2 vmnic3 Command:
ESXi ARM pktcap-uw --uplink vmnicl --dir 2 -o - | tcpdump-uw -enr -
DVS Packet:
00550:5696350455¢ > IS, -thertype IPv4
ipuI t Puntingon Soft.Fast  pynting on Slow Path Dr'j)‘éesso (0x0800) , length 132: 192.168.4.57.49583 >
Hizlseera °" HW Table Miss > path Cache Miss s 192.168.4.60.6081: Geneve, Flags [none], vni 0x12400, proto
< Jlow | 4= | Sicn e TEB (0x6558), options [8 bytes]: [(OESORSEREIEECEES>
B\ Table Update Sl‘zngafhe DS, -thertype IPv4 (0x0800), length 74:
S I 7201603 1026060186 > B : r1-20s (S], seq
402077945, win 64240, options [mss 1460,sackOK,TS val

g Y min| .

. [mIn| .
vmnicO ﬂ = vmnicl 'm:'m. I >N 270309001 ecr 0,nop,wscale 7 length 0

mwa re® © 2023 VMware, Inc. 32




Packet Walk in UPTv2 Mode

Follow the RED Dot

ESXi x86

vmnicO ﬂ E

[rTTT)

mwa re® © 2023 VMware, Inc.

VMXNET3
VNIC
DVS Emulated Mode
o (cores consumed on demand) -'_
Auin| Juim]
J%! J%!
vmnic2 vmnic3
ESXi ARM
PPV PuRting on Soft. Fast Punting on Slow Path DPU
Accelerator . HW Rable Miss Path puniing on Drocesso
W B < Flow 4__’ Slow Path
B\ Table Updat cache | siow cache Proc.
Update |

vmnicl |[= .
[NTTTE]

SYN packet sent from source VM 172.16.31.26
to destination VM 172.16.31.19 SSH

Command:
nsxdp-cli ens flow-table dump

Flow Cache:

FT dstMAC srcMAC VLAN srcPort
srcIP dstIP
proto VNI srcPort/type dstPort/code Actions hwHits
hwBytes
L4 OORSORSEEE S ES00:50:56:al: fc:£3 0
172.16.31.26

6
74752 60186 . bmap:0x80800080
inval (s) :95 cg:2115 dp:0xa len:704; GENEVE DECAP; DFW on
dstPort; 0 0

L4 OOESOESeEEEEeEEs00:50:56:2a1:87:fe 0 10

172.16.31.19

6 0
22 60186 bmap:0x20000c0 inval (s):139
cg:2115 dp:0x3 len:814; DFW on srcPort; VNI: 74752; GENEVE
ENCAP VNI: 74752; 0 0
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Packet Walk in UPTv2 Mode

Follow the RED Dot
ESXi x86 SYN pac].cet .sent from source VM 172.16.31.26
to destination VM 172.16.31.19 SSH

VMXNET3
VvNIC

Port Info:
[root@localhost:~] net-stats -1
PortNum Type SubType SwitchName MACAddress
DVS Emulated Mode ClientName
_ (Coresconsumedondemand) 100663329 13 14 DvsPortset-1
|8 O] | -FEI DR clusterl-ubuntu-vm8.eth0.7c¢520dd0
U—= U—m
vmnic2 vmnic3 Command:
ESXi ARM ' pktcap-uw --switchport 100663329 --dir 2 -o - | tcpdump-uw
enr -
DVS I. Packet:
| 0055056 a1 Ec 3> IR EEEEEES, -thertype IPv4
o eratoy EIR ﬁ‘m%f’”M. Soft.Fast  pupting o slowPath - DPY o (0x0800), length 74: [2ulensinzencorss > INENEIEIEEEE :
Y ] eV L Cache Miss Flags [S], seq 402077945, win 64240, options [mss
< CFalghWe — Slo;/\r/olf:ath 1460, sackOK, TS val 279309001 ecr 0,nop,wscale 7], length 0
| Slow Cache '
HW Table Updat Update 1

. 8 1] R 5
vmnicO = vmnicl = .
[NTTTE) [NTTTE)
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Packet Walk in UPTv2 Mode
Follow the RED Dot

ESXi x86 SYN pac].cet .sent from source VM 172.16.31.26
to destination VM 172.16.31.19 SSH

VMXNET3
VvNIC

» Packet Delivered.

DVS Emulated Mode
o (cores consumed on demand) -'_
Elmin| 8 1]
J%! J%!
vmnic2 vmnic3

DVS

ESXi ARM (3)
o

—

DPU * Puiting on Soft. Fast Punting on SlowPath DPU
Accelerator gy HW Rable Miss _Path  Cache wiss processo
" < | Flow P Slow Path
Cache Proc.
. HW Table Updat Slow Cache
Update |
. Eimin] . -
vmnicO = vmnicl =

|
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Packet Walk in UPTv2 Mode
Follow the RED Dot

ESXi x86 SYN-ACK packet sent from source VM
172.16.31.19 SSH to destination VM
VMXNET3 172.16.31.26
VNIC
Port Info:
[root@localhost:~] net-stats -1
PortNum Type SubType SwitchName MACAddress
DVS Emulated Mode ClientName
. (cores consumed on demand) 100663329 13 14 DvsbPortset-1
Elmin]] -FEI 00:50:56:a1:87:fe clusterl-ubuntu-vm8.eth0.7¢c520dd0
(= I
l vmnic2 vmnic3 Command:
ESXi ARM . pktcap-uw --switchport 100663329 --dir 2 -o - | tcpdump-uw
enr -
DVS Packet:
00550561587 5> R EEEEEES, -thertype IPv4
ipuI Puntingon Soft.Fast  punting on Slow Path Dr'zgesso (0x0800) , length 74: [N2NleRSinion22 >
Hf/f/eerator mm HW Table Miss L Cache Miss P Flags [S.], seq 3759600490, ack 402077946, win 65160,
B < CFalghWe — Slo;/\r/olf:ath options [mss 1460, sackOK,TS val 3501164822 ecr
L HW Table Update Slow Cache ' 279309001, nop,wscale 7], length O
Update |
vmnicO HE% vmnicl =

mwa re® © 2023 VMware, Inc. 36




Packet Walk in UPTv2 Mode
Follow the RED Dot

ESXi x86
VMXNET3
VNIC
DVS Emulated Mode
o (cores consumed on demand) -'_
8 1] Eimin]
Jl%! J%!
v vmnic2 vmnic3
ESXi ARM ()
DPU A Punting on Soft. Fast Punting on SlowPath DPU
fiecelerator gy HW Table Miss ,_Path  Cache Miss processo
HW B < _ | Flow —— Slow Path
o Cach Proc.
. HW Table Update ache Slow Cache
Update |
vmnicO HEEE vmnicl EEE

mwa re® © 2023 VMware, Inc.

SYN-ACK packet sent from source VM
172.16.31.19 SSH to destination VM
172.16.31.26

Command:
nsxdp-cli ens flow-table dump

Flow Cache:

FT dstMAC
srclP
proto VNI
hwBytes

L4 OORSORSEEE S ES00:50:56:al: fc:£3 0

srcMAC VLAN srcPort
dstIP
Actions hwHits

srcPort/type dstPort/code

172.16.31.26
6

74752 60186 . bmap:0x80800080
inval (s) :95 cg:2115 dp:0xa len:704; GENEVE DECAP; DFW on
dstPort; 0 O

L4 OOESOESeEEEEeEEs00:50:56:2a1:87:fe 0 10

172.16.31.19

6 0
22 60186 bmap:0x20000c0 inval (s):139
cg:2115 dp:0x3 len:814; DFW on srcPort; VNI: 74752; GENEVE
ENCAP VNI: 74752; 0 0
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Packet Walk in UPTv2 Mode
Follow the RED Dot

ESXi x86
VMXNET3
VvNIC
Port Info:
[root@localhost:~] net-stats -1
PortNum Type SubType SwitchName MACAddress
DVS Emulated Mode ClientName
- (cores consumed on demand) 2248146967 4 0 DvsPortset-1
B OO | -FEI 08:c0:eb:5d:ae:0f wvmnicl
U—== U
l vmnic2 vmnic3 Command:
ESXi ARM . pktcap-uw --uplink vmnicl --dir 2 -o - | tcpdump-uw -enr -
DVS Packet:
. 00:50:56:67:eb:13 > 00:50:56:63:04:5c, ethertype IPv4
(0x0800), length 132: @92.168.4.60.55616 >
* —— Geneve, Flags [none], vni 0x12400, proto
DPU Punting on Soft. Fast . SlowPath DPU : ’ ’ ’
Accelerator I HW Table Miss Path ggg/g’g%/?s’; processo TEB (0x6558), options [8 bytes]: 00:50:56:al1l:87:fe >
HW - > — | cow Path D -thertype IPv4 (0x0800), length 74:
=ﬁ — | re 172006050019022 > DN : 120 [S.], seq
HW Table Update \ Update T 3759600490, ack 402077946, win 65160, options [mss
1460, sackOK, TS val 3501164822 ecr 279309001, nop,wscale 7],
. Hmim| . length 0O
vmnicO = vmnicl = >

E@
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Packet Walk in UPTv2 Mode
Follow the RED Dot

i SYN-ACK packet sent from source VM
ESXi x86
172.16.31.19 SSH to destination VM
VMXNET3 172.16.31.26
vNIC
Emulated Mode
DVS - (cores consumed on demand)
J|a o0 | FE |
d vmurJ1Lilz:2 vmu:JiJc3
ESXi ARM .

DVS
2)

\
DPU * Punting on T Soft. Fast Punting on SlowPath DPU
Accelerator gy HW Table Miss PN Cache Miss processo
> Cache Miss
" <« — Slow Path
Proc.
. HW Table Update Slow Cache
Update |
. Efmin| . =
vmnicO = vmnicl =

e

‘——» Packet Sent Out

mwa re® © 2023 VMware, Inc.




UPTVv2 vs Emulated mode

vSphere and NSX Features Preserved — DPU based
Recommended with EDP - Standard

UPTV2

(Uniform
Passthrough)

Near zero CPU
Consumption
Complete Guest
Memory Reservation
Requires VMXNET3
Version 7 on GuestOS

High Performance,
Low Latency Data
Path

UPTv2 VMs scale
varies with VFs
resources

mwa re® © 2023 VMware, Inc.

Emulated

(Default Mode)

Higher CPU footprint
than UPTv2

No Guest Memory
Reservation

No driver
dependencies on
GuestOS

Performance .
accelerated by HW iIn
DPU

Higher Workload
Density
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