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VMware Cloud Foundation Overview
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VMware Cloud Foundation Architecture
Top level view
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Software Components of Cloud Builder and SDDC Manager
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SDDC Manager services
A summary of what each service is responsible for

Domain 
Manager

 Host and Cluster

 VI Domain

 Network

 Storage

 Stretch Cluster

 VMware NSX 
Edge™ cluster

 WCP

 VxRail Manager

Operations 
Manager

Lifecycle Manager Common 
Services

 Certificate

 Credential

 Commission/ 
decommission

 License

 Backup/Recovery

 DNS/NTP

 Resource 
Aggregator

 Precheck

 Manifests

 Upgrades

 Image Management

 Bundle 
Management

 Skip level upgrade

 Lock

 Task

 Inventory

 Credential Store

 Identity

 Network pool

 Appliance
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VMware Cloud Foundation Evolution

Features 4.3 4.4 4.5.1 5.0
Kubernetes Workload Management • - • - • . • .

vLCM Firmware Lifecycle Management • - • - • . • .

RBAC User Roles • - • - • . • .

Automated NSX-Edge Deployment • - • - • . • .

Extended Principal Storage support (vVols, 2-node, HCI Mesh) • - • - • . • .

Parallelization (Deployment & Upgrades) • - • - • . • .

Enhanced Prechecks & Skip-level Upgrades • - • - • . • .

Multi-pNIC Deployment • - • . • .

NSX Federation Support (manual guidance) • - • - • -

Security Enhancements • - • - • -

vGPU Support with NVIDIA AI Ent Suite • - • - • -

Parallel Cluster Upgrade • - • -

BOM product re-licensing • -

Isolated WLDs and Identity Management • -

Aug 2021 Feb 2022 Oct 2022 June 2023
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Software Bill of Materials
VMware Cloud Foundation 5.0 contains the following VMware products

Software Building Blocks for the Private Cloud

vRealize Suite Lifecycle 
Manager* 8.10 Patch 1

*vRealize component versions may be modified by customer as of VCF 4.4

vSphere 8.0 U1a
ESXi 8.0 U1a, vCenter 8.0 U1a

NSX 4.1

SDDC Manager 5.0
Cloud Builder 5.0

vSAN 8.0 U1a
vSAN Witness 8.0 U1

Updated for VCF 5.0
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Lifecycle ManagementSecurity

ToolsAutomation and scaling

Navigating VMware Cloud Foundation

Optimize Private Cloud
Across various components
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Automation and Scaling
Day N operation workflows overview

 Add multiple host to 
SDDC manager

 Create Workload 
Domains

 Create/Expand 
Cluster

 Deploy/ Expand 
Edge cluster

ESXi Hosts

VMware Cloud Foundation

SDDC Manager / API access

Host Commission
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Creating Workload Domain
Automate the deployment of an application ready SDDC

Management Domain Automated Workflow Workload Domain

Create WLD

VMware Cloud Foundation Inventory

 Deploying a new vCenter 

Instance

 Instantiating a new SSO Domain 

or join existing domain

 Creates a vSphere Cluster and 

adds the commissioned ESXi 

hosts

 Creates vSAN disk groups and 

configures a vSAN datastore for 

the cluster

 Deploys the NSX Managers and 

configures NSX in the cluster
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Simplified Troubleshooting Workflow
Deployment and scale workflows

VMware Cloud Foundation Administrator

1

Error on Task

2

Log review

3

Operations Team

Automated Scaling

Cloud Admin

Ease of Troubleshooting

Operations

Step by Step Workflow

less domain.manager.log

Track task using ID which follows vcf_dm 

Retry Task
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Security
Password management 

Option types

1. Rotate- generates randomized passwords

2. Update - you provide the new password 
manually 

3. Remediate - manually reset the password 
in the component product and update that 
password in the SDDC

On SDDC Manager UI
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Password Management Module
Password management blueprint

 Operationsmanager
service takes 
charge of retrieving 
payload and 
performs password 
task

 Connection check-
Spring cron job 
runs password 
check refresh task

 Everyday 1AM UTC 
default

SDDC Manager UI

Common Services

Token Service

Inventory Credentials Service

API Client

Operations Manager Service

ESXi

Password Management

vCenter

NSXT

vRSLCM

Postgres

vRA
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Disconnected accounts

As part of troubleshooting check for 
below:

 Appliance state

 Communication to the component 
from SDDC manager, primarily we 
use SSH

 Are the passwords changed outside 
of SDDC manager

SSH API
Platform Services Controller- SSO administrator@vsphere.local

ESXI root account

NSX Manager admin account

NSX Manager root account

VMware Aria Lifecycle Platform root account
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Security
Certificate management

Options
 Fully automated

 Microsoft CA

 OpenSSL(internal only) CA

 Partially automated

 Third-Party CA

Enhancements
 UI decodes and validates the 

certificate for invalid chain or 
key

 Trust certificate option on 
certificates tab incase not 
present in store

SDDC 
Manager UI 

Common Services

Token Service

Inventory Credentials Service

API Client

Operations Manager Service

SDDC

Certificate Management Module

vCenter

NSX

vRSLCM

Postgres

VRM
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Lifecycle Management
Critical components

Depot

Upgrade Bundles

Manifest

CompatibilityData

Versioning

Prior to 5x softwareCompatibilitySets for VCF on 
VxRail

 In 5x VmwareCompatibilityData for VCF and 
VxRailCompatibilityData for VCF on VxRail
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LCM Manifest polls upgrade bundles 
available in the depot

Check the list of available bundles and 
bundleElementPreviousVersion 

Check the component state ,version 
and if it violates compatibility, VVS

Bundle available ->Schedule /Upgrade

Remove existing bundle make 
next component bundle available

Update your SDDC

Lifecycle
Management

Lifecycle Management
Upgrade workflow
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Decoupled VMware Aria Upgrades
Upgrade scenario post 4.4

• Upgrades 
availability 
depends on cross 
compatibility with 
VMware Cloud 
Foundation and 
VMware Aria Suite 
Lifecycle version

• Refer 88829

Authenticate

VMware Aria 
Lifecycle

1

2

3

VMware depot

Download 
Compatible 

images

Checks SDDC manager 
version

SDDC 
Manager

Upgrade Vrslcm, VMware Aria 
Automation, VMware Aria 
Operations, VMware Aria 

Operations for Logs, 
Workspace ONE

https://kb.vmware.com/s/article/88829
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VMware Cloud Foundation+
On-premises to cloud 

Cloud Connected Security Checks

Deploy and manage 
all modern workloads

Subscription model 
and keyless entitlement
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Tools for Troubleshooting and Management

Upgrade PrechecksAPI and SOS utility SHDAsync Patch tool VDT 
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Patching SDDC Manager Components

 Vulnerability

 Bugs

 No custom ISO version
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Patching SDDC Manager Components

 Vulnerability

 Bugs

 No custom ISO version

Async Patch tool
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Copy tool to SDDC 
Manager VM

Run tool with required 
inputs to download and 
enable patch  

Checks if Inventory is in 
Syn- Runs Global Sync

Tool downloads 
bundle archive and 
uploads to VMware 
Cloud Foundation 

LCM Service

Applies Aliasing to make 
patch bundle available for 

upgrade on SDDC 
Manager UI

1 2 3 4 5

Enable Async Patches
Online depot- if SDDC Manager is connected to depot.vmware.com

Version, Product, Location
On vCenter, ESXi, NSX
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Async Patch Tool
List patches
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Upgrade Prechecks
Prior to upgrade



© 2023 VMware, Inc. 28

API
Developer center
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SOS utility
Command line health checks

VCF, has two different SOS utilities:

1. Included with Cloud Builder

2. Included with the SDDC 
Manager

Options and features are different 
between the two versions

 One of the primary uses of the 
SOS
utility is to create a support 
bundle

 utilize the SOS utility to perform a 
health-check on the system

 perform a platform audit on 
everything or 
specific modules (like 
networking, storage, passwords, 
or …)



© 2023 VMware, Inc. 30

VMware Skyline Health Diagnostics

The instant remediation tool

WHY SHD for VCF

Health checks
 Log analysis, VCG checker, Security Advisory, 

Fix-it tools, Upgrade Assessment with ~2000 
plugins and 39 new VCF Plugin checks 

Support for vSphere, vSAN, VCF, Horizon
 SHD supports vSphere 6.5, 6.7, 7.0 and 8.0 !

Enhance Operational Efficiency 
 Self service tool that improves the Reliability 

and Availability of the environment with 
profile-based diagnostics 

Security
 Product Usage Data encrypted in transmit & 

at transit, for Dark site infrastructure not 
exposed to internet

Skyline Health Diagnostics



© 2023 VMware, Inc. 31

VDT -Pulse 
vSphere
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VDT
VMware Cloud Foundation
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Summary

• VMware Cloud Foundation Architecture Overview

     Types of architecture | Domain types| Storage used| VMware Aria Suite integration

• Service breakdown

Cloud builder services| Operations and SDDC manager services

• Navigating VMware Cloud Foundation

Domain manager workflow| Password management module | Certificate blueprint| Upgrade elements| VMware Cloud 
Foundation+

• Tools for troubleshooting and Management

Async Patch Tool | API and SOS utility| Skyline Diagnostics | Upgrade Precheck | VMware Cloud Foundation-VDT 
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Important Links
Understanding Version Aliasing:
https://kb.vmware.com/s/article/89291

List of VMware Cloud Foundation Supported Async Patches
https://kb.vmware.com/s/article/88287

VMware Cloud Foundation+ 
https://docs.vmware.com/en/VMware-Cloud-
Foundation/services/vcfplus/GUID-113FFEA8-9866-4185-A9FA-
5280CD6A41CD.html

SDDC Manager Developer Center API

https://vdc-download.vmware.com/vmwb-repository/dcr-public/60ff5385-
d6ee-41d3-9ccf-b719a59f7971/b8ba0641-d8ae-4243-acf2-
3639ca248783/index.html

SoS Utility
https://docs.vmware.com/en/VMware-Cloud-Foundation/4.5/vcf-
admin/GUID-9EBC6D42-B799-4177-9EFF-78E98FDBA0FD.html

VMware Aria Suite Install and Upgrade Paths for VMware Cloud Foundation
https://kb.vmware.com/s/article/88829

https://kb.vmware.com/s/article/89291
https://kb.vmware.com/s/article/88287
https://vdc-download.vmware.com/vmwb-repository/dcr-public/60ff5385-d6ee-41d3-9ccf-b719a59f7971/b8ba0641-d8ae-4243-acf2-3639ca248783/index.html
https://vdc-download.vmware.com/vmwb-repository/dcr-public/60ff5385-d6ee-41d3-9ccf-b719a59f7971/b8ba0641-d8ae-4243-acf2-3639ca248783/index.html
https://vdc-download.vmware.com/vmwb-repository/dcr-public/60ff5385-d6ee-41d3-9ccf-b719a59f7971/b8ba0641-d8ae-4243-acf2-3639ca248783/index.html
https://docs.vmware.com/en/VMware-Cloud-Foundation/4.5/vcf-admin/GUID-9EBC6D42-B799-4177-9EFF-78E98FDBA0FD.html
https://docs.vmware.com/en/VMware-Cloud-Foundation/4.5/vcf-admin/GUID-9EBC6D42-B799-4177-9EFF-78E98FDBA0FD.html
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