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Required Disclaimer 

• This presentation may contain product features or functionality that are currently under development.

• This overview of new technology represents no commitment from VMware to deliver these features in any 
generally available product.

• Features are subject to change, and must not be included in contracts, purchase orders, or sales agreements 
of any kind.

• Technical feasibility and market demand will affect final delivery.

• Pricing and packaging for any new features/functionality/technology discussed or presented, have not been 
determined.
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Presenter

Tim Burkard
Staff Technical Learning Engineer

Tim is a VMware employee and has been a technical instructor for 
20+ years. He has trained IT professionals in the areas of operating 
systems, security and networking. Tim specializes in teaching 
VMware NSX and has previously taught courses covering the 
entire vSphere product line.

https://www.linkedin.com/in/timburkard/
https://twitter.com/v_gandalf
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NSX-T Data Center Distributed Protection

Imagery Source: The Lord of the Rings Trilogy, 2001-2003

You Shall
Not Pass!
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NSX-T Data Center Distributed Protection

Imagery Source: The Lord of the Rings Trilogy, 2001-2003

Fly, 
you Fools!
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VMware NSX Distributed 
Protection
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NSX Distributed Protection

You Shall Not Pass!

Fly, you fools!

TheShire (NSX Segment / Logical Switch / dPortGroup) Moria (NSX Segment / Logical Switch / dPortGroup)

BagEnd DeepDarkKhazadBalrogSackvilleFrodo
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NSX Distributed Protection

You Shall Not Pass!

Fly, you fools!

TheShire (NSX Segment / Logical Switch / dPortGroup) Moria (NSX Segment / Logical Switch / dPortGroup)

BagEnd DeepDarkKhazadBalrogSackvilleFrodo
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NSX Distributed Protection

You Shall Not Pass!

Fly, you fools!

TheShire (NSX Segment / Logical Switch / dPortGroup) Moria (NSX Segment / Logical Switch / dPortGroup)

BagEnd DeepDarkKhazadBalrogSackvilleFrodo
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NSX Distributed Protection
Distributed Firewall (DFW) Policy contains rules 

The Rules in the MiddleEarthPolicy rejects 
specific VM to VM communication while 
allowing intra-segment traffic and one-
way traffic from Shire to Moria. 

The Policy Default rejects anything not 
allowed leading to Zero Trust
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NSX Distributed Protection
Tagging Virtual Machines as an attribute of the VM
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NSX Distributed Protection
Put a Group Together using the Tags
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NSX Distributed Protection
Groups make life easier to populate DFW fields in each rule

Source, Destination and the Applied 
to Fields were populated by Groups 
built on Security Tags
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NSX Distributed Protection
Two options for Applied to: Policy and each rule. Policy has priority.

When using the 
Applied To field 
for the Policy, 
the Rule Applied 
To is prioritized 
over the Applied 
To for each rule.
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NSX Distributed Protection
Two options for Applied to: Policy and each rule. Policy has priority.

When using the Applied To 
field for the Policy, the Rule 
Applied To is prioritized over 
the Applied To for each rule. 
But if Policy is applied to DFW, 
Rule can be very granular.
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NSX Distributed Protection
Let’s examine Distributed Intrusion Detection and Prevention

Intrusion Detection 
and Prevention are 
enabled in the 
Settings – Shared 
Tabs by Individual 
Cluster or All 
Standalone Hosts
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NSX Distributed Protection
Distributed Intrusion Detection and Prevention Signatures

We then look at the Signature Database.
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NSX Distributed Protection
Distributed Intrusion Detection and Prevention Signatures

We then look at the Signature Database.

The default action for the majority of the 
signatures is to “Alert” if signature is encountered. 
A minority has “Reject” as default.

This fact becomes important in Intrusion Prevention.
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NSX Distributed Protection
Distributed Intrusion Detection and Prevention Profiles

Profiles are the 
description of the 
IDS Signatures to 
be examined, by 
severity and 
inclusion based on 
Types, Targets, 
CVSS or Products.
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NSX Distributed Protection
Distributed Intrusion Detection and Prevention Setup for Prevention (Drop or Reject)

If the rule is 
modified to Detect 
and Prevent…
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NSX Distributed Protection
Distributed Intrusion Detection and Prevention Setup for Prevention (Drop or Reject)

If the rule is 
modified to Detect 
and Prevent…
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NSX Distributed Protection
Distributed Intrusion Detection and Prevention Setup for Prevention (Drop or Reject)

If the rule is modified 
to Detect and 
Prevent… the 
Signature must have 
an action of Drop or 
Reject to effectively 
prevent this flow.
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NSX Distributed Protection
Distributed Intrusion Detection and Prevention Results

IPS results show in the same 
interface with a green bar added 
to the chart indicating Prevented.
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NSX Native Tools
Tools used for troubleshooting the NSX-T 
Data Center Distributed Firewall (DFW):

Traffic Analysis

• Traceflow

• Live Traffic Analysis
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NSX Built in Tools
Traceflow
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NSX Built in Tools
Traceflow
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NSX Built in Tools
Traceflow
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NSX Built in Tools
Traceflow
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NSX Built in Tools
Live Traffic Analysis



© 2023 VMware, Inc. 31

NSX Built in Tools
Live Traffic Analysis
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3
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NSX Built in Tools
Live Traffic Analysis
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NSX Built in Tools
Live Traffic Analysis
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Using the CLI to Validate 
Distributed Security Results
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Using the CLI to Validate DFW Results
Is the DFW doing its job?
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Using the CLI to Validate DFW Results

Common Commands to validate 
DFW on a vSphere transport node:

[root@esxcomp-2a:~] vsipioctl -h

Usage: help <cmd> <options>

  below is a list of available cmd:

    getfilters      : get list of filters

    getfwconfig     : get rules, addrsets and containers of a filter

    getrules        : get rules of a filter

    getaddrsets     : get addrsets of a filter

    getcontainers   : get containers of a filter

    getspoofguard   : get spoofguard setting of a filter

    getflows        : get flows of a filter

    getconncount    : get active connection count

    getconnections  : get active connections

    getsisvmstats   : get service insertion service VM stats

    getsisvctable   : dump service insertion service table

    getsinshtable   : display service insertion nsh table

 getsiproxytable : display service insertion proxy table

    getsifailedspis : get service insertion failed spi table

    getsiflowprogtable : get service insertion flow programming table

    getsislotid     : get service insertion slot id

getsilbenablestatus: get service insertion load balance enable status

getmeminfo      : get meminfo data

    initvsiplogging : init vsip logger

    getfqdnentries  : get fqdn entries

    getdnsconfigprofile : get dns config profile for a filter

    getfilterstat   : get statistics of a filter

    gettimeout      : get connection timeout setting of a filter

    getfloodstat    : get flood protection status

    getsidcache     : get sid cache of a filter

    help            : this help message

  run `vsipioctl <cmd> -h' to find out available options of a cmd.

summarize-dvfilter to find the filter name

vsipioctl getrules –f <filter name>

vsipioctl getaddrset –f <filter name>

vsipioctl getflows –f <filter name>
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Using the CLI to Validate DFW Results
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Using the CLI to Validate DFW Results
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Using the CLI to Validate DFW Results
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Using the CLI to Validate DFW Results
Find information if the Host Credentials are not available – NSX Manager
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Using the CLI to Validate DFW Results
Find information if the Host Credentials are not available – NSX Manager
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Thank You
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