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Required Disclaimer

This presentation may contain product features or functionality that are currently under development.

This overview of new technology represents no commitment from VMware to deliver these features in any
generally available product.

Features are subject to change, and must not be included in contracts, purchase orders, or sales agreements
of any kind.

Technical feasibility and market demand will affect final delivery.

Pricing and packaging for any new features/functionality/technology discussed or presented, have not been
determined.
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NSX-T Data Center Distributed Protection

You Shall
Not Pass!
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NSX-T Data Center Distributed Protection

Fly,
you Fools!
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NSX Distributed Protection

You Shall Not Pass!

BagEnd Frodo Sackville Balrog Khazad DeepDark
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Fly, you fools!
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NSX Distributed Protection

You Shall Not Pass!
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Fly, you fools!
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NSX Distributed Protection

Distributed Firewall (DFW) Policy contains rules

Distributed Firewall

All Rules Category Specific Rules

Identity Firewall is di | Rules containing groups with identity entities (e.g. AD groups), will not be enforced.
E:‘@ INET (1) EMERGENCY (1) NFRASTRUCTURE (5
ame ) Sources

Applied To

The Rules in the MiddleEarthPolicy rejects — o
specific VM to VM communication while S o

allowing intra-segment traffic and one- e
way traffic from Shire to Moria. .

The Policy Default rejects anything not
allowed leading to Zero Trust

mwa reg © 2023 VMware, Inc.



NSX Distributed Protection
Tagging Virtual Machines as an attribute of the VM

Virtual Machines

Operating System

ME-Bilbo L 5 Ubuntu Li

te Manager

BIOS ID
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NSX Distributed Protection
Put a Group Together using the Tags

Groups Select Members | MiddleEarth

1o Groups
Membership Criteria (1)

MiddleEarth
~ Criteria 1

Virtual Machine ag MiddleEarth
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NSX Distributed Protection

Groups make life easier to populate DFW fields in each rule

Distributed Firewall

All Rules Category Specific Rules

/N Identity Firewallis disabled. Rules containing groups with identity entities (e.g. AD groups), will not be enforced.

ETHERNET (1) EMERGENCY (1) NFRASTRUCTURE (5 ENVIRONMENT (15)

Name D
v (]  iddieEarthPolicy @ Applied To

] Sackville-Nope -+ B2 kville Any one Reject

[J Khazad-Dum-Nope 15 ME-Balro ; A Any None Reject
13 1-ME-Khazad

Source, Destination and the Applied O ssmsesn o i
to Fields were populated by Groups S
built on Security Tags

[J  withinMoria 015 23 £ Moria Any one Allow

[J withinShire 13 Shire 3 Shire Any one FW Allow

(] DefaultReject Any Any Any one Reject
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NSX Distributed Protection

Two options for Applied to: Policy and each rule. Policy has priority.

Set Applied To
olic

Distributed Firewall (@ Policy level 'Applied To' entities mentioned here, will take precedence over rule level 'Applied To® entities of the same policy.

AllRules  Category Specific Rules

c
s When using the
ETHERNET (1) EMERGENC NFRASTRUCTURE (5 NT (15) . Appl ied TO field
I ADD GF P EXPAND ALL ter b dath d more .
S , for the Policy,
MiddleEarthPolicy  (7) Appiied To ki AR eneE T Q
- . : 55 MiddleEartn ew Members Success the Ru |e Appl |ed

Sackville-Nope 3055

0-ME-B

e — e oo NN To is prioritized

1-ME-Khazad 1-ME-Balrog

S over the Applied
S To for each rule.

= O NLB.V 13
WithinMoria 015 Moria |E1] L 1

(] WithinShire 0 Shire 13 Shire ) : 1 £ NI R AP IShireWip]

[J DefauitReject
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NSX Distributed Protection

Two options for Applied to: Policy and each rule. Policy has priority.

ORY SPECIFIC RULES

When using the Applied To v O wazumm o | sowr o
field for the Policy, the Rule e
Applied To is prioritized over
the Applied To for each rule.
But if Policy is applied to DFW,
Rule can be very granular.
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NSX Distributed Protection

Let’s examine Distributed Intrusion Detection and Prevention

IDS/IPS & Malware Prevention

Settings

Intrusion Detection
and Prevention are SR—
enabled in the

Settings - Shared
Tabs by Individual B e
Cluster or All Activete Hoste  Gustars S Eact-West Trafi

Standalone Hosts

Go To

FIDSAPS Ensbled Clusters )

[:;'u Before starting the service deployment, ensure that all the prerequisites for deploying the NSX Distributed Malware Prevention service are completed. Click "View Prerequisites’ for detaded
mstructions. After completing the prerequisites, cick the link in below table to deploy the service

Malware Prawention

Compute-Chluster sa-vesa-01 volass local . O Deployment(s)

mwa reg © 2023 VMware, Inc. 17
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NSX Distributed Protection

Distributed Intrusion Detection and Prevention Signatures

IDS/IPS & Malware Prevention

Settings

IDSAPS

Intrusion Detection and Prevention Signatures
Version Aug 2, 2022, B:55:03 AM

Manage B484 Infrusion Signatures

Giobally exduded O Signatures globally changed by user O

We then look at the Signature Database.
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NSX Distributed Protection

Distributed Intrusion Detection and Prevention Signatures

IDS/IPS & Malware Prevention
5"—'_“??'3_? Global Intrusion Signature Management

IDS/PS

Intrusion Detection and Prevention Signatures
Version Aug 2, 2022, B:59:03 AM

Manage B454 Intrusion Signatures

Gobally exduded O Signatures globally changed by user 0

We then look at the Signature Database.

The default action for the majority of the
signatures is to “Alert” if signature is encountered.
A minority has “Reject” as default.

This fact becomes important in Intrusion Prevention.
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NSX Distributed Protection

Distributed Intrusion Detection and Prevention Profiles

IDS/IPS & Malware Prevention

Profiles

Profiles are the
description of the
IDS Signatures to
be examined, by
severity and
inclusion based on
Types, Targets,
CVSS or Products.

mwa reg © 2023 VMware, Inc. 20
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NSX Distributed Protection

Distributed Intrusion Detection and Prevention Setup for Prevention (Drop or Reject)

IDS/IPS

INTRUSION ATTEMPTS  Totat1 24 Hours 1 Custom-ID5-Profile

Unique intrusions (1)

If the rule is
modified to Detect
and Prevent...

( ] P722030101 Port3sTa = B P1721620014 Port5984
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NSX Distributed Protection

Distributed Intrusion Detection and Prevention Setup for Prevention (Drop or Reject)

IDS/IPS

|f the ru |e iS INTRUSION ATTEMPTS  Totsk1 24 Hours: 1 Cusborm-D&-Profile MiddleEarth Detect & Prever [ ]
modified to Detect e rrsors
and Prevent... L

ache CouchDB Remote Privilege Escalation (CVE-2017-12635) Higk

( E1 P172200101 Fort35731 BY B P1T216.200.4 Port5984
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NSX Distributed Protection

Distributed Intrusion Detection and Prevention Setup for Prevention (Drop or Reject)

Global Intrusion Signature Management

iecge-Escalation (CVE-2017-12635) Higk

If the rule is modified
to Detect and RS
Prevent.. the (& s
Signature must have ptackD Atk T
an action of Drop or
Reject to effectively

prevent this flow.
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NSX Distributed Protection

Distributed Intrusion Detection and Prevention Results

b Y e
Ladd Fr LAy s

s PFrevenbed @ wWorklosds affeched

Detected Only

|PS results show in the same
interface with a green bar added
to the chart indicating Prevented.

24
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NSX Native Tools

Tools used for troubleshooting the NSX-T
Data Center Distributed Firewall (DFW):

Traffic Analysis
- Traceflow

- Live Traffic Analysis

mwa re® © 2023 VMware, Inc.



NSX Built in Tools

Traceflow

Traffic Analysis

Troubleshooting tools

Traceflow Live Traffic Analysis

Traffic Analysis
etwork and Live Traf nalysis monitors live traffic at a Source

monitors its floy vork, allowing you e and Destination along with

to identify issue or disruption packet capture

mwa reg © 2023 VMware, Inc. 26



NSX Built in Tools

Traceflow

I W

Sebect the source = ads (VM of o . c n & e ing with

et Information

Traffic Type Protocol Type
u oM

Virtual interface

IP Address 72 i IP Address

MAC Address N B MAC Address
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NSX Built in Tools

Traceflow

mwa reg © 2023 VMware, Inc. 28



NSX Built in Tools

Traceflow

Traceflow

Pacl
Component Distributed Firewall

Port ilbo
M-

Reason Firewall Rule

ME-Sackville

Observations ANl

Drapped by Firewall Rule ID: 3050 f 2 7 12:14:52.034.372

mwa reg © 2023 VMware, Inc. 29



NSX Built in Tools

Live Traffic Analysis

Trace & Packet Capture  F Trace Sampiing value Packet Capture Sampiing value
Sampling Type

Packet Capture:

VM Name

Virtual Interface Virtual Interface ~ Net: da

Segment Port 3ibo. V@7 42ces SegmentPort  ME-Frodo vm@19c3
567-490C-D7T7-

3539

© 2023 VMware, Inc. 30



NSX Built in Tools

Live Traffic Analysis

Live Traffic Analysis

Live Traffic Analysis

Live Traffic Analysis for Test-Bilbo-Ping
Observations

Source ME-Hilbo acket ID Sampling Type FirstNSampling
5 172961001 ce S

Otiservalions al
¢ Coent
injected

0 Recaived ¢ trit 124508 879416

mwa re@ © 2023 VMware, Inc.




NSX Built in Tools

Live Traffic Analysis

Live Traffic Analysis

Download PCAP Files

Live Traffic Analysis

Live Traffic Analysis for Te — EE
- ME-Bilbo.vmx@742ceafa-Bbal-414c-badf-T5a71bE27c48_Test-Bilbo-Ping_Source_Tue Aug 02 2022.pcap
2% ME-Frodo.vmx@®19c34a31-3567-49bc-b7f7-112233fa53c9_Test-Bilbo -Ping_Destination_Tue Aug 02 2022.pcap

Observations

Olservations

Injed

Received

32
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NSX Built in Tools

Live Traffic Analysis

A ME-Bilbo.vmx@742ceafa-8ba2-414c-b4df-75a7 1b827c48_Test-Bilbo-Ping_Source_Tue Aug 02 2022.pcap = |[=] =
sxmgr-018 File Edit View Go Capture Analyze Statistics  Telephonmy ele Tools  Help
Conter Am 2@ LORB _Re==T i[5 [Eaaan
G Apply & display filter .. <Cirl-> B -+
MNo. Time Source Destination Protocol  Length Info
1 0.000000 172.16.180.11 172.16.100.12 ICHMP 98 Echo (ping) request id=ex@eel, seq-486/58881, ttl=64 (no res..
2 1.001140 172.16.160.11 172.16.100.12 ICHP 95 Echo (ping) request id=8x@8@1, seq=487/59137, ttl=64 (no res..

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ JERB Ress=T i[ZEaaan

[i | Apply & display fiter .., <Cirl-/> [= Rk

No. Time Source Destination Protocol  Length Info
1 8.008800 172.16.188.12 172.16.1808.11 IMP 98 Echa (ping) reply id=Bx@@81, seqe=486/58881, ttle=64
2 1.800967 172.16.188.12 172.16.168.11 ICMP 98 Eche (ping) reply id-8x0001, seq=487/59137, ttl-64

! 3]2.002757 172.16.100.12 172.16.100.11 ICHMP 98 Echo (ping) reply  id=8x@@@1, seq=485/59393, ttl=64

4 5.883324 172.16.188.12 172.16.166.11 IcMP 98 Echo (ping) reply id=ax008l, seq=483/59649, ttl=64
5 4.806916 172.16.100.12 172.16.108.11 P 98 Echo (ping) reply  id=8x@001, seq=498/59905, ttl=64
6 5.806396 172.16.100.12 172.16.100.11 ICMP 98 Echo (ping) reply  id=ex@@@1, seq=491/60161, ttl=64
7 6.807455 172.16.188.12 172.16.100.11 ICMP 98 Eche (ping) reply id=8x0001, seq=492/68417, ttl-64
B 7.808448 172.16.166.12 172.16.188.11 ICMP 98 Echo (ping) reply id=8x0001, seq=493/6@673, ttl=64
9 8.009958 172.16.100.12 172.16.100.11 P 98 Eche (ping) reply  id=0x0091, seq=434/60929, ttl=64
18 9.811199 172.16.188.12 172.16.1808.11 IMP 98 Echo (ping) rep]y id=@xeeal, 5!:‘4'61;95,-’5]1[35J ttl=64

b Packet comments

b Frame 3: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface unknown, id @

b Ethernet II, Src: VMware_9d:dc:d5 (@8:50:56:9d:dc:d5), Dst: VMware_9d:5f:f6 (80:50:56:9d:5F:F6)

P Internet Protocol Version 4, Src: 172.16.16@.12, Dst: 172.16.188.11

b Internet Control Message Protocol

Sf f6 80 58 55 9d dc d5 @8 @B 45 8@ PV-_- P V.- E-

©0 06 40 @1 44 b7 ac 10 64 @c ac 1@ T---+@ D---d---

Jces @@ @l Pl e ff 7bev G2 @R B0 d | - - { b

02 60 @3 82 90 B8 10 11 12 13 14 15 - ------ ---coo -

la 1b 1c 1d 1e 1f 28 21 22 23 24 25 - oo+ oo |"#5%

2a 2b 2c 2d 2e 2f 3@ 31 32 32 34 35  &'()%+,- ./012345
87
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Using the CLI to Validate
Distributed Security Results
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Using the CLI to Validate DFW Results
s the DFW doing its job?

O

Q_

mwa re® © 2023 VMware, Inc.

[

Policy Manager CCP

NSX Manager

vmware-sfw

IOChains

Rule Table

Connection Table e

ESXi
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Using the CLI| to Validate DFW Results

[root@esxcomp-2a:~] vsipioctl -h getmeminfo : get meminfo data

Usage: help <cmd> <options> initvsiplogging : init vsip logger

below is a list of available cmd: getfgdnentries : get fqdn entries CO m mon CO m ma nds to Va | idate

getfilters . get list of filters getdnsconfigprofile : get dns config profile for a filter
getfwconfig  : get rules, addrsets and containers of a filter getfilterstat : get statistics of a filter D FW O N a VS p he re tra ns po rt nOd e:
getrules . get rules of a filter gettimeout : get connection timeout setting of a filter
getaddrsets : get addrsets of a filter getfloodstat : get flood protection status
getcontainers : get containers of a filter getsidcache : get sid cache of a filter summarize-dvfilter to ﬂnd the f”ter name
getspoofguard : get spoofguard setting of a filter help : this help message

getflows : get flows of a filter run ‘vsipioctl <cmd> -h' to find out available options of a cmd. .. .
getconncount : get active connection count VSJ'pJ'OCtl getrules —-f <filter name>
getconnections : get active connections
getsisvmstats : get service insertion service VM stats vs ipiOCtl getaddrset —f <filter name>
getsisvctable : dump service insertion service table

getsinshtable : display service insertion nsh table

SRl

vsipioctl getflows -f <filter name>
getsiproxytable : display service insertion proxy table

getsifailedspis : get service insertion failed spi table
getsiflowprogtable : get service insertion flow programming table
getsislotid  : get service insertion slot id

getsilbenablestatus: get service insertion load balance enable status

mwa rej) © 2023 VMware, Inc. 36



Using the CLI to Validate DFW Results

[root@esa-eaxi-01:~] summarize-dvfilter | grep -4 4 ME-Bil
world 808359 vmm0:ME-Bilbo vcUuid:'50 1d a4 8c cb £5 ce c7-b3 a6 85 25 20 ab ee dg"
port 67108914 ME-Bilbo.etch(
vHic slat 2
name: | nic-808358-ethl—vmware-=sfw. 2
agencHame: voware—-Siw
atate: IOChain Attached
[root@sa-esxi-01:~] [

mwa re® © 2023 VMware, Inc. 37



Using the CLI to Validate DFW Results

[root@esa-eaxi-01:~] summarize-dvfilter | grep -4 4 ME-Bil
world 808359 vmm0:ME-Bilbo vcUuid:'50 1d a4 8c cb £5 ce c7-b3 a6 85 25 20 ab ee dg"
port 67108914 ME-Bilbo.etch(
vHic slat 2
name: | nic-808358-ethl—vmware-=sfw. 2
agencHame: voware—-Siw
atate: IOChain Attached
[root@sa-esxi-01:~] [

[root@sa-esxi-01:~] wvaipioectl gecrules -f nic-808359-echi-vmware—-sfw.2
ruleset mainrs {
¥ generation number: 0
§ realizacion cime : 2022-08-02T18:56:55
# PRE FILTER rules
rule 3050 at 1 inout protocol any from addrset 2ebofecl-e797-4628-bdec0-Sbe2ld4fST7e9l to addrset 2ebeofeel-e797-4628-bdel0-5Sbe2l4f5Te91 reject:
rule 3052 at 2 inout protocol tep sctcrict from not addrset 6aaScB0c-aBd8-45T76-aBfé—dfedf87a93b]l to addrset saasScB0c-aBd8-45T76-aBfé-dfedf87Ta%3bl portc
22 with attribute profile Bcaajb4d-444a-4031-b057-4b3f51a05954 accept;
rule 32053 at 2 inout protocol any from addrset Sb71cl28-072a-4856-b34f-db649c6d4195 to addrset 80Elbb70-88e6-433c-8985-cfb05632f126 accept:
rule 3055 ac 4 inourt protocol any from addraset S5b71c129-072a-4856-b34f-dbh6f49c6d4195 to addrset SB71c129-072a-4856—-b34f-dh649chkd4195 accept;
rule 3056 at 5 inout protocol any from any to any reject;
# FILIER (APP Category) rules
rule 3 At 1 inout inetd protocol ipvé-icmp icmpcype 135 from any ©To any AcCCepT;
rule 3 at 2 inout ineté protocol ipvé-icmp icmptype 136 from any to any accept:
rule 4 at 3 inout protocol udp from any to any port {67, &8} accept:
rule 2 At 4 inout protocol any from any to any accept;
§ IDP rules
rule 3061 at 1 inout protocol any from any to any with ids profile 8a7465b3-363c-46ad-8117-Te702fced4do? idp protect:
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Using the CLI to Validate DFW Results

[root@esa-eaxi-01:~] summarize-dvfilter | grep -4 4 ME-Bil
world 808359 vmm0:ME-Bilbo vcUuid:'50 1d a4 8c cb £5 ce c7-b3 a6 85 25 20 ab ee dg"
port 67108914 ME-Bilbo.etch(
vHic slat 2
name: | nic-808358-ethl—vmware-=sfw. 2
agencHame: voware—-Siw
atate: IOChain Attached
[root@sa-esxi-01:~] [

[root@za-eaxi-01:~]) vaipioctl getaddrsets -f nic-808358%-ethi0-vmware-stw. 2
addrset is shared for this filter

glokbal addrset

addrset 0236f0dE8-1735-4850-a3al-edl273decdoc2 {
ip 172.16.200.11,

ip 172.16.200.13,

mac 00:50:56:9d:03:87,

mac 00:50:56:9d:0d:4e,

1

addrget Zebcfebl-e797-4628-bdc0-5be2ldfSTc9l {
ip 172.16.100.11,

ip 172.16.100.13,

mac 00:50:56:9d:5L:£6,

mac 00:50:56:9d:8¢c:24d,

}

addrset 5bTlcl2f-072a-4856-b34f-db649cE6d4155 {
ip 172.16.100.11,

ip 172.16.100.12,

ip 172.16.100.13,

mac 00:50:56:9d:5f:£6,

mac 00:50:56:9d:82:24d,

mac 00:50:56:9d:dc:d5,
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Using the CLI to Validate DFW Results

Find information if the Host Credentials are not available - NSX Manager

ga-ns=mgr-01> get nodes

Tue Auwg 02 2022 UIC 20:53:57.870

OUID Type Display Hame

cenl edg sa-nsxedge-01

esx 3a-e3x1-01.vclass.local
eax sa-saxi-02.vclaas.local
kvm sa-kvm-01

mgr sa-nsxmgr-01

za-nsxmgr-01> on|£3cfc203-aTcl-4931-b889-2a580ebflBat|exec get firewall vifs

f3cfec203-aTcl=-4931-bBE9=-2a580aebf18a8 esax sa-saxi-0l.vclass.local
Tue Aug 02 2022 UIC 20:54:21.235
Firewall VIFas

WVIF count: 7T
1 OrfEaneT paa2d 4237181808 _0QRaThargdlra i =
2  742ceafa-8baZ-414c-b4df-75a71b827Tces Virtual Interface
3 B2Z2E69fe3-544a~-4fh6-9bba-3ad545F462d6
4 ale3db2d-ecel2-45T71-afca-eclB249elfbb
5
&
7

Fvirtual interfaces

22%ea912-1175-46c3-8fcc-45Tde623c342
e23aB18b-df86-4cTe-bT34-80BchA0TocEnf
ebblcdfd-Tefe-4edi-8a88-alsdcbT2a0al

mwa reo © 2023 VMware, Inc. 40



Using the CLI to Validate DFW Results

Find information if the Host Credentials are not available — NSX Manager

sa-naxmgr-01> nnIISc::ZDS—nTcl—&SSl—bBBS—2a530eh£13a3|exec get rirewa11 T742ceafa-8bal-4l14c-b4df-T5aT1b82Tc48 Fuleaet rules

f3cfc203-aTecl-4931-bE89-2a580ebflEa8 esx sa-esxi-01.wveclass.local

Tue Aug 02 2022 UTIC 20:53:17.162
Firewall Rules

VIF UUID : 742ceafa-Sba2-4l4c-b4ddi-T5a71b827c48
Ruleser UUID : deéfi262-féca-4518-804a-5d25b2cEé35ca
Rule count : 1
rule 3061 inout protocol any from any to any with ids profile 8a7465b3-363c-46ad-8117-T7e702fce4dé2 idp protect:

Ruleset TJID : 02ed5703-aleS=-4d4d29%-bl52-3dd07d6e6c3ec
Rule count : 5
rule 3050 inout protocol any from addrsec Zebofe60-2797-4628-bde0-5be214f57¢91 to addrset Zebcfe60-e797-4628-bde0-5be214£57¢91 in pre filter reject;
rule 3052 inout protocol tcp strict from not addrset GaaScB80c-aB8dB-4576-aB8f6=-dfedf87a893bl to addraset G6aaScB0c-af8dB-4576-a8f6-dfedf87a83bl port 22 with attribute
profile Scaadb4d-444a-4031-b057-4b3£51a05854 in pre_filter accept;
rule 3053 inout protocol any from addrsec 5b71c129-072a-4856-b34f-db649c6d4195 to addrset 8081bb70-8826-433c-8985-cfb056321126 in pre_filter accept;
rule 3055 inout protocol any from addrset 5b71cl29-072a-4856-b34f-db645c6d4155 to addrset 5b71cl28-072a-4B56-b34f-dbé49cEd4155 in pre filter accept)
rule 3036 inout protocol any from any to any in pre_filter reject:

Rulesat UUID : ffffffff-Baf4-4924-aSh4-54d30e8lbafe

Rule count : 4
rule 3 inout inecté protocel ipvé-icmp icmprype 135 from any to any accept;
rule 3 inout inetf protocol ipvé=-icmp icmptype 136 from any to any accept;:
rule 4 inout protocol udp from any to any port {67, 68} accept;
rule 2 inout protacol any from any to any accepr:

Rulesget UUID : ELffffff-35f8-4611-a40f-545432e3ll%a
Rule count : 1
rule 1 inout ethertype any stateless from any to any accept;
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