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Logical Routing in NSX-T

What’s so special about this anyway?
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Why should we care about Logical Routing?

Logical routing is provided in NSX-T to move packets between
- segments. It's flexible, in that we can run a single-tier deployment to
provide a simple routing and services architecture, or we can provide

c0e more flexible design with multi-tier routing.

A logical router in NSX-T is a multi-component function, consisting of
—— a DR, and optionally a SR. The DR, as the name implies, is
o distributed across all transport nodes, where the SR Is centralized

and realized on an NSX Edge Cluster.

Speaking of an NSX Edge Cluster, what is that? It's simply a logical
.-L grouping of NSX Edge transport nodes that provides enhanced
scalability and high availability.
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Logical Routing in NSX-T Data Center

NSX-T Data Center gateways provide: ‘

-Centralized north-south routing - B @

-Distributed east-west routing

-Multitenant support

-Centralized stateful services, such as NAT or
load balancing

Segment Segment Segment
— — —
— — —
— — —
— ~— —

v
North-South Routing

East-West Routing

NSX-T Data Center
®
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Routing Topologies: Single-Tier

In a single-tier topology:

-Only Tier-O gateways are included.

: , cal
-Segments are connected directly to the Tier-0O Phifsles] Reliters

gateway.

_____________

Tier-0 Gateway

Segment A Segment B

®
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Routing Topologies: Multitier

In a multitier topology:
Physical Routers
-Tier-0O and Tier-1 gateways are included.

‘ Tier-0 Gateway ‘

-Segments are connected to the Tier-1 @

ateways.
9 y Tier-1 Gateway A | | Tier-1 Gateway B

-Tier-1 gateways are connected to the Tier-0
gateways.

1
j———————
Segment D

1
] I | | .
Segment A Segment B Segment C

®
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Gateway Components: Distributed Router and Service Router (1)

Gateway

A distributed router (DR) has
the following features:

A service router (SR) has the
following features:

o Provides basic packet-
forwarding functionalities

o Provides north-south routing

o Provides centralized services,
o Spans all transport nodes (host such as NAT and load balancing

and edge transport nodes)
o Required for the uplinks to

o Runs as a kernel module in the external networks

ESXi hypervisor and as an OVS

file in the KVM o Deployed in edge transport

: L : nodes
o Provides distributed routing

functionality

o Provides first-hop routing for
workloads

®
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Where do the packets go?

I’ll give you a hint: They don’t hide under the
sofa
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Single-Tier Routing: Egress to Physical Network (1)
A packet is sent from the source VM 10.1.1.10 to the destination VM 192.168.10.1:

1.The packet is forwarded to its default 10.1.1.1 gateway.

SrcIP = 10.1.1.10
QAL Dst 1P = 192.168.10.1

mwa re® © 2023 VMware, Inc.

o | -

IP: 10.1.1.10/24

@ 192.168.10.0/24,

172.16.215.98/29 ‘

Uplink-Segment,
1

Internal Transit Subnet A

Segment 1 (VNI 65549)

| 192.168.10.1

10.1.1.1/24 169.254.0.1

169.254.0.2 172.16.215.100/29

o

Hypervisor

_____________________

Edge Node

TEP
172.16.215.67

TEP
172.16.215.124

Overlay Transport Network

VMware NSX-T Data Center: Install, Configure, Manage
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Single-Tier Routing: Egress to Physical Network (2)

The gateway (DR) checks its forwarding table. Because a specific route does not exist for the
192.168.10.0/24 network, the packet is sent to the default 169.254.0.2 gateway, which is the SR

component on the edge node.

SrcIP = 10.1.1.10 sa-esxi-04.vclass. local> get logical-router 98e0240f-2222-4395-2674-9ead4c502e2e forwarding

Dst IP = 192.168.10.1

Logical Routers Forwarding Table

Flags Legend: [U: Up], [G: Gateway], [C: Connected], [I: Interface]
[H: Host], [R: Reject], [B: Blackhole], [F: Soft Flush], [E: ECMP]

Network

0.0.0.0/0
10.1.1.0/24
168.254.0.0/24
172.16.215.96/29

Gateway

0.0.0.0
169.254.0.2 ed32aeec-fa12-4ba3-a307-402ecd4a74de2

ed32aeec-fa12-4ba3-a307-402ec4a74dde2
5e938041-94b4-4fd1-b874-416419e01480
ed32aeec-fal12-4ba3-a307-402ec4a’4de2

192.168.10.0/24

JL

192.168.10.1

172.16.215.100/29

11169.254.0.1 169.254.0.21,

J v
It ]
| :
1 1
! 1
I 1
1 1
i |

1T 11 =
o DN

Hypervisor Edge Node
TEP TEP

mwa re7 © 2023 VMware, Inc.

172.16.215.67

Overlay Transport Network

VMware

172.16.215.124
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Single-Tier Routing: Egress to Physical Network (3)

3.To send the packet from the hypervisor to the edge node, the packet is encapsulated with a
Geneve header.

SrcIP = 10.1.1.10
S Al Dst IP = 192.168.10.1
192.168.10.0/24
SO S 1P = 172.16.215.67
EVWIERIN Dst IP = 172.16.215.124 172.16.215.98/29 ‘
vm

IP: 10.1.1.10/24

: UpIink-SegmentI
1 1

Internal Transit Subnet A
I | 192.168.10.1

) Segment 1 (VNI 65549)
I |
1 1

10.1.1.1/24 169.254.0.1 169.254.0.2 172.16.215.100/29

|
i i
1 |
1 i
i i
Geneve ! I

e e e e e e

Payload

Hypervisor Edge Node

TEP TEP
172.16.215.67 172.16.215.124

Overlay Transport Network

®
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Single-Tier Routing: Egress to Physical Network (4)

4. The encapsulated packet is sent to the edge node across the overlay tunnel.

SrcIP = 10.1.1.10
i Asadll Dst IP — 192.168.10.1

SRR S/ c 1P = 172.16.215.67
EVIEG I Dst [P = 172.16.215.124

mwa re® © 2023 VMware, Inc.

[ |

@ 192.168.10.0/24

172.16.215.98/29 ‘

IP: 10.1.1.10/24
) UpIink-SegmentI
) 1 I
Internal Transit Subnet A
I | 192.168.10.1
X Segment 1 (VNI 65549)
1 1
1 1
10.1.1.1/24 169.254.0.1 169.254.0.2 172.16.215.100/29
Geneve
11 1 (4]
0 Payload
Hypervisor Edge Node
\|TEP 4ITEP
\1\72.16.215.67 L7 1172.16.215.124

Overlay Transport Network

VMware NSX-T Data Center: Install, Configure, Manage
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Single-Tier Routing: Egress to Physical Network (5)

The edge node decapsulates the packet and sends it to its SR component. The gateway (SR)
routing table shows a route for the 192.168.10.0/24 network over the uplink segment.

SrcIP = 10.1.1.10
Dst IP = 192.168.10.1

192.168.10.0/24

sa-nsxedge-01(tier0_sr)> get route 172.16.215.98/29

Flags: tOc - Tier0-Connected, t0s - Tier0-Static, b - BGP,

tOn - TierO-NAT, t1s - Tier1-Static, t1c - Tier1-Connected,

t1n: Tier1-NAT, t11: Tier1-LB VIP, t1ls: Tier1-LB SNAT,

t1d: Tier1-DNS FORWARDER, t1ipsec: Tier1-IPSec, isr: Inter-SR,
= _ selected route, * - FIB route

UplinkaegmentI
1

Total number of routes: 8 bubnet &
I 192.168.10.1

t0s> * 0.0.0.0/0 [1/0] via 172.16.215.98, uplink-304, 00:00:10

t0c> * 10.1.1.0/24 is directly connected, downlink-312, 02:31:02

t0c> * 169.254.0.0/24 is directly connected, downlink-305, 02:31:02

b >*192.168.10.0/24 [20/66] via 172.16.215.98, uplink-304, 02:33:31
b >* 172.20.11.0/24 [20/66] via 172.16.215.98, uplink-304, 02:33:31 169.254.0.2] |172.16.215.100/29

t0c>* 172.16.215.96/29 is directly connected, uplink-304, 02:35:45

t0c> * f€80::/64 is directly connected, downlink-3035, 02:31:03 \r—————i———/—;‘—_—\——!
SRy /|
i
11| 10} ,
(o) PNV
Hypervisor Edge Node
TEP TEP
172.16.215.67 172.16.215.124

Overlay Transport Network
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Single-Tier Routing: Egress to Physical Network (6)

6. The edge node sends the packet to its upstream physical gateway, which routes the
packet to its destination 192.168.10.1.

SrcIP = 10.1.1.10
il Dst 1P = 192.168.10.1

mwa re® © 2023 VMware, Inc.

T‘

IP: 10.1.1.10/24

@»-" """""" ~{192.168.10.0/24

172.16.215.98/29 | J
i \

Up‘lfﬁk—SgQ mentI
N 1

Internal Transit Subnet

JL

Segment 1 (VNI 65549)

] 192.168.10.1
1

10.1.1.1/24 169.254.0.1

169.254.0.2 }'72.16.215.100/29

o

Hypervisor

leceeeeeeeem= == ===

I’
PNV
’I
Edge Node

| <)

TEP
172.16.215.67

TEP
172.16.215.124

QOverlay Transport Network

VMware NSX-T Data Center: Install, Configure, Manage | 5-10 16




Single-Tier Routing: Ingress from Physical Network (7)

7. For the return packet, the source VM 192.168.10.1 sends the packet to its default gateway,
which routes the packet to the edge node.

Src IP = 192.168.10.1
Y Dst 1P = 10.1.1.10

mwa re® © 2023 VMware, Inc.

ﬂ

192.168.10.0/24

172.16.215.98/29"

IP: 10.1.1.10/24

upt iTrk-Seqmentl

o I

Internal Transit Subnet

AR

Segment 1 (VNI 65549)

(I 192.168.10.1

169.254.0.2 172.16.215.100/29

| | |
10.1.1.1/24 169.254.0.1
Foos=so--
1
1
1
.@ |.
[}
I
1] 1]
(o)
Hypervisor
TEP

___________

Edge Node

172.16.215.67

Overlay Transport Network

TEP
172.16.215.124

VMware NSX-T Data Center: Install, Configure, Manage
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Single-Tier Routing: Ingress from Physical Network (8)

The SR and the DR components on an edge node share their routing table. A route is directly

connected to the 10.1.1.0/24 network over Segment 1. The packet is sent to the remote host by using
the DR interface.

sa-nsxedge-01(tier0_sr)> get route

Src IP = 192.168.10.1
Dst IP = 10.1.1.10 Flags: tOc - Tier0-Connected, t0s - Tier0-Static, b - BGP,
tOn - TierQ-NAT, t1s - Tier1-Static, t1c - Tier1-Connected,
t1n: Tier1-NAT, t1l: Tier1-LB VIP, t1ls: Tier1-LB SNAT,
t1d: Tier1-DNS FORWARDER, t1ipsec: Tier1-IPSec, isr: Inter-SR,
> - selected route, * - FIB route

Total number of routes: 8

t0s> * 0.0.0.0/0 [1/0] via 172.16.215.98, uplink-304, 00:00:10
t0c> * 10.1.1.0/24 is directly connected, downlink-312, 02:31:02
tOc> * 169.254.0.0/24 is directly connected, downlink-305, 02:31:02
r b >*172.20.10.0/24 [20/66] via 172.16.215.98, uplink-304, 02:33:31
Y b >*172.20.11.0/24 [20/66] via 172.16.215.98, uplink-304, 02:33:31
I : t0c> * 172.16.215.96/29 is directly connected, uplink-304, 02:35:45
5 | bR 10> * fc80::/64 is directly connected, downlink-305, 02:31:03

169.254.0.1

11 L1l -
,
PNV

o P

Hypervisor

Edge Node

TEP TEP
172.16.215.67 172.16.215.124

Overlay Transport Network
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Single-Tier Routing: Ingress from Physical Network (9)

9. To send the packet from the edge node to the hypervisor, the packet is encapsulated with a

Geneve header.

Src IP = 192.168.10.1
Y Dst IP = 10.1.1.10

SSULER 51 1P = 172.16.215.124
EWIELI Dst 1P = 172.16.215.67
vm

IP: 10.1.1.10/24

@ 192.168.10.0/24

172.16.215.98/29 ‘

) Uplink-Seg mentI
1 1

Internal Transit Subnet A
| 192.168.10.1
A Segment 1 (VNI 65549)
[ [
1 1
10.1.1.1/24 169.254.0.1 169.254.0.2 172.16.215.100/29
11 1
Hypervisor Edge Node

TEP TEP
172.16.215.67 172.16.215.124

mwa re® © 2023 VMware, Inc.

Qverlay Transport Network
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Single-Tier Routing: Ingress from Physical Network (10)

10.The encapsulated packet is sent across the overlay tunnel.

Src IP
Payload Dst IP

= 192.168.10.1
=10.1.1.10

SO Src [P = 172.16.215.124
GEVIGEL Dst [P = 172.16.215.67

mwa re® © 2023 VMware, Inc.

IP: 10.1.1.10/24

172.16.215.98/29

Uplink-Seg ment
1

192.168.10.0/24

AR

Internal Transit Subnet
| | 192.168.10.1
| Segment 1 (VNI 65549)
[ 1
1 1
10.1.1.1/24 169.254.0.1 169.254.0.2 172.16.215.100/29
Eoso=os s 1
i i
! [
i |
I
®© | |
Geneve | EEEE
Payload iy
PNV
L
Hypervisor Edge Node

AlTEP
"|172.16.215.67

QOverlay Transport Network

| TEP
/1172.16.215.124

VMware NSX-T Data Center: Install, Configure, Manage
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Single-Tier Routing: Ingress from Physical Network (11)

1. The receiving host decapsulates the packet and routes it to its destination (VM 10.1.1.10).

SrcIP = 192.168.10.1
: Y Dst IP = 10.1.1.10

L]
11} Payload

IP: 10.1.1.10/24

@ 192.168.10.0/24)

172.16.215.98/29 ‘

Internal Transit Subnet

Uplink-Seg mentI
1

JL

Segment 1 (VNI 65549)

| 192.168.10.1

10.1.1.1/24 169.254.0.1

169.254.0.2 172.16.215.100/29

o

Hypervisor

____________________

Edge Node

TEP
172.16.215.67

TEP
172.16.215.124

QOverlay Transport Network
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Multitier Routing: Egress to Physical Network (1)
A packet needs to be sent from the source VM 10.1.1.10 to the destination VM 192.168.10.1:
1. The packet is forwarded to its default 10.1.1.1 gateway.

SrcIleO.l.l.lO —_— —_—
Y Dst IP = 192.168.10.1 X

10.1.1.10 172.16.215.98/29 192.168.10.0/24

192.168.10.1
4] vm Uplink-Segment
e | |
l"S_egment 1 (VNI 65549)
TR (et e 1
1 =7y L]
. Internal Transit Subnet ™, :
1 1
; ¢ TO-T1 Transit Subnet |
I . 1
100.64.16.0 | | 169.254.0.1  100.64.16.1| |10.1.1.1 10.1.1.1] |[100.64.16.1  100.64.16.0 169.254.0.2| |172.16.215.100/29
) ' e |
T T1 ;
TO DR DR DR ' TODR TOSR |
7
,/
Compute PNV
Hypervisor i O i - Edge Node
TEP TEP
172.16.215.67 172.16.215.124

Overlay Transport Network

®
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Multitier Routing: Egress to Physical Network (2)

The gateway (T1 DR) checks its forwarding table to make a routing decision. Because no specific
route exists for the 192.168.10.0/24 network, the packet is sent to the default 100.64.16.0 gateway,
which is the DR instance of Tier-O on the same hypervisor.

sa-nsxedge-01(vrf)> get forwarding
Logical Router
src 1P =10.1.1.10 uuID VRF LRID Name Type
Dst IP = 192.168.10.1 f99962dd-b9%e-47ed-a78b-5cda20bbccéd 8 1  DR-T1-GW-01 DISTRIBUTED ROUTER_TIER1
IPv4d Forwarding Table

IP Prefix Gateway IP  Type UUID Gateway MAC
0.0.0.0/0 100.64.16.0 route 5a254a41-93f6-47ff-8bcd-9f0c6754a815
100.64.16.0/31 route 5a254a41-93f6-47ff-Bbcd-9f0c6754a815
100.64.16.1/32 route 6831eb9d-f50a-56b8-ad44-bba568d2dc83
10.1.1.0/24 route ab%eba7f-202e-49a9-9dab-75815ac775ef
172.16.20.0/24 route 4f0661ee-4389-4382-912¢-c11a39ada7f6

169.254.0.1 169.254.0.2 172.16.215.100/29

Payload TOSR

_________________________________

Compute PNV
Hypervisor I I I O I I I ~ Edge Node
TEP TEP
172.16.215.67 172.16.215.124

Overlay Transport Network

mwa re © 2023 VMware, Inc. VMware NSX-T Data Center: Install, Configure, Manage [ 5-17
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Multitier Routin

g: Egress to Physical Network (3)

3. The packet is sent to the TO DR instance on the same hypervisor through TO-T1 Transit Subnet.

y Dst IP = 19

.1.1.10 I - | —
2.168.10.1 /|

mwa reu © 2023 VMware, Inc.

10.1.1.10 172.16.215.98/29 192.168.10.0/24 192.168.10.1

vm Uplink-Segment
| |

l Segment 1 (VNI 65549)

) Internal Transit Subnet )
1 1

_____________ TO-T1 Transit Subnet

L - = ]
-

I 1
100.64.16.0¢] |169.254.0.1  100.64.16 | |10.1.1.1 10.1.1.1| |100.64.16.1  100.64.16.0 169.254.0.2| |172.16.215.100/29

‘| _______________________________
© | BEVIEEL 0 '
N T1 T1
TO DR DR DR ' TODR TOSR

C 4\

ompute PNV
Hypervisor i O i e Edge Node

TEP TEP
172.16.215.67 172.16.215.124

Overlay Transport Network

VMware NSX-T Data Center: Install, Configure, Manage
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Multitier Routing: Egress to Physical Network (4)

The gateway (TO DR) checks its forwarding table to make a routing decision. The packet is sent

to the default 169.254.0.2 gateway, which is the TO SR component on the edge node.

Src IP
Payload Dst IP

mwa re7 © 2023 VMware, Inc.

10.1.1.10
192.168.10.1

Internal Transit Subnet

U: Up], [G: G :
eject], [B: Blackhole], [F: Soft Flush],

172.16.

0.0.0.0/0
10.10.87.0/24
100.64.16.0/31
169.254.0.0/24
10.1.1.0/24
172.16.20.0/24
172.16.215.96/29

[C: Con

169.254.0.2
0.0.0.0
0.0.0.0
0.0.0.0
100.64.16.1
100.64.16.1
169.254.0.2

get logical-router 98e0240f-2222-4295-a674-%ea44c502e2e forwarding
| Routers Forwarding Table

[I: Interface]

[E: ECMP]

5e938041-94h4-
682bath7-

682babb7-cc11-46cd-b25e-aTedfcf07315
682babb7-c¢11-46¢d-b25e-a7edfcf07315
ed32aeec-fa12-4ba3-a307-402ec4a74de2

169.254.0.1

Compute

Hypervisor I I I O I I I

Payload

TEP
172.16.215.67

172.16.215.100/29

—1 —-L—---NX-= | E—
: TOSR
///
PNV
- Edge Node
TEP

172.16.215.124

Overlay Transport Network

VMware NSX-T Data Center: Install, Configure, Manage
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Multitier Routing: Egress to Physical Network (5)

5.

To send the packet from the hypervisor to the edge node, the packet is encapsulated with a

Geneve header.

Payload

SrcIP = 10.1.1.10
Dst IP = 192.168.10.1

__

mwa re® © 2023 VMware, Inc.

Overlay Transport Network

VMware NSX-T Data Center: Install, Configure, Manage

4L
10.1.1.10 172.16.215.86/28 192.168.10.0/24 192.168.10.1
Geneve SrcIP = 172.16.215.67
Dst IP = 172.16.215.124 s link-S t
Payload VNI = 65551 Uplink-Segmen |
1 Segment 1 (VNI 65549)
1 1
1 1
. Internal Transit Subnet P
1 1
: TO-T1 Transit Subnet :
) 1
100.64.16.0 169.254.0.1 100.64.16.1| |10.1.1.1 10 30 S 100.64.16.1  100.64.16.0 169.254.0.2 172.16.215.100/29
@ T T1 E @ @ i
TO DR DR DR i TODR TOSR
@ Iy /| I\ ¥ /DT
Geneve //
Compute Payload AN
Hypervisor I" I" i Edge Node
TEP TEP
172.16.215.67 172.16.215.124
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Multitier Routing: Egress to Physical Network (6)

6.The encapsulated packet is sent to the edge node across the overlay tunnel.

mwa re® © 2023 VMware, Inc.

Src IP = 10.1.1.10 - - | —
Y Dst IP = 192.168.10.1 X
10.1.1.10 172.16.215.98/29 192.168.10.0/24 192.168.10.1
el Src IP = 172.16.215.67
Dst IP = 172.16.215.124 . link-S ¢
Payload VNI = 65551 Uplink-Segmen |
l Segment 1 (VNI 65549)
| |
; Internal Transit Subnet ;
1 1
: TO-T1 Transit Subnet |
1 1
100.64.16.0 169.254.0.1 100.64.16.1 10.1.1.1 10.1.1.1 100.64.16.1 100.64.16.0 169.254.0.2 172.16.215.100/29
T1 T1 E ;
TO DR DR DR TOSR
Compute Payload
Hypervisor i o il Edge Node
TEP \\ /1 TEP
172.16.215.67 \\ 7 172.16.215.124

Overlay Transport Network

VMware NSX-T Data Center: Install, Configure, Manage
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Multitier Routing: Egress to Physical Network (7)

7. The edge node decapsulates the packet and sends it to its TO SR instance.

Src 1P = 10.1.1.10
Y Dst IP = 192.168.10.1

10,1.7.10

vim

l Segment 1 (VNI 65549)

172.16.215.98/29

__

192.168.10.0/24

Uplink-Segment

J\

192.168.10.1

Internal Transit Subnet

TO-T1 Transit Subnet

100.64.1

6.0 169.254.0.1 100.64.16.1

10:1.1.4

TO DR

T1
DR

Compute I I I o

Hypervisor

mwa re® © 2023 VMware, Inc.

TEP
172.16.215.67

10131

100.64.16.1 100.64.16.0 169.254.0.2 172.16.215.100/29

DR

AN
Payload HE%]
TQSR !

Edge Node

i

172.16.215.124

Overlay Transport Network
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Multitier Routing: Egress to Physical Network (8)

The gateway (TO SR) routing table shows a route for the 192.168.10.0/24 network over the

uplink segment.
10.1.1.10 —.— —_—
192.168.10.1 A

172.16.215.98/29 192.168.10.0/24 192.168.10.1

Src IP
Payload Dst IP

Uplink-Segment

sa-nsxedge-01(tierQ_sr)> get route

Flags: tOc - Tier0-Connected, t0s - TierO-Static, b - BGP,

tOn - TierQ-NAT, t1s - Tier1-Static, t1c - Tier1-Connected,

t1n: Tier1-NAT, t11: Tier1-LB VIP, t1ls: Tier1-LB SNAT,

t1d: Tier1-DNS FORWARDER, t1ipsec: Tier1-IPSec, isr: Inter-SR,
» - selected route, * - FIB route

169.254.0.2 172.16.215.100/29

Total number of routes: 13

t0s> * 0.0.0.0/0 [1/0] via 172.215.98, uplink-304, 3d17h51m :
t0c>* 10.10.87.0/24 is directly connected, downlink-312, 3d20h22m v ;
t0c> * 100.64.16.0/21 is directly connected, linked-333, 18:50:17 : ‘
t0c> * 169.254.0.0/24 is directly connected, downlink-305, 3d20h22m :

t1c>* 10.1.1.0/24 [3/0] via 100.64.16.1, linked-333, 18:50:12
t1c>* 172.16.20.0/24 [3/0] via 100.64.16.1, linked-333, 18:50:12 p 4
b >*192.168.10.0/24 [20/66] via 172.16.215.98, uplink-304, 3d20h24m y Edge Node
t0c>* 172.16.215.96/29 is directly connected, uplink-304, 3d20h26m =5

172.16.215.124

Overlay Transport Network

®
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Multitier Routing: Egress to Physical Network (9)

9.  The edge node sends the packet to its upstream physical gateway, which routes the packet to

its destination, 192.168.10.1.
_ ' ———————— ------- > Payload @
JL

172.16.215.98/29 192.168.10.0/24

SrcIP = 10.1.1.10
Y Dst IP = 192.168.10.1

10.1.1.10 192.168.10.1
vm Uplink Ségrhant === ===--=-______
| = |
l Segment 1 (VNI 65549)
| |
) Internal Transit Subnet ;
1 1
: TO-T1 Transit Subnet ,
T 1
100.64.16.0 169.254.0.1 100.64.16.1 10.1.1.1 10.1.1.1 100.64.16.1  100.64.16.0 169.254.0.2 172.16.215.100/29
@ T1 T1 : @ @
TO DR DR DR *  TODR TOSR |
il ,}'
Compute PNV
Hypervisor il o il i Edge Node
TEP TEP
172.16.215.67 172.16.215.124

Overlay Transport Network

®
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Multitier Routing: Ingress from Physical Network (1)

1. For the return packet, the source VM 192.168.10.1 sends the packet to its default gateway,

which routes the packet to the edge node.

mwa re® © 2023 VMware, Inc.

10.1.1.10 172'16'215'98/‘2\?

~
vm
|

% —— . — Payload

192.168.10.0/24

J\

192.168.10.1

l Segment 1 (VNI 65549)

Internal Transit Subnet

TO-T1 Transit Subnet

100.64.16.0 169.254.0.1 100.64.16.1 10.1.1.1 10.1.1.1 100.64.16.1

100.64.16.0 169.254.0.2 ]‘22.16.215.100/29

@ T1 T1
TO DR DR DR

comeere 1 O 1

Hypervisor

TO DR TO SR
W, ,'}"
PNV
-~ Edge Node
TEP

TEP
172.16.215.67

172.16.215.124

Overlay Transport Network
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Multitier Routing: Ingress from Physical Network (2)

The SR and the DR components of the Tier-O gateway share their routing table because they are
both on the edge node. The routing decision is made to send the packet to the Tier-1 DR instance
in the same edge node.

Payload Src IP = 10.1.1.10 - . B
Dst IP = 192.168.10.1 1

172.16.215.98/29 192.168.10.0/24 192 168.10.1

Uplink-Segment

sa-nsxedge-01(tier0_sr)> get route

Flags: tOc - Tier0-Connected, tOs - Tier0-Static, b - BGP,

tOn - Tier0-NAT, t1s - Tier1-Static, t1c - Tier1-Connected,

t1n: Tier1-NAT, t1l: Tier1-LB VIP, t1ls: Tier1-LB SNAT,

t1d: Tier1-DNS FORWARDER, t1ipsec: Tier1-IPSec, isr: Inter-SR,
> - selected route, * - FIB route

169.254.0.2 172.16.215.100/29
Total number of routes: 13 soooood bocooooocoocooooe R ‘

t0s> * 0.0.0.0/Q [1/0] via 172.215.98, uplink-304, 3d17h51m ' o Payload
tOc> * 10.10.87.0/24 is directly connected, downlink-312, 3d20h22m :
tOc> * 100.64.16.0/31 is directly connected, linked-333, 18:50:17 TOSR |
tOc> * 169.254.0.0/24 is directly connected, downlink-305, 3d20h22m e O O 2 0 0 B 0 D et
t1c>* 10.1.1.0/24 [3/0] via 100.64.16.1, linked-333, 18:50:12 SENEME
t1c>* 172.16.20.0/24 [3/0] via 100.64.16.1, linked-333, 18:50:12 PNV
b >*192.168.10.0/24 [20/66] via 172.16.215.98, uplink-304, 3d20h24m e Edge Node
t0c> * 172.16.215.96/29 is directly connected, uplink-304, 3d20h26m TEP

172.16.215.124

Overlay Transport Network
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Multitier Routing: Ingress from Physical Network (3)

3.

Payload

Src IP = 10.1.1.10

Dst IP = 192.168.10.1

100.64.16.0 169.254.0.1 100.64.16.1
!
TO DR @ DR
Compute
Hypervisor I" o "I
TEP

mwa re® © 2023 VMware, Inc.

10,1.1.10

vm

l Segment 1 (VNI 65549)

172.16.215.98/29

The packet is sent to the T1 DR instance on the edge node through TO-T1 Transit Subnet.

__ —

192.168.10.0/24 192.168.10.1

Uplink-Segment

Internal Transit Subnet

TO-T1 Transit Subnet

1051 4.0

10 1 [ 1

100.64.16.1

172.16.215.100/29

1

[]
v
VA
N

172.16.215:67

TO DR TO SR
oL ,/'-
PNV
.~ Edge Node
TEP

172.16.215.124

Overlay Transport Network
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Multitier Routing: Ingress from Physical Network (4)

The gateway (T1 DR) checks its forwarding table to make a routing decision. A route is directly
connected to the 10.1.1.0/24 network over Segment 1. The packet is sent to the remote host.

SrcIP = 10.1.1.10
Y Dst IP = 192.168.10.1

sa-nsxedge-01(vrf)> get forwarding
Logical Router

uuiD VRF LR-D Name Type
f99862dd-b99e-47ed-a78b-5cda20bbccéd 8 1 DR-T1-GW-01

IPv4 Forwarding Table

IP Prefix Gateway [P Type

0.0.0.0/0 100.64.16.0  route
100.64.16.0/31 raute
100.64.16.1/32 route
10.1.1.0/24 route
172.16.20.0/24 route

mwa re7 © 2023 VMware, Inc.

172.16.215.98/29 192.168.10.0/24

Internal Transit Subnet

192.168.10.1

Uplink-Segment

169.254.0.1

DISTRIBUTED_ROUTER_TIER1

uuID Gateway MAC
5a254a41-93f6-471-8bcd-9f0c6754a815
5a254a41-93f6-47ff-8bcd-9f0c6754a815
6831eb9d-f50a-56b8-ad44-bba568d2dc83
ab9%eba7f-202e-49a9-9dab-75815ac775ef
4f0661ee-4389-4382-912¢-c11a39ada76

169.254.0.2 172.16.215.100/29

.................................

¢ Edge Node

TEP
172.16.215.124

Overlay Transport Network
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Multitier Routing: Ingress from Physical Network (5)

5.  To send the packet from the edge node to the hypervisor, the packet is encapsulated with a
Geneve header.

SrcIP = 10.1.1.10 —_— —_—
Y Dst IP = 192.168.10.1

10.1.1.10 172.16.215.98/29 192.168.10.0/24 192.168.10.1
Geneve SrcIP = 172.16.215.67
Dst IP = 172.16.215.124 R fiofe i
Payload VNI = 65551 Uplink-Segmen |
l Segment 1 (VNI 65549)
1
1

Internal Transit Subnet

1
TO-T1 Transit Subnet
I

1
100.64.16.0 169.254.0.1 100.64.16.1 10l 1.d 10.1.1.1 100.64.16.1

100.64.16.0 169.254.0.2| |172.16.215.100/29

@ T T1 E @ @i
TO DR DR DR :  TODR TOSR !

=
S nle Geneve
u
Hypervisor I I I 0 III Payload Edge Node
TEP
172.16.215.67

TEP
172.16.215.124

Overlay Transport Network
mwa re® © 2023 VMware, Inc.
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Multitier Routing: Ingress from Physical Network (6)

6. The encapsulated packet is sent to the edge node across the overlay tunnel.

SrcIP =
Payload Dst IP =

A.1.10
2.168.10.1

Geneve SrcIP = 172.16.215.67
Payload Dst IP = 172.16.215.124
VNI = 65551

mwa re® © 2023 VMware, Inc.

J\

10.1.1.10 172.16.2 1586122 192.168.10.0/24 192.168.10.1
vm Uplink-Segment
l Segment 1 (VNI 65549)
| |
: Internal Transit Subnet :
| ] 1
. TO-T1 Transit Subnet :
] 1
100.64.16.0 169.254.0.1 100.64.16.1 105111 10011 100.64.16.1 100.64.16.0 169.254.0.2
T T1 ; :
TO DR DR DR TO DR TO SR
c . Geneve 5 ,’\:
ompute )
Hypervisor ey 1l s Edge Node
TEP | 7| TEP
172.16.215.67 b //’ 172.16.215.124

172.16.215.100/29

Overlay Transport Network
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Multitier Routing: Ingress from Physical Network (7)

7. The receiving host decapsulates the packet and routes it to its destination (VM 10.1.1.10).

PRI Src 1P = 10.1.1.10
Y Dst IP = 192.168.10.1

10,1:1.10

[ ]
Payload

Segment 1 (VNI 65549)

172.16.215.98/29

Uplink-Segment

__ —

192.168.10.0/24

192.168.10.1

Internal Transit Subnet

TO-T1 Transit Subnet

100.64.1

6.0 169.254.0.1

100.64.16.1

)

mwa re® © 2023 VMware, Inc.

TO DR
Compute
Hypervisor I I I o I "
TEP

172.16.215.67

10:1.1.1

T
DR

10131 100.64.16.1

T1
DR

100.64.16.0 169.254.0.2| |172.16.215.100/29

@ TO DR TO SR
rd
//
PNV
.~ Edge Node
TEP

172.16.215.124

QOverlay Transport Network
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Investigating More Deeply
What else can we see?




Uplink Configuration: Edge CLI Validation
Use the get interfaces command in the VRF context of the Tier-0 service router to get
the uplink interface-related information.

sa-nsxedge-01> get logical-routers

Logical Router

UUID VRE LR-ID Name...

9ffdac61-d645-4b2d-957e-efled22767a7 14 11266 SR-Prod-TO-GW-01...

sa-nsxedge-01> vrf 14
sa—-nsxedge-01 (tier0 sr)> get interfaces

Interface : 685eab8a-b860-4411-9919-92b7£70e7048

Ifuid : 376

Name : Uplink-01-Intf

Fwd-mode : IPV4 ONLY

Internal name : uplink-376

Mode : 1if

Port-type : uplink

IP/Mask : 192.168.100.2/24
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Tier-O and Tier-1 Connection: Edge CLI Verification

Use the get interfaces command in the VRF context of the Tier-1 service router to get
the uplink interface used to connect to the Tier-O gateway.

sa-nsxedge-01> get logical-routers
Logical Router
UUID VRE LR-ID Name...

a2f27e39-5b4dc-4cde-ad40f-ea’bbidb3ed34 12 11265 SR-Prod-T1-Gw-01...

sa-nsxedge-01> vrf 12
sa—-nsxedge-01 (tierl sr)> get interfaces

Interface : afe905c7-9¢c8c-47cb-a213-2£79240d5b1l4
Ifuid : 382

Name : Prod-T0-GW-01-Prod-T1-GW-01-tl1
Fwd-mode : IPV4 ONLY

Mode : 1if

Port-type : uplink

IP/Mask : 100.64.48.0/31

mwa re® © 2023 VMware, Inc.
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Optimizing and Troubleshooting Virtual and Physical Networks

« Qverview

Path Topology '@

Use Aria Operations for
Networks to optimize and e e o
troubleshoot your networks:

Virtual and physical network
topology mapping

Performance optimization
across overlay and underlay

Correlated problems and
performance metrics

Firewall rules and security
policies across NSX and third-
party devices

Host Transport Node Edge Transport Node

®
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Optimizing and Troubleshooting Virtual and Physical Networks

- Qverview

Path Topology ¢

Use Aria Operations for
Networks to optimize and C

10.10.10.11 1721981
troubleshoot your networks:

Virtual and physical network
topology mapping

Performance optimization
across overlay and underlay

Correlated problems and
performance metrics

=)
8
g_
g

Firewall rules and security
policies across NSX and third-
party devices

Host Transport Node Edge Transport Noda

®
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Optimizing and Troubleshooting Virtual and Physical Networks

Path Topology ||
. . source __ Destination Path Details
Use Aria Operations for 1721921 : internet & 18 Show labels
Networks to optimize and e
troubleshoot your networks: 0 i

B infra-Segment-02-lp

Virtual and physical network
topology mapping

5 DR-Tier-0-GW

B transit-36b50e4d-
3385-4457-bbb3-

Performance optimization | | : _ _ -
across overlay and underlay | B ronst decdid
. | D513-8c21e4841d18
Correlated problems and =1 @ srrieroow
pe rformance metrics = .' ! = — — 9 | B Tier-0-GW-Uph04-1ulp

192.168.0.250-default

Firewall rules and security
policies across NSX and third-
party deViceS Host Transport Node Edge Transport Node

Internet

®
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