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• This presentation may contain product features or functionality that are currently under development.

• This overview of new technology represents no commitment from VMware to deliver these features in any 
generally available product.

• Features are subject to change, and must not be included in contracts, purchase orders, or sales 
agreements of any kind.

• Technical feasibility and market demand will affect final delivery.

• Pricing and packaging for any new features/functionality/technology discussed or presented, have not 
been determined.

Required Disclaimer 
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$20B 

DAMAGE

2021 

2019 

2018 $8B 

$11.5B 

3

ATTACKS EVERY DAY

OVER

1 A NEW ORG FALLS VICTIM

EVERY

2

3 Cybersecurity Ventures (Oct. 2019) 

FULL FUNDED 
ADVERSARY SYNDICATES

AS-A-SERVICE

2 Cybersecurity Ventures (Oct, 2019) 1 Justice.gov 

https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
https://www.justice.gov/criminal-ccips/file/872771/download#:%7E:text=On%20average%2C%20more%20than%204%2C000,risk%20posed%20to%20your%20organization
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ATTACK SEQUENCE

INITIAL ACCESS/ESTABLISH PERSISTENCE

COMMAND AND CONTROL
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10.2 . 1 .34

6:30 PM

1 75 .XX. 10.23

COBALT STRIKE
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10.2 . 1 .34

6:36 PM

1 75 .XX. 10.23

COMMAND AND CONTROL
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INITIAL ACCESSESTABLISH PERSISTENCE

COMMAND AND CONTROL

ATTACK SEQUENCE

LATERAL MOVEMENT
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10. 1 . 1 . 100

175 .XX. 10.23

10.2. 1 .34

9:12 PM RECON

RECON/SCANNING

PORT PROTOCOL

Vulnerability: 
CVE: 2021-1675…

Open Ports: 
RDP 3389, DB 336
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10. 1 . 1 . 100

175 .XX. 10.23

10.2. 1 .34

9:12 PM

LATERAL ATTEMPT 1

CVE-2021-1675 
(PrintNightmare)
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MEANWHILE…
USERNAME:

PASSWORD:

Sjohnson@gmail.com

***************

10:45 PM

75%
OF LATERAL MOVEMENT 

IS VIA RDP
Source: VMware Threat Landscape Report 2021
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10. 1 . 1 . 100

175 .XX. 10.23

10.2. 1 .34

10:45 PM

LATERAL ATTEMPT 2

Anomalous RDP 
Connection
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INITIAL ACCESS/ESTABLISH PERSISTENCE

COMMAND AND CONTROL

ATTACK SEQUENCE

LATERAL MOVEMENT

EXFILTRATE + RANSOMWARE / DESTROY
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10. 1 . 1 . 100

175 .XX. 10.23

10.2. 1 .34

12:02 AM
Feb 14th

EXFILTRATE

RANSOMWARE

DNScat
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59%
DOUBLE EXTORTION

EXFILTRATE + RANSOMWARE / DESTROY

Source: IBM X-Force Threat Intelligence Index 2021
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Challenges Implementing a Holistic Solution
Ransomware risk mitigation

Lack of a ransomware 
avoidance strategy

Lack of integration between DR and 
ransomware detection solutions

Weak implementation of network 
and endpoint security policies

Poor visibility into application 
complexities and dependencies

Insufficient staff and time

Lack of security awareness and 
containment experience and skills
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The Ransomware Protection Cycle
VMware ransomware solutions

Identify RecoverDetect RespondPrevent

Source: NIST

Manage risk across 
systems, people, 
assets, data and 
capabilities

Limit or contain the 
impact of an attack

Define activities to 
identify the 
occurrence of an 
attack

Contain the impact 
of a potential attack

Restore normal 
operations to reduce 
the impact of an attack
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Full Coverage of the Ransomware Protection Cycle
VMware ransomware solutions

Identify RecoverDetect RespondPrevent

Baseline Network Environment 

Application
Dependency Mapping

DR Plan Config, Test, Check

High Value Assets 
Tagging

Flow Visualization Attack Surface Reduction

IDS/IPS/Deep Packet 
Inspection

Network Segmentations

Malware Prevention

Micro-segmentation

Signal Correlation Across 
Detectors

Signature-based & behavior-
based detection (Network)

Sandbox/Malware 
Detection

Network Anomaly

Identify Restore Point 
candidates

Failover to Isolated Recovery 
Environment

Network Quarantine

Network Resets

Allow/Deny

Review, Audit 
& Remediate

Delta-based Failback

VMware NSX® Security

VMware Ransomware Recovery™
for VMware Cloud DR™

NSX Security VMware Cloud DR

File and folder-level recovery

Validation of recovery points
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Ransomware Risk Mitigation Implementation Methodology
An end-to-end holistic approach

Define the strategy 

and integrations

Implement and integrate the solutions

Endpoint Protection Network Protection Data Protection

Get started operating 

the environment
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Define the Strategy
and Integrations
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Define the Strategy and Integrations
Leverage an agile approach for a faster path to security

Get the support you need to mitigate ransomware risk with four flexible integration options that work in any combination

Reduce the number 
of vulnerable attack 

surfaces with 
network protection

Safeguard your business 
and customer information 

with data protection

Optimize your 
security posture 

with an 
assessment and 

strategy roadmap

Secure your 
endpoints and 

workloads
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Assess the Security Posture to Identify Vulnerabilities
A crucial step to implement the most appropriate countermeasures

Assessments 
Available

Zero Trust 
Readiness 

Assessment

Security 
Vulnerability 
Assessment

CMMC 
Readiness 

Assessment

Cloud 
Security Best 
Practices

Assess people, processes, 
and VMware technologies 
based on NIST standards

Gain insights on 
requirements for all 

Department of Defense 
suppliers

Reduce risks 
within VMware 
Cloud architecture

Gain a deep 
understanding of 
security posture to 
remediate as needed
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Integrate Security Strategy for Endpoints
Requirements, assumptions, constraints, and risks

Policies and 
notifications

Response 
procedures

Data flows and 
communications

Permission, 
blocking, and 
isolation rules

Exceptions 
list
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Integrate Security Strategy for Networks
Requirements, assumptions, constraints, and risks

Allowed and 
blocked 

communications 
flows

Exceptions 
list

Level of 
protection to 

pursue

Integration with 
external identity 

manager

Logging 
integration
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Implement Data Protection
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Disaster Recovery: Proper Preparation Prevents Poor Performance
Protect your datacenter to the cloud with VMware Cloud Disaster Recovery 

Plan
Map applications

Select SLAs

Organize Site(s)

Define
Build site(s)

Define policies

Begin data copy

Configure
Deploy cloud site

Align sites

Define DR plans

Test
Test failovers

Measure results

Adjust plans

Operate
Review runbooks

Monitor sites

Report & Audit
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Discover VMs and dependency mapping

Analyze
Packet flows
Compliance requirements
Security requirements

Map
Application 
dependencies

Define 
Protection groups
Replication timing and snapshot 
frequency

Virtual workloads
Applications
Infrastructure

Discover
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Delta-based 
Failback

VMware Cloud Disaster Recovery
On-demand disaster recovery, delivered as an easy-to-use SaaS solution, with 
cloud economics

Production Site

Blue: Steady-state operations   |   Purple: Activated for tests, failovers, failbacks

Replication Live Mount

VMware Cloud™ on AWS
On-Demand Failover Target

VMFS / NFS / VMware vSAN® 
/ vVols

DRaaS Connector

Scale-out
File System

SaaS 
Orchestrator

VMware Cloud 
Disaster Recovery™

SDDC Clusters
Live Pilot Light Option

Instant Power-on

Recovery
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Create a Detailed Disaster Recovery Plan

Define scope of DR plan(s)

Define recovery steps 
and sequence

Define custom scripts

Integrate details into broader DR plan

Design and configure 
the target DR site
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Integrate Security Strategy

Threat scan frequency

Image snapshot frequency and retention

RPOs

RTOs

Ensure threat detection and disaster recovery works together 
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VMware Cloud DR: Identifying a Clean Recovery Point
An iterative process that must be done as quickly as possible

Restore
First/Next
Recovery

Point

Isolated 
Recovery

Site
Activated

Start 
Production

Restore
Process

NO: Does not pass security testing

Determine
recovery 

point 
candidates

Evaluate
Recovery 

Point

CRITICAL: Must rapidly do this iterative process 

YES: 
Passes 
security 
testing
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Recovery Point (#)

Recovery Point (#)

Recovery Point (#)

Recovery Point (#)

Recovery Point (#)

Recovery Point (#)

Recovery Point (#)

Protected VM Recovered VM

Temporary VM

VM Files (GFR)

1 5

Merged VM Recovery Process
Combining more than one recovery point into the recovered VM

Recovery Point (C)

Recovery Point (B)

Recovery Point (A)

2

3

4

Recovery Point (#)

Recovery Point (#)

Recovery Point (#)

older

newer
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Test and Validate Scenarios

Test

VM

Update

Validate failover with
non-disruptive testing
• Activate VMs on the target site

• Power-on VMs on the test 
network 

• Validate applications, 
sequence, scripts, and timing
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Continuously Mitigate Risks
Monitor, manage, and test

Discover and 
analyze changes

Update the 
mitigation plans

Keep testing, validate 
recovery points
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Update Operations

Security Operations
Center (SOC) Procedures
• Security Posture Awareness

• Endpoint Security

• Threat Hunting

• Alert Triaging

• Threat Response 

• Remediation and Recovery

Infrastructure Best 
Practices and Standard 
Operating Procedures
• Service Request Management

• Network and Firewall 
Configuration

• Capacity Management

• Virtual Machine Management

• Monitoring

• Patching and Upgrades
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IT / Business Problem Solution

• Business critical applications do not have data protection

• Limited budget available for IT services

• Insufficient disaster recover strategy or plan

• Lack of staff and time to deploy disaster recovery sites

• Poor visibility into application complexities
and dependencies

• Automated discovery of applications using VMware 
Aria Operations™ for Networks to analyze application 
groping to protect

• VMware Cloud Disaster Recovery on-demand solution 
leveraged to optimize cost

• Protection policies created based application RPO 
and RTO

Outcomes
Protected workloads to cloud successfully using VMware Cloud Disaster Recovery without any additional hardware
Protection grouping based on application dependency mapping
On-demand recovery for ransomware protection
Simplified and streamlined protection and recovery methodology using VMware Cloud Disaster Recovery
Highly satisfied customer with protection and recovery services

Manufacturing Industry
Disaster recovery
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IT / Business Problem Solution

• Can’t afford to take the time needed to research, 
implement and fully test disaster recovery plans

• Application availability needed incase of natural disasters 
such as hurricanes, floods, wildfires and earthquakes

• Protection from ransomware and cyber attacks

• Inefficient use of resources with current DR solutions

• Significant complexity and manual effort

• VMware Cloud Disaster Recovery solution provided with 
upfront SDDC deployment to cater customer RPO and 
RTO requirements

• Customized protection and recovery plans based on 
each application requirement

• Application dependency mapping using VMware Aria 
Operations for Networks

• Isolated recovery environment (IRE), so the ransomware 
can be fully remediated before migrating any virtual 
machines back into a production environment.

Outcomes
Cost effective on-demand DR solution which is scalable, flexible and easy to manage
Store a deep history of immutable snapshots in an isolated, offsite and encrypted cloud file system with daily data integrity checks
Non-disruptively test DR plans
Streamlined DR orchestration and reporting

Product and Services Industry
Disaster recovery
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Please take 
your survey.
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Thank You
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Click to add notes

1



This presentation may contain product features or functionality that are currently under development.

This overview of new technology represents no commitment from VMware to deliver these features in any generally available product.

Features are subject to change, and must not be included in contracts, purchase orders, or sales agreements of any kind.

Technical feasibility and market demand will affect final delivery.

Pricing and packaging for any new features/functionality/technology discussed or presented, have not been determined.



Required Disclaimer 
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$20B 

DAMAGE





2021 

2019 

2018 

$8B 

$11.5B 

3

4000

ATTACKS EVERY DAY

OVER

1

11 seconds

A NEW ORG FALLS VICTIM

EVERY

2



3 Cybersecurity Ventures (Oct. 2019) 

FULL FUNDED 
ADVERSARY SYNDICATES

Ransomware

AS-A-SERVICE

2 Cybersecurity Ventures (Oct, 2019) 

1 Justice.gov 
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A new organization will fell victim to ransomware every 14 seconds in 2019, and every 11 seconds by 2021. Reference - Cybersecurity Ventures 

More than 4,000 ransomware attacks occur every day.

Despite a total security spend on well over $123 billion USD in 2020, the total estimated damage from ransomware was $20B, more than double from 2018.

Average cost of recovery from ransomware paid in bitcoin more than double from $144M to $350M in 2021  

A well funded ecosystem of Readymade Ransomware Kits are available, and they do not need extensive technical knowledge.
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ATTACK SEQUENCE
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COMMAND AND CONTROL
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In most attack sequences the adversary needs to gain initial access and control of an asset/workload/VDI and from there then establish command and control of the compromised asset.
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10.2.1.34



6:30 PM

175.XX.10.23





















COBALT STRIKE
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Timestamp: July 1, 6:30 PM

An employee, Jill, who’s an IT admin, opens an email from this VDI desktop (10.1.1.100) and finds an interesting email. Jill is eager to figure out her new salary, and clicks the link, which opens an xls document which she then downloads.

Jill has no idea, but through the use of macros, a trojan was downloaded, and the attacker was able to use her desktop to gain access into the environment.
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10.2.1.34



6:36 PM

175.XX.10.23































































COMMAND AND CONTROL
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The next step in this attack chain is command and control. The threat actor now has control over the VDI and can use it as a beachhead into the environment. 



Six minutes later after initial access:

Cobalt Strike command and control session is established (from VDI desktop (10.1.1.100) to attacker machine (175.45.10.23)) 

Attacker now has control over the compromised VDI.
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ATTACK SEQUENCE





LATERAL MOVEMENT
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The next goal is to move laterally 
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175.XX.10.23









10.2.1.34



9:12 PM



















RECON





























RECON/SCANNING



PORT

PROTOCOL













Vulnerability: 
CVE: 2021-1675…

Open Ports: 
RDP 3389, DB 336
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Now that the actor is inside and begins a recon mission.



Attacker uses legitimate paths to progress the attack. 

Scans and searches for vulnerabilities 

Scans and searches for legitimate ports and protocols that are available

The output:
- RDP ports open

- Database discovered

- CVE Vulnerabilities
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LATERAL ATTEMPT 1



CVE-2021-1675 (PrintNightmare)



















































‹#›



© 2023 VMware, Inc.

Three hour later,

Attacker tries to exploit a CVE-2021-1675, known as PrintNightmare on a workload in a different subnet to try and move laterally. 
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MEANWHILE…



USERNAME:

PASSWORD:

Sjohnson@gmail.com

***************

10:45 PM

75%

OF LATERAL MOVEMENT 
IS VIA RDP

Source: VMware Threat Landscape Report 2021
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Actors look for easy ways in first, like exploiting known vulnerabilities, however being persistent they also look for alternatives.

According to the VMware Threat Landscape Report, more than 75% of lateral movement happens via RDP
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LATERAL ATTEMPT 2



Anomalous RDP Connection
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SO, two hours later…

The attacker now leverages RDP, using previously stolen or cached credentials, to pivot the attack and move laterally as we see an anomalous connection to port 3889 of the database workload (10.2.1.34) coming from a VDI Desktop (10.1.1.100).
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ATTACK SEQUENCE



LATERAL MOVEMENT

































EXFILTRATE + RANSOMWARE / DESTROY
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Now the attacker moves on to exfiltrate data and drop ransomware
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Feb 14th













































































































































EXFILTRATE

101010101011110101010

RANSOMWARE

DNScat
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Several hours later…

The attacker starts exfiltrating data from the database workload back to the attacker’s machine using DNScat

Once attackers move laterally and find valuable data, they collect the data and exfiltrate it over alternative protocols or C2 channels.

Once data is exfiltrated, they enact a scorched earth campaign by deploying ransomware to the assets.
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59%

DOUBLE EXTORTION







EXFILTRATE + RANSOMWARE / DESTROY





















Source: IBM X-Force Threat Intelligence Index 2021
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59% of ransomware attacks used a double extortion strategy, IBM X Force Report 
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Challenges Implementing a Holistic Solution

Ransomware risk mitigation

Lack of a ransomware avoidance strategy

Lack of integration between DR and ransomware detection solutions

Weak implementation of network and endpoint security policies

Poor visibility into application complexities and dependencies

Insufficient staff and time

Lack of security awareness and containment experience and skills
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There are many reasons why you may not have implemented a solution to mitigate ransomware attacks, including:

Lack of a ransomware avoidance strategy, or an insufficient strategy or plan,

Lack of integration between disaster recovery and ransomware detection solutions,

Weak implementation of network and endpoint security policies,

Poor visibility into application complexities and dependencies,

Insufficient staff and time, or

Lack of security awareness and containment experience and skills



How can you address these challenges and quickly implement an end-to-end holistic solution?
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The Ransomware Protection Cycle

VMware ransomware solutions

Identify



Recover



Detect



Respond



Prevent























Source: NIST

Manage risk across systems, people, assets, data and capabilities

Limit or contain the impact of an attack

Define activities to identify the occurrence of an attack

Contain the impact of a potential attack

Restore normal operations to reduce the impact of an attack
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It’s important to understand that a comprehensive ransomware protection and recovery strategy is more than one person, one product, or one action. 

 

VMware has other solutions to help address the broader ransomware protection cycle.

 

We are going to focus on VMware Cloud Disaster Recovery, shown here as an integral part of the prevention and recovery stages of an overall protection plan.

 

Disaster Recovery should be your last line of defense in the event of a malicious cyber-attack. Having a plan in place and the right preparation makes that possible.

 

The sooner you begin protecting workloads as part of the prevention stage, the greater your choices and options will be for a successful outcome for possible downstream DR needs.
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Full Coverage of the Ransomware Protection Cycle

VMware ransomware solutions





















Identify



Recover



Detect



Respond



Prevent



Baseline Network Environment 


Application

Dependency Mapping

DR Plan Config, Test, Check

High Value Assets 
Tagging

Flow Visualization











Attack Surface Reduction 

IDS/IPS/Deep Packet Inspection

Network Segmentations

Malware Prevention

Micro-segmentation











Signal Correlation Across Detectors

Signature-based & behavior-based detection (Network)

Sandbox/Malware Detection

Network Anomaly









Identify Restore Point candidates

Failover to Isolated Recovery Environment

Network Quarantine

Network Resets

Allow/Deny











Review, Audit 
& Remediate

Delta-based Failback



























VMware NSX® Security

VMware Ransomware Recovery™
for VMware Cloud DR™





NSX Security

VMware Cloud DR

File and folder-level recovery



Validation of recovery points
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Carbon Black (blue): Vulnerability Assessment, Cloud Security, Next Gen AV, Forensic investigations, Endpoint Detection and response (might need to break the Network and endpoint into two), signature based & behavior based detection, SOAR, Quarantine Environment

NSX (green): Baseline environment for zero day & known malware, distributed firewall, deep packet inspection, ids/ips, Network detection and response, NSX Security, Sandbox, stop lateral movement

VMware Cloud DR (violet): DR Health checks, dr plan config & test, application dependency mapping, failover to recovery site, identify VM snapshot, delta based failback, review audit and remediate 
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Ransomware Risk Mitigation Implementation Methodology

An end-to-end holistic approach





















Define the strategy and integrations

Implement and integrate the solutions











Endpoint Protection







Network Protection







Data Protection

Get started operating the environment
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We have an end-to-end holistic approach to implementing ransomware risk mitigation solutions. We start by defining a tailored strategy including endpoint, network, and data protection activities. We define product configurations and integrations, as well as guidance for security countermeasures.



We implement and integrate the endpoint, network, and data protection solutions. 



We also help you get started operating your environment with operational guidance and standard operating procedures.
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Define the Strategy
and Integrations
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Define the Strategy and Integrations

Leverage an agile approach for a faster path to security

Get the support you need to mitigate ransomware risk with four flexible integration options that work in any combination









Reduce the number of vulnerable attack surfaces with network protection

Safeguard your business and customer information with data protection

Optimize your security posture with an assessment and strategy roadmap

Secure your endpoints and workloads
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We understand that every organization is different.

And they could be at different points in their security implementations and evolution.



We offer flexible options with modules that may be used in different combination. 

A fundamental step to complete is assess your security gaps and find out where your current IT environment stands

Then our PS team will know exactly the countermeasure to take to properly protect the endpoint, the network or the data.
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Assess the Security Posture to Identify Vulnerabilities

A crucial step to implement the most appropriate countermeasures























Assessments Available

Zero Trust Readiness Assessment

Security 
Vulnerability Assessment

CMMC Readiness Assessment

Cloud 
Security Best Practices

Assess people, processes, and VMware technologies based on NIST standards

Gain insights on requirements for all Department of Defense suppliers

Reduce risks within VMware Cloud architecture

Gain a deep understanding of security posture to remediate as needed
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Our assessments were created to work for you. Assessments can be customized to measure what you need, based on your unique circumstances. Assessing your current security posture is critical to maximizing the value of your technology purchases.



Once you have decided on your goals and selected the assessment that fits your needs, our team of security experts get to work. We’ll help you understand your key priorities and objectives and the best way to move forward with your technology and capabilities.



As a result of this exploration, you will receive a gap analysis and a developed pathway with prescriptive recommendations to get you there. These recommendations will include products, rules and policies, training, processes, and migrations to guide you toward your goals. You’ll get a clear picture of your security posture and walk away with a findings and recommendations report as well as an actionable roadmap to prioritize remediation activities.
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Integrate Security Strategy for Endpoints

Requirements, assumptions, constraints, and risks















































































































































































































Policies and notifications

Response procedures

Data flows and communications

Permission, blocking, and isolation rules

Exceptions list
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We take this information and incorporate it into your security policies, procedures, and rules. This will ensure that your endpoint security strategy is aligned with your requirements, assumptions, constraints, and risks.
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Integrate Security Strategy for Networks

Requirements, assumptions, constraints, and risks













































Allowed and blocked communications flows

Exceptions list









Level of protection to pursue

Integration with external identity manager

Logging integration
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We take this information and incorporate it into your network policies, procedures, and rules. This will ensure that your network security strategy is aligned with your requirements, assumptions, constraints, and risks.
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Implement Data Protection
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Disaster Recovery: Proper Preparation Prevents Poor Performance

Protect your datacenter to the cloud with VMware Cloud Disaster Recovery 

Plan

Map applications

Select SLAs

Organize Site(s)

Define

Build site(s)

Define policies

Begin data copy



Configure

 Deploy cloud site

Align sites

Define DR plans

Test

Test failovers

Measure results

Adjust plans

Operate

Review runbooks

Monitor sites

Report & Audit
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This “DR Ready in 5 Days” proposal is shown to help you understand how quickly and easily you can protect your on-prem datacenter site(s) to VMware Cloud on AWS.

Once the solution is procured and ready to deploy, your DR administrators can follow a similar set of tasks to get your organization ready for failover to the cloud in short order.



Day 1

Determine the VMs to be protected by VCDR and organize them into preliminary application DR sets for protection policy assignment and DR plans step(s) processing

Align available SLAs (4-hour or daily) and initial retention objectives to be applied after initial snapshot copy to the cloud

Define and document the on-prem organization of compute resources, folders, networks, and tags that may be used to identify and place VMs in the SDDC



Day 2

Construct the Protected site(s) that contain the target VMs – includes up to 6 DRaaS Connectors and 2-3 vCenters

Construct a test Protection group for small sample VM set for each Protected site to verify prem-cloud operations

Construct initial Protection group policies for the VMs defined in the application DR sets on Day 1 (set inactive for this phase) – includes up to 10 policies

Take manual snapshots of Protection groups – use relative prioritization and/or data set size to optimize initial transfer readiness



Day 3

Deploy the VMware Cloud SDDC test site – use a 1-host footprint to minimize costs and familiarize with the process

Modify the SDDC to the desired configuration to align with on-prem site(s) – includes resource groups, folders, networks, tags, and test bubbles setup

Define DR plans using the application organization details from Day 1 



Day 4

Begin DR plan failover testing – using the NFS datastore for initial steps alignment

Run a DR plan test with full SDDC migration (Storage vMotion) to understand operational results – pick a smaller application data set (less than 1TB)

Adjust DR plans based on any performance or sizing findings in the the testing processes



Day 5

Review reports for compliance and plan details

Review runbooks for test runs from Day 4

Monitor progress of on-prem site protection and compliance checking

Document and remove the test SDDC



You are now READY! Its just as easy to maintain this setup with revisions and repeat the steps as new workloads are included.



There are some assumptions made for this particular exercise. They are:



Assuming a 1 Gbps link to AWS provides about 10TB/day data rate to enable up to ~20 TB to protect in 2-3 days to enable protection of VMs to be tested

Does not include major site overhaul to run applications in a hybrid cloud environment. That is more NSX/HCX/VMC/AWS related and outside the scope of this proposal

Assumes network connectivity from prem-cloud has been established and team has all of the necessary privileges and access needed to perform tasks

Does not include core infrastructure modification to support hybrid or cloud only operations (e.g., DNS, DHCP, load balancing, VPN, firewalls, etc.)

Does not include DR plan Script VM customizations – a sample Script VM can be included in the prepare and test phases as example only
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Discover VMs and dependency mapping
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We also discover and analyze the environments to be protected from a disaster.



We gather information through interviews with stakeholders on the applications and workloads in scope. This includes information on virtual workloads, applications, and virtual infrastructure. Then we use various tools to verify the information is up to date and discover any gaps.



We evaluate the packet flows between workloads in the current environment. We also assess any compliance and security requirements needed for the target environment.



Using the discovery information, we map VMs for each individual application in scope, and determine dependencies within each application and between applications.



From this information, we define protection groups. Protection groups are collections of VMs that fail over together with a specific sequence at the recovery site. They are the basis for defining the scope of your DR plan(s). For example, you might have a web application that requires 3 web servers, 3 application servers, and 2 SQL databases. All 8 of these VMs would be grouped into the same protection group. When you fail over to your recovery site, all 8 would failover together following your restart priorities keeping the application consistent.





Note: 

When the protection groups are defined in the tools, the replications will automatically start.
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Delta-based Failback
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Diving into the VMware Cloud DR product overview:

Prod site: Vm workloads in the vSphere storage solution of choice and we also deploy a DRaaS connector.

Target DR site on VMWare cloud on AWS

Cloud site which consists of orchestrator and Scale out cloud file system

This scale out cloud file system is what allows for those VM replication to be stored very efficiently such that we can actually bring up those VMs instantaneously.

 

Steady state:

DRaaS connector allows secure replication from your source site (production site) to your cloud site. These backups are encrypted and stored in native vSphere VM format in our efficient scale-out cloud file system. When ransomware attack happens you can recover your VMs to VMware Cloud on AWS using your pre-tested DR plans with just a few clicks from the UI. 

During testing or after a ransomware attack:

You have two options to spin up an SDDC to bring up the VMs. Since there’s no need to have any hosts on VMware Cloud on AWS, you are able to spin up a brand new SDDC and instantly power on the stored backup VMs. This is what we call “Live Mount”.

 

Depending on your RTO goals, the other option, or the Pilot Light option, is to maintain a 2-node, 3-node SDDC footprint in which you would leave on at all times and scale up as needed

 

The little to no SDDC footprint is really what will drive those steady state infrastructure costs much, much lower. 

After testing/DR event:

It’s not really a true DR solution without the ability to failback, or move your workloads back to your production site. 

Here, you would failback to your prod site with delta based failback, which means we are only making changes to the previous workloads.

After failback has been completed, you can shut down or scale back the SDDCs that were created during the DR event and move back to your steady state operations. 

 

All VMware Cloud DR components, including that cloud storage/cloud site, are deployed and managed by VMware in an AWS account that is dedicated to each tenant.  
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Create a Detailed Disaster Recovery Plan



Define scope of DR plan(s)

Define recovery steps and sequence

Define custom scripts

Integrate details into broader DR plan

Design and configure the target DR site
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DR plans are automated runbooks that control all the steps in the recovery process. A DR plan can contain one or more protection groups, and a protection group can be included in more than one DR plan. This flexibility allows for the construction of robust, composite plans as well as very focused subsystem plans depending on your testing and failover objectives. For example, you may have a DR plan to recover a singe web app, a DR plan to recover email, and a DR plan to recover an entire site. 



We define the scope of each DR plan (what protection groups go in what DR plan) needed to meet your objectives, as well as the recovery steps and sequence. For example, first restart the database VMs, then the application VMs, and later the web apps. 



We design the target DR site to your match compute, networking, security, storage, and memory requirements. For example, we identify if you want to change IP addresses during the failover or if you want to keep them the same. We configure the target DR site and map the source site resources to it. For example, we map network segments on the source site to network segments on the target DR site.



In a restarting sequence, you may need to run scripts for any other activity pre and post recovery. For example, you may need scripts to clean the database status, notify networking teams, or update the DNS entries for a smooth recovery and access to the application after the DR. We can define any custom scripts that are needed.



And finally, as VMware infrastructure may not be the only element to recover, we can help to integrate your DR plan into your organization’s broader DR plan. This can be done via APIs or simply communicating your insertion point.
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Integrate Security Strategy
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We take the security requirements, assumptions, constraints, and risk and incorporate them into your disaster recovery strategy. 

For example, we configure the replication timing and snapshot frequency to match your identified RPOs and RTOs based on threat scan frequency.

We configure the disk image snapshot frequency as well as the duration of the snapshot retention (supporting both near-term recovery points and long-term retention for weeks or months). For example:

 Keep at least 6 snapshots per day for 2 days

 Keep daily snapshots for 7 days

 Keep weekly snapshots for 4 weeks

 Keep monthly snapshots for 6 months





29



VMware Cloud DR: Identifying a Clean Recovery Point

An iterative process that must be done as quickly as possible

Restore
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Recovery
Point
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Restore
Process

NO: Does not pass security testing

Determine
recovery 
point 
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Evaluate
Recovery 
Point



CRITICAL: Must rapidly do this iterative process 

YES: 
Passes security testing
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Recovery Point (#)
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Test and Validate Scenarios
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Validate applications, sequence, scripts, and timing
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We execute the DR plan(s) to validate failover. When running a DR test, we select a specific set of snapshots that match your RPO. In the meantime, replication continues in a usual way, transferring data from on-prem and creating new snapshots on completion. We work with the applications team to validate that the applications are functioning as expected and the data is consistent. We determine any changes that are needed and update the DR plan(s), and then retest. This is performed until the DR plans a reliable. For example, the restart sequence of VMs may need some timing adjustments or additional checks via scripts to make sure the failover will still be successful and complete.
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Continuously Mitigate Risks

Monitor, manage, and test

Discover and analyze changes

Update the mitigation plans

Keep testing, validate recovery points
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Configuration drift happens when production environment changes are made (for example, software updates or adding servers) so that the current configuration is different than what is reflected in your network, security, or application mappings. We provide you with the capabilities to continuously monitor, replicate, and test your solution enabling you to maintain ongoing parity with your network, security , and DR plan(s).
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Update Operations

Security Operations
Center (SOC) Procedures

Security Posture Awareness

Endpoint Security

Threat Hunting

Alert Triaging

Threat Response 

Remediation and Recovery



Infrastructure Best Practices and Standard Operating Procedures

Service Request Management

Network and Firewall Configuration

Capacity Management

Virtual Machine Management

Monitoring

Patching and Upgrades
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To help you effectively manage and operate your risk mitigation solution, we provide operational guidance for your Security Operations Center (SOC) as well as for your IT infrastructure.



For your SOC, we provide operations procedures and guidance for:

Security posture awareness to understand where any security gaps or vulnerabilities lie and how to remediate them

Endpoint security to find and remediate vulnerable areas and precisely identify current state at all endpoints

Threat hunting to help you proactively search for cyber threats in your environment.

Alert triaging so you can efficiently and accurately investigate alerts to determine severity of the threat.

Threat response with immediate actions to take as soon as a threat is confirmed threat (such as killing malicious processes and disconnecting VMs from the network).

Remediation and recovery to restore systems and recover any lost or compromised data (such as recovering a few VMs from backup or doing a full DR site recovery).



We provide infrastructure best practices and standard operating procedures for service request management, network and firewall configuration, capacity management, VM management, monitoring, and patching and upgrades to help you manage and maintain your environment and ensure reliability and availability of your infrastructure and services. We provide guidance on how to integrate these operating procedures with your existing procedures. 



We also help train your IT and Security teams through knowledge transfer, for example, knowledge transfer sessions to bring your teams up to speed on how to correctly respond and react to a threat in real time with a customized and consolidated dashboard. 
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IT / Business Problem

Solution

Business critical applications do not have data protection

Limited budget available for IT services

Insufficient disaster recover strategy or plan

Lack of staff and time to deploy disaster recovery sites

Poor visibility into application complexities
and dependencies

Automated discovery of applications using VMware Aria Operations™ for Networks to analyze application groping to protect

VMware Cloud Disaster Recovery on-demand solution leveraged to optimize cost

Protection policies created based application RPO and RTO



Outcomes

Protected workloads to cloud successfully using VMware Cloud Disaster Recovery without any additional hardware

Protection grouping based on application dependency mapping

On-demand recovery for ransomware protection

Simplified and streamlined protection and recovery methodology using VMware Cloud Disaster Recovery

Highly satisfied customer with protection and recovery services































Manufacturing Industry

Disaster recovery
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Camco Manufacturing Customer
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IT / Business Problem

Solution

Can’t afford to take the time needed to research, implement and fully test disaster recovery plans

Application availability needed incase of natural disasters such as hurricanes, floods, wildfires and earthquakes

Protection from ransomware and cyber attacks

Inefficient use of resources with current DR solutions

Significant complexity and manual effort

VMware Cloud Disaster Recovery solution provided with upfront SDDC deployment to cater customer RPO and RTO requirements

Customized protection and recovery plans based on each application requirement

Application dependency mapping using VMware Aria Operations for Networks

Isolated recovery environment (IRE), so the ransomware can be fully remediated before migrating any virtual machines back into a production environment.

Outcomes

Cost effective on-demand DR solution which is scalable, flexible and easy to manage

Store a deep history of immutable snapshots in an isolated, offsite and encrypted cloud file system with daily data integrity checks

Non-disruptively test DR plans

Streamlined DR orchestration and reporting































Product and Services Industry

Disaster recovery
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Camco Manufacturing Customer

36



Please take 
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Thank You
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